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1 Introduction

Team RGII’s nearly 5 years experience supporting the FHFB, combined with over 35 years superior performance supporting other Federal and Commercial clients, demonstrates our capability to: provide a responsive, stable, and reliable technical solution, ensure a smooth non-disruptive transition, adhere to high performance and operational standards, and commit to our client’s success.

Team RGII’s experience managing and supporting similar IT outsourcing and technology modernization programs, plus our current in-depth understanding of the FHFB IT environment, uniquely qualifies us to be the only team with the insight to safely manage and coordinate the transition and modernization of the FHFB IT infrastructure operations.  RGII selected Affiliated Computer Service Inc. (ACS), a widely recognized outsourcing provider because of their strong complementary skills in data center operations and management, exceptional current performance, work force stability, and their similar culture and value system.  Team RGII brings to the FHFB an exceptionally experienced team with the ability to deliver high quality, innovative, performance-based IT services.  These network operations and connectivity, desktop and remote access environments, Information Assurance and IT security, data center operations and disaster recovery, program and technology management, technology integration and refresh, and customer support services, as presented in Exhibit 1.  Bringing this dynamic team together results in best value for the FHFB, with the lowest risk.  

	[image: image5.jpg]RGIT

TECHNOLOGIES

Minds Providing Solutions...





    RGII Technologies, Inc
	[image: image6.png]



ACS, Inc

	· 350 staff; $35M annual revenue 

· Nearly 5 years supporting FHFB

· ISO9001:2000 registered

· Proven, stable prime contractor

· IT service provider for Federal Government

· Experienced Performance-based contractor
	· 40,000 employees, $4B annual revenue

· Leading Business Process Outsourcer

· 300,000 + desktops and 130 client networks managed

· 7 data centers with 1,000 open system platforms

· 4th largest IT service provider - Information Week

· “Best of the Web BPO Company” – Forbes

	· Outstanding past performance references


Exhibit 1: Team RGII Profile

What our clients say about us:

“The commitment RGII is showing by applying quality program management is appreciated.”

—Andy Taylor, FHFB
“RGII has outdone itself! The presentation support you provided William Sullivan enabled him to deliver his message in a very informative way. Thank you for helping on such short notice.”

  —Bruce A. Morrison, Chairman, FHFB

“Hurricane Floyd was the straw that broke the camel’s back with over one million hits per hour. During this crisis the (RGII managed) NOC worked non-stop with the Department of Interior, MCI WorldCom, and NASA to mirror sites, splitting the traffic to three different sites across the nation and resolved the band-width limitation.”

—John Kyler, NOC Manager, NOAA

“Outstanding work!  Great job Help Desk.  This validates the Gartner survey that showed customer satisfaction with our Help Desk service is significantly higher than the commercial service providers.  Well done.”

—Capt Will Short, US Navy, DECC-Mech

2 Experience Performing Tasks

Understanding the IT environment, end-user requirements, and culture of the customer base is crucial to delivering quality service.  RGII has a keen insight into the FHFB user community—the IT environment, upcoming initiatives, the tasks to be performed, and technology management issues.

Team RGII has over 20 years of unsurpassed experience managing IT infrastructure operations and providing the full range of computer and customer support services.  RGII has a documented track record of reliable, flexible, and responsive IT infrastructure operations and services to FHFB, U.S. Treasury, NOAA, FAA, DoD, and the U.S. Coast Guard.  We install, configure, maintain, troubleshoot, and backup the systems and perform disaster recovery planning.  The RGII disaster recovery plan developed for NOAA is accredited by Department of Commerce.  RGII also performs risk mitigation planning and technological evolutionary planning which includes network and application upgrades, conversions, and migrations.

Team RGII is managing and operating 38 Help Desks and providing user support functions for as many as 500,000 end-users in Federal agencies and organizations worldwide.  Team RGII uses Standard Operating Procedures (SOPs) proven on these 38 help desks, and take advantage of advanced features of Help Desk software such as Remedy, TrackIt!, and FrontRange’s HEAT to assign, track, and resolve problems.  We generate, compile, and produce reports on relevant metrics using Crystal Reports and distribute Help Desk performance metrics according to client-defined schedules. 

RGII successfully established and currently operates Network Operation Centers at NOAA, FAA, U.S. Coast Guard, and the Navy Medical Information Management Center, and has maintained more than 99.9% uptime for over seven years.  We provide, maintain, and operate all network hardware and software including routers, hubs, bridges, gateways, servers, firewalls, and ensure they are operating at optimum performance.  We use management tools such as Share Point, NT, and Windows 2000 Performance Monitor and Back Office Suite to assist in managing the servers and tools such as CiscoWorks, WhatsUp Gold, and Opalis Event Monitor to monitor the health of other network devices.

Team RGII has a long combined history of desktop support and seat management for a variety of federal agencies.  Exhibit 2 provides a glimpse of some of this extensive seat management experience.

	Client
	Team Partner
	Help Desk Service Provided
	# of Seats

	FHFB
	RGII
	Comprehensive desktop, server and intra-center communications services throughout the FHFB.  Management and support of all devices and peripherals.  Workstation configurations, software integration, and operational support
	150

	DISA
	RGII
	24x7 web enabled help desk operations and system support services for DISANET. Supporting users worldwide including Yokota and Okinawa, Japan; Sembach and Vaihiengen, Germany; Pearl Harbor, HI; Bahrain (Middle East), Brussels, Belgium, and the White House Communications Agency (WHCA).  Network-related hardware and software from desktop/laptop computers and servers (micro/mini/ main-frame) to routers, hubs, fiber cable, and printers.
	15,000

	NASA
	ACS
	Comprehensive desktop, server and intra-center communications throughout the agency.  Management and support of all devices.  Multiple options for service and support, including service level options and asset ownership 
	47,000

	Wright-Patterson AFB
	ACS
	Systems sustainment, network support (MAN management, LAN integration and cable/fiber installation), LAN/WAN/MAN design and engineering evaluation of LAN hardware, software and communications items and services; and training 
	24,000

	U.S.
 Congress
	ACS
	Procurement of workstation and server hardware and software (on-site and remote), configuration, installation, integration, help desk services, upgrades, and on-site and remote hardware and network support, and consultation
	17,000


Exhibit 2: Sample Government Projects with Desktop Services

With over 557,000 seats currently under management, Team RGII brings a wealth of experience in developing and implementing emerging technology alternatives to match state and agency missions. Our team partner, ACS, tests these technologies in their Center for Enterprise and Technology Integration (CETI) lab to ensure the solutions work with specific agency configurations.  ACS also currently operates seven data centers in the United States, and the data center at Rockville, Maryland, will be used to support the FHFB.  Exhibit 3 summarizes the Rockville data center resources.  Team RGII will leverage the ACS Data Centers to provide best practice IT services to the FHFB users.

	
	Rockville, MD

	Client/Server File Servers
	90 Compaq Proliant

	Operating Systems
	Windows 95, 98, 2000, XP, NT, Novell

	Protocols
	TCP/IP, IPX, DecNet, DLC, SNA

	Midrange Servers
	25; HP9000, Alpha 8400, VAX 7000, AS 400

	Midrange DASD
	2.5 Terabytes

	Managed Telecommunications Lines
	250


Exhibit 3: Rockville Data Center Profile

In the following sections we detail our relevant and extensive experience of managing and performing tasks such as the ones required to support the FHFB IT operations.  We also describe the qualifications and experience of our key staff, the Project/Operations Manager and the Technical Lead.  

2.1 Continuity of Infrastructure Operations Plan (PWS 2.2)

Business Continuity Management and Disaster Recovery planning are vital activities to ensure that IT resources are available to support the mission of our customer end users. Team RGII brings to the FHFB more than 35 years of experience working with many government and commercial organizations to protect, secure, and recover data.  We bring unique and specific expertise that will be valuable to the FHFB in defining the Business Continuity Management and Disaster Recovery Plan (BCMDRP).  In particular, we provide high reliability and availability measured through service level metrics. A key principle in achieving this goal is “designing for disaster prevention”.  For example we routinely provide NASA, INS, and the DoD with multiple, uniformly configured, secured servers, with redundant network connections to minimize complete outage situations.  

Our teaming partner, ACS, operates seven data centers in the United States. These facilities have a combined floor space coverage of over 20 acres including operations support, tape management, 24x7x365 help desk support, physical and logical security, system software support, multi-level redundancy, and state-of-the-art environmental controls. At these centers, ACS is responsible for over 1500 servers and 700 LAN segments. The SunGard Philadelphia Center will be used to support business continuity efforts and disaster recovery for the Rockville Data Center.  If necessary, other ACS data centers can be used if a catastrophic event is state-wide in its magnitude.  Team RGII recognizes that business continuity disaster recovery is significantly different than normal, ongoing data backups performed on data files and servers.  The development, maintenance, and testing of a BCMDRP is a complicated undertaking involving all elements of the organization—it is not just an IT issue. Treating a BCMDRP strictly as an IT issue can lead to recovery plans that are not fully responsive to the users.

Power at the Rockville Data Center is backed up by batteries and a diesel generator that starts up in 10 seconds to provide UPS.  The center is segmented into zones fully equipped with fire, smoke, and moisture detection systems and protected by Halon systems.  An alarm electronically notifies the fire department.  Building access is controlled by uniformed security guards during business hours, and by card reader access at all other hours.  The security system automatically monitors and records door access, and a closed-circuit television system monitors building exterior and interior.  These are the same facilities we will use to provide critical backup/recovery, disaster recovery, and continuity of operations capability for the FHFB IT Operations.

Team RGII has developed and implemented backup and disaster recovery plans for NOAA, the Department of State, the U.S. Coast Guard, NASA, US Congress and the Department of Energy to name a few.  We follow strict back-up policies, off-site storage, and media rotation policies to ensure system integrity. We provide recovery services from the latest available on-site backup tape(s) for files that have been lost or corrupted.  Two sets of full backup tapes are produced weekly, an on-site copy for recovery service and an off-site copy. All documentation for off-site storage is maintained by Team RGII.  

2.2 Infrastructure Operations (PWS 3.1)

Team RGII has been providing LAN/WAN support to FHFB for nearly 5 years, including network management, systems administration, and various networking hardware and software services.  We also provide IT infrastructure operations support to NOAA, USCG, USN, and Department of State and with our teaming partner we support, or have supported, virtually every government agency.

At NOAA, for example, RGII has been supporting information technology (IT) operations for over eight years, first under a contract with the Systems Acquisition Office and now via a Blanket Purchase Agreement held by OFA. Our support has grown from 5 personnel in 1995 to incorporate 24 tasks using over 90 personnel supporting 10 separate offices of NOAA. RGII provides:

· Management and operation of the servers, desktops, databases, and peripherals of the NOAA 24,000 node trusted network and public network, 

· Maintenance of service records, server logs, and network documentation including a project management plan, schedule, and performance reports,

· Software and hardware maintenance and upgrades, and

· Nightly backup and maintenance of disaster recovery plans.

RGII migrated the NOAA LAN servers from Novell NetWare to Microsoft NT, and from NT to Microsoft 2000. This effort included migrating the NOAA offices from 16MB Token Ring to a 10/100/1000MB Ethernet backbone. The migration included purchase of equipment, installation and configuration of operating system software and LAN/WAN equipment and devices, complete testing and training, and on-going management, administration, and support. RGII personnel trained each end-user in Windows 2000, using the Internet, and Windows 2000 Office Suite applications. We used internal Windows management tools such as Windows 2000 Performance Monitor and Back Office Suite to assist in managing the servers and tools (CiscoWorks, HP Open View, and Opalis Event Monitor).

ACS has been providing service to the U.S. House of Representatives since 1984, and has become this client’s premier outsourcing and infrastructure support services provider.  We support a user community that includes 275 Members of Congress and their staff, as well as 19 Congressional Committees, totaling 17,000 seats.  ACS’ work includes procuring, configuring, installing, integrating, upgrading, repairing, and troubleshooting workstation and server hardware, including laptops and network operating systems, at the Capitol and remote sites.

2.3 Hardware Support (PWS 3.2)

Team RGII is currently providing technical, maintenance, configuration, upgrade and repair support for the FHFB user equipment and server systems.  We also provided the same support to the Department of State, USCG, DSCA, and NOAA.  ACS provides similar support for NASA and the Department of Energy.  Hardware supported includes file servers, PC hubs, switches, patch panels, servers, routers, firewalls, workstations, printers and other peripherals.  We pre-installation test, install, configure, upgrade, and test all system and network hardware.

2.4 Infrastructure Software Support (PWS 3.3)

RGII is currently managing and supporting the FHFB infrastructure software and COTS packages.  Team RGII has also managed and updated software, operating systems, and all licensed commercial software for the Department of State Central Resource Management System and for the NOAA CAMS Support Center.  The support we provide includes maintenance and upgrade of COTS packages, operating systems, and Internet applications.  All new software, upgrades, and patches are tested in our software development facility before installation.  RGII also administers and maintains electronic mail applications, Microsoft Exchange, Lotus Notes Mail 5 (COP), and SendMail. We support ATM, Ethernet, Fast Ethernet, and FDDI at NOAA. Each of these installations includes: SMTP/POP3 Gateways and Remote Access (Asynchronous and IP). RGII manages daily directory syncs using Mail*Hub gateways and LDAP. Database support includes Sybase 11.0, Oracle 7, Oracle 8, SQL Server 6.5, and SQL Server 7.  ACS also provides software bug/fix support for its State and federal customers, and the same service procedures previously described are the basis of service. RGII and ACS support personnel are supplied with current versions of the master image files for each seat type supported. These master images contain the latest approved versions of all operating system, driver, and application software. Our field engineers use these master images to update desktop or server resident software to fix the identified problems.  Deployment of any changes to standard image loads is coordinated through our configuration management process.  

2.5 Database Management (PWS 3.4)

Team RGII will provide database programming, management, and administration support to design, implement, maintain, and evaluate existing and new databases.  We evaluate and provide recommendation analysis for NOAA review that converts data to the new databases. RGII provides programming, database administration, and report management for the LAN/Help Desk’s Microsoft SMS, SQL, and Remedy databases. RGII provides database administration services for Microsoft Access and Paradox databases; designs, installs, and modifies databases; and develops UNIX CGI and Perl scripting for the NOAA Web Farm, NOAA Grants Management, and NOAA Personnel Tracking System. We use Oracle web applications server (WAS) for querying and updating database enterprise information and maintain database access descriptions (DADS) to the Oracle database. The RGII database administrators generate, compile, and produce reports, and develop new database designs and corrections and provide enhancements via SMS propagation to the enterprise for current databases. For example, RGII developed a tool for the Next Generation Weather Radar (NEXRAD) Program Office to assist both their office and the Procurement Office with a timely and auditable conversion of data for close-out processing for their 1.5 billion dollar Tri-Agency funded contract. RGII’s NEXRAD project team received an “Award of Excellence” from the Program Office for the work on this data management. We also have worked directly with individual managers with various customized software packages such as the performance payout system and the Commerce Administrative Management System.

2.6 Help Desk (PWS 3.5)

For nearly 5 years RGII has managed and operated the enterprise-wide LAN/WAN computer HELPDESK support for the FHFB Microsoft Windows NT Advanced Server 4.0 network.  RGII is providing Tier 1, Tier 2, and Tier 3 support functions and has sole responsibility for troubleshooting all workstations including; Desktop PCs, Laptop and Docking Station configurations, repairs, maintenance, virus protection and updates, software upgrades, configurations, and installations.  Our experienced HELPDESK staff support, troubleshoot, and resolve network connectivity issues and access problems including support for the Remote Access Service (RAS).  The HELPDESK also provides end-users with training for FHFB legacy applications including Microsoft Outlook, Word, Excel, Front Page, Access, PowerPoint, Microsoft Internet Explorer and the full range of operating systems from Windows 95 to Windows 2000 Professional. RGII supports three FHFB-unique financial systems and 11 other administrative type systems such as the Election System, National Finance Center packages, and FHFB’s Property Management Inventory System.  RGII staff is the first line help for all network related problems including cabling, access, log in, security controls, NIC configuration, client workstation configuration, end-user training, patch upgrades, and account management. RGII uses the HELPDESK tracking tool Track-It! to track and report the number of HELPDESK calls completed, pending, and opened. RGII’s HELPDESK also uses Track-It! to maintain the computer and computer related inventory database, to issue monthly service level assessments, inventory warranties, and change management reports to the Government to track Government computer inventory and maintenance schedules.

At NOAA, RGII manages and staffs 18, 24x7 Help Desks. This support includes timely responses to over 10,000 users in the Metro DC area via telephone, intranet, and walk-ins for on-site hardware and system problems. In addition, RGII provides problem resolution and hardware and software upgrades for operating systems and user applications, including version upgrades, platform changes, “bug fixes” and patches, and application conversions using Microsoft SMS.  We monitor customer satisfaction by following our Customer Quality Check process, which includes web based surveys, customer reports, and random end user surveys. We continuously monitor our performance, make improvements to our processes, and provide training to our staff. We distribute Help Desk performance metrics according to client-defined schedules. At NOAA, RGII averages 2,100 calls per month with a ticket closure rate of between 98% per day and 100% within three days. All priority calls are responded to immediately and in no case does the response take over 15 minutes. 

For the DECC Mech facility RGII provides centralized, single point of contact, information system processing services to a diverse customer base from Department of Defense (DoD) Agencies, including the Joint Commands, all Military Departments, and other governmental agencies which may obtain services on a reimbursable funding basis.  All information processing, software development, and related technical services are provided to the customers on a fee-for-service basis in accordance with Defense Working Capital Fund (DWCF) guidelines.  We support 100,000 DECC Mech customers with help desk problem management and customer service operations. Working three shifts for 24 X 7 coverage, we provide remedial and technical support to users of DECC Mech computer systems. This performance-based contract supports both mainframe and client-server environments. 
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RGII personnel at the DECC-Mech Help Desk provide maintenance (application fault resolution) and customer training for Windows applications and 14 enterprise applications for both the mainframes and the client-servers. We receive and respond to an average of 6,500 calls per month with 93% of the calls closed over the phone. Our metrics for supporting DECC-Mech users is shown in Exhibit 4.  

The Project/Operations Manager and the Technical Director will utilize the Help Desk as a single point of contact day-to-day management tool.  

2.7 System Acceptance (PWS 3.6)

Team RGII has extensive experience performing all elements of system acceptance and testing.  For example, RGII provided all network enterprise-wide LAN/WAN hardware and software support for the entire U.S. Coast Guard Headquarters located in Washington, DC.  We also implemented the Network Operation Center and managed network traffic from the desktop to the FDDI collapsed backbone through numerous communication lines to external networks and resources.  RGII installed, tested, performed system acceptance, and maintained all network devices and management tools (i.e., proxy server, USCG DNS, SNA Gateway, HP OpenView, CISCO Works, Checkpoint firewall, DHCP, SMS, etc.).  We implemented and managed two separate help desks; an applications help desk located within the Information Technology Center; and the USCG Information Technology Center, which offered numerous workstations with various input/output devices (scanners, plotters, slides, color, and black & white, etc.), Video Teleconferencing, reference materials, periodicals, computer based training materials, video training, and three full-time classroom application trainers.  RGII successfully upgraded 2400 workstations and servers from an SWII to an SWIII desktop image, which upgraded the entire LAN with the latest NT, MS Office, and MS Exchange.   We Incrementally tested system/infrastructure components prior to full-scale deployment of large systems to identify and resolve potential points of failure.  Our system acceptance process includes cables, communication devices, servers, workstations, routers, back-ups, and any other subsystems or components.  RGII IT staff used automated tools and programming scripts for the deployment and monitoring of new network upgrades and systems.  Acceptance testing and development was performed with Microsoft’s SMS and Visual Basic to allow for a streamlined approach to desktop image (interface and applications) design and deployment.  

2.8 Network Operations (PWS 3.7)

RGII designed, implemented, and now operates NOAA’s first centralized Network Operation Center (NOC). RGII implemented the network management plan for installing, configuring, deploying, monitoring, and managing NOAA’s Trusted Network Infrastructure. We managed NOAA’s Trusted Network using Simple Network Management Protocol (SNMP), Cisco Pix firewalls, Common Management Information Protocol (CMIP), Remote Monitoring (RMON), and analysis tools that included HP OpenView Network Node Manager, CiscoWorks, and Concord’s Network Health. Our engineers use Multi Router Traffic Grapher (MRTG), Concord Network Health, Concord Traffic Accountant, and NAI Sniffer to diagnose problems. This platform ensured that RGII solved problems before the user community was impacted

As implemented by RGII, NOAA’s worldwide Trusted Network environment consists of 15,000 nodes, three T-3 Commodity Internet connections, one Gigabit Internet2 connection, the OC-3c backup connection, and Frame Relay WAN connections. The NOAA Trusted Network infrastructure includes a Gigabit Switched Backbone using Cisco Catalyst 6509 switches with Multilayer Switch Feature Card routing modules. The Gigabit switched backbone supports thirty-six 10/100/1000 Ethernet and two 4/16 Token Ring Local Area Networks (LAN) on our Cisco 7507 router. The NOAA employees working from home or on travel have access to the Trusted Network resource via the Cisco VPN 3000 Concentrator Virtual Private Network (VPN) secured network connection. As backup support, RGII maintains one ATM OC-3c to the Internet2. RGII also provides the NOAA LAN infrastructure operations support.

Proactive trend analysis is one of the most important aspects of RGII’s network management strategies. Using Concord Network Health and its agent SysEDGE, and Multi-Router Traffic Grapher (MRTG) for monitoring network traffic load and other performance characteristics, our network engineers gather trend and historical data, analyze the data and produce reports, and monitor and control the configurations of hardware and software components. Our staff designs, manages, and documents the installation of the cable plant and develops and maintains detailed physical layer diagrams of the conduit and cabling throughout the campus. 

2.9 Configuration Change Management (PWS 3.8)

Team RGII’s configuration management program is designed using proven ISO 9001:2000 standards and approved procedures currently in use in our ISO-registered programs that support similar customer requirements. Team RGII’s procedures are directly applicable to the FHFB environment. RGII provides hardware and software configuration change management and control for all Department of Commerce CAMS processing platforms, software development projects, and maintenance releases.  We co-ordinate the configuration, setup, and refresh of the development and testing environments for source code, database objects, and data by working with DBAs, system administrators, programmers and testers.   We have developed software configuration management plans for all CAMS software development projects that include programming/unit testing, functional testing, bureau acceptance testing, synchronization with the core financial system, delivery and maintenance of final software products.  We review CAMS Support Center project plans to identify configuration impacts, and co-ordinate changes to all CAMS development and testing environments.  We maintain the Software Configuration Management tool set, and upgrade ClearCase to remain consistent with the Department of Commerce software configuration management environment.  ACS develops configuration and change control standards similar to those broadly employed across the seat management managed services community.  For example, ACS developed contract-level configuration management plans and procedures in partnership with the State of North Carolina while developing and implementing a State-wide Technical Architecture of 100 servers and 2,500 end users.

2.10 Technology Refreshment (PWS 3.9)

As an experienced seat management contractor with nearly half a million seats currently under management, Team RGII continually evolves its service offerings to stay current with the state of information technology. Team RGII brings a wealth of experience in developing and implementing emerging technology alternatives to match state and federal agency missions. We test these technologies in our respective Technology Integration labs to ensure the solutions work with specific agency configurations.

For example, a key factor of the Managed Desktop Services provided by ACS under the ODIN contract for NASA Goddard Space Flight Center is the refresh and application of new technology to achieve IT capability targets.  These targets are driven by mission support needs and Goddard’s Vision 2003 strategic objectives. Technology refresh is used to make incremental changes; infusion is used to incorporate larger, more sweeping changes to the IT infrastructure. This process allows for external changes, the Goddard budget cycle, and developments in science and engineering mission support activities.  The objective of periodic/routine technology refreshment is to deliver version upgrades, modifications, and incremental improvements to keep ODIN seats/systems and infrastructures up-to-date.  [image: image8.jpg]TECHNOLOGIES



The objective of technology infusion is to incorporate new technologies to make major improvements in the infrastructure.  Team RGII will follow the NASA proven and established ACS technology refresh processes to leverage future technology for FHFB, resulting in improved IT services at a lower cost of operating.

2.11 Integration and Testing (PWS 3.10)

Team RGII has integrated and tested, and currently administers, a combination of Windows NT/Windows 2000, and UNIX (Sun Solaris 2.3 -2.6, Sun OS 4.1.3, HP-UX, AIX, Linux) data and communication servers, and client workstations.  For example, for the NOAA Office of Finance and Administration We install, integrate, configure, test, maintain, troubleshoot, all new or modified infrastructure hardware and software, and provide ad hoc training for the client.  The RGII developed disaster recovery plan is accredited by Department of Commerce. Team RGII performs risk mitigation planning and technological evolutionary planning which includes network and application upgrades, conversions, and migrations. We develop and maintain application software including database and web services.  

2.12 Information Security (PWS 3.11)

Exhibit 5 portrays a high level view of Team RGII’s approach to security management.  Our team’s long-term relationship with the NSA and DIA, and receipt of the Cogswell Award by our partner ACS, validate our security credentials in the cyber security arena.  Security management in the operational environment involves policy development and adherence; risk assessment, threat analysis, and risk mitigation; continuity planning; system certification and accreditation; security monitoring and reporting; incident response and analysis; and corrective actions. The results of our security program are also used as part of our Business Continuity Management and Disaster Recovery planning program.

[image: image1.wmf]24X7

Monitoring

After

-

The

-

Fact

Analysis:

•

Historical

•

Traffic Pattern

•

New Attack Pattern

Risk

Assessment

Risk

Mitigation

Planning

Secured PC

Computing

Enterprise

Notification

& Reporting

Impact

Analysis

Threat

Analysis

Planning

•

Computer Security

Plans

•

Risk Assessment

•

Continuity of

Operations Plan

Maintaining

•

Intrusion Detection

•

Incident Response

•

Disaster Recovery

Operations

Assessing

•

Vulnerability

Assessments

Improving

•

Patches

•

Configurations

•

Protection Schemes

24X7

Monitoring

After

-

The

-

Fact

Analysis:

•

Historical

•

Traffic Pattern

•

New Attack Pattern

Risk

Assessment

Risk

Mitigation

Planning

Secured PC

Computing

Enterprise

Notification

& Reporting

Impact

Analysis

Threat

Analysis

Planning

•

Computer Security

Plans

•

Risk Assessment

•

Continuity of

Operations Plan

Maintaining

•

Intrusion Detection

•

Incident Response

•

Disaster Recovery

Operations

Assessing

•

Vulnerability

Assessments

Improving

•

Patches

•

Configurations

•

Protection Schemes


Exhibit 5:  Team RG2 Approach to IT Security

For example, Team RGII has developed countermeasures for domestic U.S. and overseas intrusion attempts against Naval Medical Information Management Center (NMIMC), including computer forensic techniques.  Our investigations have helped the FBI and the Naval Criminal Investigative Service trace down, identify, and prosecute malicious hackers and virus “initiators”.  RGII’s investigative and incident response capability includes packet sniffers, reconstruction monitors, configuration port testers, security knowledge base queries, and intrusive investigation tools and techniques.  These tools included programs such as PING, NSLOOKUP, and web browsers.  To evaluate the security strength of the Trusted Computing base, RGII used penetration-testing techniques. Most of the actual penetration tests that we have conducted use at least two automated vulnerability analysis tools.  The most common commercial tools we have used for this type of testing are Webtrends Security Analyzer, ISS Internet Security Scanner and NAI Cybercop Scanner. RGII has used penetration testing techniques within the NMIMC as one method of evaluating the security strength of the organizations Trusted Computing Base (TCB).  A prime focus of our efforts is to ensure the architecture is compliant with DoD, Health Insurance Portability and Accountability Act (HIPAA), Government Information Security Reform Act of 2000 (GISRA) requirements, NIST security standards, PDD-63, OMB Circular A-130 and other Federal IA policies and guidance. RGII assesses, coordinates, and recommends security standards and protocols to be used for the interconnection of MHS networks, and the security of MHS information when transmitted through non-MHS controlled communications devices.

Team RGII has been instrumental in implementing systems and enterprise level certification and accreditation programs that comply with the Clinger-Cohen Act, (The Computer Security Act of 1987), Executive Order No. 12472 of April 3, 1984, Executive Order No. 13011 of July 17, 1996 and Senate Bill S2448, (The Internet and Critical Infrastructure Protection Act of 2000) in many organizations and ensuring system protection levels (PL) of PL-2 and PL-3. These requirements have been implemented in DoD, other independent agencies, and the Intelligence Community using DITSCAP, NIACAP, and DCID 6/3, respectively. We will work with the DCS Steering Committee and our customers to develop security plans that address the applicable requirements of the statewide and local security policies. These activities will include the development of a comprehensive organizational security policy that will encompass:

2.13 Reports and Documentation (PWS 3.12)

Team RGII has implemented and is maintaining documentation and operating procedures for the Networks Operations Centers and Help Desks of various federal agencies, including the Department of State, Department of Commerce, the Department of Defense, NASA, the Department of Energy, and the U.S. Congress.  We will augment the current IT operations reports used by the FHFB with additional reports utilized by our team to support our commercial/federal outsourcing customers.  Our Project/Operations Manager and the FHFB, using a Web interface, will monitor these reports to ensure Team RGII performance and the availability of IT services to FHFB end users.  The type of standard reports and procedural documentation we routinely deliver include: Incident Reports, Performance Reports, Daily Operations Reports, Monthly Activity and Progress Reports, Weekly and Monthly Statistics Reports, Network Performance Reports, Network Availability Reports, Network Operations Documents, Help Desk Procedures, OEM Documentation, Standard Operating Procedures, Maintenance Procedures, etc.
3 Qualifications and Experience of Key Staff
3.1 Project/Operations Manager

Our Project/Operations Manager (P/OM) for the FHFB IT Infrastructure Operations support is Kay O’Donnell, a Senior IT Engineering and Operations Program Manager with over 13 years experience successfully supporting enterprise clients.  Ms. O’Donnell is a seasoned business and technical manager, supervisor, and project controller who also has 8 years experience in telecommunications and Internet Web hosting services.  She is empowered by RGII management to make decisions, solve problems, expend funds, and ensure FHFB services meet and exceed performance objectives.

Name: 

Kay O’Donnell

Proposed Position: 
Project/Operations Manager

Experience

FHFB Program Manager
RGII Technologies, Inc., Annapolis MD     
   03/2003 to Present

· Program Manager for the FHFB IT Support contract

· Developing FHFB Network Standard Operating Procedures

· Developing FHFB Continuity of Operations Plans

· Developing and Recommending FHFB Network Security Procedures

· Senior Project/Operations Manager for Performance-based IT Programs

Senior IT Manager 

Cable & Wireless, Reston VA 

   09/2000 - 02/2003  

· Operated Global ASP (Application Services Provider) division supporting mission-critical applications including Microsoft 2000, Citrix, MS Exchange 2000, and SQL2000 systems for remote clients.  Lead on-going application upgrade project.  Managed 12 direct reports and 10 cross-functional team engineers.  

· Initiated frequent Process Reengineering campaigns for IT customer support, workflow, system monitoring, and Global Help Desk.  Lead application monitoring requirements development and implementation.
· Lead an ad-hoc committee identifying and resolving issues impacting Internet Web hosting service’s sales.  Facilitated communication among Sales, Product Marketing, and Operations to address issues. 
· Managed Global Database Services maintaining over 150 Oracle, Microsoft SQL, Sybase, and mySQL servers.  Addressed customer support issues, directed system implementation, security audit, database backup, and platform maintenance.  Ensured group achieved or exceeded Service Level Agreements (SLA) established in Statement of Work (SOW).  Managed eight Database Administrators.
· Managed all internal IT project initiatives in Web hosting Operations; reviewed system design and support requirements, planned implementation, monitored project progress, and hand-off to business owners.   
· Established objectives for subordinates; evaluated performance, reviewed work, and conducted disciplinary actions when required.  Ensured staff training needs were met to deliver customer requirements.
· Forecast and managed budgets.  Identified revenue improvement areas.

· Advised clients in areas of systems integration, evaluation, technical design, and enhancement.

· Developed Standard Operating Procedures (SOP), Service Operations Assurance process, evaluation and emergency procedures for database and application support related services.

· Developed global Managed Database product and support processes, improving profit by 400%.

Senior Program Manager 

Proxicom Inc., Reston VA 

     03/2000 - 08/2000
Developed and implemented an end-to-end Website Content Management (catalog) solution for $16 Million dollar e-Business project, Cyber Mall, using BroadVision e-commerce solution.  Delivered solution within budget and on time.  First site to launch was http://www.elisabeth.com.
· Gathered technical and functional requirements from clients and technical leads for each brand, reviewed technical design documents, and held status meetings for stakeholders.
· Researched and evaluated several Web Content Management Systems and wrote comparison analysis.  Developed cost estimate for each solution.

· Led a team of application developers and analysts, and third party vendors in implementing Website Content Management System.  Deployed new contents using BroadVision Dynamic Command Center (DCC) and 1TO1.

Senior Operations Manager 
Cable & Wireless, Reston VA 

8/1994-2/2000

· Managed help-desk operations of Corporate Finance division supporting over 450 users and 50 servers operating NetWare, Windows NT, Microsoft SQL, Lotus Notes, Microsoft Office, and Hyperion running on UNIX, Power PC, and Compaq.  Coordinated support activities of eight full-time employees and two contractors.

· Developed and implemented Quality Control process to increase customer satisfaction and improve engineer on-call response and problem resolution time.

· Automated approval process of several departments in Finance division by developing one of company’s first corporate Websites using Cold Fusion and Netscape.

· Reviewed customer network infrastructure (switches, routers, and firewall) and database support requirements.  Created or modified technical solution to meet the requirements.

· Supported Oracle and Microsoft SQL servers running on UNIX and Microsoft platforms on a 24x7 bases.  Repaired database corruption and created schemas.  Performed database replication, backup and recovery of database, remote database access management, database tuning, and reviewed and wrote PL/SQL.  Also managed a team of Database Administrators performing same tasks.

· Enhanced Website Management Reporting system using cross-functional resources.  Gathered requirements, created and presented prototype to executive management.  Tested and implemented Webtrend to replace proprietary system, achieving 500% efficiency.

CNE and Instructor


Computer Learning Center, Alexandria VA 

4/1994–9/1994
· Implemented and upgraded the hardware and software supporting the school’s curriculum.

·  Taught various levels of hands-on Novell Certified NetWare Engineer (CNE) curriculum, Windows   

       NT, and Microsoft SQL.

·  Prepared and administered tests for students.  Developed additional courseware to foster learning.

Program Manager


Micro Research Industries, Alexandria VA

 9/1993–4/1994
· Presented company products to potential customers and negotiated repeat business.

· Oversaw client site server install, upgrade, and network configuration and various application software and hardware.

· Managed a group of application developers, LAN engineers, and technical writers.

Network Manager


Unisys Corporation, McLean VA 



4/1992–8/1993
· Built NetWare v.3X file servers from ground-up and supported 120 plus users.

· Provided network solutions in response to Request for Information (RFI) and contributed as technical writer for proposals (RFPs) for multi-million dollar state government projects.

· Rewired an entire division spanning two floors from ground-up, which eliminated network latency problem.

LAN Administrator 


AAPA, Alexandria VA

 



10/1989–3/1992
· Maintained NetWare v2.15, Arcnet, network.

· Supported desktop applications and its users and addressed all computer related issues.

· Wrote in-house manuals for end-users on various software usages.

· Reviewed and corrected weekly Advisory letter for members.

Education

B.Sc.  Computer Information Systems Management, University of Maryland University College, 1999

Professional Knowledge

Business - Project Management, Network and System Management, Team Building, Strategic Relationship Building, Training Development/Presentation, Cost Control, Budget Development, Interpersonal Communication, Customer Support, Policy/Procedure Creation & Implementation.
Technical – Intrusion Detection Systems (IDS), Firewall, VPN, MS Exchange 2000 Server, BroadVision, Routers, Switches,  UNIX,  Microsoft (MS) NT,  MS 2000, MS SQL, Oracle, Webtrends,  Netscape,  Cold Fusion,  HTML,  Apache, iPlanet, Netware,  MS Office, PCAnywhere,  Citrix,  MS Site Server, Remedy, DNS, TCP/IP, BEA Weblogic, Java, Java Script, ASP, Web application development, Network design, and Netcool.
Certifications

Certified NetWare Engineer (CNE) since 1/92

Microsoft Certified Product Specialist (MCPS)

Member of Toastmasters Club (Vienna, Virginia, Nancy Brinker Chapter)

3.2 Technical Lead

Our Technical Lead, James Young, has over 15 years of IT experience.  Currently he serves as Principal Systems Engineer supporting the Outsourcing Desktop Initiative for NASA (ODIN) at Goddard Space Flight Center (GSFC).  His areas of expertise include Microsoft products, DNS, Active Directory, Citrix, and Exchange server software.  Both at NASA and in his earlier career Mr. Young has gained a depth of experience in defining and solving technical problems, delegating tasks, and providing workable solutions.

Name: 

James E. Young

Proposed Position: 
Technical Lead
Experience

Principal Systems Engineer
ACS Government Services, Inc.


01/1996 to Present 

· Provides enterprise-wide engineering support for desktop workstations. 

· Designs and implemented recommendations for Active Directory deployments; administers a local Active Directory-based network and Exchange server, and troubleshoots and corrects network and workstation problems.  

· Currently supports nineteen 24X7 production servers, including web, database, and messaging, including performing security updates, maintaining logs, scheduling downtime, troubleshooting and resolving issues in real time. 

· Planned and executed physical transitions of systems from field offices to ACS’ data center in Cleveland, managing downtime and ensuring the proper fallback capability. 

· Evaluated emerging technologies, particularly Microsoft-based operating systems and applications. 

· Evaluated remote management for desktops and servers.

· Performed as dedicated onsite support for the NASA customer, as single point of contact for all LAN and desktop issues 

· Recommended, tested, initiated procurement, verified integration, installed, and maintaining hardware and software, both COTS and custom

· Identified emerging technologies that could provide increased performance and/or cost savings for the customer

· Identified and procured Y2K transition tools, captured data, and made the appropriate response to ensure no loss of data or productivity resulted from the Y2K transition

· Built the supporting NT domain from the ground up, provided networked printing, public files shares, and multi-platform access points for information exchange

Defined/solved technical problems:

· Participated and performed planning and implementation of Windows 2000 Active Directory deployments at Seabrook, MD, Rockville, MD, and GSFC locations

· Implemented Active Directory Group Policy 

· Identified, tested, and deployed Citrix solution for remote access for Seabrook, MD users and ODIN customers.
Delegated tasks:

· Technical lead for ODIN desktop refresh team, which involved scheduling and assignment of tasks for team members

· Acted as ODIN Engineering Lab Chief, coordinating test and evaluation activities in a development environment.
Provided workable solutions:

· Designed and implemented a temporary, no-cost, Windows 2000-based VPN solution for Lanham, MD based employees during office shutdown and relocation.

Senior Systems Analyst

Syscon Corporation


10/1995 – 01/1996

· Provided technical support for desktop and network equipment. 

Microcomputer Specialist

RMS Technologies, Inc.


03/1989 – 10/1995 

· Performed installation of hardware and software, troubleshooting, and training and made recommendations to customers regarding procurement of new hardware and software.

MIS Specialist

McDonnell-Douglas Aeronautics Corporation

11/1988 – 03/1989 

· Provided desktop support for multiple platforms, training, and general business support.   

Business Generalist
RMS Technologies, Inc.




06/1986 – 11/1988 

· Supported the Hubble Space Telescope project, providing program management and scheduling support.

· Responsible for procurement of desktop computer equipment 

· Performed as System Administrator for a mini-computer based network supporting 45 users.  

Education and Training

Frederick College, Undergraduate Studies (1993-1995).

University of Maryland, Undergraduate Studies (1982-1985).

LANDesk Implementation and Administration (2002).

Tivoli Storage Manager Implementation and Administration (2001).

Design and Implementation of an Active Directory Services Infrastructure (2000).

Certifications

Microsoft Certified Systems Engineer Windows 2000 (MCSE) (2002).

Compaq Accredited Systems Engineer (ASE) (1999).

Microsoft Certified Professional (MCP), Microsoft Internet Specialist (MCP+1) (1998).

Microsoft Certified Systems Engineer NT4 (MCSE) (1998).



DECC Metrics�
�
Calls�
Contract Requirements�
Actual�
�
% Completed�
no less than 95%�
96.20%�
�
% Referred�
no more than 5%�
3.80%�
�
% Abandoned�
no more than 10%�
6.30%�
�
Average Delay�
no more than 45 sec.�
13.6 sec�
�
Average Length�
no more than 10 min.�
4.3 min�
�
Prime Hours of Operation (0600-1800)�
�
Exhibit 4: Metrics Help Ensure Quality of Service
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