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1 Executive Summary

MarLaw Systems Technology Inc. (MarLaw) is currently providing comprehensive communications engineering services and IT support to a number federal agencies.  Our clients include numerous agencies within the Department of Commerce, Department of State, Department of Defense, Department of Health and Human Services, and the Department of Housing and Urban Development.  In order to supplement its considerable depth and breadth capabilities, MarLaw has teamed with RGII Technologies, Inc. who provide tremendous flexibility in responding rapidly to contingency requirements anywhere in the world.  This is a unique asset that can allow us to temporarily leverage proven personnel to handle a short-term need through managers coordinating their assets for synergistic results for SI support.  RGII is the Federal Government Subsidiary of Computer Horizons Corporation with $350 million in annual sales and 4,000 employees, and is currently supporting the SI Hall of Oceans Project.  MarLaw has successfully teamed with RGII on many federal IT support contracts, and thus our teaming relationship will be seamless.

In its role as a Smithsonian Institution (SI) contractor, MarLaw will be marshalling resources and, as and when needed, subcontractors and vendors to apply experience, personnel, and IT support for the SI’s Network Operations and Management Support.  The most important factor influencing our management approach is the overriding need to meet the fast turn-around required by the Smithsonian Institution, at a competitive price, while being responsive to the changing requirements of the SI’s network end users. 

MarLaw is committed to working with the SI in achieving its goals and objectives, and our approach is based on the following three principles:

· Service.  MarLaw understands the needs of the Smithsonian’s staff, how to work within the Smithsonian culture, and the need to conform to the Smithsonian way of doing things.

· Competence.  MarLaw will provide experienced personnel who have the skills and aptitude to perform their assigned tasks efficiently and correctly, the first time.

· Value.  Working on a fixed-price labor hour basis, success depends on our being a cost-effective extension of the Smithsonian staff.

Our project management approach is based on the principles of the Project Management Institute (PMI), true Government/contractor partnership, ISO 9001:2000 and total quality management.  Our goal is to provide quality deliverables within schedule and budget constraints, and to exceed all contractual requirements.  Our corporate policies, procedures, staff certifications and qualifications support our corporate philosophy:  Our client’s success is our success!

MarLaw is an award-winning full-service systems integrator with an impeccable federal IT track record, and a strong and successful record of partnering with 10 Federal agency CIOs on major IT architecture and hybrid network integration and support programs.  We will leverage our task order and network management and operations experience to provide the highest quality, guaranteed support services on-time and within budget.  Furthermore, MarLaw has an open posture that assures the SI quick and direct access to the right resource, the right technology, the right solution, and the right price. 

2 Staffing Plan (M.1.1, C.4.2, C.5.7)

MarLaw has over eighteen years combined experience supporting technical contracts similar to this Smithsonian requirement, and thus has access to full time personnel with the requisite qualifications to successfully support all the tasks identified in the RFP.  

Our candidates have impressive credentials, meet and exceed the educational and experience requirements, and have each participated in efforts that are similar to the current Smithsonian support requirement.  Our proposed personnel have held positions with similar requirements both in government and private sectors, which provides a balanced pool of experienced staff members from which to draw the right expertise.  The total number of MarLaw candidates meeting the requirements of this solicitation is 247 as shown in the table below.

	Project Manager
	25

	Senior Network Engineer
	85

	Network Engineer
	137


The percentage of MarLaw personnel who possess significant experience relative to the proposed area of expertise for each labor category are as shown in Exhibit 2-1 below. The total number exceeds 100% due to the fact that some personnel have multiple certifications.
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Exhibit 2-1:  MarLaw Personnel Qualifications, Certifications, and Licenses
2.1 Staffing Plan (C.5.7.1)

	Position
	Name
	Education and

Certificates
	Balanced

Formal

Education
	Large Systems
	Verbal and 

Writing Skills
	Technical Leadership

	Project Manager/ Sr. Network Engineer
	Gus 
Gumarra
	B.Sc.

MCP 

CCNA
	Engineering

Computer Science
	Yes
	Excellent
	Successful Project Leader

	Network Engineer
	Pavlos Pavlou
	M.Sc.

CCNA

CCDA

CCNP

CCDP

CSS-1

MCSE
	Network Engineering

Design

SDLC Methodology
	Yes
	Excellent
	Successful Project Leader


2.2 Key Personnel Skills (C.4.2.1)

MarLaw has included two resumes, one for the Project Manager position – Mr. Gus Gumarra, and one for the Network Engineer – Mr. Pavlos Pavlou.  Upon contract award, both Mr. Gumarra and Mr. Pavlou will be made available to the Smithsonian Institution support contract and assume responsibility for all activities relating to Network Management and Operations Support.  Their resumes are attached in Appendix A.  

2.3 Staff Competency and Current Tasking (C.4.2.2)

MarLaw’s technical staff have impressive credentials, meet or exceed the educational and experience requirements, and each have participated in efforts similar to the SI Network Management and Operations Support.  Many of our proposed personnel have held similar positions in both the Government and private sectors, which provides a balanced pool of staff members from which to draw the right expertise.  All MarLaw personnel being proposed for this SI support requirement have at least five years current experience with appropriate degrees and/or certifications.

2.4 Deliverables and Documentation (C.4.2.3, C.4.2.4, C.4.2.5)

MarLaw will deliver all documentation in an electronic format to be approved by the SI, and in accordance with the standards set out in the Smithsonian Institution Life Cycle Management (LCM) Technical Standard and Guideline (TSG).  

The MarLaw approach to technical documentation requirements is to analyze who's going to use a system, how they will use it, and what they need to know to get the job done.  We then develop technical manuals and user guides so users can find exactly what they need, when they need it.  Upon completion of the writing phase, we review the compiled text, prepare the art work, merge the text and art, prepare the final editor’s draft, review and edit, submit for client review, and finally publish the finished copy.  

Quality Control

MarLaw is dedicated to delivering quality services that meet or exceed the SI’s Performance Requirements and Objectives.  Key elements of our Quality Control program for contract task orders are:

· Meeting Performance Objectives.  Internal audit, analysis, and reporting of daily performance to meet and exceed the Performance Objectives of call servicing, problem resolution and user (customer) satisfaction.

· Accurate Record Keeping.  Contract and Project Manager records and files, Standard Operating Procedures, data to track problems and problem resolutions, and lessons learned.

· External Reviews.  MarLaw corporate management will be involved to ensure client satisfaction and completion of program performance objectives.

· Ongoing Improvement.  Procedures and processes to ensure continuous operational improvement will be employed.

Our quality system satisfies these objectives by implementing a series of standards and procedures and through continuous internal and external monitoring as shown in Exhibit 2-2.  

The project team maintains a continuing diary of steps taken, methods used, results, problems encountered, problem resolutions, coordination, and other important information in the Project Folder.  The Project Folder consists of both electronic and paper information, and each functional area maintains a sub-folder of the project.  Our Project Folder method facilitates technical and progress reviews, and maintains continuity during personnel changes.  MarLaw’s project staff will work together as an integrated Team.  
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Exhibit 2-2:  MarLaw Quality Control Project Work Plan

The MarLaw internal quality control, inspection, and feedback system facilitates internal and external monitoring and auditing in the areas of Project Management Reporting, Operations Review, and Customer Satisfaction Surveys.  The Project Manager is responsible for reviewing our day-to-day performance, evaluating quality problems and implementing changes.  Proactive planning will not only ensure services are satisfactorily delivered, but will also provide a foundation to correct the deficiencies early and implement preventive measures for their recurrence.

2.5 Personnel Security (C.4.2.6)

MarLaw recognizes and understands the importance of safeguarding information through our defense and intelligence community contracts.  All MarLaw and team member personnel to be employed on the Network Management and Operations support will be properly briefed and will sign a Non-Disclosure Agreement.  

MarLaw has standard safeguards already in place to ensure that information is accessed only by authorized persons with valid need-to-know, is used only for its authorized purpose, retains its content integrity, is available to satisfy mission requirements, and is marked and labeled as required.  

MarLaw will perform background checks on all candidates for IT positions as required by the SI IT Security Controls Manual. Within five days after a new hire, MarLaw will provide the COTR with a completed Standard Form 85P, Standard Form OF 306, and a Standard Form 87.  Termination or resignation of personnel will be reported to the COTR within one day.  In addition, MarLaw screening checks for IT personnel includes Citizenship, FAR 1352.237.72, Fingerprinting, Special Agreement Check, National Agency Check, Drug Screening, Criminal History Inquiries and Credit Checks.

3 Past Performance (M.1.2) 

3.1 Past Experience (M.1.2)

MarLaw and its team partner have been providing network operations and management, configuration management, system administration, systems engineering, and systems enhancement and migration support for the hybrid networks and IT architectures of Federal agencies for over 18 years.  We have consistently maintained network and system availabilities of over 99.98% on hybrid Windows NT/2000/XP, Solaris, Novell, and Unix-based environments of NOAA, Drug Enforcement Agency, Department of State, Defense Security Cooperation Agency, and Defense Information Systems Agency.  As part of our network operations support we perform backbone monitoring, bandwidth utilization, network security, and software configuration management (CM) support for proprietary as well as COTS applications.  We provide on-site network engineering analysis expertise to evaluate all components of the enterprise architecture, develop risk mitigation plans, resolve problems associated with system expansion, and provide support for the CISCO infrastructures and Oracle Databases.  We implement hardware and software upgrades, service packs, and vendor patches.  We employ a network security strategy called “layered network protection” which implements network security controls and administration at the mainframe level, and additional controls at specific node levels within the network. Mainframe-associated database encryption, PKI methodologies, and access level protection are also provided.  
3.2 MarLaw Contract Descriptions (M.1.2)  

	Project Title:  USDA CSREES Network Management and Operations

	Prime/Sub:     Prime Contractor.  No Subs
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	1. Customer:
    U.S. Department of Agriculture

    Waterford Building, Floor 4

    800 9th Street SW

    Washington DC
	2.Contract No./Type:
   53-3K06-2-0200

   FFP Performance Based

	
	3. Period of Performance: 

    Oct 2001 – Sep 2003 
	4. Contract Value:
    $2,300,000

	
	5. Technical POC:
    Mr. Art Pridemore

    (202) 257-6291

    apridemore@reeusda.gov
	


MarLaw provided network operations and administration support, PC systems integration, office automation, application programming, and end-user support.  We maintained continuity and integrity of the existing systems while implementing enhancements and upgrades, monitored application performance, assessed emerging technology, and provided database administration services.  We provided support for the Windows NT/2000, Linux, and Unix-based microcomputers, fileservers, CISCO, and peripheral equipment located onsite at Cooperative State Research, Education and Extension Service (CSREES) locations.  The average number of seats was 500.  We assessed and resolved network and system malfunctions, repaired and installed printers, monitors, circuit boards, chips, and cards.

We configured and maintained all firewalls, CISCO infrastructure, routers, switches, VOIP, and cable drops.  We maintained technical documentation and installation plans for all networked systems.  Network infrastructure integrity checks were performed on a scheduled/routine basis.  Trend analyses were performed to identify patterns and detect and solve problems.  Executed security, capacity, and network management tasks on all networks.  Prepared documentation (user guides, service guides, etc.) for all COTS and GOTS applications.  Documented in writing all configuration changes made to operating systems, and ensured that operations log books were accurate and up to date.  Installed and maintained latest service packs (patches), and ensured that installation of service packs did not negatively impact system operations.  Performed all services necessary for the efficient and effective operation and maintenance of the CSREES system backbone/infrastructure on a 24x7 basis.  

Installed, configured, and maintained file servers, network operating systems, routers, hubs, switches and related items and resolved network malfunctions within one hour.  Created batch administration scripts as required to improve operations and conducted daily system backups.  Reviewed and analyzed requests for network connectivity, and installed new users within 48 hours of request.  Maintained Internet connections, and developed security and disaster recovery policies.  Managed Netware printing, user accounts and log-in security, network file systems and file security; Netware server console, log-in scripts, configuration of the network applications, DNS security, and Netware installation.  Added users and group accounts, managed file and directory permissions, managed server resources, configured and managed network printers, maintained and troubleshot server problems, backed-up and restored system configuration files.  Configured UNIX system hardware and software, tuned and customized the runtime system to meet local system needs, and administered the routine operation of the UNIX system.  Administered the electronic mail system including the deployment, installation, and configuration of upgrades.  Researched and deployed new methods and technologies in system architecture and networking.  
	Project Title:  NSWC Aegis Computer Center Support

	Prime/Sub:     Prime Contractor.  No Subs
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	1. Customer:
    Naval Surface Warfare Center

    Aegis Computer Center

    17320 Dahlgren Road

    Virginia 22448
	2. Contract No./Type:
    N000178-96-C-20-6 
    FFP Performance Based

	
	3. Period of Performance: 
    Oct 2000 – Sep 2005
	4. Contract Value:
    $5,000,000

	
	5. Technical POC:
    Ms. Gail Bushrod COTR

    (540) 653-8498  Tel

    (540) 653-2092  Fax

    gbushro@nswc.navy.mil
	


MarLaw has been providing support services to the Naval Surface Warfare Center (NSWC), AEGIS Computer Center (ACC) on a variety of projects since 1992. Contract activity supports approximately 600 local users and over 1,000 users nationally.  This omnibus contract provides a variety of services to the NSWC that includes: network operations support, network cabling support, help desk and contact center support; and database administration and support. 

Network Operations:  We fully analyze, design, implement, deploy, administer, and maintain all network infrastructure devices.  We execute comprehensive audits that include root cause analysis and diagnostics to correct defects in network and system architecture, including server and network infrastructure configurations. We also perform network infrastructure integrity checks that document the status of all networked systems and peripherals.  MarLaw performs market research and creates associated documentation in order to keep abreast of emerging technology and trends that contribute to the enhancement of network operations activities.  MarLaw gathers data and performs trend analyses on network problems and their resolutions.  We create, enhance and maintain all network topology diagrams including network components and associated devices.  

Systems Administration: Conduct morning and afternoon physical checks of the computer rooms.  Document in writing all configuration changes made to operating systems, ensure operations log books are accurate and up to date.  Install and maintain latest service packs (patches), ensure that installation of service packs do not negatively impact the systems operations.  Perform all services necessary for the efficient and effective operation and maintenance of the NSWC system backbone/infrastructure on a 24 hour, 7 day a week attended basis; install, configure, and maintain file servers, network operating systems, routers, hubs, switches and related items; resolve network malfunctions within one hour; create batch administration scripts as required to improve operations; conduct daily system backups; review and analyze requests for network connectivity; install new users within 48 hours of request; maintain the Internet connections as required; assist in developing security and disaster recovery in LAN policies as required.  We manage and control  Netware printing, user accounts and log-in security, network file systems and file security, Netware server console, log-in scripts, network applications configurations, DNS security, and Netware installation.  We add users and group accounts, manage file and directory permissions, manage server resources, configure and manage network printers, maintain and troubleshoot server problems, backup and restore system configuration files.  We also configure UNIX system hardware and software, tune and customize the runtime system to meet local system needs, and administer the routine operation of the UNIX system.  We ensure the health and well-being of the network, install and configure hardware and software and ensure that the infrastructure of the network is sound.  We perform electronic mail system administration, deploy and configure installations, perform upgrade from previous versions, network addresses, manage day-to-day operations, configure storage, manage users and groups, implement security measures, trouble shoot and perform other vital administrative tasks. Perform research, execution and deployment of new methods and trends for system architecture and Internet/intranet interfacing.  Perform client training in new trends and methodologies for Internet/intranet interfacing.  Recommend new policy and procedures for implementation and execution of new methodologies.  Perform all server management and administration.

3.3 RGII Contract Description (M.1.2)

	Project Title:  National Oceanic and Atmospheric Administration (NOAA) BPA

	Prime/Sub:     Prime Contractor
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	1. Customer:
    NOAA.

    System Acquisition Office.
	2.Contract No./Type:
   50-SPNA-5-00005

   IDIQ

   26 Task Orders

	
	3. Period of Performance: 

    Feb 1995 – Feb 2007 
	4. Contract Value:
    $22,947,074

	
	5. Contracting POC:
    Mr. Don Thompson

    NOAA

    1305 East West Highway

    Silver Spring, MD 20910

    (301) 713-3478
	6. Technical POC:
    Ms. Arlene Craig

    NOAA

    1305 East West Highway

    Silver Spring,  MD 20910

    (301) 427-2080  Ext 181


RGII provides network management and operational support for the hybrid Windows, Solaris, and UNIX networks and communications of 12 separate offices: Systems Acquisition Office (SAO), Coastal Ocean Program (COP), Integrated Program Office (IPO), Oceanic Atmospheric Research (OAR), National Centers for Coastal Ocean Science (NCCOS), National Environmental Satellite Data and Information Service (NESDIS), Environmental Satellite Data and Information Management (ESDIM), High Performance Computing and Communications (HPCC), Environmental Research Lab (ERL), Office of Systems Development (OSD), Office of Systems Operation (OSO), Disaster Assessment Recovery Program Office (DARP), Office of Global Programs (OGP), and their connectivity to the NOAA Silver Spring Metro Center campus wide area network and Oracle databases.  This support is provided throughout the metropolitan DC area, and maintains a 99.99% network and system availability.

RGII also provides a campus-wide customer support for the desktop and CISCO infrastructures through a Help Desk operation using HEAT to log and track calls.  Monthly status, network performance, and trouble ticket call reports are distributed to each office AOTR.  RGII is a HEAT integrator and FrontRange partner.  RGII participates in a number of NOAA IT review boards and committees including the Network Advisory Review Board (NARB), SSMC Network Operation Council (NOC), various standards and project committees (security, office automation, forms, CAMS, etc.), and IT related user groups and workshops.  

RGII supports a combination of 4/16Mbps token ring and 10/100Mbps Switched Ethernet throughout the campus offices, and numerous leased communication lines ranging from dedicated 56Kbps to T1/T3 and VOIP that provide inter campus communications and Internet access.   RGII installs and maintains mass storage devices, servers, network switches, RAID configurations, and COTS packages.  We also maintain and configure Cisco and 3COM Netbuilder II routers, and install and maintain Madge, Cisco, Cabletron, Bay Networks, Cubix, and 3COM networking equipment (NICs, Intelligent Token Ring and Ethernet Hubs and Switches, Routers, Bridges, CSU/DSU, etc.).  RGII not only configures but also manages all routers using products such as Cisco Works on the Windows NT platform.  Our network engineers ensure that each individual LAN conforms to NOAA’s accepted network protocols (NetBEUI, TCP/IP, IPX, DLC) and topologies (star, bus, token ring, Ethernet).  LAN protocols are analyzed and inspected (HP OpenView) to assure the customer that they adhere to WAN planning and technology infusion master documentation.

RGII performs research and delivers white papers on various emerging technologies and techniques and their application at NOAA, recommending the best solution to meet NOAA needs.  

RGII also provides LAN/WAN administration, building user accounts for all new users as well as maintain existing accounts.  We assign permissions to servers, directories and files.  Where required RGII technicians provide passwords, change passwords in accordance to local security regulations and delete any/all accounts of individuals leaving the organization due to scheduled move, retirement or disciplinary action.  Administrative support extends to creation, deletion and/or changes to mail accounts and print server permission.  Directory and server space is monitored with space remaining reports delivered to the COR where required.  RGII technicians also provide login scripts and develop specialized scripts for the deployment of software deployment scripts.  The LAN/WAN team deploys new software and updates current software found on the LAN/WAN.  User software is deployed through the LAN for seamless updates to productivity software and virus protection programs.  The LAN team conducts research into fixes and patches to software on the LAN, and deploys the applicable solutions.  RGII technicians perform hardware diagnostics and repairs when required, and provide input/solutions for connectivity and/or hardware usage.

RGII implemented and currently administers a combination of Windows NT Advanced Server 3.11, 4.0, Novell NetWare 4.1, Banyan Vines 1.0-7.0, and UNIX (Sun Solaris 2.6, Sun OS, HP-UX, AIX, Linux) servers.  Our Team implements changes, service packs, upgrades, bug fixes, and patches for the Windows NT software environment.  All fixes, patches etc. are reviewed, tested and implemented upon receipt of authorization from the COR.

RGII maintains NOAA high performance scientific servers including TRICORD, NetFrame, DEC, HP, Compaq, and Sun.  We successfully migrated all NOAA offices from Banyan Vines to Windows NT, Microsoft LAN Manager to Novell NetWare, and Novell NetWare to Windows NT, including the implementation of patches and version upgrades.  

RGII administrates e-mail applications for NOAA offices, including GroupWise 5.2 and cc:Mail (SAO), Microsoft Exchange 5.0 (IPO, OAR, ERL, DARP, NESDIS), Lotus Notes Mail 4.5 (COP), and Banyan Intelligent Messaging III (SAO, FMD, NESDIS, and OAR).  Each of these installations includes SMTP/POP3 Gateways and Remote Access (Asynchronous ATM and IP).  RGII’s extensive design, testing and implementation of the NOAA X.500 Mail*Hub was commended by NOAA.  

RGII also provides Network Security and Firewall support.  Utilizing proxy servers, routers and firewall software, RGII provides NOAA with all their firewall needs.  RGII uses Checkpoint firewalls and IP filtering routers to protect the network environment through the use of Access Control Lists, IP filters, user accounts and Encryption.  For each local area network RGII developed security and disaster recovery plans in coordination with the Agency IT Security Officer.  RGII also provides seasoned security teams to perform systems Certification and Accreditation to the Secret level.  

RGII developed, implemented, and maintains an Oracle personnel database for the Office of NOAA Corps Operations (ONCO).  The database resides on an Alpha 7000 located at the NOAA Computer Data Center in Landover, Maryland.  RGII also designed and implemented a relational database management system to provide Next Generation Weather Radar (NEXRAD) with the financial and contractual elements of contract closeout.  This database was initially developed in Paradox and subsequently migrated to Delphi.  

RGII utilizes a software/hardware technology laboratory to test and evaluate new databases, operating systems, firewalls, communications and hardware/software products.  We also provide NOAA with classroom and remote (CBT) training on Microsoft, Oracle, FrontRange, Lotus, Corel, and Apple product environments.

4 Management Approach (M.1.3)

MarLaw executive management will ensure that each level of project management has the required autonomy to make on-the-spot decisions, within their areas of responsibility, to provide the Smithsonian Institution with quality, cost-effective, and professional services.  We define autonomy as the ability to make decisions without encountering the bureaucracy inherent in larger organizations with multiple management layers.  Each successive level of management has the requisite authority to make decisions within their area of cognizance, ensuring the autonomy and capabilities necessary to accommodate all the Smithsonian Institution requirements.

4.1 Corporate and On-Site Task Order Management

MarLaw is providing the Smithsonian Institution contract with the high-level corporate management attention needed to ensure high quality support, as shown in Exhibit 4-1.  This attention management is exemplified by the following methodology:

· A Direct Chain of Command to Senior Management.  The chain of command from the Contract Manager to the MarLaw Chief Executive Officer is direct, which enhances the visibility of the Smithsonian Institution contract at the highest level of MarLaw management.

· A Commitment of Senior MarLaw Managers to Maintain Personal Involvement.  This project will receive the personal attention of Chief Executive Officer Ms. Gloria LawLah-Walker, and the Chief Executive Officer of our RGII partner Ms. Kathryn Freeland M.B.A.

· Ready Access to MarLaw Management.  These managers will provide the link to MarLaw’s extensive experience, including similar projects that MarLaw is supporting.

Because of the scope and complexity of this contract, MarLaw is providing an overall Contract Manager at no charge to the Smithsonian Institution. Our Contract Manager, Mr. Phillip Nierad, will have total management responsibility and authority for the performance of this contract.  He will have the authority to initiate work tasks without consultation with higher management, and he will have access to the full team resources to meet quick turnaround requirements.
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Exhibit 4-1:  MarLaw Management Organization

The MarLaw Contract Manager, Mr. Phillip Nierad, reports directly to the MarLaw CEO, Ms. Gloria Lawlah-Walker.  This provides the two principal benefits of autonomy and ready access to the total MarLaw corporate resource base in the best interest of rapid response and professional performance.  Mr. Nierad has extensive experience managing similar contracts for NOAA, State of Maryland, and the Department of the Interior.

MarLaw uses a structured Management Plan in its approach to the management of multiple task orders under a current contract base.  MarLaw has developed this project management approach based on the principles of total quality management and Earned Value Management (EVM).  This approach to integrated project management is illustrated in Exhibit 4-2.  
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Exhibit 4-2:  MarLaw Integrated Management Approach

4.2 Task Order Response

Within 15 days of receipt of a Task Order requirement, MarLaw will submit a proposal that includes either a firm fixed price or time and labor proposal depending on the work effort required.  We will execute our standard Task Order Management Process as depicted in Exhibit 4-3.  MarLaw will begin work on each Task Order within ten days of the receipt of an executed Task Order and/or notice to proceed.  
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Exhibit 4-3:  MarLaw Standard Task Order Management Process

The Task Order Management Process is essentially three (3) steps.  The first step is the Plan, Estimate, Bid and Award step.  The second step upon Award of the Task is the Task Initiation, Transition or Startup step.  The third step is Task Order Execution following the approval of the Final Task Work Plan by the Client.  We use automated tools such as Microsoft’s Project, Word and Excel to develop a consolidated Task Order Work Plan.  This work plan is prepared to estimate a Task Order for review by management prior to submission.

Once an assignment is under way, MarLaw updates the Task Work Plan to reflect events, if any, not included in the original requirements, and to adjust the schedule as needed.  For complex assignments, the major activities presented in the schedule will be expanded into more detailed activities, as required.  In those instances where activities cross organizational lines, representatives from all groups concerned will contribute to the definition of required interfaces.

Changes or additions to the assignment work plans are reported to the COTR. We always support three levels of status reporting:  (1) project and assignment milestone reporting on designated personnel; (2) assignment and major activity reporting; and (3) detailed assignment reporting by assignment and resource category.    

4.3 Workforce Management

MarLaw, per Task Order, will analyze historical work volume, employee availability, schedule preferences and trends to accurately forecast and schedule staffing resources to meet required and fluctuating workload requirements as presented in Exhibit 4-4.
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Exhibit 4-4:  Workforce Management Process

4.4 Subcontractor Rationale and Rapid Response Capability

In order to supplement the considerable depth and breadth of its capabilities, MarLaw has teamed with RGII Technologies, Inc. who provide tremendous flexibility in responding rapidly to contingency requirements anywhere in the world.  This is a unique asset that can allow us to temporarily leverage proven personnel to handle a short-term need through managers coordinating their assets for synergistic results for SI support.  For example, they provide a rapid response capability to the Defense Information Systems Agency (DISA) for Command, Control, and Communications equipment maintenance and repair functions at the National Capital Region, DISA Europe (Vaihingen, Germany), and DISA Pacific (Wheeler AFB, Hawaii) on a 24x7 per-call time and materials basis.  The routine response criteria for DISA PAC, and DISA EUR is eight hours.  They also provided rapid response to DISA, through the DECC MECH contract, in response to the September 11, 2001, terrorist attacks.  

4.5 Communications and Reports (C.4.1.2)

Effective communication is the most critical element of Task Order management.  The Contract Manager has the responsibility to foster open communications throughout the MarLaw and Smithsonian Institution chain of command.  This communication is depicted in Exhibit 4-5.  
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Exhibit 4-5:  Project and Task Lines of Communication

The MarLaw chain of command, from the project team management and technical staff to the corporation’s president, is designed to provide the maximum visibility of all aspects of the Smithsonian Institution Network Operations and Management support.  

Reviews

ADVANCE \d3The MarLaw Project Manager will coordinate Task Orders through Weekly Meetings, Monthly Status Reviews, Technical Reviews, and Quality Assurance Reviews.

Reports and Deliverables

For each Task Order MarLaw will submit the following deliverables and reports:  Monthly Status Report, Bi-Weekly Status Report, Task Order Deliverables, and Deliverable Schedule.  All Task Order deliverables will be made to the COTR unless otherwise specified in the individual Task Order contract.  Written reports will be delivered in MS Word.

5 Technical Approach (M.1.4, C.5.1)

5.1 Understanding the Requirement

MarLaw will provide management and operations support for the SINET hybrid network of 6,500 plus users, 400 switches, 55 plus routers, firewalls, and other network devices by employing a combination of highly qualified individuals, the latest tools and processes, and by leveraging our extensive experience.  We will partner with the Office of the Chief Information Officer (OCIO), Network Management Division (NMD), Network Operations Branch (NOB), Network Server Administration Branch (NSAB), the staff of the Network Operations Center (NOC), and the entire SI customer service organization to provide high quality support at levels that meet or exceed the requirements of this Task Order.  

We will maintain all major system component sets at a 99.98% overall availability (as on our NOAA NOC contract) and provide two (2) business-hour responses (M-F 7:00AM to 6:30 PM) and four (4) business-hour resolutions to 95% of all problems on the mall that includes the Victor building, the Renwick Art Gallery, and the National Zoological Park.  We will create an electronic service request record in a SI approved tracking system to follow all calls received and problems identified by MarLaw.  All calls will be assigned for resolution or action and thoroughly documented for all work performed.

5.2 Design and Standards (C.4.3.1, C.4.3.2)

MarLaw will abide by all Task Manager directives, SI service level agreements, operating procedures, operational support plans, and technical notes pertinent to any and all task orders and assignments received.  We will not make any changes, modifications, alterations, or enhancements to the Smithsonian Institution infrastructure, hardware, software, or network without the express written approval of an authorized Task Manager.

5.3 Technical  Performance (C.5.1)

Our ability to understand, manage and operate large-scale Hybrid LAN/WAN network environments, ensure quality and customer service levels, remain flexible to respond quickly, evaluate and deploy new technologies and remain vendor agnostic, and effectively partner at a strategic level for SINET lifecycle management and systems evolution planning, will ensure a successful partnership between the SI and MarLaw.   

MarLaw understands the importance that the SI places upon efficient network and operations support.  We will maintain all major system component sets at a 99.99% overall availability (as on our NOAA NOC contract) and provide two (2) business-hour responses (M-F 7:00AM to 6:30 PM) and four (4) business-hour resolutions to 95% of all problems on the mall that includes the Victor building, the Renwick Art Gallery, and the National Zoological Park.  We will create an electronic service request record in a SI approved tracking system to follow all calls received and problems identified by MarLaw.  All calls will be assigned for resolution or action and thoroughly documented for all work performed.

MarLaw staff will monitor and check the integrity of the entire SInet network infrastructure on a daily basis and report on status, problems, resolutions, suggested resolutions, steps taken for problem resolution, and proactive measures to provide optimum support to the SI user base.   MarLaw will utilize the comprehensive follow-up process specified by SI to manage and mitigate network problems or assignments which cannot be resolved within two days.  We will analyze existing records when addressing new problems to identify possible trending and notify the Task Manager, in writing and with full supporting documentation, within two days of discovering a significant trend.

While complying with SI Task Manager directives and maintaining SI network infrastructure standards, MarLaw will provide daily administrative and engineering on-site support services in analyzing, designing, implementing, maintaining (to include system and product preventative maintenance, patches, service packs, and upgrades), and administering the SI Cisco Network Infrastructure and its associated network components.  Concurrent with these daily functions, MarLaw will support all operations and maintenance of SINET firewalls, including operating systems and PIX firewall software, as directed by the SI.  All network management diagrams, including all Cisco infrastructure components and associated network devices will be maintained in both Microsoft Visio and Tavve/Open View formats.  Capacity management, security management, configuration management, and performance management will be performed on network devices.  MarLaw will also provide assistance to perform all system administration functions, as tasked, on SINET servers to include, but not limited to, NetWare 5.x and 6.x, Microsoft NT, 2000, and Solaris 8 and 9.  New release upgrades will be installed as approved; and MarLaw will assist the SI staff in placing network and infrastructure applications, hardware, software, and firmware into production as directed by the SI.  A complete Master Infrastructure Components/Asset Management List will be created and regularly maintained to assist the OCIO with lifecycle management schedules.  As part of the administrative functions, MarLaw will also provide after-hour, weekend, and federal holiday support for on-site Login and Password administration.

To maintain operational consistency throughout the OCIO, SI IT staff, SINET, and all users, a comprehensive documentation program must be maintained.  Policies, procedures, and technical advisements must be readily available to all SI IT staff and users.  MarLaw will assist in the fulfillment and distribution of these materials and will maintain a current version for on-demand requests.  We will assist in developing, delivering, and distributing end-user documentation, Technical Notes, and technical writings for the SI Intranet web site.  A comprehensive hard-copy and electronic library of all SI required technical notes, user and service guides, and other documentation will be created and maintained by MarLaw.  Each documentation assignment will be completed and delivered within three (3) weeks from initial assignment and will follow the publication specifications and technical standards established by the OCIO.  MarLaw will prepare, as tasked, user and service guides pertaining to the use of commercial off the shelf (COTS) software and government developed software applications, Technical Notes for specific use by OCIO staff personnel, and other documentation, as assigned by the Task Manager.  We will meet with OCIO management, service providers, and end users in determining scope, content, and procedural issues contained in each guide or Technical Note.  The development of new documentation, along with existing documentation requiring revision, will be provided. Network Infrastructure log books will be created and maintained to house problem management documentation, change management documentation, and status check lists.  

SI requirements include comprehensive technical support and leadership during the fulfillment of task assignments under this Task Order.  MarLaw will provide full end-to-end responsibility for network administrative functions, technical projects, problem resolution, and communication.  This responsibility includes:  leading teams, planning, organizing, coordinating, and executing technical projects, communicating to SI administrators during all assignment phases, system changes, and emergencies, and resolving all problems associated with respective task assignments or customer support requirements.

To ensure the integrity of the SINET environment at anytime during a task assigned by the Task Manager, MarLaw shall perform full current baseline backups of any system groups or individual systems prior to performing the task.  We will verify that the backup can be utilized and the systems fully restored before any alterations or projects are performed and/or tested.  Coordination will be provided to all branches, departments, and groups within the SI organization, to prepare SI users for any issues that may arise as a result of new network configuration or deployment.  Task assignments may include the upgrading of network infrastructure hardware, software or firmware as directed by the SI Task Manager.  As a result of these task assignments, projects, upgrades, and adjustments to the SINET, problems may arise.  MarLaw will provide 95% 2/4 hour problem resolution to SI users at superior levels of customer satisfaction.  To mitigate the frequency of potential problems, we will prepare and follow complete OCIO approved installation and contingency plans for all projects.  All project hardware and software will also be approved and provided by the OCIO.

A complete work service and customer satisfaction form, following SI guidelines, will be created and utilized for all work assignments, projects, and on-site problem resolution on the entire SI network environment to verify customer satisfaction levels.  No work task or support case will be closed without confirmation from the customer that the work has been completed or the problem has been resolved to their satisfaction.  Any equipment, peripheral, or component which has been moved, delivered, or installed into service by MarLaw will be made fully functional and at equivalent performance levels.  All replacement equipment will have all relevant data files transferred, fully loaded and configured software, and peripherals attached and functioning.

As part of the support to be provided by MarLaw, as tasked, configuration, preventative maintenance, troubleshooting, diagnosis, hardware repair and replacement, and warranty compliance for all server, network, peripheral, storage, and specialized network and storage equipment will be performed.  Assistance in diagnosing, troubleshooting, and correcting defects in configurations will also be provided.  Special care will be taken to avoid damage for all service assignments; and our staff will wear electrostatic straps and be fully grounded to prevent electric discharge.  We will provide all parts or access them from the OCIO, whichever is most cost effective and expedient for the SI.  MarLaw will report all assessments to the Task Manager and perform any necessary service to bring the device back to original performance characteristics, as requested.  When diagnosing larger, more specialized equipment, MarLaw will carefully uphold all warranty conditions and then report all diagnostic findings in writing to the Task Manager within two (2) days of the service request.  Specialized RAID configuration, installation, troubleshooting, preventative maintenance, and repair will be provided for all platform levels as requested.  Once a problem has been diagnosed and the device brought back into the network at original performance levels, a root cause analysis report will be prepared and delivered to the Task Manager in both hard copy and electronic format.

Appendix A - Resumes
POSITION: Contract Manager

NAME:  Phillip Nierad

EDUCATION

B.S., Management, Golden Gate University, 1987

EXPERIENCE

RGII Technologies, Inc.

1997 – Present

Project Manager

Single point of contact with the customer on multiple projects with responsibilities for:

· Day to day operations on all tasks, 

· Program/project cost, schedule, and performance, 

· Customer deliverables, 

· Accuracy of business operations information,

· Resource management, 

· Problem identification, recording, resolution,

· Project status generation and publication.

2004-Present

DIA

Test Engineering

2003-2004

DOC Cams Support Center

Network Administration/db, Administration/Helpdesk Services/Software Configuration Management

2004

NOAA/Acquisitions Management

Records Management

2001-2004

Federal Housing Finance Board

Network Administration/helpdesk Services/ Web

Development/COOP

2001-2004

State of Maryland

Mainframe Programmer/Analysts

2000-Present


NPS, DOI



Boston, Network Administration/ Helpdesk Services

Ellis Island, Network Administration

2001-2003


NOAA/NESDIS

Records Management/Web Development/Disaster, Recovery/Workflow S/W         

CWIPS, dB Development

NPOESS, Purchasing Agent

2002-Present

Nites, NOAA/CIO

Web Development and Management

2002-2003

AWIPS, NOAA

Records Management

2002-2003

FMD, NOAA

Facilities Management

2001


CENSUS, DOC


Records Management

2000-2003


NAVSEA, PMS440D

Records Management

1998-2001

NEXRAD, NOAA/SAO

Records Management
        

1997-1998


USCG, DOT

Network Administration/Helpdesk Services

For Your Information, Inc. 

1996 to 1997

Senior Systems Analyst

A member of a team that converted a 2,000+ user network from CTOS (a Unisys O/S) to Windows NT.  Provided customer support for 2,000+ users in a CTOS/Windows NT environment.  All new workstations are a standard build using the Windows NT O/S with MS Office, MS Exchange and IExplorer and various other specialized applications available when and if needed.  Work was in support of US Coast Guard Headquarters.  Designed, setup and implemented the Help Desk to assist customers during a transition period of seven months.  The system used was adaptable to the final network configuration and received many compliments from users.  Developed a set of Standard Operating Procedures to be used by the Help Desk to ensure consistent, reliable customer support.  Supervised the day-to-day operation of the Help Desk ensuring adequate coverage to meet customer requirements.

Pioneer Technologies Group

1994  to 1996

Project Engineer

Custom computer system design, system integration, testing, quality control, software installation and configuration and product research.  Preparation of Statements of Work, quotes, and build/configuration documents.  Pre-sales technical support for existing and future customer designs. Developed a technical review procedure for system integration increasing customer satisfaction, accuracy, and efficiency. Resolved technical issues under extreme customer pressure. Modified configuration document form to make change implementation more efficient and effective. 

Giant Food, Inc.

1989 to 1994

Department Manager

Responsible for total store operation.  Coordination of multiple service departments.  Responded to continuous business fluctuations and monitored inventory.  Controlled the handling of emergency procedures.  Responsible for customer satisfaction.  Retail store management for outlets with sales of over one-half million dollars per week. Direct supervision over staff of 30 personnel.  Developed work schedules and procedures.

Vitro Corporation

1981 to 1989

Senior Systems Analyst

Maintained communications with the major component of the Department of Defense providing answers and solutions to various technical and safety issues.  Developed training, operations and maintenance manuals for cruise and surface-to-air missiles. Provided changes to written maintenance procedures concerning safety issues so that timely updates could be produced. Coordinated the output of several groups to meet contractual requirements for the timely publication of maintenance documents.

Sperry/Seacor (Unisys)

1978 to 1981

Training Specialist

Coordinated the efforts of a group reviewing a complete technical training program.  Managed a secure facility for developing classified documents.  Provides technical support to the graphics department reducing drawing development time. Developed a system of review for schematic drawing reducing review time.

Cerberonics, Inc.

1977 to 1978

Logistics Engineer

Developed a training program indoctrinating users in the use of a computerized recall system. Developed curriculum, course and lesson plans. Provided cost analyses for comparison of services.

United States Navy

1957 to 1977

Management, Training and Electronics

Twenty years of service with experience in electronics, training and management.  Trained as a radar technician, performed duties as an in-flight radar technician.  Qualified as an Aircrewman in various positions on several different platforms.  Developed and taught classroom and on-the-job courses in aircraft maintenance, electronics and management.

COMPUTER SKILLS

DOS, Windows, WFW, Windows NT, Novell, DECNET/Pathworks, Unix, VMS, MS Office, MS Works, PowerScan, Stageworks 3.3, Alchemy 5.0, software configuration, hardware configuration.

TRAINING

United States Navy AT "A" & "B" Electronics School.

Various "C" Schools in electronics, aircraft and management.

CLEARANCE

Secret 

POSITION:  Project Manager/Senior Network Engineer

NAME: Gustavo Gamarra

EDUCATION 

B.S., Computer Information Systems, Strayer College

A.S., Christopher Newport University, 1992

EXPERIENCE

RGII Technologies, Inc.

1999 to Present 

Network Engineer





Manage IPO contract, providing network and computer support services. Provide network engineering support for WAN circuits, network design and configuration.  Responsible for all aspects of day-to-day LAN/WAN administration in a Windows 2000/NT environment including server backups, user account permissions, network traffic monitoring, telecommunications and troubleshooting of Server Farm, Web Farm and network devices (routers, switches, firewalls).  Provide Web Server platform design and support for numerous Internet and Intranet web pages.  Function as the Information Technology Security Officer for the IPO to secure protection of the office computer data and assets.  Responsible for ensuring network growth is performed in a cost-effective and efficient manner.
· Responsible for the design, implementation and administration of web/email/file servers using Microsoft Windows NT 4.0/Windows 2000, Red Hat Linux 7.1 and Sun Solaris 8.0 operating systems;

· Provide detailed documentation of procedures and infrastructure;

· Configured and installed Routers, Switches, Hubs, Firewalls including hardware and firmware upgrades;

· Investigated and implemented NT, Linux, Cisco, Solaris and other security-related measures, including account policies, registry changes, Service Packs, Hot Fixes, and physical security;

· Configured and maintained Windows NT Servers including: DNS, WINS, DHCP, IIS, Storage Area Networks (SAN);

· Configured routing protocols (RIP, OSPF, EIGRP) over the program’s WAN Links.

· Responsible for migrating web services (WWW, E-Mail, FTP) from a Microsoft platform IIS to a Red Hat Linux and Sun Solaris.

Engineering and maintaining LAN & WAN connectivity for 50 users for the Damage Assessment Center. Provide on-site technical support as well as support to DAC regional offices. Converted Banyan Vines Network to Windows NT Single Domain Model, as well as upgraded all of the client computers to Windows NT 4.0 Workstation. 

Member of the design and implementation team for an enterprise messaging system based on MS-Exchange Server involving sites in four cities connected via WAN.  Migrated local and remote users from Banyan Shark Mail to Exchange Server 5.5 and Outlook 97 as part of an organization rollout including Office 97.  Implemented and maintained  Microsoft SMS 2.0 for detailed hardware inventory, software inventory and metering, software distribution and installation, and remote troubleshooting tools.  Assisted in conducting the computer training programs, including the conduct of formal training classes, development of training materials and selection of training products.

Tri-Cor Industries/NASA

1995 to 1999

Computer System Analyst




Worked as user support personnel, responsible for trouble shooting PC, Macintosh, and network problems, both software and hardware oriented. Installed, supported, and upgraded all major email, word processing, group scheduling, database, spreadsheet, desktop publishing and photo manipulation software for Windows 95 and Windows NT, including Microsoft Office Suite, Microsoft Outlook, WordPerfect, MS Access, Paradox, MS Mail, Netscape Navigator, Lotus 1-2-3, Quattro Pro, Adobe PageMaker, Adobe PhotoShop, and Adobe Illustrator.  The NASA service center supports 1,400 users daily.
CERTIFICATIONS

Microsoft Certified Professional, Windows NT 4.0 Workstation, Windows NT 4.0 Server, Windows NT 4.0 Enterprise, Network Essentials, Cisco Certified Network Associate (CCNA)

COMPUTER SKILLS


Operating Systems:
Unix Linux 6.2-7.1, Solaris 7-8; Novell 3.12, 4.01; Windows 95/98/ME; Windows NT 4.0; Windows 2000, , Macintosh OS 7.1-7.5.5,  Cisco IOS 10.x – 12.x, Cisco PIX IOS 4.3-6.0

Languages:
Borland C, Cobol, Basic, HTML.

Software:
WordPerfect for Windows 5.1-9.0; MS-Office suite; Windows 3.1; Dbase III-IV; Lotus 123; Harvard Graphics.

Mail Systems:
MS-Exchange 5.0-5.5, Netscape Messenger, Send Mail

Mail Clients:
Microsoft Outlook 97-2000, Netscape Messenger, Eudora Lite/Pro

TRAINING

The Internal Customer, NASA Computer Training Center

HTML Introduction/Intermediate, NASA Computer Training Center

TCP/IP Concepts, NASA Computer Training Center

Microsoft Access Beginning/Intermediate/Advanced, NASA Computer Training Center

Supporting Microsoft Windows 95, New Horizons

Relational Database Design Workshop, New Horizons

Windows NT 4.0 Enterprise, Computer Analytics, Inc.

Practical TCP/IP, Chesapeake Network Solutions

Interconnecting Cisco network devices, Mentor Technologies

Building Scalable Cisco Networks, Mentor Technologies

Red Hat Linux Essentials, Red Hat

Red Hat System Administration, Red Hat

Red Hat Linux Networking and Security Admin, Red Hat

POSITION:  Network Engineer

NAME:  Pavlo Pavlous

EDUCATION

M.Sc., Telecommunications and Computers, George Washington University, 1999

B.Sc., Electrical Engineering, University of Bath (UK), 1997

EXPERIENCE

RGII Technologies, Inc.

2002 to Present

Performing Audits and recommending Network Security guidelines and policy for the Dept. of Commerce IT support agencies. Managing the network security infrastructure and the Cisco routers, Lucent Brick firewalls/VPN, and ISS RealSecure intrusion detection systems. Evaluated the access filters on Cisco routers, the rule-sets and policies on the firewall/VPN Lucent Brick appliances, analyzed/monitored traffic on the IDS console, and recommended security configurations for Microsoft networking. Conducted Vulnerabilities assessments with Nessus and CyberCop, performed penetration testing for the server applications and perimeter security. Exploited handling and vulnerabilities monitoring (CERT, ISS and OS specific organizations).

Provided Windows 2000 network systems support and consulting for the Transport Safety Agency (TSA) in Boston. Responsible for installing, supporting a Windows 2000 network for TSA training and certification.

Implemented a secure remote access VPN solution for the National Credit Union Association. Set up a Nortel Contivity VPN switch and configured the VPN device according to the clients security policy and integrated the VPN switch with the SPRINT managed Entrust PKI server for digital certificate authentication between the mobile users and the Nortel VPN switch. The user’s laptop, which required to tunnel into the client’s private network, was installed with a Nortel IPSEC VPN client and a Schlumberger Smart Card reader with Entrust client software. The user laptop, was initially configured to connect to the Entrust PKI server to request a client digital certificate for itself and these digital Ids were stored on the users Smart Card. The user would tunnel into the private network through the VPN switch, and both the user laptop and the VPN switch would authenticate each other by verifying each others digital certificate and making sure it is valid and not on the CRL list. I successfully configured and tested both the client and server side configuration.

Shacolas Group of Companies 

2001 to 2002

Technology Manager

Upgraded and managed the Information Technology & private networks infrastructure of an 800 user network. Audited and analyzed the group’s large private network (33 offices), the network devices, servers, applications, and bandwidth. Wrote the technical study and designed the new upgraded private network. Proposed new communication technology upgrades (ISDN, Frame Relay), specified bandwidth requirements, specified equipment (Cisco routers & switches), determined how the network should be managed (CiscoWorks), monitored (Cisco Secure Policy Manager and Cisco IDS sensors) and developed the security policy. 

Installed and configured the routing and switching networking equipment using private IP addressing, VLANs, and configured OSPF for the dynamic routing. I provided solutions for sales people to access the file servers via Remote Access and VPNs. 

Improved the network NT domain designed network by deploying more Backup domain controllers with WINS, and DHCP at each regional hub. This dramatically increased the network performance and better utilized the WAN links. In addition, setup 13 Windows 2000 servers in an NT domain for file/print and database services. Set up and managed 3 MS Exchange mail servers with the web email feature (OWA) running on web server IIS. Implemented Veritas back-up solutions. 

Consulted and installed the company’s internet security infrastructure by installing a Cisco 2600 series router for Internet access and applied a security policy on a Nortel Contivity VPN/Firewall appliance to protect the internal networks. 

Globalsoft Ltd.

2000 – 2001

Senior Network Engineer

Planned, developed, and implemented upgrades for the company’s ISP networks. Successfully managed the project by installing and configuring all the ISP network equipment with Cisco routers (7500, 7200, AS 5300), Lucent Portmasters, Cisco switches (6500, 3500 series) and Cisco firewalls (PIX 525). Replaced all digital leased lines currently in place with Frame Relay and ATM connections for greater bandwidth and Quality of Service. Installed and deployed HP Openview in association with Cisco Works for the ISP network monitoring and alerting. The ISP network received the designation of a Cisco Powered Network.

Configuration involved implementing OSPF for the internal ISP network and BGP for peering with ISP providers outside the ISP network. Configured the Switches into VLANs to separate under different security policies (and subnets) the internal network (admin stations, Cisco Works), the network management services network (DNS, RADIUS) and the ISP hosting network (Web servers, email servers). Applied security policy on the Cisco PIX in failover scenario. Utilized a Cisco Secure Control server for TACACS+ authentication and authorization to the network devices and RADIUS protocol for the ISP subscriber authentication.

Provided training to a team of two for hooking up clients to the ISP Frame Relay/ATM internetworking network. This involved visiting the client site to install a Cisco 1600 series router with IOS firewall or WatchGuard Firebox firewall and configuring the POP border router at the ISP network to accept the frame relay or ATM connection on its interface. 

Technica Corporation 

1998 - 2000

Systems Engineer

Member of the team responsible for rolling out the DSL and VPN services for the SPRINT ISP network.  successfully evaluated, tested and certified DSL and VPN network equipment from Lucent, Cisco, Nokia and Nortel.  Designed and implemented network environments and architectures that simulated the actual ISP network to carry out the tests. The tests involved working with the vendors’ VPN and DSL products and evaluating the products’ features, capabilities and performance (IPSEC tunnels, policies, encryption, authentication). The testing process also involved installing and providing extensive configuration for the Cisco Routers (RIP, OSPF, ACCESS FILTERS), Switches (VLANs), Microsoft & UNIX servers (Domain Security, DHCP, DNS) and Authentication servers (RADIUS, LDAP) that were part of the simulated network.

Installed, configured, tested and evaluated the Lucent Brick (models 80 & 201) for the company’s security product solution. Ran the security lab and set up the Security Management Server 4.1 to configure, monitor and apply the security policy on the Brick FW/VPNs, and performed product demonstrations to clients such as the Dept. of Justice.  Configured NAT, Authentication via RADIUS, content security proxies, set up IPSEC tunnels, and tested secure remote access with Lucent VPN IPSEC client.

Planned, Deployed and tested PKI digital certificate based authentication systems for many different networking environments. These include SSL server certificates for Web and digital IDs for VPN servers, and client certificates for mail, Web and VPN users. Implemented secure Web based applications and documented secure management methods. Products used Microsoft Certificate server and PKI systems included with VPN systems.

Installed, configured a Checkpoint Firewall with a Nortel Contivity VPN switch for our client Nathan Associates. The project was successfully carried with minimal disruption of the live network. Configured the security features on both the firewall and VPN according to the company’s security policy.

Designed and implemented network solutions for clients (including security functions). Repaired, upgraded, troubleshot all systems in a Windows & Linux environment.  Wrote technical documentation. Designed websites. Provided technical consulting to end users (clients). 

CERTIFICATIONS

Cisco Systems certifications (ID# CSCO10033952): 

CCNA
Certified Cisco Network Associate

CCDA
Certified Cisco Design Associate

CCNP
Certified Cisco Network Professional

CCDP
Certified Cisco Design Professional

CSS-1
Cisco Security Specialist 1  

Microsoft Certified Professional, versions NT.40  (ID# 910791):

MCSE + Internet


TECHNICAL SKILLS 

Operating Systems:
Windows 9x, ME, NT 4, W2K, Solaris 8, Red Hat Linux 7.1

Server Software:
Microsoft Exchange, SQL 7, IIS 5, MS Proxy, Veritas back-up solutions

Network Systems: 

Routers:
Cisco routers (800, 1700, 2500, 2600, 3600, 4000, 7000), Lucent Cellpipe

Access Servers:
Cisco AS 5200, AS5300, Lucent Portmasters

Switches:
Cisco 1900, 2900, 3500, 3900, 5000, 6500

Firewalls:
Cisco PIX 515, 525, Checkpoint, WatchGuard Firebox Series, Lucent Brick

VPNs:
Cisco VPN Concentrators, Checkpoint, Lucent Brick, Nortel Contivity, Nokia

DSL:
Lucent Stinger (DSLAMs), Lucent Cellpipe series (DSL modems)

Management:
HP OpenView, CiscoWorks, IP Sentry, KIWI Syslog Server and Cisco Secure Policy Manager

Network Technologies: 

Routed Protocols:
TCP/IP, NetBEUI, IPX/SPX, DLSW+

Routing Protocols:
RIP, EIGRP, OSPF, BGP, MPLS

Communication Protocols:
ISDN, Frame-Relay, ATM, DSL, PPP, PPPoE

TCP/IP Suite:
DHCP, DNS, PING, Traceroute, Telnet, FTP, TFTP, SMTP, POP3, IMAP, SSH

Authentication:
RADIUS, LDAP, TACACS+, PKI

Security:
IPsec, IKE, L2TP, PPTP, SSL, CSPM & RealSecure 6.5 Intrusion Detection Systems (IDS), PKI, and Microsoft Certificate Server, Nessus, CyberCop, Nmap, Sniffer Pro
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