FACTOR A  -  QUALIFICATIONS AND EXPERIENCE OF PROPOSED STAFFING

As required, the RGII Technologies Team proposes to furnish at least fourteen (14) personnel.  All individuals proposed are key personnel except for David Vermillion and Louis Scherma.  RGII Technologies hereby certifies that each individual is qualified for their proposed labor categories as set forth in Section C.5.1 of the RFP.  We further certify they are capable of performing the services required by Sections C.4.1 through C.4.8 of the Statement of Work.  

We have reviewed the available personnel from our Team and have selected individuals whose qualifications, experience and education meets or exceeds your requirements.  Each of the individuals are fully capable to perform the requirements related to their position.  In some cases, our proposed staff could function in more than one of the positions required by the contract.  

The positions required and the name of individuals proposed are as follows:

Program Manager					Linda Fines

Technical Director					Charles Davis

Senior Computer Security Analysts			Ray Suddeth									John D. Hall									Frank Risso									David Vermillion

Computer Security Analysts				Duncan Chalmers								Patrick O’Dea									Louis Scherma								Joyce Weymouth

Computer Specialists					Darryl Harris									Klaus Fines

Computer Programmer				Harvey Smith

Technical Writer					Pam Nolan

In addition to the resume in Subfactor A.1, the next subsection “Subfactor A.2” provides the information needed to indicate the relationship of the qualifications and experience of each individual proposed.  We have carefully matched the duties and responsibilities of each labor category in Attachment 4 of RFP Section J to the summarized spreadsheet format provided in Attachment 11 of RFP Section J.  To the best of our knowledge and ability, there are no contradictions between the entries in the “A.2” matrix and the “A.1” resume.  

As noted in Factor D’s section, we have additional staffing resources available which we did not propose.  We have included some of the additional staff candidates in Factor D to further substantiate our ability to successfully staff this type of contract.  



�Subfactor A.1  -  RESUMES TO ESTABLISH THE ABILITY TO FULFILL EXPERIENCE REQUIREMENTS AND TO PERFORM

The RGII Technologies Team pledges to provide upon contract award each of the fully qualified candidates we have proposed in order to support the Department of State’s requirements as stated in the RFP.

In order to clearly establish and demonstrate the qualifications of each proposed individual, we have extracted the relevant position requirements from the descriptions in Section J.4 of the RFP and presented these requirements, followed by the candidate’s qualifications which meet or exceed the Department of State’s significant requirements.  

A review of each resume demonstrates the degree of significant experience each individual has in relation to the position qualifications.  In the case of the Senior Computer Security Analysts and the Computer Security Analysts, each of the proposed individuals meets the requirements of the senior level position; and, thus they exceed the requirements of the Computer Security Analyst position.  

Each individual proposed expects to perform on the contract upon its award to RGII Technologies, Inc. and has indicated their intentions by signing the resume summary as indicated.  The individual will use their experience and qualifications to perform the functions of the position to which they are proposed.  

Each individual’s resume follows in this subsection.  Also, each individual’s experience is included within the matrix provided in “Subfactor A.2” as required by the RFP instructions.  We have reviewed the availability of the proposed staff resources and we are confident of their availability to perform on the contract.  

The resumes are formatted to make it relatively easy to evaluate whether the individual has the requisite experience.  After the position title and name identifying the individual is presented, we provide the words from the RFP summarizing the responsibilities of the position in bold face type.  We then provide a summary in regular type face of the individual candidates experience with emphasis on his or her information security background.  

Following the candidate’s experience summary is a restatement in bold face type of the education requirements assigned to the position by the RFP.  In this second section, we list the degrees and relevant training courses claimed by the individual in his or her resume.  

The third subsection of the candidate’s resume contains a bold face type description of the general experience required by the RFP, followed by a statement in regular type face of how this candidate meets this requirement.

The general experience is followed by the fourth subsection, specialized experience.  This subsection is followed by the specialized experience section with the requirements from the RFP again appearing in bold face type and the response in regular type.  Here in order to substantiate the general experience as well as the hardware and software experience summarized later in the resume, we list the jobs the individual has held by date, by employer and by position.  

The fifth section of the resume contains a summary of hardware, software, networks, data bases and other related technical experience the individual claims experience with during his professional career.  

Finally, we provide a sixth section where the individual provides the information concerning his permission to propose his name, his willingness to work on the contract if awarded to the RGII Team.  

Each candidate indicates whether he or she is an employee or has signed a contingent offer of employment by either RGII Technologies, Inc. or its subcontractor, Aegis Research Corporation.  Specific offer letters at specific salary quotations have been signed in addition to the resume certification and are on file in our Human Resources department.  



�FACTOR A.1.1  -  PROGRAM MANAGER

RGII’s Proposed Program Manager  -  Linda C. Fines

A.1.1.1		RESPONSIBILITIES

The Program Manager is responsible for the contractor's overall management of the contract.  This individual possesses a strong background in managing computer security offices, specifically in the U.S. Government area.  The Program Manager shall visit the U.S. Government site at least two days a week.  The on-site Technical Director will be the daily focal point for direction of the work and interaction with U.S. Government personnel.  The Project Manager shall be an employee of the prime contractor.  

Ms. Fines has over fifteen years of extensive knowledge of Automated Information System (AIS) architectures, concepts, data standardization, methodologies, information security, accepted practices, directives, and regulatory standards, which are varied, complex, and often undefined.  Ms. Fines is eminently knowledgeable of AIS data management and data standards program.  She has extensive knowledge of the ODCSOPS Information Architecture, security levels and privacy considerations for information systems, and is capable of implementing data management supporting tools.  She has developed operational, functional area and individual databases.  Mrs. Fines has acted as Program Manager for a 4.5 million dollar AIS development and security contract.  She has also 10 years experience as Program Manager for several classified programs. 

Ms. Fines has the effective ability to direct technical work and provide capable assistance and guidance to other professionals and to establish and maintain effective working relationships with associates, clients, and personnel at all levels.  She expertly conducts independent research and analysis in complex environments and evaluates, interprets, and reports findings.  Further, she has the ability to effectively communicate both orally and in technical writing.  She has a strong knowledge of security and risk management policies as detailed in DoD 5200.28 and associated Rainbow Series publications.  Special skill areas include:  Resource Management, Information Security, Information Management, Project Management, Material Management, Management, Planning and Marketing.  Ms. Fines holds a current Secret Clearance and has a Top Secret - SBI, inactive DISCO Clearance.  

Ms. Fines is a current employee of RGII Technologies, Inc.  In her roles as Program Manager, she will provide high level guidance to the Government on security issues, when required.  She will prepare and provide weekly and monthly activities reports as well as provide monthly projections in consultation with the on-site Technical Director.  Other duties and responsibilities include conducting staff meetings with contractor on-site personnel to ensure time lines are met and deliverables are provided on schedule, and drafting high level correspondence, reviewing white papers, and assisting in the preparation and/or review of certifications reports, as the need arises.  The Program Manager, in addition to the above duties and the responsibilities discussed in Factor B.4 shall screen and recommend replacement personnel for hire, in conjunction with the Technical Director, compile time and attendance reports, and perform all administrative functions of the contract.  

A.1.1.2		EDUCATION

A Bachelor's degree in Business Administration, Computer Science, or similar field.  Five (5) additional years of general experience (i.e., in addition to the General Experience set forth below for this labor category) employed in a corporate or government (state, local, and/or Federal) environment may be substituted for a degree.

Masters Business Administration, University of Maryland,

BS, University of Illinois (Circle Campus) Chicago, Illinois

Major:  Psychology,  Minor:  Criminal Justice

Additional Related Education:

Novell Network Course 

Microsoft Server Certification

Firewalls and Internet Security

DoDSI Industrial Security Management Course 

A.1.1.3		GENERAL EXPERIENCE 

Seven (7)years of management experience in a computer systems environment.

Ms. Fines has over fifteen years of extensive knowledge of Automated Information System (AIS) architectures, concepts, data standardization, methodologies, information security, accepted practices, directives, and regulatory standards, which are varied, complex, and often undefined.  This experience includes over twelve years managing investigations and supervising personnel in an investigative division of the US Army heavily involved in the use of computer systems and data bases.  Ms Fines managed over 70 individuals located in 3 states.  Ms Fines acted as Program manager for a 4.5 million dollars WAN/LAN program located in 15 countries.  Ms Fines was intricately involved in the development and deployment of the WAN which was utilized by the US Army in the reporting, investigating and documenting of felony crimes investigations world wide. In addition, Ms. Fines manages RGII’s Information Security staff for our multi-site corporate computer systems.  

A.1.1.4		SPECIALIZED EXPERIENCE

Ten (10) years of experience in computer management/operations, with a minimum of three (3) of those years in computer security management, processing weekly and monthly activity reports, vouchers, financial status reports, and overall task administrative management.

Ms. Fines has significant experience in computer management and operations starting in 1980 to the present.  The following narratives describe her work experience and skills related to this contract’s requirements:  

4/96 to Present	RGII Technologies	Information Security Manager/

 IRM Network Administration

Ms. Fines’ extensive knowledge of automated information systems, the needs, analysis and other topics relating to the architecture of information systems and uses her skills in implementing practical applications and solutions for RGII Technologies internal corporate networks.  She formulates and executes AIS information Architecture plans and procedures, performs on a myriad of equipment, and conduct systems analysis for the company and its clients.  Ms. Fines conducts independent research and analysis in complex environments and evaluates, interprets, and reports findings and communicates her research both orally and in technical writing.  As IRM Manager for RGII Technologies, she formulates and implements test procedures for Windows NTAS servers, servers and workstations, and develops guidelines and implements secure Firewalls and associated architectures.  She develops the data architecture and administration controls for internal databases, and stringently develops, reviews, and implements management controls for virus control and testing developmental software.

1/93 - 4/96	COMPEX Corporation		Senior Security Analyst

Ms. Fines was a Senior Security Analyst, and she has extensive knowledge of automated information systems, the needs, analysis and other topics relating to the architecture of information systems and information security issues.  She is capable of implementing practical applications and solutions for AIS, and has the ability to formulate and execute AIS information Architecture plans and procedures, perform on a myriad of equipment, and conduct systems analysis.  

Ms. Fines has a wealth of knowledge in AIS modeling with equivalent management skills and experience.  Effective ability to direct technical work and provide capable assistance and guidance to other professionals and to establish and maintain effective working relationships with associates, clients, and personnel at all levels.  She expertly conducts independent research and analysis in complex environments and evaluates, interprets, and reports findings. She has the ability to effectively communicate both orally and in technical writing.  

As a Senior Security Analyst for a technical network support contract Ms. Fines managed the network security portion dealing with virus introduction, the introduction of classified data into unclassified networks, and intrusion detection.  This program supported over 1400 users at three sites.  Ms. Fines also performed professional Automated Information Systems (AIS) security services and support.  She formulated and implemented test procedures for Windows NTAS servers, servers and workstations, and developed guidelines for C2 accreditation of LAN.  Developed security modeling for secure Firewalls and associated architectures.  She developed the data architecture and administration controls for accreditation databases.  She stringently developed, reviewed, and implemented management controls for virus control and testing developmental software.



6/80 - 9/92	US Army CID		Chief, Investigative Support

Ms. Fines directed the development and acted as Program Manager for a Wide Area Network for reporting of felony investigations.  She developed identification requirements for database systems that included defining the architecture of the database, structure of the file system, database development, beta testing and installation of the felony tracking database system. This system is currently in use by the US Army Criminal Investigation Command.  

Also, she developed a time management system based on setting progressive goals and acknowledging responsibilities; she selected and developed individuals with high potential talent; she developed an employee database that provided motivation, participation, and opportunities for employee initiatives; and she coordinated and directed community based crime prevention programs.  During her tenure as Chief of Investigative Support,  Ms. Fines was responsible for 60 people located in a three state area.  She was also responsible for sensitive/classified programs such as Informant/Source Program, the Technical Listening Equipment Program, and the Evidence Repository.   Ms. Fines retired in 1992 after completing a highly successful career in the US Army. 

A.1.1.5		RELEVANT COMPUTER SKILLS  

HARDWARE:  IBM Personal Computers, Wang, IBM PC Compatibles and Peripherals, Cisco routers, bridges, CSU/DSU unit, encryption devises (Xerox, Motorola etc.), Fortezza.

SOFTWARE:   Windows 3.x, Windows 95, MS Windows NT 3.51 for Servers and Workstations, Netware3.x and 4.x, and various LAN management tools, Netscape, WWW Browsers, Internet tools, numerous virus protection programs, MS Mail, MS Exchange, WatchDog, various network management systems, TCP/IP. TimeLine for Windows, MS-DOS, Microsoft Word for Windows, Harvard Graphics, Lotus 1-2-3, Hollywood Graphics, Microsoft Office, MS Access, HP OpenView, LAN Manager, Norton Utilities, WordPerfect, PowerPoint, DBaseIII+, DBaseIV, MS LAN Manager. 

A.1.1.6		CERTIFICATION OF AVAILABILITY - EXISTING EMPLOYEE

This is to certify that I am an employee of RGII Technologies, Inc. and that I have given my permission to submit my resume for consideration as Program Manager under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Linda C. Fines							Date Signed

FACTOR - A.1.2  TECHNICAL DIRECTOR

RGII’s Proposed Technical Director  -  Charles S. Davis

A.1.2.1		RESPONSIBILITIES

The Technical Director is the focal point for the operation of the contract.  This Technical Director possesses significant knowledge in operating systems, word processing/data processing packages, hardware platforms, and application development and security certifications.  The Technical Director handles a wide range of diversified activities and is well versed in the management of time sensitive tasks.  The Technical Director provides clear, concise briefings to senior officials on a variety of computer security topics.  Additional responsibilities include receiving work requirements from the Department's Laboratory Manager, assigning contractor personnel, and providing technical direction to contractor personnel.  

Mr. Davis has almost 30 years combined military and contractor  experience in all phases of security for Automated Information Systems (AIS). This includes extensive work in AIS security at all DoD levels (Army, Air Force, and Joint Service). During his military career, Mr. Davis had Special Assignments with the U.S. Army Special Security Group (eleven years) and the White House Communications Agency (eight years) providing secure communications and SCI security support to Command and General Officers and the President and the Vice President of the United States.  He is a certified Facility Security Officer (FSO), and an experienced Contractor Special Security Officer (CSSO) for Sensitive Compartmented Information Facilities. (SCIFs). 

Mr. Davis has an excellent working knowledge of the NISPOM, DIAM 50-X, AR 380-19, DITSCAP, UC&A and the National Security Agency (NSA) Rainbow series. As an Automated Information Systems Security Task Leader and as a Senior Automated Information Systems Security Analyst, Mr. Davis is skilled in all facets of Information Security, Trusted Computer Systems, Automated Information Systems (AIS) accreditations (Stand Alone and Network), Threat Assessments and Risk Management Analysis, Penetration analysis, COMSEC, Physical Security and Alarm systems, and TEMPEST requirements. Utilizing his innate ability to effectively communicate orally and in writing, Mr. Davis routinely briefs senior officials on a variety of security topics. His extensive management experience has led to the timely, within cost/budget completion of all projects under his charge. He has routinely supervised up to 100 individuals. Mr. Davis holds an active TS/ SBI Clearance on record with DISCO (Prior SI/TK Access). 

As technical director, Mr. Davis will consult with the Program Manager.  He will provide clear, concise briefings to senior officials on a variety of computer security topics.

�A.1.2.2		EDUCATION

A Bachelor's degree in Computer Science.  Five (5) additional years of general experience (i.e., in addition to the General Experience set forth below for this labor category) employed in a corporate or government (state, local and/or Federal) environment may be substituted for a degree.

New York State University, Albany, New York

Associates Degree, Major: Liberal Arts - 1979

Northern Virginia Community College, Woodbridge, VA

40 credits towards AA in Security Administration Degree 

Northern Virginia Community College, Woodbridge, VA

Certificate: Career Studies Certificate, Physical Security, 1993

Northern Virginia Community College, Woodbridge, VA

Certificate: Career Studies Certificate, Industrial and Commercial Security, 1993

University of Maryland, University College

Currently pursuing Bachelors degree in Information Systems Management -1998

Additional Related Education: 

Firewalls and Internet Security, 1995

DoDSI Industrial Security Management Course, 1991

Defense Intelligence Agency Sensitive Compartmented Information Security Enhancement Course, 1989

Vice Presidential Trip Officer training, 1986

Network Planning Seminar, 1984

Signal Advanced Non-Commissioned Officers Course, 1983

Presidential Senior COMSEC Team Leader Training, 1979

TEMPEST Principals for Managers and Supervisors, 1979

Commcenter Installation Principles, 1971

Army Institute for Professional Development Courses:

Structures of Industrial Security, 1991

Protecting Secret and Confidential Documents, 1991

Essentials of Industrial Security Management, 1989

ADP Concepts and Terms, 1989

Defense Industrial Security Program II, 1988

Defense Industrial Security Program I, 1988

Physical Security, 1988

A.1.2.3		GENERAL EXPERIENCE 

Ten (10) years of experience in computer system design, integration, application development, and computer security.  Five (5) years experience in technical task direction with an emphasis on computer security.

For the past 30 years, Mr. Davis has participated in development of computer architecture, models, and networks. He can analyze, diagnose, and make recommendations concerning the security implications of Automated Information Systems. He provided customer security education through the development and presentation of security briefings and training seminars. His AIS security experience also involves duties as COMSEC Custodian, Analysis and Design, Configuration Management, Quality Assurance, Test and Integration. He has considerable knowledge in AIS security and the equivalent management skills and experience. Mr. Davis possesses a resourceful management style which enables him to direct technical work and provide assistance and guidance to other professionals and to establish and maintain effective working relationships with associates, clients, and personnel at all levels. He proficiently conducts independent research and analysis in a complex environment and evaluates, interprets, and reports findings. These skills include problem solving and technical research, which require a high level of comprehension of many complex issues. He exhibits a high degree of tact and diplomacy in dealing with customers in a highly charged and sometimes volatile environment. 

A.1.2.4		SPECIALIZED EXPERIENCE

Significant specialized experience in the use of Microsoft Products, Internet, WWW (World Wide knowledge Web), LAN (Local Area Network) and WAN (Wide Area Network) connectivity, Cisco routers, firewalls, UNIX C++, multilevel systems, x4OO/x5OO messaging systems, trusted products, and Visual Basic.  Significant knowledge in defining user requirements, designing and implementing systems solutions, and formulating and working with a variety of state of the art and legacy systems is required.

5/91 to Present	COMPEX Corporation	AIS Security Task Leader

Mr. Davis plans, organizes, implements, and controls multilevel LAN projects. The scope includes Stand Alone terminals, Local, Metropolitan, and Wide Area Networks running on a fiber optic backbone with over 1400 users.  Client workstations include IBM PC’s and compatibles, and Sun workstations. Mr. Davis supports the Windows NT, Microsoft Product LAN connectivity security effort through a complex system of Cisco routers, firewalls, and encryption devices.  He has significant knowledge in the area of the WWW and Internet connectivity security. He manages and provides professional Automated Information Systems security analysis, AIS security services and support. He provides direction for AIS accreditation support to include preparation of Risk Analysis/Accreditation reports, the accreditation process itself, and review individual and master accreditation packages. He ensures AIS and accreditation efforts are in accordance with applicable regulatory guidance. He analyzes, diagnoses, and makes recommendations concerning the security implications of Automated Information Systems. As a supervisor he directs the efforts of a five member security staff.  He is capable of solving Automated Information Systems security problems which are varied, complex, and often undefined with minimum supervision. Mr. Davis finds practical security applications and solutions for AIS problems. He has the ability to plan and execute AIS security plans and procedures, perform tests on the equipment, and conduct system analysis. He develops, prepares, maintains, and reviews AIS accreditation packages in accordance with AR 380-19, JCS Pub 6 and other applicable regulations. He conducts risk management analysis and threat and vulnerability assessments. He further analyzes, diagnoses, and make recommendations concerning the security implications of Automated Information Systems. He displays strong written, oral, and communications skills in the development, presentation, and videotaping of the Automated Information Systems Security Officers Orientation. His comprehensive writing and organizational skills are further exemplified by the Security Standing Operating Procedure he wrote for the software audit collection effort, the Local Area Network End Users Security Guide, and a question and answer pamphlet on viruses to increase user awareness. He is the focal point for the anti-virus program on the contract. He developed a security awareness slide show that is distributed over the network to 1400 users. Additionally he created over 130 slides for the Automated Information Systems Security Users Orientation and completely recreated the an AIS Security Awareness handbook.  Mr. Davis was instrumental in the review and update Standing Operating Procedures for AIS. He provided Network Security Administration including password control, access control, account management, and problem solving. During all phases of the development of computer architecture, models, and networks.  Mr. Davis’ expertise and leadership was evident in ensuring all AIS security issues were addressed and executed.

8/90 to 10/91	UNISYS Defense Systems Inc.	 Facility Security Officer

Mr. Davis was the Facility Security Officer and contract Security Administrator for Top Secret OSD, DCA, and Army contracts. Responsible for the development and update of SPP’s, personnel clearance processing, visit access request preparation, visitor control, physical security, and the safeguarding of classified information. Mr. Davis managed the security education program and conducted initial and required refresher briefings for all assigned personnel. He prepared DD 254’s for subcontractors. He performed additional duties as Assistant Staff Coordinator for the Program and Office Manager.  In successfully discharging his responsibilities, Mr. Davis utilized strong organizational, written, and oral skills and exhibited an extremely high level of attention to detail. This resulted in a positive security atmosphere with no security violations or compromises of classified information. During his tenure the organization underwent two inspections by the Defense Investigative Service with no discrepancies. 



3/90 to 8/90 	GTE Government Systems	Facility Security Officer and

Contractors Special Security Officer

Mr. Davis managed and operated a Special Compartmented Information Facility (SCIF) for the Army and DIA. He managed and implemented all facets of the Defense Industrial Security Program for a Top Secret facility in accordance with the standards prescribed in the ISM. Responsible for facility management including budget, staff supervision and property control. Additionally Mr. Davis was the project manager for the construction of the SCIF and was responsible for ensuring that it met all required government specifications and local fire and safety requirements.  During the SCIF construction period Mr. Davis exhibited superior time, planning, organizational and personnel management skills. While juggling his time between his regular duties at another location and the new construction project he did so without degrading the quality of the effort applied to either. Mr. Davis scheduled numerous different contractors, performed on-site inspections of all work completed, provided guidance on problem areas, and ensured all requirements were being met.   His ability to coordinate and translate the governments requirements to tasking performed by the corporation and the contractors enabled the project to be finished on time and ensured a fully operational facility accredited by the Army and DIA with no additional  modifications necessary.

8/87 to 3/90	GTE Government Systems            Assistant FSO and Assistant

 				         Contractors Special Security Officer

Mr. Davis supervised SCIF/CMCC operations; evaluated, revised, and maintained SPP’s; managed document control, visitor access, and security education program; maintained the physical integrity of the facility; and maintained operation of alarms and AIS equipment. He supervised all items necessary for DoD and Special Security inspections and conducted self inspections. He was employed part time from January 1978 to July 1987 and was responsible for the physical security of the facility during shift.  During his part time employment Mr. Davis proved to be an extremely reliable individual. Working alone, Mr. Davis proved he could function well without supervision. His performance in a part time capacity lead to a full time job offer upon his retirement from the U.S. Army. His job knowledge, planning ability, professionalism, and leadership resulted in his being selected over others to replace the retiring Security Manager and his supervising personnel he had previously worked for. It is a tribute to his management ability that he accomplished this with no adverse reaction or degradation in performance from the affected individuals. 

6/67 to 7/87 		U.S. Army 			           Unit Sergeant Major

Mr. Davis excelled during his Special Assignments with the U.S. Army Special Security Group (eleven years) and the White House Communications Agency (eight years).  At both assignment his thorough technical knowledge or communications and AIS technology lead to his providing secure communications and SCI security support to Command and General Officers and the President and the Vice President of the United States.  Throughout his career and as Unit SGM Mr. Davis utilized superior administrative, planning, scheduling, time management, technical, written, oral, communications, and leadership skills. His proficiency was demonstrated by the fact that he was hand picked by the unit commander to fill a position one grade higher than the rank he currently held. Clearly a tribute to his ability to deliver.  During his career  in AIS/COMSEC security, Mr. Davis gained significant skills with the relevant hardware/software/ and firmware listed below.

A.1.2.5		RELEVANT COMPUTER SKILLS  

Hardware: Communications/Telecommunications Security (TSEC) Equipment and relevant certification training:  Introduction to Fiber Optics, 1985; Satellite Communications Course, 1983; DACOM Secure Facsimile, 1981; TSEC KY-70 training, 1980; XEROX 3100 training, 1979; Model 28 teletype training, 1978; TSEC CY-1 training, 1977; DSSCS/DIN training, 1976; TSEC KG-34 and  TSEC KG-13 training; AN/FGC-40 teletype, 1973; Autodin Mode V, 1972;  AMASS, 1970, TSEC KW-26, 1968; X400/X500 messaging systems.

Mainframe:   Sperry/Univac 90/80, Wang

Minicomputers:  DEC/VAX PDP11

Microcomputers:  IBM and IBM compatible PC’s, Macintosh, Wang

Software:   dBASE III+, Excel, Lotus, MacDraw, MacWrite, MS LAN Manager, MS Professional Office, Norton Tools, Windows 3.1, Windows NT & NTAS, Word Perfect, Windows 95

A.1.2.6		CERTIFICATION OF AVAILABILITY - CONTINGENT HIRE

This is to certify that I have signed a contingent offer to become an employee of RGII Technologies Inc.; and that I have given my permission to submit my resume for consideration as the Technical Director under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Charles S. Davis						Date Signed



�FACTOR A.1.3  -  SENIOR COMPUTER SECURITY ANALYST

RGII’s Proposed Sr Computer Security Analyst - Raymond Suddeth

A.1.3.1		RESPONSIBILITIES

The Senior Computer Security Analyst provides assistance to the Technical Director on matters pertaining to information security on Department of State and other U.S. Government agency automated information systems and supporting communications infrastructures, both classified and unclassified, at domestic and as overseas locations.  The Senior Security Analyst(s) generates detailed draft reports analyzing the physical, administrative, systemic and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports will pass to the Technical Director for final review before delivery to the COR.  A Senior Security Analyst(s) may be required to perform the duties of the Technical Director in that person's absence.

Mr. Suddeth possesses an efficient combination of business and people development skills, and has a superior understanding of strategic planning, client demands, commercial business practices and government contracting.  During his 13 years in the Automated Information Systems industry he has developed highly organized work and managerial practices focusing on the support of trusted systems and communications infrastructures. 

Having extensive experience with both classified and unclassified information security technologies, Mr. Suddeth has the proven technical experience in requirements definition, plus cost and performance management, architecture design, Internet security solutions and problem solving. He has performed security audits, evaluations and risk assessments of the complex AIS and communications systems under his charge.  He is highly regarded by subordinates, peers and leadership personnel.  Mr. Suddeth has a solid track record with the U.S. Government in positions of trust, throughout his accomplished career.  He has supported the National Security Agency by developing computer and communications security policies, standards and guidelines.  This involved Mr. Suddeth’s singular ability to interpret national laws, regulations, standards, and guidelines relating to computer and communications security. He monitored NSA compliance with COMSEC and COMPUSEC policies and requirements through on-site system reviews, evaluations, software/hardware subversion testing, and risk assessments.  

Utilizing unique tools, Mr. Suddeth conduct security tests, certifications, and evaluations of applications and systems processing sensitive and/or classified information as defined in OMB Circular A-130 and in accordance with FIPS 102 and the Rainbow series.  His far reaching involvement during the onset of use of firewalls made Mr. Suddeth singularly competent in coordinating with other Federal agencies, including the Department of State, on matters related to the security of shared ADP resources and the use of the Internet.  Mr. Suddeth has an active TS/SBI on record with DISCO. 



A.1.3.2		EDUCATION

A Bachelor's degree in computer science.  Five (5) additional years of general experience  (i.e., in addition to the General Experience set fourth below for this labor category) may be substituted for a degree.

MS. - Johns Hopkins University - Program Management/Systems Engineering

BS. - Alcorn State University - Computer Science & Applied Mathematics

Defense Acquisitions Workforce Improvement Act (DAWIA) Certification 

(Program Management & Acquisition Logistics

Additional Related Education:

MR-S04 Software Requirements Specification, 6/86	

MR-S38 Software Inspection and Testing, 9/86	

MR-025 Software Engineering for DDI Project Managers, 2/91	

SIGNIT Communications, 9/92	

TD1F9U Optical Fiber Communications, 10/89	

TD1B0U Advanced Digital Communications, 8/91	

CP520 Theoretical Foundations of Trusted Systems, 6/90	

TD1M6U Security In Distributed Systems, 5/91	

TD5A1 Unified INFOSEC Architecture, 3/92	

JHU- Project Planning & Control, 12/93 	

JHU- Financial & Contract Management, 12/94	

A.1.3.3		GENERAL EXPERIENCE 

Seven (7) years of experience in computer system design, integration, application development, and computer security.  Two (2) years experience in technical task direction with an emphasis on computer security.

In his roll as Program Manager for NSA, Mr. Suddeth has spent the past 13 years intimately involved in computer systems design, integration, application development and computer security.  Under his direction, a Defense Message System Security prototype LAN was developed.  He successfully fielded twenty-three X.400 message security prototypes supporting 97 users at 8 CONUS field sites.  He further held the position of project engineer for the Pyramid Network, which is an ISSO telecommunications hub for electronically receiving and transmitting logistics support analysis information.  Mr. Suddeth proposed the concept, designed the project’s implementation guide, conducted executive level briefings, engineered the procurement and installation of the local area network and switched to access the WAN area campus network.  His general experience includes hands-on experience in multiple hardware platforms including IBM mainframes, Wang VS Systems, Sun Sparc, and IBM RISC 6000.  In addition, his various technical roles at NSA exposed him to all levels of the Internet as well as serving with the NSA team providing support for the Department of State’s Internet Firewall study.  

A.1.3.4		SPECIALIZED EXPERIENCE

Significant experience in the use of Microsoft products, Cisco routers, firewalls, LANs, trusted products, Defense Messaging Systems (DMS), MISSI technology, Banyan Vines, networking, protocols, multi-level operations, Internet, WWW, UNIX, Visual Basic, Lotus Notes, Wang VS operation, and significant knowledge of government telegram communications systems.



National Security Agency  8/94 to Present



6/95 - Present  		Project Lead, MISSI Firewall Compliance Program 

Mr. Suddeth is project lead for the security and interoperability requirements aspects of the MISSI Firewall Program, which is a program to facilitate the integration of the MISSI Fortezza technology and security management infrastructure and Defense Message System (DMS) requirements into commercially available firewall products. He directed an industry/government working group to successfully complete the interoperability and security specification, test plans, methods, and procedures for the compliance program. Also in October 95, he orchestrated the first ever Internet firewall vendors conference, which was an invaluable first step towards getting industry participation and buy-in.  This conference hosted 174 participants representing 49 commercial companies. He further facilitated the integration of high-grade government cryptographic capabilities into several commercially available firewall products.  In this assignment, he used numerous hardware suites, software, and tools, including V-One SmartWAN, TIS Gauntlet, Lotus Notes, SCC Sidewinder Eagle, Raptor Firewall, SCC SNS, Wang C2 Guard, WWW, WPN, SSL, S/WAN, Windows NT, Windows 95, Framemaker, Windows Office and FIP PPP JJJ.



9/94 - 10/95		Project Lead, Defense Information Systems Network-Near Term (DISN-NT) Pilot for NSA/DISA



Mr. Suddeth lead a cross-organizational and contractor personnel team in executing a comprehensive network router identification and authentication architecture. He coordinated all aspects of converting DISN regional control center operational objectives into systems requirements, resolving controversial telecommunications interfaces issues and coordinating all aspects of the acquisition of the Internet protocol (IP) router network components. Mr. Suddeth was also responsible for developing router filter rules, test plans, methodologies and reports.  In this assignment, Mr. Suddeth used Sun IPX, Sun Sparc 10, TIS Gauntlet, CISCO Routers, NSC ROWFIRE, Lotus Notes, ORACLE 6.0, WAIS, WWW, Netscape, FTP, Gopher, FTP, TELNET, IBM Pentium PCs, Windows NT and USENET.  



1-91 - 12/94		Program Manager, Defense Message System/Defense 

Message System (MSP/DMS) Prototype WAN for NSA/DISA



Mr. Suddeth successfully fielded 23 X.400/X.500 message security peripheral prototypes providing writer-to-reader security to 97 users at 8 DMS field sites, including Gunter AFB, Ft. Detrick, Ft. Huachuca and NSA/CANX. He was responsible for all contractual and technical aspects of the $3.4M effort including requirements validation, statement of work, program scheduling, site surveys, hardware and software upgrades, user training, contract negotiations, and status reporting. Mr. Suddeth successfully brought the project in on time and within budget.  Mr. Suddeth also assisted in the development of NSA specifications for MSP, Transport Layer-4 (TP-4), Certification Authentication and Traveling Users.  Mr. Suddeth also participated in the SNDS Systems Engineering Working Group (1/91 - 9/93).  In this assignment, he used Everex 386 and 486 PCs, Certification Authority, X-Windows, X.400, X.500, PGP, cc:Mail, TCP/IP, NFS, 3COM, CISCO Routers, and IBM RISC 6000.



6/89 - 12/91		Project Engineer, Pyramid, Data Collection & 								Distribution  Network for NSA



Mr. Suddeth was the project engineer for the Pyramid Network, which is an ISSO telecommunications hub for electronically receiving and transmitting logistics support analysis information. Mr. Suddeth proposed the concept, designed the project’s implementation guide, presented executive level briefings, engineered the procurement and installation of the local area network and switched to access the WAN area campus network. Mr. Suddeth also participate in the NSIA Industry CALS Security Task Group ( 12/87 - 1/92).  Technical hardware and software used during this position included SUN O/S, FDDI, Ethernet, TCP/IP, Sun Sparc 2, Sun Sparc 5, Sun Sparc 10 and HP systems.  



9/84 - 5/89		Project Engineer, Computer Aided Design & 				Revisioning Effort (CADRE) for NSAM



Mr. Suddeth engineered numerous capabilities upgrades to the internal computer aided design and manufacturing (CAD/CAM) facilities, which provide secure mechanisms for controlling the release or product drawings, parts lists, data item description (DID) documents and agreement data requirements lists (ADRLs). He authored documents relating to electronic distribution and management of engineering drawings and presented numerous briefings on implementing computer aided acquisition and logistics support (CALS). He also developed and presented a series of comprehensive workshops of effective writings to engineers an managers throughout the organization.  During the performance of these activities, Mr. Suddeth used PL/1, FORTRAN 77, Computer Vision’s CADDS4, Sun IPX, JES2, JES3, Model 204 DBMS, ORACLE 2.0, Ethernet, CAD OS 4X, Token Ring, SQL as well as IBM 370 and 3090s, Data General 10000 and 12000 AOS/VS minicomputers, and PDP 11 Series minicomputers.  

A.1.3.5		RELEVANT COMPUTER SKILLS  



Software:   Lotus Notes, Microsoft Application Programs and Products (Word, Excel, Access, Exchange, Project, and PowerPoint), FORTRAN 77, PL/1, ORACLE 2.0 and ORACLE 6.0, CAD/CAM, common operating environments, MSSSI, WATCHWORD, CAPI, SSL, S/WAN, Framemaker, PGP, SQL, Model 204 DBMS, and IBM DB2.

Hardware:   Firewalls and routers, encryption devices, SUN Sparc, Wang VS, IBM RISC 6000, IBM 370 and IBM 3090 Mainframes, IBM PCs and IBM PC-compatibles, and related peripherals, various CAD products, various LAN products and configurations including CISCO Routers, and Raptor System Firewall.

Computer Operating Systems & Software:  MVS/XA, ACF/VTAM, SUN IPX, DG AOS/VS, DEC VAX OS, UNIX, JES2, JES3, Windows 3.x, Windows NT and Windows 95 operating environments.

Network Operating Systems & Software:  TCP/IP, FDDI, ISDN, SMTP, INTELINK WAN, AUTODIN, Token Ring, MSSSI, TELNET, X.400, X.500, WWW, SLIP, WAIS, Internet Explorer Browser, Netscape Browser, FTP, PPP, SNA, Ethernet, and related Internet Protocols.  



A.1.3.6		CERTIFICATION OF AVAILABILITY - CONTINGENT HIRE

This is to certify that I have signed a contingent offer to become an employee of RGII Technologies, Inc.; and that I have given my permission to submit my resume for consideration as a Senior Computer Security Analyst under the U.S. Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Raymond Suddeth						Date Signed



�FACTOR A.1.4  -  SENIOR COMPUTER SECURITY ANALYST

RGII’s Proposed Sr. Computer Security Analyst  - John D. Hall

A.1.4.1		RESPONSIBILITIES

The Senior Computer Security Analyst  provides assistance to the Technical Director on matters pertaining to information security on Department of State and other U.S. Government agency automated information systems and supporting communications infrastructures, both classified and unclassified, at domestic and as overseas locations.  The Senior Security Analyst(s) generates detailed draft reports analyzing the physical, administrative, systemic and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports will pass to the Technical Director for final review before delivery to the COR.  A Senior Security Analyst(s) may be required to perform the duties of the Technical Director in that person's absence.

Mr. J. D. Hall has over 29 years of experience in performing technical security functions at all levels of national programs. He has developed, for the Government, computer and communications security policy affecting all DoD programs.  During his service to the Government, Mr. Hall has established liaisons within all Government security communities so that research and security technical information, vital to protecting technical operations, is shared.  

Mr. Hall has extensive experience with integrating security policies of unclassified, sensitive-unclassified, and classified information and communications systems into operational environments.  His integration support to the Government includes security requirements definition, systems architecture design, systems integration implementation, and technical systems evaluation.  Additionally, he has experience in relocating computer facilities and rapidly identifying and implementing secure environments for facilities.  His technical support is utilized by elements of the DoD and other Governmental entities (USAF, DIA, NSA, and others).   

Mr. Hall is very knowledgeable concerning governmental configuration management practices.  He is a technical security implementation expert, and a key performer in the USAF’s review, assessment, and promulgation of policy and procedures concerning AIS security accreditations and technical security evaluations of computer systems.  He performs security audits, evaluations, and risk assessments of complex operational data processing and communications systems and facilities worldwide.  He is highly regarded by his peers as a “team player” and a leader.

Mr. Hall conducts security and internal control reviews of sensitive application software intended for use within governmental agencies.  He conducts specific technical reviews in support of non-standard operational requirements.  He has developed educational briefings for the Government to be used for security reviews and technical security training programs.

Mr. Hall is the principle technical computer and communications security accreditation support to Headquarters, U.S. Air Force, the Pentagon.  In this role, Mr. Hall develops draft computer and communications security policies, standards, and guidelines for governmental organizations.  He also supports the Designated Approval Authority (DAA), Secretary of the Air Force, for technical evaluations of computer and communications systems installed and used within a national priority program at the highest level. 

Mr. Hall has an current TS/SSBI/SCI, with current CI polygraph, clearance.   

A.1.4.2		EDUCATION

A Bachelor's degree in computer science.  Five (5) additional years of general experience  (i.e., in addition to the General Experience set forth below for this labor category) may be substituted for a degree.

Certified Information Systems Security Professional (CISSP), 1996 

Certificate for Advanced Studies in Data Processing,  City College of Chicago, 1974

Windows Advanced Server Operations and Programming 

NetWare Security - application techniques and testing

UNIX Shell and Script, applied UNIX security

IBM Series 1, Event Driven Executive (EDX) Control and Flow, operations programming

Telecommunications Network Design and Optimization - multiple vendor platforms

Computer Programming and Operations (IBM, UNIVAC, Data General)

Programming and Computer Systems Analysis Design and Management

Technical Writing and Editing - (advanced course)

Windows NT Security Administration

A.1.4.3		GENERAL EXPERIENCE 

Seven (7) years of experience in computer system design, integration, application development, and computer security.  Two (2) years experience in technical task direction with an emphasis on computer security.

Mr. Hall has over 29 years experience encompassing all aspects of security associated with computers and communications systems.  He has performed at the detailed technical level and at the security management level (i.e., from operating systems programming and analysis, to designing and managing complex computer security certifications and accreditations).  Mr. Hall’s professional capabilities include computer programming skills in: PL/1, COBOL, Data General AOS and RDDOS, and various IBM operating systems.  

He also has specialized training and experience as a systems operations manager for IBM 360 and 43xx systems, and Data General systems. His responsibilities have included computer security evaluations and certification testing, computer site management, systems engineering for communications systems, as well as development, installation, and maintenance of computer system software.    

Mr. Hall has supervised groups of up to (17) individuals, both U.S. citizens and foreign nationals, within computer operations for the U.S. Government. Mr. Hall is well versed in all aspects of national law, regulations, and guidelines affecting technical security implementation.  He has vast experience in applying DCI Directive 1/16, DIA Manual 50-4, and USAF INTEL 201-1.  He has participated by composing policy and implementation manuals in the DODIIS site-base accreditation programs since its inception, and has assisted in developing multiple automated information special security operating plans (AISSOPs) which have contributed significantly to improvements in the way the DoD AIS community operates.  

Mr. Hall conducts formal certification testing, and technical performance evaluations, of computer applications and systems processing unclassified, sensitive unclassified, and classified information as defined in OMB Circular A-130, FIPS 102, and the “Rainbow” series.  He has developed memorandums of understanding (MOUs) for the sharing of jointly-held sensitive Government information among participating agencies.  Mr. Hall provides technical reconstruction and analysis support to investigations and assessments of computer security violations.  

Mr. Hall has identified, created, and implemented support monitoring programs for compliance of Government and contractor organizations to COMSEC and Computer Operations Centers (COC) policies.  He routinely performs technology assessments to ensure that security vulnerabilities are identified and mitigated.  Mr. Hall has achieved professional recognition, within the information security protection community world-wide, by gaining certification as a Certified Information Systems Security Professional (CISSP).

A.1.4.4		SPECIALIZED EXPERIENCE

Significant experience in the use of Microsoft products, Cisco routers, firewalls, LANs, trusted products, Defense Messaging Systems (DMS), MISSI technology, Banyan Vines, networking, protocols, multi-level operations, Internet, WWW, UNIX, Visual Basic, Lotus Notes, Wang VS operation, and significant knowledge of government telegram communications systems.

1995 to Present	Aegis Research Corp.		Senior AIS Security

								Analyst

Mr. Hall is responsible to Headquarters, U.S. Air Force, Pentagon, for the technical evaluation of computer and communications systems for security certifications and  accreditations within a TS/SCI environment.  In this role, he identifies, creates, and performs evaluations of computer and communications systems architecture, system software applications (operating systems and applications software), facilities, environmental factors, personnel, and technical procedures world-wide.  

Mr. Hall has been the technical expert for applying security evaluation criteria to internal office systems operating LANs and WANs with multiple COTS products such as Microsoft, Macintosh, UNIX, and Oracle.  In addition, he has evaluated firewall technologies, networking methods vendors, and communications hardware.   

Mr. Hall is responsible for leading teams (Government and contractor mixed) of technical security personnel in the performance of security evaluations (computers and communications) within a TS/SCI environment.  The range of technical security support managed, and actually performed by him, includes interpretation of national laws, regulations, standards, and guidelines to performing detailed security analyses of technical security implementation.

Mr. Hall has been instrumental in the reduction of risk associated with installation of technical computer and communications systems of differing sizes (i.e., IBM SP 2, Crays, and  stand-alone PCs) within secure and non-secure facilities.  Mr. Hall currently assists the Government in the evaluation, and integration of new technologies into classified environments.

1988 to 1995		Quality Systems 		Systems Engineer

			Incorporated

Mr. Hall was responsible for the technical evaluation of computer systems for security accreditations.  This included the evaluation of computer systems architecture, operation systems, and software applications. Mr. Hall provided site security management support as a Systems Engineer to the Office of Naval Intelligence (ONI).  

Under the direction of ONI074 Mr. Hall evaluated computer system accreditation documents, performed onsite security inspections and provided technical support of the transition of ONI to a Site-Based US Navy Command.  He provided site management support as a Systems Engineer to the US AIR Force Intelligence Support Agency (AFISA).  Under the direction of AFISA/INDX, Mr. Hall evaluated computer systems performed on-site security inspections and was designated a computer system security certifier for the US Air Force. Mr. Hall provided training and on site support to AFISA.  

Under direction of AFISA/SC, Mr. Hall prepared and presented training (entry level user training to advanced operations training) for the Air Force Intelligence Operating System (AIOS), a network of UNISYS  80386-based systems running MS DOS, MS Windows, Microsoft Applications Products, Ethernet and SMTP LAN protocols, and LAN software applications as 10 NET Network Courier (e-mail), and 10Net Scheduler.  Mr. Hall trained over 500 military personnel from entry level to advanced level in the operation of the AIOS.

�

1983 to 1988		Man Tech Advanced 	Senior Software Engineer				Systems International, Inc.

Mr. Hall was responsible for the technical maintenance of computer and communications systems within a secure environment at the TS/SCI clearance level.  He worked with various equipment manufacturers to select and configure computer and communications systems within a foreign country supporting an U.S. Governmental logistics function.  

His critical skill sets included serving as the Chief of Computer Programming maintaining the complete software suite associated with Wang VS equipment, and other vendor computer systems utilizing COBOL programs.  Mr. Hall developed logistics support programming, not only in COBOL, but also within PL/1 on a IBM 4300 system.  Mr. Hall was instrumental in developing and conducting an operations training course teaching foreign nationals how to properly use a computer system in their jobs supporting U.S. Army logistics activities in Europe.

	1962 to 1983		US Army	White House Communications Agency							Senior Programmer and Analyst

Mr. Hall’s service to his country began in 1962 with the U.S. Army as a communications support specialist.  In this role, he was responsible for the maintenance of critical communications equipment supporting field and headquarters units.  Mr. Hall advanced rapidly and his skills increased to computer maintenance and programming as the U.S. Army implemented computer technology into its systems support.  

Mr. Hall received various assignments including being the noncommissioned officer in charge of all computer and communications operations for the U.S. Army Logistics Center in Germany. In this role, Mr. Hall worked extensively in supporting hardware and software activities such as computer and communications equipment installations, upgrades, and troubleshooting.  Mr. Hall also became proficient in programming COBOL, PL/1, UNIX, MVS/CMS, various DOS applications, and MVS.  

Mr. Hall’s military career from 1981 to 1983 involved serving at the White House on the President’s military communications support staff.  In this role, Mr. Hall was responsible for the operation, maintenance, and training of CTRACK (i.e., a computer communications system containing information at various priority levels for the President of the United States).  Mr. Hall worked with other military and Governmental agencies to ensure that White House critical computer and communications systems, which update the executive branch of Government with vital information, functioned properly.   

�

A.1.4.5		RELEVANT COMPUTER SKILLS  

Software: Microsoft Application Products, National Information Processing Systems (NIPS), Integrated Data Management System (IDMS), SuperProject, XEDIT, Supercalc, WordPerfect Suite, NOVELL Networks, LAN Manager, Network Security Tools, Windows 95, Windows NT, PL/1, Wang VS, COBOL, FORTRAN, 77, IBM ALC assembler language programming,  

Hardware:  UNISYS 386, PW, Wang hardware VS 100, Data General S/130 and C-150, IBM 43xx and 360, Hewlett Packard 21MX, UNIVAC  1218 and 1005, PDP-11/84

Operating Systems: DOS, MVS/CMS, VMS, AOS, RDOS.



A.1.4.6		CERTIFICATION OF AVAILABILITY - EXISTING EMPLOYEE

This is to certify that I am an employee of Aegis Research Corporation, subcontractor to RGII Technologies, Inc.; and that I have given my permission to submit my resume for consideration as a Computer Security Analyst under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

J. D. Hall							Date Signed



�FACTOR A.1.5  - SENIOR COMPUTER SECURITY ANALYST

RGII’s Proposed Sr. Computer Security Analyst  -  Frank S. Risso

A.1.5.1		RESPONSIBILITIES

The Senior Computer Security Analyst  provides assistance to the Technical Director on matters pertaining to information security on Department of State and other U.S. Government agency automated information systems and supporting communications infrastructures, both classified and unclassified, at domestic and overseas locations.  The Senior Security Analyst(s) generates detailed draft reports analyzing the physical, administrative, systemic and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports will pass to the Technical Director for final review before delivery to the COR.  A Senior Security Analyst(s) may be required to perform the duties of the Technical Director in that person's absence.

Mr. Risso has over 40 years of combined experience in U.S. Military and Government Automated Information Systems.  He has been exposed to executive level management with direct contact with Division Chiefs.  In the absence of the Chief, Mr. Risso has been an acting Division Chief. In this capacity, Mr. Risso has made executive decisions and attended executive level sessions. He has been in the Plans, Policy and Operations, and secure telecommunications (up to special intelligence) profession for the bulk of his military and civilian careers.  

He has been instrumental in writing policy, guidance and standards for organizations such as INSCOM and USAMC and the Information Systems Command at all Command Staff and Unit levels. He has planned and implemented projects up to the multi-million dollar level and managed COMSEC and secure projects to completion (operation) and monitored after operation.  Mr. Risso routinely performed security inspections, audits, evaluations, and risk assessments of complex operational data processing and communications systems and operations facilities worldwide.  He conducted security and internal control reviews of sensitive application software intended for, or already in use by, DoS and other U.S. Government agencies.  This included technical reviews of non-standard operational requirements.  He supported various government agencies’ security awareness and training programs through briefings and correspondence/ documentation.  During the past 30 years he developed computer and communications security policies, standards, and guidelines.  

As Mr. Risso’s experience in the Information Technology field began, he was often called upon to design, develop, and maintain unique communications and computer security tools and techniques for conducting computer and communications security evaluations and risk assessments.  Throughout his career he provided advanced technical computer and communication security assistance to both fixed and mobile major government development efforts.  He provided expert assistance and recommendations in the fields of trusted computer systems and networks to the various government agencies.  He adeptly interpreted national laws, regulations, standards, and guidelines relating to computer and communications security throughout his career.  He lent his expert assistance in the development of computer and communications security policies that implement national laws, regulations, standards, and guidelines.  

Mr. Risso has conducted innumerable security tests, certifications, and evaluations of applications and systems processing sensitive and/or classified information as defined in OMB Circular A-130 and in accordance with FIPS 102 and the Rainbow series.  He diplomatically assisted in coordinating with other Federal agencies on matters related to the security of shared ADP resources.  He developed agency specific requirements and specifications for reviewing and/or approving the following on the basis of security concerns:  procurement requests, major system development activities, telecommunications and/or teleprocessing hardware/software, and hardware/software encryption techniques.  He provided knowledgeable support to investigations and/or assessments of computer security violations.  Throughout his career, Mr. Risso supported monitoring the compliance of various government organizations with COMSEC and COMPUSEC policies and requirements through on-site system reviews, evaluations, software/hardware subversion testing and risk assessments. 

A.1.5.2		EDUCATION

A Bachelor's degree in computer science.  Five (5) additional years of general experience  (i.e., in addition to the General Experience set fourth below for this labor category) may be substituted for a degree.

Mr. Risso does not have a formal degree in Computer Science.  However, his 40 plus years of information security, computer and communications experience more than satisfy the requirement for experience (5 to 7 years) and education (5 years).  His technical education includes the following:

High School & 2nd year College qualified GED in military

Radio Repair, Information Education, Microwave and Cryptographic Repair

Signal Intelligence Communication Course 1974, National Security Agency

Telecommunications Professional Certificate, 1974, National Security Agency

Introduction to Supervision , 1975, National Security Agency

Middle Management Institute, 1977, VA

Civilian Management for Supervisors, 1979, VA

Communications Technical Concepts, Sylvania, 1979, Arlington, VA

Management of Data Communications, 1980, OPM, Washington, D. C.

Configuration Management Course, 1982, AMC, VA

Information System Management for Intermediate Supervisors, 1986, DODCI, Washington, D. C.

Introduction to Computer Technology, 1989, DODCI, Washington, D. C.

Computer Security & Risk Management, 1987, DODCI, Washington, D. C.

Personnel Management Initiatives, 1987, Ft. Belvior, VA

A.1.5.3		GENERAL EXPERIENCE 

Seven (7) years of experience in computer system design, integration, application development, and computer security.  Two (2) years experience in technical task direction with an emphasis on computer security.

Mr. Risso has over 40 years in the fields of Government Communications, Maintenance, Communications Security, and Operations.  This includes 25 years with Civil Service in Communications, Security, and Information Management.  His experience ranges from Executive Management, Operations Chief, Supervision, to bench type maintenance, and operations.  These skills have been used all over the world and have included both school and hands on training. 

His experience in the above fields has covered everything from combat (Vietnam) to Executive level as a civilian with the U.S. Army Intelligence Security Command Headquarters, the U.S. Army Information Systems Command, and the U.S. Army Materiel Command Headquarters. He has directed the operations of Communications Security Inspection Teams who traveled world wide in support of the communications security inspection effort. 

Mr. Risso inspected over 100 Communications Centers worldwide.  His expertise in inspection, testing and regulation compliance was utilized extensively during major security inspections of the U.S. Army Telephone System at both St. Louis MO. and Boston, MA. His responsibilities included overall operations and maintenance and personnel supervision. He was instrumental in activating the first Video Teleconferencing Network in the U.S. Military in 1966.  Mr. Risso has an inactive TS/SBI on record with DISCO. 



A.1.5.4		SPECIALIZED EXPERIENCE

Significant experience in the use of Microsoft products, Cisco routers, firewalls, LANs, trusted products, Defense Messaging Systems (DMS), MISSI technology, Banyan Vines, networking, protocols, multi-level operations, Internet, WWW, UNIX, Visual Basic, Lotus Notes, Wang VS operation, and significant knowledge of government telegram communications systems.

8/91 to 4/93		U.S. Army Information	Supervisor, Information 

Systems Command 		Systems Management

In support of U.S. Army Materiel Command, Alexandria, VA, Mr. Risso directed the actions of an eighteen person team.  Under his immediate supervision, the team monitored the daily Information Mission Area for all AMC (Army Materiel Command) units worldwide.  Mr. Risso was responsible for resolving major operational obstacles in any IM (Information Management) discipline, including ADP, communications, visual information, printing/publishing, and records management.  

Mr. Risso was responsible for operations planning, programming, and management.  He was charged with the management and expansion of the secure AMC Video Multi-Point Teleconferencing Network.  Mr. Risso validated all operational requirements from AMC units worldwide and controlled the AMC Information Management team in all Joint Chief of Staff Exercises and Contingencies.  Assigned as Chief of the Operations Readiness & Security Division, Information Systems Command U.S. AMC, Alexandria VA., he independently managed the organization for overall accomplishment of the missions and functions. 

His specific duties included: coordination of operations with higher HQs such as ISC, DA, DoD; monitoring performance of ISC-AMC; and IMA Operations/Maintenance world-wide in all five IMA disciplines.  Mr. Risso was a team leader of a COMSEC facilities inspection team which he sent to all areas of the world to inspect fixed communications/computer facilities against physical and operation standards to ensure against deliberate or inadvertent disclosures.  Mr. Risso assisted staff and subordinate commands in the resolution of any outstanding problems, and reported the status of critical events to the Commander, USAISC-AMC. 

Mr. Risso managed all IMA Contingency Operational Plan (COOP) exercises, and operations planning within ISC-AMC.  Mr. Risso managed the Defense Metropolitan Administrative Telephone systems at St. Louis, MO and Boston, MA.  Mr. Risso led the Mobile Telephone Maintenance Team stationed at Ft. Monmouth, NJ which was responsible for all Northeastern CONUS Government telephone switches.  He was largely involved in the CONUS Telephone Modernization Program for AMC and was responsible for briefings to the ISC, the Department of the Army and other high level organizations.  

Mr. Risso was responsible for the daily status of the SISOC’s and ASIM’s Information Network, a complex IM service.  A representation of hardware and software Mr. Risso utilized during his role as Information Systems supervisor includes: Hewlett Packard, IBM mainframes, AST, Cray, Data General, Risc6000, bridges, Cisco routers, LAN Manager, Windows NT, UNIX, MS DOS, Windows 3.x, SCO UNIX, MISSI technologies, encryption units, data/voice encryption technologies, MVS/XA, X.400 and X.500 messaging systems, Microsoft products, Lotus Notes, and Optical Cartridges.  



7/90 to 6/91		U.S. Army Information	Supervisor Information 

Systems Command 		Mission Area Operations

Mr. Risso was responsible for operational planning, programming, management and procedures guidance support to all Automatic Data Processing, Communications Systems, Facilities, Visual Information, Printing and Publications for the AMC world-wide.  In his dual role overseeing the configuration and directing the operation of IMA systems, he was accountable for resolving all operational problems.  

He monitored the configurations of telecommunications and ADP systems/networks such as SISOCS, CCSS and others.  He managed and organized the operation and expansion of the AMC Video Teleconferencing (VTC) network, plus planning for the operational concepts for the Defense Digital Network (DDN), Local Area Networks, AUTODIN, DSN, and ADP systems throughout AMC.  He coordinated operational Information Management requirements and concepts with HQs AMC, ISC, DA, and DoD. 

Mr. Risso directed all operational planning for Telephone Commercial Activities and monitored the contracts of contractors supporting the AMC Telephone systems.  He monitored the AMC CONUS Telephone Modernization Program (CTMP), a high value program.  He directed all operations, planning, and programming of the Defense Metropolitan Administrative Telephone Systems (DMATS) at Boston and St. Louis, and DoD chartered Activities.  He had direct control of the USAISC Telephone Mobile Maintenance team stationed in Ft. Monmouth NJ which supported the NE CONUS. 

He processed and validated all requests for secure communications circuits from all of AMC organizations.  Mr. Risso was responsible for ensuring interfacing of AMC computer systems with the proper communications/security equipment and validated all operational requirements from the AMC units. Mr. Risso further acted as a member of the INF treaty team for AMC and provided support for all Exercises and Contingencies. 

Mr. Risso gained hands-on experience with the following hardware and software:  UNIVAC, Learning Analysis and Reconstruction systems by GTE (LARS), IBM mainframes, AST, Data General, Risc6000, bridges, Cisco routers, LAN Manager, UNIX, MS-DOS, Windows 3.x, SCO UNIX, MISSI technologies, encryption units (such as KW-26, KG-13, KG-34, STU-II/III, and all new types), data/voice encryption technologies, MVS/XA, X.400 and X.500 messaging systems, Microsoft products, and Lotus Notes.

4/86 to 6/90		U.S. Army Information Systems 	Supervisor

			Command

Mr. Risso was in charge of identifying and resolving major operational problems on a daily basis in communications, ADP, Logistics and security and the Information Management Discipline.  He was accountable for an extremely visible security program throughout the AMC.  This included supervision of two major Army Telecommunications Teams at both Boston, MA and St. Louis, MO.  Mr. Risso utilized: IBM mainframes, AST, Cray, Data General, UNIX, MS DOS, Windows 3.x, SCO UNIX, MISSI technologies, encryption units, data/voice encryption technologies, as well as MVS/XA, X.400 and X.500 messaging systems, Microsoft products, and Optical Cartridges.

3/81 to 3/85		U.S. Army Information Systems 	Supervisor

			Command

Mr. Risso was responsible for the daily operations analysis and review of reports from 40 units throughout the command.  He kept commanders informed as to status and resolution of problems.  He conducted on-site visits to ensure operational satisfaction.   Mr. Risso kept abreast of all current projects and actions assigned to Operations Division.  He was able to highlight critical or urgent issues to the Commander/Director of USAISC-AMC with recommendations for resolution.  He was deeply involved in consolidation/reorganization of USACC-AMC to USAISC-AMC and subsequent ADP/CE realignment.  

Mr. Risso managed the implementation of some 200 high cost/high visibility projects for some 50 subordinate units.  He exercised/delegated authority to change/make assignments and coordinate with management officials.  He acted as a proponent for the design and implementation of highly visible special projects such as AMC Secure Voice, AMC Nuclear/Chemical Data Net, FAST terminal installation and testing.  This included monitoring contracts for projects such as AMC Secure Voice. He coordinated with higher HQs such as DoD/DA/DCA/NSA. 

His additional duties included: CB Team Leader for AMC Exercises and contingencies, responsible for team operation; all AMC CE facilities (50) operations; briefing General Officers on CE status on a daily basis during exercises/contingencies and reporting CE status to Exercise Director.   Mr. Risso managed all aspects of telephone operations at 50 AMC posts. He was responsible for the Telephone Modernization and Outside Cable Rehab programs, both multi-million dollar projects. 

Mr. Risso resolved technical problems on large government owned switches, cable plant, and switchboards.  He also identified project requirements, parameters and operational concepts to insure that switch capabilities matched customer requirements.  Mr. Risso was instrumental in activating the first Electronic Switch at a AMC facility (Dover) under the TELMOD CONUS Telephone Modernization Program (CTMP). 

Mr. Risso participated in the design of CE system improvements and modernization. He managed day to day CE operations at 50 AMC posts which included TCC, AUTOSEVOCOM, Telephone, Facsimile, and Circuit activation. As Team Chief of AMC CE Exercise/Contingency team, he was responsible for CE operations AAMC wide during exercises and contingencies.  He briefed General Officers on CE status of all 50 AMC units and coordinated with HQ ISC/DA/JCA/DCA on communications, projects, and exercises problems affecting AMC CE operations.  Mr. Risso gained skills in the following: Hewlett Packard, UNIVAC, Wang, IBM mainframes, AST, Data General, IBM SNA MVS/XA, X.400 messaging systems, and various encryption technologies.



9/69 to 2/81  	U.S. Army Intelligence and Security Command 

Mr. Risso developed U.S. Army Intelligence Command Communications Policies, Plans and Programs under the auspices of the National Security Agency.  He prepared telecommunications plans to support the security Commands operational missions and its R&D area, both strategic and tactical.  He routinely reviewed and evaluated papers from NSA, JCS, DA and the DoD cryptologic community to resolve problems of mutual interest.  Mr. Risso developed and prepared telecommunications plans in support of INSCOM missions.  

He advanced and initiated TELERS (CAPR) for telecommunication projects undertaken by INSCOM independently, or in coordination with USAISC (USACC) commands.  He was exclusively responsible for ASA (INSCOM) tactical field units operation CE concept.  He advised INSCOM R&D on communications for tactical airborne and ground platforms.  Mr. Risso advised Command on tactical concepts and doctrine and lectured extensively at the Intelligence School, Ft. Devens, MA on INSCOM tactical CE operations/concepts.  

10/49 to 2/69	 	U.S. Army		Communications Commands

1968 - 1969 		U.S. Army		Vietnam , 160th Signal Group

A.1.5.5		RELEVANT COMPUTER SKILLS  

Hardware: Hewlett Packard,  IBM mainframes, AST, Cray, Data General, Risc6000, bridges, Cisco routers, encryption units, data/voice encryption technologies, UNIVAC, MISSI technologies, Univac 1106/1108 Sperry Rand, IBM 360/20 and up, Honeywell, Burroughs 5000, UNIX Pyramid, AST486, and Dx2-66MT, and various telecommunications security equipment.

Software:  LAN Manager, Windows NT, MS-DOS, Windows 3.x, SCO UNIX, MISSI technologies, MVS/XA, X.400 and X.500 messaging systems, Microsoft products, Lotus Notes, and Optical Cartridges, Learning Analysis and Reconstruction systems by GTE (LARS), MVS/XA.

A.1.5.6		CERTIFICATION OF AVAILABILITY - CONTINGENT HIRE

This is to certify that I have signed a contingent offer to become an employee of RGII Technologies, Inc.; and that I have given my company permission to submit my resume for consideration as a  Computer Security Analyst under the U.S. Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Frank S. Risso	      							Date Signed

�FACTOR A.1.6  -  SENIOR COMPUTER SECURITY ANALYST

RGII’s Proposed Sr. Computer Security Analyst  - David M. Vermillion

A.1.6.1		RESPONSIBILITIES

The Senior Computer Security Analyst  provides assistance to the Technical Director on matters pertaining to information security on Department of State and other U.S. Government agency automated information systems and supporting communications infrastructures, both classified and unclassified, at domestic and as overseas locations.  The Senior Security Analyst(s) generates detailed draft reports analyzing the physical, administrative, systemic and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports will pass to the Technical Director for final review before delivery to the COR.  A Senior Security Analyst(s) may be required to perform the duties of the Technical Director in that person's absence.

Mr. Vermillion’s previous similar experiences will be positively applied in the conduct security tests, certifications, and evaluations of applications and systems processing sensitive and/or classified information as defined in OMB Circular A-130 and in accordance with FIPS 102 and the Rainbow series.  His understanding of Government communications systems will enable him to assist in the development of DoS computer and communications security policies that implement national laws, regulations, standards, and guidelines.  Mr. Vermillion will also support monitoring the compliance of DoS organizations with COMSEC and COMPUSEC policies and requirements through on-site system reviews, evaluations, software/hardware subversion testing and risk assessments. Mr. Vermillion has provided support to other Government agencies in training programs through briefings and correspondence/documentation.  Mr. Vermillion has worked on development and implementation issues of numerous database systems and programming languages such as Oracle 7 (Enterprise and Personal) Oracle Developer 2000, SQL/SP-SQL,, MS Access, COBOL, HLI, Basic, and Borland Turbo C++.  Mr. Vermillion possesses a Top Secret/SBI on record with DISCO.

A.1.6.2		EDUCATION

A Bachelor's degree in computer science.  Five (5) additional years of general experience  (i.e., in addition to the General Experience set fourth below for this labor category) may be substituted for a degree.

BS Candidate in Information Systems (GPA 3.9)

Strayer College

Computer Learning Center 

Honors Graduate 1979

Wang Laboratories, Telecommunications and Networking, 1988 

Yourdon Methodology Systems Analysis and Design, 1984

A.1.6.3		GENERAL EXPERIENCE 

Seven (7) years of experience in computer system design, integration, application development, and computer security.  Two (2) years experience in technical task direction with an emphasis on computer security.

Mr. Vermillion has over seventeen years working in the computer field specializing in project management, systems analysis, design, development, programming testing and implementation of comprehensive software/hardware systems.  He has performed security audits, evaluations, and risk assessments of complex operational data processing and communications systems and facilities worldwide. He has assisted in the conduct of security and internal control reviews of sensitive application software intended for or in use within the DoS and has applicable knowledge of non-standard operational requirements.  

His expert knowledge of DoS systems will allow him to develop draft computer and communications security policies, standards, and guidelines.  His technical experience includes hardware systems such as IBM and compatible PC’s, Xerox 60xx workstations, Wang IBM, and Unisys microcomputers.  His advanced systems knowledge of legacy systems will help him provide advanced technical computer/ communication security assistance to major DoS development efforts.  He has gained a through knowledge in the analysis of LAN design, including trusted systems.

A.1.6.4		SPECIALIZED EXPERIENCE

Significant experience in the use of Microsoft products, Cisco routers, firewalls, LANs, trusted products, Defense Messaging Systems (DMS), MISSI technology, Banyan Vines, networking, protocols, multi-level operations, Internet, WWW, UNIX, Visual Basic, Lotus Notes, Wang VS operation, and significant knowledge of government telecommunications systems.

3/92 to Present 	STG, Inc. & TMS, Inc.		Sr. Systems Analyst	

Mr. Vermillion is responsible for systems analysis, systems design, development, installation, integration, and configuration of custom developed database applications and software systems for the U.S. Department of State, Bureau of Diplomatic Security.  These responsibilities include converting many of the legacy 3GL systems written in COBOL and PACE to GUI Based 4GL platforms such as Oracle, MS Access and Borland Delphi running under Windows NT and Windows 3.11.  Some of these systems, including the Property Accountability Manager Systems (PAMS), the Naval Support Unit Personnel management Systems (NACSUP), the Security Maintenance and Tracking Systems (SEMP) and various other systems, are utilized by the U.S. Department of State.  

Mr. Vermillion also provides user training and support at domestic offices and U.S. Embassies and Consular offices located around the world. Due to his current position at the DoS, Mr. Vermillion has significant experience with multilevel operations, Banyan Vines, Lotus Notes, Wang VS operations, and trusted systems structures.  Mr. Vermillion is familiar with both MISSI technology and the Internet.

2/90 to 2/923 	 	Ronson Management, Inc.		Program Manager	

Mr. Vermillion was the Project Manager of a contract providing computer systems security and support for the Assistant Secretary to the Army’s Financial Management Office located at the Pentagon, and for the Cost and Economic Analysis Center (CEAC) facility located in Arlington, VA.  His responsibilities included managing a staff of nine persons that performed numerous tasks such as computer operations, administrations, and security administrations.  His team also performed PC configurations and installations, PC based software systems configurations and training, user support, communications and administration, Wang Office administration and configurations, database development and programming.  They also performed network security management.  He additionally provided facility management, daily interaction with the users base and with the COTR, and personnel supervision including job-related instruction and written guidance.

9/87 to 2/90		CACI, Inc. (Federal)	 		       Senior Associate

Mr. Vermillion duties at CACI involved managing the software development effort for the automation of the City of Houston Texas Bureau of Vital Statistics (HBVS) Birth and Death Certificate Archiving and Retrieval System.  This system stored and cataloged images of birth and death certificates on optical storage media utilizing WIIS imaging and provided OCR processing to retrieve information form these document for census information tracing. 

During his term with CICA, Mr. Vermillion provided Wang VS Stems integration and support for the Explosives Safety Board (ESB) and the Per Diem Offices of the Department of the Army.  This included Wang Office administration and training.  Other duties included program modifications using COBOL and CICS/ISPF on an IBM 4341 of USIA’s payroll Time and Attendance Processing system.  Mr. Vermillion was responsible for the creation of an electronic e-mail bridge for the US Information Agency (USIA) between their Data General network and their WSN Network for the purpose of formatting and routing e-mail and cable files to and from each system using x.25 and x.400 communications links.  This involved a detailed knowledge of Cisco routers, bridges, cabling and systems software along with significant knowledge of Government communications systems and security policies and procedures. 

5/84 to 9/87 	 	Syscon, Inc.		Senior Programmer /Analyst

Mr. Vermillion’s duties included systems analysis, design, development testing, installation and integration of a financial tracking system that enabled the Naval Sea Systems Command to budget, track, and manage numerous funding elements associated with supporting the Navy’s fleet of CG and DDG class of destroyer and cruiser ships as required by the President’s five year defense plan.

�

10/83 to 5/84	 	Computer Based Systems	Programmer/Analyst

Mr. Vermillion was chiefly involved with the application programming of major modifications to the Mortgage Insurance Premium Collection system for the Department of Housing and Urban Development (HUD).  Additionally, Mr. Vermillion provided systems analysis and programming in re-developing many of the older systems that were written in COBOL 8 to incorporated at top-down modular structure utilizing COBOL 74 and Yourdon design methodologies.

4/82 to 10/83 	 	Science Management Corp.			Programmer

Mr. Vermillion’s duties involved programming modifications and enhancement to various software systems for the Department of Housing and Urban Development utilizing COBOL on an UNIVAC.  Other duties included COBOL programming on an automated VISA Processing system for the Immigration and Naturalization Service.  

A.1.6.5		RELEVANT COMPUTER SKILLS  

Software:  Oracle7, Oracle Developer 2000, Oracle Forms 4.0, SQL/PL-SQL, MS ACCESS, Erwin/RPTWIN 2.1, PACE 220, COBOL, VS IIS COBOL, COBOL 68, COBOL 74, Basic, Borland Turbo C++, Clipper, Timeline and Microsoft and Lotus Applications Software Packages, Banyan Vines, COAHOST, TCP/IP, WIIS, Wang Office API’s Basic, DBIII, CICS and ISPF, x.25 and X.400 protocols, DMS 1100, ECL Runstreams

Hardware:  IMB 8088; IBM and Compatible PCs; Wang VS 100, 300, 7000, 7310, 10000; RISC 6000; XEROX 6086 workstations, Unisys 1180/1181, UNUVAC 1100, PRIME 750Imaging Scanners, Imaging workstations, OCR readers and Jukeboxes; 

Operating Systems:  Windows, NT, Windows 3.1, MS DOS, UNIX

A.1.6.6		CERTIFICATION OF AVAILABILITY - CONTINGENT HIRE

This is to certify that I have signed a contingent offer to become an employee of RGII Technologies, Inc.; and that I have given my permission to submit my resume for consideration as a Senior Computer Security Analyst under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

David M. Vermillion						Date Signed



�FACTOR A.1.7  -  COMPUTER SECURITY ANALYST

RGII’s Proposed Computer Security Analyst  - Duncan Y. Chalmers

A.1.7.1		RESPONSIBILITIES

The Computer Security Analyst  position provides assistance to the Contractor’s Technical Director on matters pertaining to information security on Department of State and other U.S. Government Agency automated information systems and supporting communications infrastructures, both classified and unclassified at domestic as well as overseas locations.  The Computer Security Analyst generates detailed draft reports analyzing the physical, administrative, systemic, and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports generated by the Computer Security Analyst will be reviewed by the Technical Director prior to submission to the COR.

Mr. Chalmers possesses 28 years of excellence and accomplishments associated with information protection at Aegis Research and the Central Intelligence Agency.  Mr. Chalmers experience is broad-based in Government technical security both domestically and overseas.  He has for many years performed security functions within the Central Intelligence Agency directly interfacing with Department of State personnel and systems. Mr. Chalmers has served at DOS facilities both PCS and TDY and is intimately familiar with diplomatic structure and sensitivities.

He has developed performance criteria for security audits, evaluations, and risk assessments of complex operational data processing and communications systems as well as facilities world-wide.  

Mr. Chalmers currently conducts security control reviews of extremely sensitive computer and communications systems supporting national programs at the TS/SCI level.  His technical role in security includes development of specific evaluation criteria, meeting Government security requirements, and applying the evaluation criteria to non-standard technical systems.  His technical support, many times, includes the design and development of security implementations satisfying the “intent” of Government security regulations.  

Mr. Chalmers has an in-depth understanding of national laws, regulations, standards, and guidelines relating to computer and communications security.  He has assisted U.S. Government special programs in the development of computer and communications security policies that implement national laws, regulations, standards, and guidelines.  His performance to the Government has included the development and performance of security testing, certification activities, and evaluations of software applications processing Government sensitive and/or classified information as defined within OMB Circular A-130, and in accordance with FIPS Publication 102, as well as the Rainbow Series.  Mr. Chalmers has performed risk assessments which consider system vulnerabilities as well as current and projected threats; he then analyses projected security countermeasures with associated costs.  His application of technical security has saved Government programs significant budget dollars.  

Mr. Chalmers has an current TS/SSBI/SCI, with current CI polygraph, clearance. 

A.1.7.2		EDUCATION

A Bachelor's degree in computer science.  Three (3) additional years of general experience  (i.e., in addition to the General Experience set forth below for this labor category) in a corporate or Government (state, local and/or Federal) environment may be substituted for a degree.

Associates Degree in Electronic Engineering, Miami-Dade Community College, 1980

Mid-level management training, Central Intelligence Agency, 1983

National Security Agency COMSEC Course CY-300, 1986

Additional Related Education:

Netware and Windows NT Server Security;

Solaris System Security;

Firewall management; and

Practical treatment of viruses, malicious code, and Internet Privacy and Security.

A.1.7.3		GENERAL EXPERIENCE 

Four (4) years of experience in computer system design, integration, application development, and computer security.

During his distinguished career, Mr. Chalmers has performed security audits, evaluations, and risk assessments of complex operational data processing and communications systems and facilities worldwide.  He has designed, integrated, and applied stringent information system security criteria established by  the Intelligence Community (NSA, CIA and NRO).  Mr. Chalmers is a recognized information systems security professional by the U.S. Government, and is a Certified Information Systems Security Representative (CISSR).  Mr. Chalmers possesses keenly developed analytical, people development, and interpersonal skills. Additionally, his organizational and managerial practices are highly developed.  He has routinely developed/presented briefings to executive levels of Government and industry regarding complex technical policy/implementation issues.

Mr. Chalmers has been a key participant in joint CIA/Department of  State forums developing Automated Information Systems (AIS) and COMSEC policy such as the Overseas Security Policy Group (OSPG) and the Diplomatic Telecommunications Standards Committee.  He possesses extensive experience in assessing domestic and overseas facilities and has developed a  “common sense” countermeasures philosophy.  His philosophy incorporates a multi-disciplined approach (physical, TSCM, TEMPEST and information security) to develop a wide range of countermeasures that are cost effective and cohesive.  Mr. Chalmers reviewed, updated, and coordinated joint CIA and Department of State documents such as the Diplomatic Telecommunication Service Installation Manual (DTS I/S-1A) and participated in formulation of Information Systems security/telecommunication policy through the Overseas Security Policy Group (OSPG).  

Mr. Chalmers brings with him extensive experience in installation and security policy development of “CIHS like” systems and TERP systems.  Additionally, Mr. Chalmers, as the CIA’s Certified TEMPEST Technical Authority, participated in the rewriting of National documents and policies such as NTISSIP 300, NTISSI 7000, and NACIM 5203 and 5204.  

Mr. Chalmers’ entire career in Communications and Security is focused in the support of trusted systems, communications infrastructures, and training.  He has developed unique testing tools, written test procedures, developed reporting templates (which were easily understood by the non-technical managers), written policy, and developed technical training modules.  He has conducted various security tests, certifications, and evaluations  of applications and systems that process sensitive and/or classified information as defined in OMB Circular A-130, and in accordance with FIPS 102 and the Rainbow series.  He provided support to investigations and assessments of computer security violations.  Using unique tools, he has conducted security audits and internal control reviews of sensitive applications of hardware, and software intended for use within DoD and DoS facilities.  He has developed databases and on-line reports to track results of computer facility reviews based upon threat and vulnerability analyses.  Mr. Chalmers has monitored the compliance of organizational COMSEC and COC policies and requirements through on-site reviews, evaluations, software/hardware subversion testing and risk assessments.  

A.1.7.4		SPECIALIZED EXPERIENCE

Significant experience in LANs, WANs, encryption (Type I, Fortezza, and commercial), Oracle DBMS, Wang VS operations, Internet, WWW, protocols, UNIX, Banyan Vines, lotus Notes, Microsoft products, IBM mainframes, Cisco routers, hubs, and firewalls.  A significant level of experience is also required for telecommunications, which includes circuitry, bandwidth, and a good understanding of U.S. Government communications systems.  At least one position in the computer Security analyst category must have specific knowledge of Lotus notes, Banyan Vines, and U.S. Government communications.  Initial and substitute resumes must reflect the same skill sets.



1995 to Present	Aegis Research Corporation	Technical Director



Mr. Chalmers is Technical Director of Security for an extremely sensitive classified Government program.  In this role, Mr. Chalmers performs managerial and technical security functions.  He is responsible for leading technical security personnel in the performance of security operations support (i.e., computers and communications) within a TS/SCI environment.  The range of technical security support managed, and actually performed by him, includes interpretation of national laws, regulations, standards, and guidelines to performing detailed security analyses of technical security implementation.  Mr. Chalmers has been instrumental in the reduction of risk associated with installation of technical computer and communications systems within secure and non-secure facilities.  Mr. Chalmers has developed unique countermeasures tools for the national intelligence community.  Mr. Chalmers currently assists the Government in the evaluation, and implementation of new technologies into classified environments.    

1966 to 1995		Central Intelligence Agency		Chief of Technical 									Security	

During his career with the Central Intelligence Agency, Mr. Chalmers held the following positions:  

From 1992 to 1994, he served within the National Program Group as Chief of Technical Security, developing and implementing both technical and AIS countermeasures.  This function required significant knowledge of Government telecommunications systems, Defense Messaging Systems (DMS), MISSI technology, and trusted systems, as well as LANs/WANS and their architectures. His duties included developing and implementing security policies.  He managed the accreditation program, including AIS, TSCM, telephone, TEMPEST, and physical security, and developed an integrated risk-based program which incorporated AIS and physical security countermeasures as part of the overall technical solution.  He forged national policy direction for technical and AIS security.  

From 1987 to 1992, Mr. Chalmers formulated and implemented TEMPEST policy, recruited technical professionals for the Office of Security, developed installation standards for the CIA’s worldwide AIS systems, and managed the CIA’s RF Shielded Enclosure Certification Program. During this period, Mr. Chalmers developed the following specialized equipment, concepts and test procedures:

Shielded Enclosure Certification Test Set;

Acoustic Shielded Enclosure Test Set;

Isolated ground test system; 

Alternative multi-point ground system; and the

Portable Attenuation Measurement System.

He became well-versed in Microsoft products and applications, as well as other COTs products.  He also gained special knowledge of firewalls from various vendors, encryption techniques and devices.  

From 1980 to 1986, Mr. Chalmers was a COMSEC officer focused on technical AIS installations.  He installed, managed technical survey teams, and performed on-site COMSEC surveys/inspections of AIS/Communications systems which included OPSEC evaluations.  He developed and provided technical training to junior officers and implemented a mentor program for new employees.  From 1966 to 1980 he served in various positions in Europe, Asia and the US, managing multi-million dollar communication facilities.  He managed COMSEC accounts, provided configuration management, network management and document control.

A.1.7.5		RELEVANT COMPUTER SKILLS  

Software: Microsoft Application suites, Client Server Applications, Quatro Pro, WordPerfect, Xedit, AppleTalk, Network Audit packages, TCP/IP, Internet products and various WWW Browsers 

Hardware:  10 Base T, Ethernet, various configurations and hardware required for LAN Design and Maintenance, Modems, Fiber Optics, Firewalls, Encryption Devices, Gateways, Hubs, Cisco Routers, PL1  

Operating Systems:  DOS, MS Windows, Windows 95 and NT, DEC, NOVELL Networks, Lotus Notes, SQL Plus, Token Ring

Languages:  HTML, SQL, Visual Basic, Assembler

A.1.7.6		CERTIFICATION OF AVAILABILITY - EXISTING EMPLOYEE

This is to certify that I am an employee of Aegis Research Corporation, subcontractor to RGII Technologies, Inc. and that I have given my permission to submit my resume for consideration as a Computer Security Analyst under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Duncan Chalmers						Date Signed

�FACTOR A.1.8  -  COMPUTER SECURITY ANALYST

RGII’s Proposed Computer Security Analyst  -  Patrick O’Dea

A.1.8.1		RESPONSIBILITIES

The Computer Security Analyst position provides assistance to the Contractor's Technical Director on matters pertaining to information security on Department of State and other U.S. Government Agency automated information systems and supporting communications infrastructures, both classified and unclassified at domestic as well as overseas locations.  The Computer Security Analyst generates detailed draft reports analyzing the physical, administrative, systemic, and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports generated by the Computer Security Analyst will be reviewed by the Technical Director prior to submission to the COR.

Currently, Mr. O'Dea is the Director of Security for Aegis Research Corporation (ARC).  He identifies, develops, implements, and manages security technical policy for all personnel, communications systems, and facilities of ARC. Mr. O’Dea is the primary security interface with all national level cognizant security authorities which  ARC supports.  

Mr. O'Dea has over 20 years experience in senior security management in national security at the highest levels. His experience includes many years of performing total program security functions within the Central Intelligence Agency, and U.S. Air Force directly interfacing with Department of State personnel and systems. Mr. O’Dea has served at DOS facilities both PCS and TDY and is intimately familiar with diplomatic structure and sensitivities.

Mr. O’Dea currently conducts security control reviews of extremely sensitive computer and communications systems and facilities supporting national programs at the TS/SSBI/SCI level.  His technical role in security includes development of specific evaluation criteria, meeting Government security requirements, and applying the evaluation criteria to non-standard technical systems.  His technical support, many times, includes the design and development of security implementations satisfying the “intent” of Government security regulations.  

Mr. O’Dea has an in-depth understanding of national laws, regulations, standards, and guidelines relating to computer and communications security, facilities, personnel, operations security, and security administration.  He has assisted U.S. Government special programs in the development of operational and technical security policies, plans, and procedures that implement national laws, regulations, standards, and guidelines.  His performance to the Government has included the development and performance of security testing programs, certification activity planning, and evaluations of technical systems processing Government sensitive and/or classified information as defined within OMB Circular A-130, and in accordance with FIPS Publication 102, as well as the Rainbow Series.

Mr. O’Dea has participated in risk assessments which consider system vulnerabilities as well as current and projected threats; he has coordinated and produced analyses which project security countermeasures with associated costs.  His identification and application of “total program security” has saved the Government significant budget dollars.  

Mr. O’Dea has an active TS/SSBI/SCI, with current CI polygraph, clearance. 

A.1.8.2		EDUCATION

A Bachelor's degree in computer science.  Three (3) additional years of general experience (i.e., in addition to the General Experience set forth below for this labor category) in a corporate or government (state, local and/or Federal) environment may be substituted for a degree.

M.P.A. - Golden State University - Criminal Justice

M.P.A. - Golden State University - Urban and Federal Government

BS - Southwest Texas State University - Criminal Justice and 

Public Administration

Law Enforcement Certificate -  University of Nevada at Las Vegas

Additional Related Education:

SCI Information Security Management

Information Security Management

Classification Management

Automated Information Systems Security 

Security for Special Programs 

Special Access Program Security

Industrial Security

FSO Program Management

Industrial Security Management

Personnel Security Investigations

Personnel Security Management

Physical Security

Security Education and Awareness

A.1.8.3		GENERAL EXPERIENCE 

Four (4) years of experience in computer system design, integration, application development, and computer security.

Mr. O’Dea conducts specific technical reviews to support non-standard operational requirements. He supports Aegis Research as well as numerous Government security awareness and training programs though briefings and documentation.  Mr. O’Dea develops draft computer and communications security policies, standards and guidelines for implementation which meet all federal security requirements. He also provides oversight to program areas in the design, development, and maintenance of unique computer security tools and techniques for conducting computer and communications security evaluations and risk assessments.  Mr. O’Dea capably provides advanced technical computer/communications security assistance to internal ARC operations and Government technical development efforts.  He provides expert assistance and recommendations in the fields of trusted computer systems, network management, and  to the Company and it’s customers.  

Mr. O’Dea is experienced at interpreting National laws, regulations, standards and guidelines relating to computer/communications security.  He has assisted in the development of Company and customer computer and communication security policies that implement National laws, regulations, standards and guidelines.   He has conducted numerous security tests, certifications and evaluations of applications and systems processing sensitive and/or classified information as defined in OMB Circular A-130 and in accordance with FIPS 102 and the NSA “Rainbow” series.   

Mr. O’Dea has assisted in coordinating with other Federal agencies on matters related to the security of shared technical resources.  Mr. O’Dea manages the development of the Company and customers requirements and specifications for reviewing and/or approving the following on the basis of security concerns: procurement requests, major systems development activities, telecommunications and/or teleprocessing hardware/software and hardware/software encryption technologies.  He provides support to investigations and/or assessments of computer security violations.  Mr. O’Dea currently monitors the compliance of the Company and customer organizations with COMSEC and COMPUSEC policies and requirements through on-site system reviews, evaluations, software/hardware, subversion testing and risk assessments.   He further assesses local technology to ensure that security vulnerabilities are identified and countered.

A.1.8.4		SPECIALIZED EXPERIENCE

Significant experience in LANs, WANs encryption (Type I, Fortezza, and commercial), Oracle DBMS, Wang VS operations, Internet, WWW, protocols, UNIX, ' Banyan Vines, Lotus Notes, Microsoft products, IBM mainframes, Cisco routers, hubs, and firewalls.  A significant level of experience is also required for telecommunications, which includes circuitry, bandwidth, and a good understanding of U.S. Government communications systems.  At least one position in the Computer Security Analyst category must have specific knowledge of Lotus Notes, Banyan Vines, and U.S. Government communications.  Initial and substitute resumes must reflect the same skill sets.

1991-Present	      Aegis Research Corporation	      Senior Security Officer									Director of Security

As the Senior Security Officer within Aegis, Mr. O’Dea is the primary security interface with various national level cognizant security authorities, federal law enforcement agencies and state and local law enforcement.  He has over twenty years experience in the U.S. Government occupying senior security management and unique staff positions in the national security arena. For the Company and for various clients, he assembles and manages security teams performing security audits, evaluations, and risk management assessments of complex integrated security programs and systems.  Mr. O’Dea leads the efforts to coordinate and communicate with users, operators and support personnel to define and plan for security requirements that are mission enabling and cost effective.  He has initiated several significant cost savings for new programs by taking innovative approaches to design complimentary security support into the overall product.

Mr. O’Dea provides highly useful support to various source selections.  He conducts security and internal control reviews of sensitive applications software intended for use within the customer’s faculties.  He actively leads the efforts to pull together with the user and other support to define and plan for security requirements up front.  He has initiated several significant cost savings for new programs by taking innovative measures to design security into the overall product.  Mr. O’Dea has a current TS/SBI clearance on record with DISCO.

Mr. O’Dea is responsible for the protection of all corporate assets nationwide, classified and unclassified, proprietary, sensitive information and technologies.  He oversees, manages, directs, reviews, approves and establishes security policy for all Personnel, Telecommunications, Automated Information Systems, Physical, Operational, and Administrative Security interests of the Company.  He interprets Federal Laws and Statutes, DCI Directives (DCIDs), DoD Security Implementation Directives and SAP/SAR regulations, standards and guidelines to ensure that Aegis Research Corporation is in compliance with all contract security requirements and facility accreditations and automated information systems certifications.  As the Senior Security Officer within the Company, Mr. O’Dea is the primary security interface with various national level cognizant security authorities, federal law enforcement agencies, and state and local law enforcement.  He assembles and manages security teams for the company and for various clients performing security audits, evaluations, risk management and configuration management analysis of complex integrated security programs and automated information systems.  Mr. O’Dea leads the efforts to coordinate and communicate with users, operators and support personnel to define and plan for security requirements that are mission supportive, goal achieving, and cost effective.  He has initiated several significant cost savings for new programs by taking innovative and creative approaches in designing complimentary security support structures and/or apparatus into the overall product.  Mr. O’Dea is a superb manager of our most valuable resource:  people.  He has the skills as a leader to make personnel excel in their performance.

1986-91		Secretary of the Air Force		Director of Security

As Director of Security for the Secretary of the Air Force Office of Research, Mr. O’Dea designed security support architectures, developed program protection plans and authored three administrative security manuals which outlined security requirements for programs of the highest national priority.  In this position, Mr. O’Dea was the final approving authority for facility accreditations and automated information systems certifications.

1982-1986		U.S. Air Force			Chief, Antiterrorism 								Operations 

As Chief, Antiterrorism Education and Training and later as Chief, Antiterrorism Operations for the USAF, Mr. O’Dea was responsible for safeguarding personnel, facilities and high value assets world wide from terrorist attack.  During his tenure he performed risk assessments and developed customized security policies and practices for the protection of personnel, facilities and safeguarding of information for all USAF entities located in Europe and South America.   

1980-82		USAF Tactical Air Command	Chief, Information 									Security

As Chief, Information Security (Physical, Personnel, Industrial and Classification Management) for USAF Tactical Air Command, Mr. O’Dea was responsible for interpreting Federal, DCI, and DoD security directives and developing policies and guidelines that assured facility accreditation and AIS certifications.  

A.1.8.5		RELEVANT COMPUTER SKILLS  

Software:  Microsoft Applications Suite of Software; Network Security Packages   

Hardware:  IBM PCs, IBM PC compatibles

Operating Systems:  Windows 3.1, Windows 95

A.1.8.6		CERTIFICATION OF AVAILABILITY - EXISTING EMPLOYEE

This is to certify that I am an employee of Aegis Research Corporation, subcontractor to RGII Technologies, Inc., and that I have given my permission to submit my resume for consideration as Computer Security Analyst under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Patrick O’Dea							Date Signed



�FACTOR A.1.9  -  COMPUTER SECURITY ANALYST

RGII’s Proposed Computer Security Analyst  -  Louis P. Scherma

A.1.9.1		RESPONSIBILITIES

The Computer Security Analyst  position provides assistance to the Contractor’s Technical Director on matters pertaining to information security on Department of State and other U.S. Government Agency automated information systems and supporting communications infrastructures, both classified and unclassified at domestic as well as overseas locations.  The Computer Security Analyst generates detailed draft reports analyzing the physical, administrative, systemic, and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports generated by the Computer Security Analyst will be reviewed by the Technical Director prior to submission to the COR.

Mr. Scherma’s over 30 years of experience in the security field include 16 years experience in both DoD and Industrial Security.  His proven contributions in all aspects of physical, personnel., information systems, COMSEC, TEMPEST and operations security, coupled with an in-depth knowledge of current security policy guidance make Mr. Scherma a valued member of any operational or field team. Mr. Scherma performs all aspects of physical, personnel, computing, information, industrial, COMSEC, Tempest, and Operational Security, coupled with an in-depth knowledge of current security policy guidance.  He possesses recognized expertise in managing secure operations of classified facilities and JAIS systems suing relevant DoD regulations, the new National Industrial Security Operations Manual (NISPOM) as well as familiarity with Special Access Programs (SAP/SAR) requirements.  Mr. Scherma developed efficient information security policies and procedures for AIS’s Processing Information within classified environments.  Implemented innovative physical security programs which applied cost-effective measures to achieve a system wide level of secruut87y appropriate to the requirements.  Also, developed procedures and guidelines which increased employees security skills, education, and awareness needs to achieve security objectives.  He has performed security audits, evaluations, and risk assessments of complex operational data processing and communications systems and facilities worldwide.  

On numerous occasions he has conducted security and internal control reviews of sensitive application software intended for, or in use within, the customer and other U.S. Government agencies.  This include the conduct of specific technical reviews to support non-standard operational requirements.  He has performed briefing and written correspondence in support the customer’s security awareness and training programs.  Mr. Scherma has assisted various governmental agencies in developing draft computer and communications security policies, standards, and guidelines.  In support of the Aegis company and client  requirements, Mr. Scherma has been involved in the design, develop, and maintain unique computer security tools and techniques for conducting computer and communications security evaluations and risk assessments.  His proven expertise in advanced technical computer/communication security has provided assistance to major customer development efforts.  Mr. Scherma has been called upon to interpret national laws, regulations, standards, and guidelines relating to computer and communications security and assist in the development of customer computer and communications security policies that implement these same guidelines.  For both Aegis and government clients, he has conducted security tests, certifications, and evaluations of applications and systems processing sensitive and/or classified information as defined in OMB Circular A-130 and in accordance with FIPS 102 and the Rainbow series.  This experience has been invaluable in  monitoring the compliance of DoS organizations with COMSEC and COC policies and requirements through on-site system reviews, evaluations, software/hardware subversion testing and risk assessments.  Mr. Scherma has a current TS/SBI/SCI on record with DISCO.

A.1.9.2		EDUCATION

A Bachelor's degree in computer science.  Three (3) additional years of general experience  (i.e., in addition to the General Experience set forth below for this labor category) in a corporate or Government (state, local and/or Federal) environment may be substituted for a degree.

Mr. Chalmers has over thirty years of experience directly relevant to this contract; thus, he satisfies the educational requirement by the substitution of experience for a college degree.  

Certification in Information Systems Security Representative (ISSR)

College Courses at Chaminade

Security Clearance: TS/SBI/SCI

A.1.9.3		GENERAL EXPERIENCE 

Four (4) years of experience in computer system design, integration, application development, and computer security.

Mr. Scherma’s various careers have all centered around the security arena.  Mr. Scherma has managed and directed a staff of 15 security specialists with oversight over 180 CPU’s and associated computing peripherals in all modes of operations.  These systems supported over 25 different DoD Government Programs.  He works to sustain an environment of integrity, provide services with emphases on continuously improving quality, providing technical innovation, and strive to maximize the development and productivity.

A.1.9.4		SPECIALIZED EXPERIENCE

Significant experience in LANs, WANs, encryption (Type I, Fortezza, and commercial), Oracle DBMS, Wang VS operations, Internet, WWW, protocols, UNIX, Banyan Vines, lotus Notes, Microsoft products, IBM mainframes, Cisco routers, hubs, and firewalls.  A significant level of experience is also required for telecommunications, which includes circuitry, bandwidth, and a good understanding of U.S. Government communications systems.  At least one position in the computer Security analyst category must have specific knowledge of Lotus notes, Banyan Vines, and U.S. Government communications.  Initial and substitute resumes must reflect the same skill sets.

8/95 to Present       Aegis Research Corporation       Senior Security Manager

Mr. Scherma is responsible for establishing and maintaining a uniform approach to indoctrination briefings and security awareness training in support of USSPACECOM.  He evaluates, establishes, and maintains an efficient clearance and visit passing program.

He is responsible for both internal and external communication to ensure customer satisfaction and continuous improvement by resolution of customer concerns and providing feedback.  Mr. Scherma acted as a recognized expert in managing secure operations of classified facilities and AIS systems using relevant DoD Regulations, and the new National Industrial Security Operational Manual (NISPOM).  Mr. Scherma developed efficient information security policies and procedures for AIS information processing for various Government clients.  His developmental effort include applying innovative cost-effective measures to achieve system wide levels of security appropriate to the applicable Government requirements.  

1977 to 1995		The Boeing Company	Computing, TEMPEST/

	Communication Security Manager

Mr. Scherma was responsible for providing security support to classified projects within leadership to Boeing’s security program in order to achieve policy goals and comply with coordinating all aspects of security for programs assigned.  He insured that all company procedures were used throughout the program’s life cycle.  Also assisted in the organization, administration, and development of policy and procedures regarding implantation and monitoring of all security activities.  Administered assigned security programs in a uniform and efficient manner by developing the analytical and technical processes needed to determine required countermeasures, verify implementation, and maintain compliance for both physical and AIS Systems.  Established and maintained a self inspection program and evaluate procedures and countermeasures to ensure compliance with all security direction. 

9/51 to 4/76		U.S. Navy					RMC E-7

Mr. Scherma has 26 years experience in communications/electronics experience in the unclassified and classified environments.

A.1.9.5		RELEVANT COMPUTER SKILLS  

Hardware:  IBM and IBM compatibles, Sun Sparc, UNIX, VAX, RISC6000, routers, bridges, various LAN client/Server configurations and file servers

Software:  MVS, VMS, AIX, MS DOS, CICS, ACF@, WSN, TCP/Ip Microsoft Applications and Products, Security tools such as WatchDog,, Norton Utilities, numerous virus protection programs, Netscape Browsers, Internet tools, and various management systems 



A.1.9.6		CERTIFICATION OF AVAILABILITY - EXISTING EMPLOYEE

This is to certify that I am an employee of Aegis Research Corporation, subcontractor to RGII Technologies, Inc. and that I have given my permission to submit my resume for consideration as a Computer Security Analyst under the U. S. Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Louis P. Scherma							Date Signed

�FACTOR A.1.10  -  COMPUTER SECURITY ANALYST

RGII’s Proposed Computer Security Analyst - Joyce M. Weymouth

A.1.10.1		RESPONSIBILITIES

The Senior Computer Security Analyst  provides assistance to the Technical Director on matters pertaining to information security on Department of State and other U.S. Government agency automated information systems and supporting communications infrastructures, both classified and unclassified, at domestic and as overseas locations.  The Senior Security Analyst(s) generates detailed draft reports analyzing the physical, administrative, systemic and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports will pass to the Technical Director for final review before delivery to the COR.  A Senior Security Analyst(s) may be required to perform the duties of the Technical Director in that person's absence.

Ms Weymouth has 18 years of progressive experience in the field of computer/communications security. She has continually advanced her educational goals and knowledge base by keeping abreast of the latest in regulations and requirement in the AIS security field. Ms Weymouth has over 18 years professional experience in the computer security field.  She is certified as a CISSR and uses these skills both within Aegis Research Corporation and customer sites.  She is responsible for developing and conducing training programs in computer security.  She provides security support to the Company and to customers located throughout the United States. 

A.1.10.2		EDUCATION

A Bachelor's degree in computer science.  Five (5) additional years of general experience  (i.e., in addition to the General Experience set fourth below for this labor category) may be substituted for a degree.

Hawkeye Institute of Technology, business Certificate

LaSalle Extension University - Court Reporting

Front Range Community College - Bushiness accredited courses

Industrial AIS Security Course - Government Certification

Government sponsored AIS/COMSEC/ Physical Security Courses

A.1.10.3		GENERAL EXPERIENCE 

Seven (7) years of experience in computer system design, integration, application development, and computer security.  Two (2) years experience in technical task direction with an emphasis on computer security.

Ms Weymouth has 18 years of progressive experience in the field of computer/communications security. She has continually advanced her educational goals and knowledge base by keeping abreast of the latest in regulations and requirement in the AIS security field.  She has continuously expanded her knowledge computer system design, integration, and computer security.  She is highly regarded as an expert in the special programs AIS/COMSEC, Physical and Technical Security sectors. Ms Weymouth has performed security audits, evaluations and risk assessments of complex operational data processing and communications systems and facilities worldwide.  She has conducted security test, certifications and evaluations of applications and systems processing sensitive and/or classified information as defined in OMB Circular A-130 and in accordance with FIPS 102 and the Rainbow series.  She conducts specific technical reviews to support non-standard operational requirements.  Ms Weymouth supports Aegis and it’s customers in security awareness and training programs through briefings, correspondences and other documentation.  She has developed draft computer and communications security policies, standards and guidelines.  She has also designed, developed and maintained unique computer security tools and techniques for conduction computer and communications security evaluations and risk assessments.  

Ms Weymouth has provided advanced technical computer and communications security assistance to major Aegis customers as sell as the Company’s own development efforts.  She provided expert assistance and recommendations in the fields of trusted computer systems and networks to the Company and a variety of customers.  She has ably interpreted national laws, regulations, and standards, and guidelines relating to computer and communications security.    Ms Weymouth has assisted in the development of Aegis  and customer computer and communications security policies that  implement national laws, regulations, standards, and guidelines.  She has assisted in coordinating with other Federal agencies on matters relating to the security of shared ADP resources.  

Ms Weymouth developed Aegis and customer requirements and specifications for reviewing and/or approving the following on the basis of security concerns:  procurement requests, major system development activities, telecommunications and/or teleprocessing hardware/software and hardware/software encryption techniques.  She has provided support to investigations and/or assessment of compute security violations.  She supported monitoring the compliance of both Aegis and customer organizations with COMSEC and SOMPUSEC policies and requirements through ion-site system reviews, evaluations, software/hardware subversion testing and risk assessments.  Ms Weymouth’s experience in technology assessment has ensured that security vulnerabilities were identified and countered at both Aegis and customer facilities. Ms Weymouth currently holds an TS/SBI (Polygraph) on record with DISCO.

A.1.10.4		SPECIALIZED EXPERIENCE

Significant experience in the use of Microsoft products, Cisco routers, firewalls, LANs, trusted products, Defense Messaging Systems (DMS), MISSI technology, Banyan Vines, networking, protocols, multi-level operations, Internet, WWW, UNIX, Visual Basic, Lotus Notes, Wang VS operation, and significant knowledge of government telegram communications systems.



3/95 to Present	Aegis Research Corp.	    Facility Security Officer

Ms Weymouth is responsible for ensuring co-utilization agreements between Aegis accreditors and other customers with processed AIS.  She is responsible for maintaining the accreditation and appropriate security plans (physical and AIS) which have been approved for the Aegis facility.  Ms Weymouth is responsible for ensuring all fixed facility checklists for customer facility accreditations are submitted and approved for our new Corporate headquarters. Through her accreditation duties, she is well-versed with the issues surrounding  trusted products, and is familiar with Microsoft Application products, and various LAN/WAN architectures to include routers, firewalls, encryption devices, multi-level operations, the Internet and WWW browsers.  

11/83 to 9/95		Ball Aerospace Communications	    Senior Supervisor 

			Group					    Special Programs

As the customer certified Automated Information Systems Security Representative, Ms Weymouth was responsible for all security procedures regarding AIS used for processing customer projects to ensure an adequate security posture.  She was the government single point of contact for all communications security  She was responsible for overall program security for a major classified program.  Ms Weymouth was an active board member of a national organization establish government policy.  She performed various security management duties assisting the Director of Special Programs Security.  

11/83 to 9/83		Pacific Missile Test Center			         Project Officer

Ms Weymouth was responsible for completing contracts for projects with the Air Force and Navy.  She acted as the division consultant on the Sperry Univac Computer Systems.  Her other duties included sending/receiving and reviewing all classified message traffic and custodian of all classified data for the department.  She supported classified reconnaissance missions and shuttle launchers.

7/78 to 9/81		Western Technical Associates	         Production Supervisor

Ms Weymouth supervised reproduction, word processing and drafters/illustrators in the preparation of technical proposals.  She trained new employees in the operation of WANG compliant 2500 computer.  She was also responsible to for understanding MIL-Specs and applying them to customer compliance issues.

A.1.10.5		RELEVANT COMPUTER SKILLS  

Software:  dBASE III+, Filemaker Pro, Lotus, Microsoft Office, COTs software packages

Hardware:  various modems, routers, electronic transfers, protocols, encryption devices, numerous information systems architectures, Macs, Video teleconferencing hardware, Wang

Operating Systems:  MS Windows, Windows 95, DOS, Wang VS 

�A.1.10.6		CERTIFICATION OF AVAILABILITY - EXISTING EMPLOYEE

This is to certify that I am an employee of Aegis Research Corporation, subcontractor to RGII Technologies, Inc.; and that I have given my permission to submit my resume for consideration as a Senior Computer Security Analyst under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Joyce Weymouth						Date Signed



�FACTOR A.1.5  -  COMPUTER SPECIALIST

RGII’s Proposed Computer Specialist  - Darryl E. Harris

A.1.11.1		RESPONSIBILITIES

The Computer Specialist shall perform requirements involving implementation, integration, and installation of LANs, WANs, bridges, routers, and firewalls.  In order to fulfill the duties set forth below, the Computer Specialist shall be familiar with-the software and hardware listed in Section C.3. The Computer Specialist has been experienced in the use of Intel-based computing platforms such as 80486/Pentium systems, Motorola RISC computing platforms, and UNIX.

Mr. Harris has over eight year experience performing systems analyst functions including the development and defining of functional requirements and evaluations; structural development methodology; and full-life cycle development.  He is adept at writing systems tests, in addition to quality assurance and configurations management functional testing procedures.  Mr. Harris has over seven years experience in providing training and on-going support to operating staff and users.  He skilled in designing, developing, documenting and performing unit/systems testing.  He has also installed and maintained batch and interactive applications systems.  

His expertise ranges form the IBM mainframe environment, to microcomputers and minicomputer environments. He provided expert assistance and recommendations in the fields of trusted computer systems and networks to the Department of State. He performed security audits, evaluations, and risk assessments of complex operational data processing and communications systems and facilities.  This support included the conduct security and internal control reviews of sensitive application software intended for or in use within the DoS.  He further conducted specific technical reviews to support non-standard operational requirements.  

Mr. Harris has maintained LAN/WAN legacy systems and provided adept assistance in their migration and technology infusion efforts. To perform his task more efficiently Mr. Harris designed, developed, and maintained unique computer security tools and techniques for conducting computer and communications security evaluations and risk assessments.  Mr. Harris possesses and inactive Secret Clearance on record with DISCO.

A.1.11.2		EDUCATION

High School diploma or equivalent.  Relevant college level courses or equivalent in the computer science or related field.  Certificate of completion or equivalent is required.

MS Candidate in Computer System Management Candidate (1999)

University of Maryland University College

BA, Computer Information Systems Science

University of the District of Columbia, Washington DC



A.1.11.3		GENERAL EXPERIENCE 

Four (4) years of experience in COTS applications (Windows NT, Workgroups, 3.1, WWW Browsers, Netscape), system administration, system integration or demonstrated progressive experience in computer systems operations.  Familiarity with computer security.

During his over 12 years of experience in the computer analyst/programmer field Mr. Harris developed, modify and maintain computer programs for organizations such as the Department of Transportation and the Department of State.   Throughout the past 10 years he has employed  standard procedures and detailed specifications to independently devised program logic, modify interrelationships of files and records, diagnosed and correct errors, test and document work.  He expertise in various computer languages and operating systems has enabled him to design flow chart or pseudo code to accomplish the defined subtasks within a new development or enhancement activity.  

Through his previous assignment with the Department of State, Mr. Harris is familiar with C2 and other trusted system requirements contained in the 'Rainbow Series' of publications.  He has routinely developed unique software applications that test and evaluate the security controls resident on DoS and other U.S. Government systems. 

Mr. Harris utilizes his previous exposure and experience with various  software and systems in the performance of day to day activities.  During his career he has been exposed to Lotus Notes, Wang VS; C-LAN clients and servers, various Local Area Network; SCO UNIX; Unclassified LAN servers and client installations and systems; Web Servers; DOS; Windows 3.x; Windows95; Windows NT; various WWW Browsers and Oracle.  

He has configured a LAN and computer systems to emulate current Department of State installations. In support of this task, Mr. Harris generated reports for the his supervisor detailing the current configuration of lab equipment and materials for future changes, as required.  In all previous assignments, Mr. Harris has communicated effectively in writing and orally to Government personnel.  Mr. Harris further provided able system and data administration for in-house LANs while with the DoS and the Department of Agriculture.



A.1.11.4		SPECIALIZED EXPERIENCE

Operational knowledge of Microsoft products, Lotus Notes, Banyan Vines, and Oracle.

1994 to Present	ANSTEC, Inc.			         Senior System Analyst

Mr. Harris provides the Dept. of Transportation’s Federal Highway Administration (FHWA) Office of Motor Carrier with full-life cycle system analysis and programming support on their MCMIS and IAP systems using VS COBOL, IDMS/R 12.0 and 10.0, SAS for Windows and mainframe, Lotus Notes, Visual Basic 4.0 and Systems Architecture Case tools on a Banyan Vines network.  In the performance of his job, Mr. Harris routines utilizes Internet Browsers (Netscape and Explorer), FTP, Gopher and Eudora.  

Pinkerton Computer Consultants, Inc.			12/89 to 2/94

6/92 to 2/94		National Center for Education 		Systems Analyst

			Statistics (NCES)

Mr. Harris provided the NCES with technical, in-depth systems analysis and statistical support to internal and external users of Department databases.  He utilized SAS for DOS and Windows, MS-DOS, OS/2, TSO/ISPF/SDF, JCL and OS/MVS/XA to support the development of functional requirements, system and database design, program design, programming, testing, and implementing programs and methodologies to assess the quality of data for adjudication.  Mr. Harris also supported programs on a SCO UNIX platform.  He prepared system, program and user documentation in accordance with client standards and regulations.  He further provided training and on-going support to operating staff and users in Microsoft Products.  

2/90 to 5/92		US Department of State	 	           Senior Programmer/

			Bureau of Consular Affairs		           Analyst

While with Pinkerton, Mr. Harris was responsible for assisting the Bureau of Consular Affairs by testing reviewing, and verifying software changes and new releases of IBM and WANG distributed systems.  He utilized BS COBOL II, CICS and JCL to achieve his objectives.   He wrote quality assurance, system tests and configuration management functional procedures for the name checking systems.  Mr. Harris designed, developed and maintained the CLASS production of interactive and batch systems programs.  Mr. Harris gained extensive knowledge in SAS for MS DOS and Windows 3.1, Windows 95, Microsoft Applications Packages, Harvard Graphics, TSO, ISPF/SDF, Librarian, INTERTEST, LOTUS 123, LOTUS Notes, IDCAMS, TextEditor, IBM Utilities, Visual Basic 4.0, Case Tools,  ERwin, RPTwin, VSAM, 3Com LAN Manager, NOVELL, Windows 3.1, Windows NT



12/89 to 2/90		Defense Logistics Agency	 	           Senior Programmer/

								          Analyst

Also with Pinkerton, Mr. Harris programming assignments included development of detail program specifications and required programming in COBOL, CINCOM’s on-line COBOL-XT and their 4th generation language, MANTIS.  He was responsible for detailed program, design, coding and unit testing.  He used a wide variety of program development tools provided in ISPF, IBM JCL and utilities, and CINCOM’s database management system such as DBAID.  Mr. Harris was responsible for identifying potential deficiencies or inconsistencies in the specifications provided by the client and for working with the appropriate systems design staff to resolve those problems. 



10/88 to 12/89		World Computer Systems	 	           Programmer/Analyst

Mr. Harris capably provided technical support, day-to day enhancements, and maintenance to the Navy Automated Regional Data Center’s financial systems which comprised the automated funding documentation systems for the Chief of Naval Operations Gaming system.  He modified on-line and  batch programs using COBOL AND VSAM with CICS.  He Designed new screens using BMS and reorganized and calculated VSAM data sets in an OS/MVS/XA environment.  He further established and documented administrative procedures for a technical migration plan. 

6/ 87 to 10/88		GTE Service Corporation			LAN Administrator/

 								        Engineering Associate

Mr. Harris coded, identified, and established and Information Resource Dictionary of all corporate data using IMS DB/DC, DB2, RAMIS and SQL in an OS/MVS/XA environment.  He redesigned and expanded the configuration of the 3Com LAN Manager Local Area Network to efficiently manage the users and software.  He also incorporated Macintosh computers into the 3COM network.  Mr. Harris provided technical support to the accounts manager and to the audio visual staff.  He worked closely with vendors in developing office automation products displays and demonstrations. 

6/85 to 6/ 87		US Dept. of Agriculture	          Assistant Computer

 							          Programmer

Mr. Harris furnished systems training and development of software enhancements on the IBM 3090 and PRIME systems using COBOL and Oracle.  He provided technical support for Department of Agriculture personnel and installed PRIME 2250 AND 2240 system in the field.  

A.1.11.5		RELEVANT COMPUTER SKILLS  

Languages: VS COBOL II, COBOL, SQL, FORTRAN77, V, C, CICS, Oracle, IMS/DB/DC, DB2, dBASE, and RAMIS 

Software:  SAS for MS DOS and Windows 3.1, Windows 95, Microsoft Applications Packages, Harvard Graphics, TSO, ISPF/SDF, Librarian, INTERTEST, LOTUS 123, LOTUS Notes, IDCAMS, TextEditor, IBM Utilities, Visual Basic 4.0, Case Tools:  ERwin, RPTwin, VSAM, 3Com LAN Manager, NOVELL, Windows 3.1, Windows NT, Internet Browsers (Netscape and Explorer), FTP, Gopher and Eudora.

Operating Systems:  Windows, OS/2, MS-DOS, PC-DOS, OS/MVS/XA, PRIMOS, and VAX/VMS

Mainframes:  IBM 3090, IBM 4341, IBM 4381, Amdahl 58/50, and Amdahl 5860

Minicomputers:  PRIME 9350, 2250, 2240, DEC 20, VAX 11/750, Wang 100, Wang 5000

Microcomputers:  IBM and IBM Compatible PCs , and Macintosh

�

A.1.11.6		CERTIFICATION OF AVAILABILITY - CONTINGENT HIRE

This is to certify that I have signed a contingent offer to become an employee of RGII Technologies, Inc.; and that I have given my permission to submit my resume for consideration as a Senior Computer Security Analyst under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Darryl E. Harris						Date Signed



�FACTOR A.1.12  - COMPUTER SPECIALIST

RGII’s Proposed Computer Specialist  -  Klaus P. Fines

A.1.12.1		RESPONSIBILITIES

The Computer Specialist shall perform requirements involving implementation, integration, and installation of LANs, WANs, bridges, routers, and firewalls.  In order to fulfill the duties set forth below, the Computer Specialist shall be familiar with-the software and hardware listed in Section C.3. The Computer Specialist has been experienced in the use of Intel-based computing platforms such as 80486/Pentium systems, Motorola RISC computing platforms, and UNIX.

Mr. Fines has spent the past 10 years In the DoD community, performing security audits, evaluations, and risk assessments of complex operational data processing and communications systems and facilities overseas.  In his capacity as an automated systems manager at NAVSEA, he has conduct security and internal control reviews of sensitive application software.  This included the conduct specific technical reviews to support non-standard operational requirements.  Throughout his military career, Mr. Fines was responsible for providing security awareness and training programs through briefings and correspondences.  

Mr. Fines is technically proficient with UNIX and RISC6000 platforms. During combat operations such as Dessert Storm, he provided technical computer/communication security assistance.  While stationed at overseas, Mr. Fines assisted in the development of computer and communications security policies that implement national laws, regulations, standards, and guidelines.  In his roll as information systems security officer, Mr. Fines became uniquely familiar with Federal Law, governmental guidelines and the “Rainbow Series” pertaining to information and trusted systems security.  

He spent the past 10 years assisting in coordinating with other Federal and foreign agencies on matters related to the security of shared ADP resources.  As a trained investigator, Mr. Fines expertise extended to providing support to investigations and/or assessments of computer security violations.  Mr. Fines holds an inactive Secret Clearance on record with DISCO.

A.1.12.2		EDUCATION

A Bachelor's degree in computer science.  Five (5) additional years of general experience  (i.e., in addition to the General Experience set fourth below for this labor category) may be substituted for a degree.

Bachelor of Arts, Liberal Arts, University of Maryland, 1989

Masters Course, Microcomputers and Information Management, National Radio Institute, Washington DC, 1994

C++ Programming Course, Anne Arundel Community College, 1995

Advanced Network Administration (NOVELL 3.x-4.0) CNE pending

A.1.12.3		GENERAL EXPERIENCE 

Seven (7) years of experience in computer system design, integration, application development, and computer security.  Two (2) years experience in technical task direction with an emphasis on computer security.

Mr. Fines has ten years managing and supporting technical operation of automated information hardware and software systems utilized by the DoD community.  He’s demonstrated the ability to develop and implement configurations for DOS, Windows NT, MAC, and UNIX platforms.  He developed work plans, standard operating procedures, and work schedules for his present employer supporting the US Navy in Crystal City and while on active duty with the Army. 

Mr. Fines supports both Classified and Unclassified Sensitive environment under which he provides technical security counsel to the government.  He further provides the government with analytical reports and made recommendations pertaining to  physical, administrative systems risk assessments.  He directed and provided technical guidance to other professionals and establishes and maintains effective working relationships with the technicians, users, and government staff.  He employed quality control methods that ensure the technicians are using proven trouble-shooting techniques and conducts follow-up visits with the users so the user can provide direct feed back on the quality of the service.  

A.1.12.4		SPECIALIZED EXPERIENCE

Significant experience in the use of Microsoft products, Cisco routers, firewalls, LANs, trusted products, Defense Messaging Systems (DMS), MISSI technology, Banyan Vines, networking, protocols, multi-level operations, Internet, WWW, UNIX, Visual Basic, Lotus Notes, Wang VS operation, and significant knowledge of government telegram communications systems.

5/96 - Present		AIS Corporation	Senior Systems Administrator

In his present position serving the Joint Staff, Mr. Fines has developed significant experience in the realm of LANs/WANs, telecommunications and Microsoft Product support.  He is involved with the day to day set-up and distribution of the government telecommunications systems as it pertains to LAN and WAN usage.  This includes but is not limited to circuitry, bandwidth, IBM mainframe connections and systems diagnostics.  He establishes Internet and WWW connections to the workstation level for numerous users.  Mr. Fines utilized daily his extensive knowledge of protocols (TCP/IP, IPX etc.), Cisco routers, hubs and firewalls ensuring solid connectivity and in securing the network and it’s data assets. 

1/95 - 5/96		The MIL Corporation		Manager, Help Desk

As a seasoned Help Desk Manager, Mr. Fines developed and implemented an Automated Information Systems User Help Center for a Navy client.  In his additional roles as lead technician, systems administrator, automation manager, and operations supervisor/security manager, he effectively managed, administered, and technically diagnosed system problems for, LAN’s and WANs running Windows NT, Novell, DECnet, Banyan Vines, and DOS based PowerLan networks.  He further provided support to the governments on-site encryption devices.  He also conducted extensive research into Fortezza technologies for the government. He further supported various software packages to include Microsoft Office Professional and Lotus Notes.  

7/86 - 9/95		US Army			Automation Manager

At various locations within CONUS and OCONUS, Mr. Fines managed and directed a staff that was responsible for the installation, upgrade, testing, of hardware and software systems for large Army systems.  He provided significant support monitoring the compliance of DoS organizations with COMSEC and COMPUSEC policies and requirements through on-site system reviews, evaluations, software/hardware subversion testing and risk assessments.  

The hardware he was responsible for was IBM, Mac, Wang and UNIX systems. He has prepared, supervised, and conducted training of personnel in the use of networks, computer systems, operating systems, applications, and COTS software packages.  He additionally developed an award winning Oracle database for tracking and managing systems that provided the customer with a tool for measuring the failure rate, service calls, technician assigned to the repair, and training that would be regard.  

He provides expert timely assistance to users of varying degrees of computer literacy.  Areas of assistance included but were not limited to: application utilization, upgrading, modifying, replacing, diagnosing and correcting network connectivity issues.  He developed a methodology for an automated inventory of all end users configurations to include node names, addresses, ram size, hard drives, and processors.

A.1.12.5		RELEVANT COMPUTER SKILLS  

Hardware:  Everex, Unisys, Wang, IBM PC and Compatible, Macintosh, VAX 8600, IBM 370.

Software:  Ms Professional Office, MS Mail, CC Mail, dBase IV, Lotus, Lotus Notes, Word Perfect 6.1  Quatro Pro, . dBase IV, Lotus, Word Perfect.

Operating Systems:  Microsoft Windows, Windows NT 3.51 4.0, UNIX, LAN Manager, MS-DOS, OS/2, Banyan Vines, Enable OA, Procomm Plus, Q modem, Bitcomm, Ram Exam, Spitfire, Various Web Browsers, PC-Tools, Laplink, various diagnostic programs, Rapture, various anti-virus software, Digital Pathworks, Heat Tracking Systems

�A.1.12.6		CERTIFICATION OF AVAILABILITY - CONTINGENT HIRE

This is to certify that I have signed a contingent offer to become an employee of RGII Technologies, Inc.; and that I have given my permission to submit my resume for consideration as a Computer Specialist under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Klaus P. Fines							Date Signed



�FACTOR A.1.13  -  COMPUTER PROGRAMMER

RGII’s Proposed Computer Programmer  -  Harvey L. Smith

A.1.13.1		RESPONSIBILITIES

The Computer Programmer shall perform requirements involving programming, modifying and maintaining computer programs using the software, tools and hardware identified in Section C.3 of the RFP.  He or she shall be capable of performing the duties and responsibilities of the Computer Programmer described in Section J, Attachment 4.  

Mr. Smith has over ten years experience verifying, validating, documenting software applications.  He has extensive hands-on experience with the software development process; including designing and managing formal test programs.  He has ensured computerized business applications consistently and precisely meet the customers requirements and has sensibly communicated quality assurance requirements and issues to user, developers and upper management while fostering an atmosphere conducive TQM goals.  Mr. Smith has successfully completed US Navy Advanced Electronics Training Programs and has held productive Department of Defense and State Department Information management positions with private Washington DC area contractors.  In his endeavor for personal betterment, he has completed over two-thirds of the requirements toward a Master of Science Degree in Computer Systems Management.

A.1.13.2		EDUCATION

A Bachelor's degree in Computer Science or Computer Information Systems, Management Systems, Information   Resource Management, or Data Processing.  Three (3) additional years of general experience (i.e., in addition to the General   Experience set forth below for this labor category) in a government (state, local, and/or Federal) environment may be substituted for a degree.  

BS - Computer and Information Science, University of Maryland

MS Candidate - Computer Systems Management (Database Systems & Security)

(1998), University of Maryland

A.1.13.3		GENERAL EXPERIENCE 

Five (5) years of computer programming, analyzing programming problems, testing, and documentation methods and techniques including job control, utility routines and decision tables, and user training.  Significant experience identifying computer security issues in programs.

Mr. Smith has spent the past 10 years developing, modifying and maintaining computer programs.  While at the Department of State, he employed standard procedures and detailed specifications to independently devise program logic, modify interrelationships of files and records, diagnose and correct errors, test and document work.  He intelligently design flow chart and pseudo code to accomplish the tasks set forth by the DoS and other clients.  His current working environment affords him a solid working knowledge of C2 and other trusted system requirements contained in the 'Rainbow Series' of publications. While with the DoS and other customers, he has developed unique software applications that test and evaluate the security controls resident on DoS and other U.S. Government systems.  He will be able to utilize his previous exposure and experience with known DoS hardware, firmware and software in the performance of day to day activities.

A.1.13.4		SPECIALIZED EXPERIENCE

Four (4) years experience in programming in one or more 3rd and 4th Generation languages.  Specific to this requirement is C, C++, Visual Basic, and COBOL.

10/92 to Present	Software Technology Group, 		Sr. Analyst

Incorporated 

While assigned to US Department of State, Bureau OF Diplomatic Security Mr. Smith developed, tested, and documented custom Oracle and Delphi DBMS client/server applications running in the Windows NT environment. He ensured successful interfaces between software test efforts and developmental efforts.  He routinely performed verification and validation of all phases of the software development life cycle and produced both oral and written reports (requirement, reviews, specification reviews, design reviews, test plans, etc.) to ensure software applications accurately meet user requirements. Mr. Smith successfully achieved acceptance from users of a large scale inventory management system that had previously generated innumerable complains.  He diplomatically introduced (and gained acceptance of) formal testing methods, problem reporting and test plans to the entire development group in the Information Management Division.  Mr. Smith performed “endgame “ and audit-level testing of existing applications to ensure user requirements are accurately communicated to developers.

Mr. Smith provided both one-on-one and classroom-based training to diverse groups of domestic and overseas Department of State computer users.  As part of a team working under a tight schedule to implement a new inventory management system at US Embassies worldwide, he visited each assigned site and completed the installation, testing and user training required to implement the new system.  In his assignment, he used numerous hardware suites, software and tools including IBM and IBM clone PCs, Wang VS, Windows NT, Banyan Vines, Delphi, Oracle, C., C++, COBOL, and Wang VS PACE, SQL and SQL Server, MS ACESS, Visual Basic and various Microsoft Office Professional Applications.

11/90 to  10/92	Pinkerton Computer		Configuration Management

Consultants, Inc.	     Specialist/Sr. Technical Writer 

As part of the Configuration Management (CM) Team for the State Department’s  Consular Lookout and Support System (CLASS), Mr. Smith provided administration direction, control and surveillance to manage software changes required by users and test problems reports.  Mr. Smith further supported Immigrant Visa Application Systems (IVACS), The Non-Immigration Visa Computer Assisted Processing System (NIVCAPS), and the PC Machine Readable Visa (PC MRV) projects. He developed a set of formal procedures to identify and document the physical and functional characteristics of hardware and software items. Mr. Smith wrote the CLASS Configuration Management Procedures manual which became the widely accepted standard for baselining and controlling the evolution of CLASS software.  Mr. Smith coded, debugged and documented application programs written in VS COBOL.  He provided timely technical solutions to user inquiries and trouble reports.  He further assisted the customer by developing specifications, requirements, and associated documents for applications running on both Wang mini-computers PC’s. In this assignment, Mr. Smith utilized various hardware suites, software and tools including COBOL, Wang VS PACE, and Microsoft Applications Suite of Software. 

5/86 to 7/88		IDEAS, Inc.				Sr. Technical Writer

Mr. Smith designed and produced technical manuals and graphics according to federal specifications for a range of computer-based electronic equipment. He skillfully collaborated with engineering staff and management to determine the requirements and accuracy of technical documentation.  Mr. Smith formulated operating and troubleshooting procedures as well as detailed circuit theory, installation guidelines, and test /acceptance procedures.  Mr. Smith utilized various IBM and IBM clone PCs and Microsoft Applications in the execution of his position as technical writer. 

6/83 to 5/86		Vitro Corporation			         Staff Specialist

Mr. Smith documented the wiring requirements for US Navy guide missile weapons system. He reviewed technical manuals for and documents for accuracy, performed system documentation updates and performed on-site verification and validation of accuracy of cabling documentation.

A.1.13.5		RELEVANT COMPUTER SKILLS  

Hardware: IBM and IBM Clone PCs, IBM Mainframe, Wang VS, Adage, CAD System, Client/Server based PCs

Design Software/Languages: Delphi, Oracle, Delphi, Oracle Developer, COBOL, Visual Basic, SQL, Pascal, SQL Server, Interbase, MS ACCESS, Salsa, ER/WIN, C, C++, Wang VS, PACE

Platforms/Operating System:  Windows 3.x, MS DOS, Windows NT, Windows 95, UNIX, Wang VS , LAN Clients and Servers (Classified and Unclassified), Web Servers, Banyan Vines

Applications:  Microsoft Office (Word, Excel, Access, PowerPoint), Aldus Pagemaker, Wang PW+, Wang Office, MS Exchange



�A.1.13.6		CERTIFICATION OF AVAILABILITY - CONTINGENT HIRE

This is to certify that I have signed a contingent offer to become an employee of RGII Technologies, Inc.; and that I have given my permission to submit my resume for consideration as a Computer Programmer under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Harvey L. Smith						Date Signed



�FACTOR A.1.14  -  TECHNICAL WRITER

RGII’s Proposed Technical Writer  -  Pamela J. Nolan

A.1.14.1		RESPONSIBILITIES

The Technical Writer shall communicate effectively in writing and orally with all levels of technical and management personnel.  The Technical Writer shall be knowledgeable of current information systems technology.

Ms Nolan has 20 years experience supporting classified programs with special security requirements.  Her acknowledged specialty is in the area of technical writing and editing.  She has worked with all levels of technical and management personnel to write proposals, final reports, presentations, briefings and monthly production reports.  Ms Nolan has been involved with technical support to security operations within sensitive and/or classified environments.  She is knowledgeable concerning multiple vendor word processing systems, and the operations of information data management systems.

A.1.14.2		EDUCATION

A Bachelor's degree in English or Journalism.  Three (3) additional years of general experience (i.e., in addition to the General Experience set forth below for this labor category) in a corporate or government (state, local, and/or Federal) environment may be substituted for a degree.

Course Work, Writing and Journalism - George Mason University

Liberal Arts, Northern Virginia Community College

A.1.14.3		GENERAL EXPERIENCE 

Four (4) years of experience in writing a variety of technical documentation.

Ms Nolan has spent the past 20 years developing her craft as a technical writer. Currently, she is the Proposal Administrator for Aegis, and in this position provides technical editing and writing for all proposal activities within the Proposal Center.  She capably organizes all material and completes writing requirements according to set standards regarding order, clarity, conciseness, type and terminology.  She reviews and revises technical materials and recommends changes in scope, format content and methods of reproduction.  As a Systems Administrator for the automated proposal process at Aegis, Ms. Nolan maintains the database for all new business activities. She maintains and correlates a computerized database of reports and workflow to a level suitable to permit the generation of a weekly report on the activities of all division personnel, as well as monthly and quarterly projections of the current status of projects.  

As Special Assistant to a Program Manger of Aegis’ largest contract, Ms. Nolan monitored all projects and task tracking, prepared task updates and put together the Monthly Status Reports.  She researched and interpreted a variety of US Government regulations and standards elating to information systems security and completed work within the designated time frames.   

As Editor and Office Administrator of Process Management International (PMI), Ms Nolan edited PMI’s manuals, brochures, user guides, briefs, and instructions books on Total Quality Management.  She also arranged and organized TQM seminars and assisted in the management of the PMI Washington Office.  As a Technical Editor and Writer for Environmental Research Institute of Michigan (ERIM), Ms Nolan wrote, organized and edited all technical reports for all classified projects in the Washington Office.   She wrote executive summaries where information was synthesized so that it could be readily understood by non-technical personnel.  As the Department Administrator at ERIM,  Ms Nolan supported the management of a large department of engineers and scientists working on a government contract.  As Contract Representative, she maintained databases on tasking and contract deliverables.  Ms. Nolan also acted as a Research Assistant for ERIM, she planned, conducted and monitored image analyst evaluations, and conducted the preliminary data analysis on each task.  She also researched and prepared ground truth databases and maps.  

Drawing on her varied technical writing experience, Ms Nolan can prepare manuals, user guides, briefs, responses to internal DoS inquiries, instruction books and amendments to information security standards of the Department of State.  She will edit, standardize, and revise materials prepared by Government program managers and other technical and non-technical personnel.  Ms Nolan will draw on her skills to research and interpret a variety of U.S. Government regulations and standards relating to information systems security.  Her vast knowledge of time management and personal  discipline will permit her to complete work within the time frames set out in the schedule of deliverables in Sections C.4.1 through C.4.8 of the Statement of Work.

A.1.14.4		SPECIALIZED EXPERIENCE

Three (3) years of experience in researching and analyzing technical and non-technical documentation to include regulations, and standards on computer security or related area.  Experience shall also include the ability to use a wide range of word processing systems, including Word Version 6.0 and subsequent upgrades, in the creation, editing, and updating of technical correspondence relating to computer application programs and systems, with emphasis on computer security.  Significant knowledge of computer graphics and Microsoft products is required.

Ms. Nolan has more than three years experience in researching and analyzing technical and non-technical documentation in the computer security area.  She has used a wide range of word processing systems in creation editing and updating of technical correspondence relating to computer application programs and systems, with an emphasis on computer security.  

A.1.14.5		RELEVANT COMPUTER SKILLS  

Software: 	Pagemaker, Microsoft Application products:  Microsoft Word 6.0 and 7.0, Microsoft Excel, Microsoft Project and Microsoft Access, Corel Draw.

Hardware:	IBM PCs and IBM PC Compatibles, Macintosh

�A.1.14.6		CERTIFICATION OF AVAILABILITY - EXISTING EMPLOYEE

This is to certify that I am an employee of Aegis Research Corporation; subcontractor to RGII Technologies, Inc., and that I have given my permission to submit my resume for consideration as a Technical Writer under the US Department of State’s Solicitation No. S-OPRAQ-97-R-0548.  If the contract is awarded to RGII Technologies, Inc., I will be willing and available to report for assignment at the relevant Department of State facility.



____________________________________________        _______________________

Pamela J. Nolan						Date Signed
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