FACTOR B  -  TECHNICAL IMPLEMENTATION AND CONTRACT MANAGEMENT 



“The RGII Team will design, implement, and maintain an automated information system (AIS) security methodology in conjunction with Department of State personnel to assure that each AIS has a level of security commensurate with the risk and magnitude of harm that could result from the loss, misuse, disclosure, or modification of the information contained in the system.”  

RGII Technologies, and its subcontractor, Aegis Research Corporation (ARC) consist of a wealth of information security specialists who’s primary goal is to ensure mission effectiveness through the use of a comprehensive risk management program that considers system vulnerabilities, as well as current and projected threats, and balances security countermeasure considerations against protection costs.  They realize that each Automated Information System (AIS) and Communications Systems’ level of security must be designed and implemented to protect the confidentiality, integrity, and availability of the information.  

Our security approach is that each AIS and communications system will have the appropriate technical, personnel, audit capability, administrative, environmental, and telecommunications safeguards.  Any AIS that supports critical operating administration functions will have a contingency or disaster recovery plan to provide continuity of operations.  All technical security will be accomplished with cost-effective measures meeting statutory, regulatory, and Department of State requirements.

In support of DoS protection requirements, our team will employ a structured process to integrate our knowledge and understanding with acquired DoS security related data, and then disseminate potential solutions to program decision makers.

Our team will utilize as guidance the standards and guidelines described in the Foreign Affairs Manual (12 FAM 600).  In support, RGII will conduct comprehensive periodic security evaluations of classified, unclassified, non-standard, and developing automated information processing and communications systems at overseas DoS posts and domestic offices.  This includes the evaluation and review of overseas sites in coordination with overseas ISSO, RSO, and PSO personnel, and any other applicable DS directives (e.g., DS/CMP/EAB COMSEC evaluation procedures). 

The RGII team is prepared to scrutinize all the additional security requirements put into place at posts where the technical and human intelligence threat to systems have been designated as critical by the Office of Intelligence and Threat Analysis.  Our understanding of the elements of DS/CIS/IST information security requirements is described in section B.1.1.2 Documentation of RGII’s Understanding of DS/CIS/IST Security Policies.

The following pages provide our response to the technical implementation and contract management requirements.  For ease in evaluation, Factor B is divided into the Subfactors identified in Section M of the RFP.  Subfactor B.1 Technical Approach is further subdivided into the eight functional areas described in Section C of the RFP.  

�SUBFACTOR B.1   TECHNICAL APPROACH

RGII Technologies, and its subcontractor, Aegis Research Corporation (ARC), understand that today's computing environment has changed significantly in recent years.  It is characterized by open, widely distributed processing systems which frequently operate with commercial off-the-shelf software.  While the effective use of computer technology reduces risks to the Program being administered (especially in terms of error reduction), computer systems are themselves vulnerable to intentional or accidental data loss or corruption, or violation of security.  The potential hazard becomes all the greater as increasing quantities of valuable information are  committed to Federal computer systems, and as agencies become more critically dependent on those systems to perform their missions.

In part because of these trends, Congress enacted the Computer Security Act of 1987 (P.L.  100-235).  That Act requires agencies to improve the security of Federal computer systems, plan for the security of sensitive systems, and provide mandatory awareness and training in security methodology for all individuals with access to computer systems.

The report of the National Performance Review, "Creating a Government that Works Better & Costs Less: Reengineering through Information Technology" (September 1993), recommended that Circular A-130 be revised to: 1) require an information security plan to be part of each agency's strategic information technology (IT) plan; 2) require that if computer security does not meet established thresholds, then computer security is to be identified as a material weakness in the Federal Managers' Financial Integrity Act report; 3) require awareness and training of employees and contractors; 4) require that agencies improve planning for contingencies; and, 5) establish and employ formal emergency response capabilities.  Our team assisted with technical input to the update of OMB Circulars as well as the DoD interpretation/implementation of them.   We are experienced, trusted contractors in the interpretation and implementation of federal information protection policies/guidelines.

Our Team consists of two small business concerns with over 280 information systems and information security professionals.  Our primary business focus is providing information systems and the appropriate security solutions for national programs of the highest priority.  This focus includes providing security planning, assessments, risk analysis, and awareness training.  As a team, RGII and ARC provide skilled technical staff with expertise across the spectrum of the information technology and system security area requirement.  Our team’s Past Performance (i.e., contained within Factor C, Past Performance) reflects the Statement of Work task areas, and the contracts document the wealth of experience that is provided to the Department of State by the RGII team. Our subcontractor, Aegis Research, has three major Special Access Programs/Sensitive Compartmented Information (SCI) on contract for security support.  Our staff’s expertise associated with these programs will contribute to various aspects of DS/CIS/IST Information Systems Security support.  

A major objective in serving the Department of State is to ensure that the full benefit of our team’s expertise is made available.  We have developed an extensive set of analytical techniques and automated tools to make security support activities more efficient and responsive.  We are committed to a sustained and significant effort to adapt and transfer these techniques and tools to the Department of State as part of our responsibility to provide quality support.  



�

Figure B.1-1    Formalized Risk Management Approach to Problem Solving

Our Team’s primary analytical focus has been directed toward the problem solving (especially security-related problems) within either an organizational or operational setting.  In pursuit of these objectives, we have developed a number of highly effective analytical tools that focus on risk management methodology, and our approach to program Risk Management is depicted in Figure B.1-1 above.   This figure shows how we will implement a logical, step-by-step approach to assess a problem and then work through to a solution that reduces risk and is acceptable to the decision-makers at DoS.  

Our philosophy is to ensure mission effectiveness through the use of a comprehensive risk management program that considers system vulnerabilities, as well as current and projected threats, and balances security countermeasure considerations against protection costs.   The Risk Management process is depicted in Figure B.1-2.   The concept of risk management is central to achieving mission oriented, efficient security operations. 

 �

�

Figure B.1-2.   Risk Methodology Applies to All Security Tasks 

Our experience with national level programs (i.e., USAF, and other non-DoD agencies) has indicated that our risk management process is flexible in meeting unique Government mission support needs, as well as satisfying security and cost justification criteria.   The risk management methodology is currently being utilized by experienced staff at Los Angeles, Albuquerque, Silver Spring, Annapolis, San Antonio, Boston, Washington DC, and Colorado Springs.   The risk management methodology is designed to be very effective in the acquisition stage of any program so that security blends into the entire program life cycle.  Our team has formalized this effective model and trained staff in its tailored application.  

Our proven Risk Management Methodology receives input from the analysis of open source intelligence (OSINT) information and all source analysis.  Regular monitoring of open sources provides early warning of impending threats and anticipatory intelligence, which will enable the RGII Program Manager to move from crisis management to proactive risk management.  OSINT also accrues advantage as multidimensional input to policy development, OPSEC, threat assessment, and program decision making.

Our key people assigned to this contract know our resources and capabilities.  Efficiencies and improved support will provide long term cost savings and allow security personnel to spend more time on problems beyond administrative security support.  Our risk assessment techniques will quickly and correctly identify potential problem areas allowing our staff to prioritize problem areas, develop optional solutions, and propose actions for timely performance.  

Our subcontractor has established a government accredited facility at Falls Church, Virginia, with multiple conference rooms and desktop computers, all approved for Top Secret activities, if needed.   This facility will be a resource which both the RGII Team and the Department of State personnel may find useful for off-site activities.  This facility is available for meetings at no cost to the contract.

The RGII Team places emphasis on our support personnel staying current within their technical field and up-to-date on the latest security requirements and changes to newly implemented directives/policies.  To stay current, should it be necessary, the RGII Team will provide the publications support indicated in Figure B.1-3.  



Request, assemble, distribute and maintain a current set of applicable publications and/or operating procedures at each separate operating location, facility, and program area.��Continually review publications and requirements for implementation into existing security directives/procedures.��Disseminate new policy and changing information to program briefed persons at all facilities and off-site locations.��Figure B.1-3   Publication Support

The RGII Team’s technical approach consists of an outstanding, proven risk management methodology which will allow our DoS technical support staff to identify potential problem areas, develop optional solutions, and define possible actions to ensure timely performance, meeting all DoS security requirements.

�Subfactor B.1.1  (SOW C.4.1)  Perform Security Audits And Evaluations Of Operational Data Processing And Communications Systems And Facilities

B.1.1.1	  Background

The RGII Team will provide the support required to assess the integrity of operational computer, communication infrastructure, and communications systems (i.e., total environmental approach) utilized by the Department of State.  Our combined skill sets bring many years of security design and evaluation, computer programming and analysis, LANs/WANs and network software experience to this effort.   Additionally, we will build on the expertise gained in numerous national program technical evaluations of systems.

Our expertise also includes security design and evaluation of other systems, such as PBX message switching systems, and video teleconferencing systems, to name a few.  As the Department of State’s technical capabilities evolve, the RGII Team is prepared to provide security support.  The RGII Team is totally committed to providing computer and communications infrastructure support to DoS commensurate with required levels of classification and/or sensitivity of the resources.  Our support will include security reviews of computer/communications configurations, operations, auditing capabilities and requirements, trade-off studies, and recommendations for efficient and trusted utilization of these resources.

B.1.1.2  Documentation of RGII Understanding of DS/CIS/IST Security Policies

In accordance with the standards and guidelines described in the Foreign Affairs Manual (12 FAM 600), RGII will conduct comprehensive periodic security evaluations of classified, unclassified, non-standard, and developing automated information processing and communications systems at overseas DoS posts and domestic offices.  The evaluations and reviews will be performed in cooperation with overseas ISSO, RSO, and PSO personnel, and any other applicable DS directives (e.g., DS/CMP/EAB COMSEC evaluation procedures).

B.1.1.2.1  Overview

From its research and interviews of key individuals, the RGII team is aware of the additional security requirements that must be in place at posts where the technical and human intelligence threat to systems has been designated as critical by the Office of Intelligence and Threat Analysis (DS/DSS/ITA).  Our understanding of the elements of DS/CIS/IST information security requirements is described in this section.

B.1.1.2.2  Physical Security Analysis

RGII’s is cognizant of the directives regarding the physical security requirements at domestic and overseas DoS offices.  Our team’s evaluation efforts will include reviews of physical security requirements for all systems.  We are cognizant of construction standards of new and renovated overseas computer facilities with design standards approved by Foreign Buildings Operations (A/FBO).  We will also reviews construction standards of all new and renovated domestic facilities for compliance with DS/CIS/DO standards. This includes the review of available documentation dealing with the structural integrity and security of computer room walls, ceilings, and floors for the ability to withstand environmental, human, and technical penetrations

Additional physical security requirements for classified systems will be recognized and evaluations of facilities/sites made with the following factors in mind:

the location of all classified AIS components within a CAA;

the use of DS-approved equipment and techniques to physically secure unattended areas that house classified systems;

the proper use of  intrusion detection systems;

the location of all components of a distributed classified AIS within the information programs center; and

the absence of  connectivity to an unclassified AIS.

B.1.1.2.3  Unclassified System Administrative Security Analysis

RGII will verify and report on the accuracy of the system manager’s authentication and control of user access to information systems at both overseas and domestic DoS facilities.  The system manager must assign the appropriate level of access to staff members whose supervisors have completed the required system access form.  RGII has the personnel necessary for verifying that administrative security at computer facilities is effectively implemented.

B.1.1.2.4  Proper Use of Systems

As part of the overall evaluation and audit of the of DS/CIS/IST information security standards, RGII will report on the ISSO’s success in ensuring that unclassified information systems are used only for the processing of unclassified information.  The RGII team will, for all systems verify that the ISSO provides all personnel to be using the system with a written copy of the security guidelines, and provides initial and periodic training to reinforce these guidelines.  We will verify that the ISSO informs users that stringent controls are used when processing compromising, adverse, embarrassing, or derogatory information regarding individuals, and that such information is stored on the system for the shortest possible amount of time.  A analysis of systems processing medical information protected under the Privacy Act will be conducted to ensure that domestic offices have DS/CIS/IST and the Office of Medical Services (M/DGP/MED) approval.  At overseas posts, our team will determine if the regional medical officer (RMO) has processed medical information protected by the Privacy Act in a secure manner.  On classified systems, NODIS and EXDIS information should be processed only with the knowledge of the system manager, processed only with rigorous safeguards, and that such information should remain on the system for the shortest possible amount of time.

B.1.1.2.5  Password Control

The control of access to AIS applications by way of the issuance and maintenance of passwords is a routine yet crucial and often circumvented element of computer security.  RGII will diligently evaluate and report on DoS organization’s ability to ensure password :integrity. Our review will:

ensure that each authorized user is assigned a unique user ID and password for each system;

assure that passwords are changed at least every 6 months, immediately following a suspected compromise, or when a user’s required access level changes;

make sure that users acknowledge receipt of IDs and passwords by signing password receipt forms;

confirm that the overseas ISSOs are made aware of any compromises to passwords;

make certain that system administrators assign passwords in a secure and discrete manner which prevents leaks to other individuals; 

ensure that the system administrator deletes user IDs and  passwords when notified that a user: no longer requires system access, leaves DoS employment or is transferred to another office or post, or becomes the subject of a criminal or security investigation;

check that systems administrators annually review users access privileges to each application and that current privileges are applicable,

educate and train users on password selection; and

delete all inactive accounts.

B.1.1.2.6  Computer Operations Outside Normal Hours

RGII will evaluate and report on the implementation of restrictions imposed for systems operating after normal working hours.  Overseas, our team will verify that the security requirements for after-hours operations are being met for Foreign Service nationals (FSNs), third-country national (TSNs), and/or other contract employees who are required to have written authorization for access to the AIS.

B.1.1.2.7  Media Input and Output Protection

The RGII team will validate procedures approved by ISSOs, RSOs, and PSOs regarding the transportation and control of electronic media.  For all systems this validation will ensure that operating system and application software are stored in a locked area or security container and that unclassified media under the control of users are stored out of sight after normal hours.  At domestic locations media will always be under the control of a cleared DoS employee or contractor during transportation, or be shipped via U.S. registered mail.  Overseas, media shipped between posts is sent by controlled shipment (minimally) or hand-carried between posts by a U.S. citizen.  

Further, all removable media is to be labeled either classified or SBU as media with out proper labeling is easily misused and improperly stored.  If media is to be removed from premises for sale, maintenance, or credit it is critical that it has been properly sanitized.  Proper procedures must also be established and  followed for returning damaged disks for destruction..  The destruction of media must be accomplished with methods approved by DS/CIS/IST, the RSO, or PSO.  Our team with also examine local procedures for introducing media into the system.  With the prevalence of malicious code and viruses in today’s world it is important that all media be subjected to vigorous inspection prior to introduction into any system. 

RGII is aware that there are addition requirements placed on classified systems.  Classified systems access should limited to cleared U.S. citizens.  All magnetic media in use must be marked to indicate the highest classification level.  Further, unless authorized by DS/CIS/IST, media previously used on an unclassified system will never loaded on a classified system.  Our team will determine if the system default user-IDs and passwords have been disabled.

B.1.1.2.8  System Monitoring

Our personnel will verify that overseas posts conduct periodic randomly-selected reviews of user libraries and word-processing documents to ensure that sensitive information is adequately protected, archived, and removed from the system as soon as possible.  Further verification will be performed to ensure that the system is not processing classified information.  Additionally, RGII personnel will confirm that the ISSO regularly reviews the list of authorized system users.

B.1.1.2.9  System Maintenance

During maintenance of unclassified systems, the RGII team will be prepared to verify and report on the supervision of maintenance personnel at all times during maintenance.  Likewise, we will review the system log to verify that it includes entries for all maintenance or service performed on the system.  RGII is aware that additional system maintenance restrictions for classified systems.  

When maintenance is performed on classified systems, the RGII team will verify that maintenance has been performed only by personnel who are Top Secret-cleared with authorization.  It is also germane that maintenance personnel are never allowed to remove media that has been mounted on a classified AIS. Each AIS will be reviewed to determine if personnel have tamper with TEMPEST equipment

B.1.1.2.10  Security Incidents and Violations

In order to maintain reliable information security, RGII will make sure that appropriate procedures are in place for reporting and managing unauthorized disclosures, destruction, modifications, or misuse of system resources.  We will review the consistency and accuracy of  reports of incidents and/or violations to the RSO, PSO, regional computer security officer (RCSO), or DS/CIS/IST.

In the case of violations, we will audit the RSOs or PSOs handling of incidents of noncompliance.  The elements of security incident procedures that the RGII team is prepared to inspect include, but are not limited to:

the documentation of all abnormal system operations in the operations log;

the timeliness of notification of DS/CIS/IST, RSO, PSO, RCSO or ISSO of security related abnormal operation; and

the official reporting of fraud, misuse, disclose of information, destruction or modification of data, unauthorized access attempts, etc.

B.1.1.2.11  System Backup and Contingency Planning

RGII will report on the adequacy of system backup procedures to ensure continuity of operations.  We will also evaluate the sufficiency of the post’s contingency planning.  Our evaluations in the areas of backup and contingency planning include verification that RSOs, IMOs, or administrative officers at overseas sites and the executive director domestically have in their possession a sealed list of passwords with security privileges available for emergency situations and that this password list is stored in a secure location.  It is also important that backup media is stored in a secure location and that such locations are protected against extreme environmental conditions.  The review will include the determination if that routine back-ups are being made on schedule.  Our team will review contingency plans to ensure that they are updated annually or when major modifications to the system occur and that the plans are tested annually by the system manager.  A copy of the contingency plan must be kept on file with the Office of Technical Operations (A/IM/SO/TO/SI).  The contingency plan should also be coordinated with other domestic and overseas organization’s contingency plans.  

B.1.1.2.12  Unclassified Microcomputer Security

RGII’s reporting of unclassified microcomputer security will include but is not limited to the evaluation of:

the physical security (locked offices with DS approved locks) for all PCs with non-removable storage media;

the proper storage of removable media;

the system administrator ensuring that personnel do not configure default parameters used to access host computers to permanently store user IDs and passwords;

compliance with DS/CIS/IST regulations that require personnel who operate portable microcomputers at off-site locations to inform the appropriate domestic or overseas officer of the intended use and purpose of the processing; and

system managers, RSOs, PSOs, and ISSOs notification to users of portable microcomputers at off-site locations of all security measures that should be used to protect information.

B.1.1.2.13  Classified Processing Inside CAAs at Critical Technical Threat Posts

At posts where the technical threat level has been identified as critical by the Office of Intelligence and Threat Analysis (DS/DSS/ITA) and systems are located within a controlled access area (CAA), the RGII team’s evaluation of INFOSEC compliance will be based on the NSA and DoS standards.  The National Security Agency’s TEMPEST Products List and Information Management’s Systems Operation division (A/IM/SO/TO/OTSS) certification will form the nucleus of the hardware evaluation criteria.  Organizations IMO, PSO, RSO, or PSO must ensure that all information processing hardware operating in a controlled access area (CAA) meet TEMPEST requirements.  All TEMPEST microcomputers must use only removable storage media, and such media must be stored in a secure location when removed from the TEMPEST unit.  The RGII team will verify that all software operating within the CAA of critical threat posts is department-approved and properly stored.  We will further review the ISSO’s procedures for forwarding media to A/IM/SO/OTSS for destruction.  RGII understands that these procedures includes the disassembly and degaussing of disk packs and the proper shipment and marking of shipped items.

RGII evaluation reporting of system connectivity at critical threat level post includes but is not limited to:

verification that there is no connectivity between classified and unclassified systems;

verification that circuits, cables, cable housings, and power supplies conform to the NSTISSIM TEMPEST 2/95;

verification that signal processing cables are accessible for visual inspection;

confirmation that hardware and peripherals located outside the CAA are not connected to equipment inside the CAA; 

validation that the encryption devices between non-adjacent CAAs are IM/SO/TO/PIF/PB approved; and

verification that the hard disks used on systems operated exclusively by U.S. citizens are never returned to vendors for credit, but must be destroyed.

B.1.1.2.14  Unclassified Processing Outside CAAs at Critical Technical Threat Posts

At posts where system equipment is operated outside the CAA and where the threat level has been identified as critical by the Office of Intelligence and Threat Analysis (DS/DSS/ITA), the RGII team’s evaluation of INFOSEC compliance will be based on the following standards:

only department issued software may be installed;

only U.S. citizens with at least a secret clearance can have access to software and that all operating system and application software is securely stored;

magnetic media not controlled by DoS or the U.S. Government may not be used on systems unless reviewed and approved by DS/CIS/IST;

hard disks used on systems operated exclusively by U.S. citizens must not be returned to vendors for credit but must be repaired onsite or at authorized locations;

all printer ribbons must be destroyed in accordance with DS-approved procedures;

connectivity to a classified system is not permitted;

with the exception of lines used for the Diplomatic Telecommunications Service (DTS), no cable run can pass through a CAA; and

hardware and peripherals located outside the CAA must not be connected to equipment inside the CAA.

B.1.1.2.15  Processing at Critical Human Intelligence Threat Posts

Overseas posts where the human intelligence threat has been deemed critical but not also bearing a critical technical threat classification will be evaluated by the RGII team using additional directives.  On systems outside the CAA, only software received via controlled air pouch may be used by the system manager and ISSO.  Foreign Service Nationals (FSNs) and Third-country Nationals (TSNs) must not be allowed to program or modify software used on local systems.  The RGII team will audit systems do determine whether FSNs and TSNs have only be granted minimum system access.  Records will be scrutinized to ascertain the status of maintenance of systems by FSNs and TSNs who must be directly supervised by a U.S. citizen with at least a secret clearance.  This audit will include the after-hours use of systems by FSNs and TSNs  Further, RGII will determine if hardware and software received via classified pouch has been exclusively utilized by the system manager and ISSO On classified systems inside the CAA.

B.1.1.3	  RGII Team Performance

The RGII Team will provide technically qualified and conversant personnel to address computer and communications security evaluations of technical systems (i.e., unclassified, sensitive-unclassified, classified), both internal and external to national borders.  Our combined experienced staff, working closely with existing DoS personnel, will provide operational and analytical security support to evaluate IBM mainframe technology (i.e., hardware and software), Wang VS, UNIX based systems of various vendors, MS-DOS systems, Windows NT based LANs, Banyan-Vines based LANs, and Alliance Classified Information Handling Systems.  Six key technical support personnel already possess current TS/SBI security clearances with polygraphs.  The other eight have existing Secret, pending Top Secret, and/or previously held Top Secret clearances in other jobs.  

All technical security evaluations and/or reviews will be unique to location, classification of the operation/data, mode of operation, threat/vulnerability analysis, and regulations.  The program schedule will reflect the goal of all systems being reviewed at least once every three years, and after major configuration changes.  

Security audits and evaluations will be designed to audit/evaluate unclassified, sensitive-unclassified, and  classified communications/computer systems.  Federal and DoS guidelines concerning all modes of operation will also be adhered to.

The RGII Team will provide the technical resources required to evaluate the operation of trusted computer systems within the parameters defined for the strategic direction of the Department of State.  We have provided a similar service to DoD and other government clients.

The RGII Team will ensure full compliance with the Computer Security Act of 1987 (PL 100-235), Office of Management Budget (OMB) Circulars (i.e., A-123, A-127, and A-130), and revised Executive Order 12358.  Our team will identify all computer systems that process DoS data and prepare security plans, and certification/accreditation packages, when applicable, to ensure the security and privacy of each system.  Our team will provide security education and awareness training (including technical security training) for all personnel, including contractors, involved in the management, use, and/or operation of Department of State computer resources.

Our team has a wide range of experience developing effective physical, administrative, systemic, and technical controls for facilities and systems.  Our team’s physical, administrative, and technical security experience includes direct support to USAF Headquarters, AFMC Laboratories, NSWC, NOAA, U.S. Space Command, Space and Missile Center, and the Electronic System Center.  Our efforts include the development of physical security facilities requirements as well as security implementation methods for government and contractor locations throughout the world.  Our support has emphasized the acquisition phase of many programs so that security costs can be reduced with the tailoring of the correctly applied physical security for the specific program environment.  Our position as a “trusted” contractor team allows us to be open and totally honest with our Government customers and results in an accurate Risk Management Program.

An efficient security program requires well developed operating procedures and knowledgeable personnel.  Our team has a proven record of developing effective physical, administrative, and technical security programs for our customer’s facilities.  These efforts have included providing planning guidance, developing and monitoring time-phased actions, and developing multi-level accreditation checklists in support of sensitive-unclassified as well as classified programs.  We prepare accreditation packages and perform inspections for several customers.  Customer requirements are often sensitive both in terms of mission and time.  We are able to meet demanding timelines through the talents of our diverse work force, and by focusing on the critically important interactive functions.  

B.1.1.4	  Deliverables

The RGII Evaluation Team members will create and maintain trip/evaluation notebooks (unique to every location) which contain all applicable security standards and procedures for a thorough audit/evaluation.  After audit/evaluation activities are completed, evaluation reports will be prepared in a draft format while on-site so that remedial technical actions may be discussed and implemented, if required.  All evaluation reports will be maintained within a hypertext evaluation baseline.

All generated documents, if required, will be delivered initially to the COR in draft form, including two printed copies and one electronic copy in a format specified by DoS, with the delivery date within two weeks after assignment, or on a date mutually agreed upon by DoS and RGII Technologies.





�SUBFACTOR B.1.2  (SOW C.4.2)  CONDUCT SECURITY AND INTERNAL CONTROL REVIEWS OF SENSITIVE APPLICATION SOFTWARE INTENDED FOR OR IN USE WITHIN  DOS

B.1.2.1	  Background

The RGII Team has implemented security requirements contained within:

OMB Circular A-123, requiring each federal agency to establish an internal control program and monitor the attainment of program goals;

OMB Circular A-127, setting forth minimum requirements for federal agencies to establish a security certification program for sensitive systems and applications;  and

Public Law 100-235, which levied additional requirements for the identification of sensitive information, resulting in a requirement for the federal government to evaluate security certification for virtually all computer and communications applications.

The RGII Team has supported government activities complying with mandated guidelines, requirements, and law by designing and implementing technical systems certification and accreditation programs.  

Accreditation is defined as the formal declaration by an accrediting authority that an Automated Information System (AIS) is approved to operate: (a) in a particular security mode; (b) with a prescribed set of countermeasures (e.g., administrative, physical, personnel, Communications Security (COMSEC), emissions, and AIS security controls); (c) against a defined threat with stated vulnerabilities and countermeasures; (d) within a given operational concept and environment; (e) with stated interconnection to other AIS; (f) at an acceptable level of risk for which the accrediting authority has formally assumed responsibility; and (g) for a specified period of time.  

The RGII Team has a large experience base in getting new systems accredited as well as re-accrediting or upgrading established systems.  We are familiar with all the major directives, regulations, and implementation manuals necessary to accredit AISs under any of the national level accrediting authorities.  In one program, we spearheaded a task to bring sixty-one (61) Sensitive Compartmented Information Facilities (SCIFs) up-to-date with Communications, TEMPEST, and AIS accreditation.  Some of the SCIFs were operating with partial accreditation from several different agencies, while some had been operating for a number of years with no accreditation.  The facilities were located world-wide.

B1.2.2	  RGII Team Performance

The RGII Team will, with the approval of DoS, separate the accreditation/re-accreditation process into four distinct modules, as shown in Figure B.1.2-1, and listed below: 

Concept Validation 

Interim Processing Approval 

Certification

Formal Accreditation  

This modular concept will allow the RGII Team to enter the AIS accreditation process at any point and accomplish the required tasks.  Our team has the necessary experience with all levels of security evaluation technical complexity, as well as personal knowledge of national level accrediting authorities security requirements.  This combination of technical skills and working knowledge will allow the RGII Team to accomplish the accreditation task in a very timely manner.

�

Figure B.1.2.2-1    Four Major Aspects of Accreditation Process

Concept Validation is the stage where, the RGII Team will assist the Government with the assessment of the need for new computer equipment, as well as technical evaluations of proposed vendor equipment satisfying technical security requirements.  Our evaluations will also support major AIS upgrades and related modifications.  The RGII Team proposes to use specialized evaluation criteria (i.e., a tested fraud and privacy model, and examination software) for technical systems where financial fraud, and Privacy Act data reside, as applicable.  

The concept validation stage entail evaluating: (a) a specific mode of operation, (b) prescribed administrative, environmental, and technical safeguards, (c) with a defined threat, stated vulnerabilities, and cost effective countermeasures, (d) in a given operational environment, and (e) with a stated operational concept.  The complexity of starting with Concept Validation and achieving interim or formal accreditation is depicted in Figure B.1.2.2-1.

The evaluation criteria has been developed by a Certified Fraud Examiner (CFE) for Team use.  Software, hardware, and communications testing will reflect internal control and design measures of the tested element.  Testing includes review of software configuration management (i.e., getting changes approved in advance, making appropriate changes to the baseline, etc.), updating user and system documentation, and user training for new or changed features.  Migrating a database to a different hardware or software platform requires a plan to convert the database, test the database on the new platform to ensure that all reports and features operate correctly, and train the users in the new environment.  

Other technical systems which house government sensitive data will be identified and evaluated based upon the sensitivity and criticality of the data.  During this process, our team will provide the research, trade off studies, and implementation plans necessary for the Department of State’s IST organization to reach an informed decision and begin the security modifications implementation process.  We have provided these services to a diverse customer base world-wide.  

Interim Processing Approval (IPA) is the temporary authorization granted by the accrediting authority for an AIS to be installed and operated pending certification and formal accreditation.  IPAs are granted by the accrediting authority under certain conditions: (a) completion of Risk Analysis efforts, (b) an AIS Standard Processing Procedures (SPP) document with countermeasures is developed, (c) there exists a schedule, with a deadline, for completing the processes necessary for formal accreditation, and (d) a system security features demonstration is scheduled for the accrediting authority.  Our team has accomplished these tasks for SCI and SAP/SAR customers implementing AIS networks performing near real-time operations world-wide.

Certification is the technical, administrative, and operational security evaluation of the degree to which the information is being protected.  This stage is dominated by the Risk Analysis and Security Test & Evaluation (ST&E) process.  The evaluation will formally advise the accrediting authority of:  (a) the risk associated with operating the AIS, (b) the steps which should be taken to further reduce the risk, and (c) the security limitations and implications associated with accreditation.  Our team has used its, “Risk Management Assessment” Methodology (Figure B.1-1) to provide security assurance meeting SCI and SAP/SAR customer needs.  The RGII Team has experience with all levels of the ST&E process:  (a) developing test plans,  (b) performing security tests including software and network testing, (c) monitoring and evaluating test performance, (d) evaluating test results, and (e) preparing test reports for customers.

Formal Accreditation is the assumption of responsibility for an AIS in the form of a formal document.  It requires a risk management decision by the Designated Accrediting Authority (DAA) authorizing the operation of an AIS within an accepted level of risk.  It is the DAA who ultimately accepts or rejects the level or risk presented in the accreditation documentation. 

The RGII Team approach to conducting DoS security and internal control reviews of sensitive application software and technical systems is to provide a thorough, comprehensive security review of DoS technical security implementations and document findings.  

B.1.2.3	  Deliverables

The RGII Team will compose and deliver a Project Plan within this SOW addressing the level of work and associated projected costs for technical certification and/or accreditation analyses as required by OMB Circular A-130, Management of Federal Information Resources.  A Project Plan will be generated for each project tailored to unique combinations of technical security requirements, location, sensitivity and criticality, classification and inter-connectivity.  

Upon approval of DoS’s contracting personnel, the RGII Team will deliver to DoS a technical systems Certification Program as described within this document.  The Certification Program will meet, at a minimum, OMB Circular A-130.  

Elements of the Certification Program will include technical computer and/or communications identification, testing criteria, and evaluation criteria of:

security rules applied to the technical system, including inter-connectivity;

security education and awareness training;

all personnel access and accountability controls including facilities; and

continuity of operations support procedures.  

Documentation will include all RGII findings and conclusions associated with security test and evaluation activities.  The RGII Team will generate all certification/accreditation approval statements.  The RGII Team will produce and deliver draft documents establishing security requirements for DoS installations and operations with the documentation tailored to specific operating environments and unique system security requirements.   All draft and final documents will be delivered on schedule as mutually agreed upon by RGII and DoS.  Counterintelligence reports affecting DoS technical systems will be delivered to DoS when required.  All classified reports will be generated and stored at the Government location.

An application review guide will be processed which documents the procedures and guidelines for implementing applications used during the security evaluation process.  Security education and training materials will be created and delivered as part of the security education program.  Materials, at a minimum, will address specific vulnerabilities and DoS security controls used to protect against vulnerabilities and threats.

All deliverables will be delivered to the COR in draft form initially; after review and approval, final document deliveries will be delivered with two printed copies and one electronic copy in a format specified by DoS.  Delivery dates will be within two weeks after assignment, or at a date agreed upon by RGII and DoS.  

SUBFACTOR B.1.3 (SOW C.4.3)  CONDUCT SPECIFIC TECHNICAL COMPUTER / COMMUNICATION SECURITY REVIEWS TO SUPPORT NON-STANDARD OPERATIONAL REQUIREMENTS

B.1.3.1	  Background

Total risk avoidance is costly and rarely achievable.  Our recommended focus will instead be on accruing net strategic advantage through application of risk management and a “family-of-countermeasures” approach, based on cost versus gain.  The Department of State and the RGII Team recognize that sensitive information associated with programs and/or operations may not be able to conform to some regulations without compromising the information, national security, or violating security restrictions.  Some regulations already provide sufficient exceptions for national security or classified information.  Other situations will require case-by-case  risk analysis and detailed security test and evaluation activities leading possibly to formal request of security waivers.  Exceptions should be requested when implementation of mandated measures would interfere with Department of State mission effectiveness.

To determine what regulatory requirements really require waivers, the RGII Team uses a Risk Management Process supported by automated decision support tools.  Working through the Risk Management Process results in the identification of countermeasure options for DoS aiding in risk-acceptance decisions.  We focus on achieving net strategic advantage through resource optimization.  Risk-reduction measures are keyed to identified vulnerabilities.  We assess the technical, operational, and economic feasibility of potential risk-reduction measures, and then conduct a cost-benefit analysis to identify the measures we recommend.

B.1.3.2	  RGII Team Performance

After the Department of State decision makers select the risk-reduction measures to implement, the RGII Team will review relevant countermeasures in light of DoS operational considerations, federal regulations, and cost.  Using our extensive knowledge of laws, directives, and regulations, as well as our deep and broad knowledge and experience with sensitive and classified computer and communications environments, we will determine when waivers are required and prepare requests as necessary.  

We will include the following information in each waiver request:  1) a description of the required measure;  2) a justification for the waiver, based on risk management results; and  3) an explanation of how compensating measures (tied back to OMB, Public Law, and other federal requirements), including use of other factors (i.e., technical countermeasures, residual risk reduction, etc.), are part of a total package which provides necessary protection.  Once prepared and coordinated within the requesting organization, we will submit the waiver requests through the appropriate organization.  We will continue to monitor the status of these requests and amend policies and guidance as necessary once a waiver is approved.  

Compromises of sensitive information can occur when security and other risk management options are added after plans have already been set.  Efforts to protect  missions, capabilities, and technologies should not be “add-ons.”  Security that is added later is normally less effective and always more expensive.  Risk analysis must be integrated from the beginning of the planning cycle if protection is to be realized.

Our Computer Security Analysts are very experienced with the technical security of non-standard operational requirements.  For several DoD clients, we have approached the totality of protection mechanisms within non-standard requirements by addressing total system configuration, including hardware, firmware, and software, the combination of which is responsible for enforcing a security policy.  Our goal is to identify and create a “Trusted Computing Base” (TCB) to correctly enforce a security policy depending solely on the mechanisms within the TCB, and on the correct input by system administrative personnel of security parameters related to the overall security policy.  Not every part of a technical system needs to be trusted.

In the most basic sense, proper security ensures that DoS systems fulfill their design purpose: to process and store information in a manner which does not compromise the confidentiality, integrity, or availability of the information.  The RGII Team will focus on four main areas to accomplish DoS computer and communications security:

System Access Controls  The user identification and authentication process will be studied.  A multitude of user-ID technologies exist, providing various levels of protection.  Where software-based identification/authentication will suffice, the effectiveness of the use of passwords, question/answer authentication, and other strategies, will be challenged in light of DoS’s needs.  The feasibility of hardware based identification and authentication will also be examined. 

System Design  The fundamental characteristics of the hardware and the operating system can be used to establish a layer of security. For example, a system architecture which supports segmented memory can be used to isolate privileged processes from non-privileged processes.

Data Access Controls  Our team will review and evaluate discretionary access controls; these controls, set by system administrators, determine whether users can read or change data.  Additionally, our team will review and evaluate system mandatory access controls; these controls determine access rules based upon the security levels of the people, the files, and the data access controls defined for different levels of secure systems.

System and Security Administration  Effective administration of a secure system is as important as all other factors combined, insofar as procedures accomplish nothing if they are not properly followed.  The administrators must understand all of the systems’ strengths and weaknesses, and must accept responsibility for monitoring activity on the systems, and for enforcing proper procedures among the users.  Our team can provide all levels of services to address these issues, including systems administrators training, users training, and competency and performance evaluations of the systems administrators.  

These four basic primary methods have been used by the RGII Team in various combinations, and degrees, of technical levels to address security concerns of DoD systems which must transfer information at various classification levels.  Additionally, our team has certification experience involving the interconnection of networks operated at different classification levels and need-to-know criteria of connected users (i.e., NOAA, and USAF experience working with NSA and DIA).

When our team has completed technical reviews supporting non-standard operational requirements, we will assist DoS with focusing on specific practical security methods to meet DoS operational requirements and security policies.  We will ensure that all security disciplines have been appropriately addressed, that risk management has been employed and risk-reduction measures are incorporated into planning and operational activities, and that operational activities do not provide indicators of critical information.  We will then deliver the results of our analyses to the original planners.  Because we are directly involved in writing many program guides, and we review many others, we can apply high-quality, consistent, and uniform classification guidance across all compartments and studies.  Heavy emphasis on classification management in the new Executive Order (E.O.  12958) gives this area even greater significance.

Insecurities associated with non-standard operational requirements may require the RGII Team to determine what DoS wants the ‘surrounding environment” to believe about DoS activities, intentions, capabilities, or operations.  We can identify “cover options” with the greatest potential for success as assessed against the five criteria DoS officials would most likely use to select the cover: effect (protects critical information, does not provoke additional interest/collection, and supports or reinforces the desired appreciation); verifiability (can be verified through multiple sources); believability (consistent with adversary perceptions); consistency (supports past and future activities, matches with observables - words and actions, and complies with US policy and doctrine); and simplicity (not too difficult to implement).

After identifying the cover options with the most potential, we can re-examine each against the raw data used to assemble the organization’s observables profile (i.e., non-standard operational requirements) as a test to ensure that our evaluations to this point have been valid, and all information and previous exposures have been taken into account.  We can begin to integrate the costs associated with implementing and supporting the cover over its desired lifetime.  This includes necessary backstopping, oversight and monitoring requirements, and impact on the primary mission.  We can test the cover options against applicable laws and DoS regulations to ensure that violations do not exist, if necessary.

The RGII Team approach to conducting specific technical reviews supporting non-standard operational requirements has been proven to work within federal sensitive environments.  We can formulate and test-plan “mechanisms” to meet operational requirements.  We will set the scope of our efforts to satisfy concerns over residual risk.  Our final solutions and/or recommendations will be innovative, technically sound, cost effective, and “low profile.”  

B.1.3.3	  Deliverables

The RGII Team will compose and deliver a Project Plan within this SOW addressing the level of work and associated projected costs for conducting technical reviews supporting non-standard operational requirements.  A Project Plan will be generated for each project tailored to unique combinations of technical security requirements, location, sensitivity and criticality, classification and inter-connectivity.

The RGII Team will deliver a report which documents all technical security review activities providing a full analysis of the non-standard operational requirements.  The report will include, at a minimum, the identification of all security strengths and weaknesses as well as recommendations for possible solutions or solution sets.  Additionally, cover options will be identified, if applicable.

The RGII Team will produce a technical security document which establishes security and operational requirements for the non-standard security solution or solution sets.  This document will contain identification of residual risks.  

The RGII Team will produce a report documenting counterintelligence significance of non-standard solutions and the application of cover options, if applicable.  All classified reports will be generated at the Government location, properly marked for classification, and properly stored.

All generated documents will be delivered initially to the COR in draft form (including two printed copies and one electronic copy in a format specified by DoS), with the delivery date within two weeks after assignment, or on a date mutually agreed upon by DoS and the RGII Team.   

�SUBFACTOR B.1.4  (SOW C.4.4)  SUPPORT THE SECURITY AWARENESS AND TRAINING PROGRAMS

B.1.4.1	  Background

The RGII Team’s Security Awareness and Training Program is well focused and it will be integrated into actual Department of State mission activities and operations.  (After its first year, this program was cited by USAF Headquarters as the “best security education program within the entire USAF Intelligence Community.”)  Our team will provide dynamic security education leadership and a commitment to excellence.  Our Security Awareness and Training development approach (Figure B.1.4.1-1) has been tailored based on Department of State needs and guidance.  The requirement, as stated in PL 100-235, is to ‘motivate’ and ‘inform’ all program participants.

Security Education is directed at motivating by explaining why security is needed and setting personal performance expectations.  It has longer range, conceptual themes often aimed directly at tying security needs to the department’s mission.  One important aspect of education, especially important to the RGII Team’s approach, is “security awareness.”  Security awareness measures are designed to motivate the work force and to reinforce security policies and  procedures.��Security Training is designed to inform by teaching the “how-to’s” of security procedures and implementing doctrine.  They are tailored to teach specific audiences and are focused on specific security-related tasks.  These include teaching office personnel how to use a sterile telephone, the steps to prepare for overseas travel, how to mark a document, and many more topics.��Figure B.1.4.1-1  The RGII Team  Understands Education and Training Priorities 

B.1.4.2	  RGII Team Performance

Under the Department of State’s guidance, the RGII Team will develop, coordinate, communicate, and integrate information systems security concepts with security implementation instructional training.  Our technical security training will be tailored, at a minimum, to address:

Computer Security Technical Evaluations - How to conduct evaluations on DoS computer and communications systems, including Wang VS, OIS, Alliance, Terminal Equipment Replacement Program -- TERP-5, classified LANs, and PCs; fundamentals of the Controlled User Environment (CUE) currently on Wang VS and later on PCs; Wang VS Enhanced System Access Controls; Banyan Vines; Vanguard; Windows; Windows NT; Microsoft products; Lotus Notes; Internet Browsers; and use of RGII automated evaluation tools applied to DoS systems.

	DSO Functional Technical Security Officers and Bureau Managers -  Specific security roles, assigned responsibilities, and how to perform them.

	General User Technical Security Requirements - Unclassified, sensitive-unclassified, and classified information processing and/or communications operational security requirements will be taught.  Information systems security awareness will be developed for general users by using our team’s formal development process so that all training can consist of modular sections sharing a common security message as well as allow for tailored specific security education messages.   



�

Figure B.1.4.2-2  Formal Training Development Process

Our Development Methodology (Figure B.1.4.2-2) emphasizes the analysis phase of the Instructional Systems Development Approach.  In every instance, we start with the requirement and systematically step through to a final product.  We use a more formal, structured process when the customer requests specific, formal training program such as how to conduct computer security evaluations including LANs and stand-alone PCs.  The same logic and approach will be used in a less formal manner for smaller efforts.  For efficiency, and to be responsive to program timelines, we often do steps concurrently and streamline any paperwork.  Our team has been providing security training for a special access federal customer for over 8 years, offering security fundamentals, customer-specific doctrine, and job-specific training.

Instruction and training for DoS and RGII Team security personnel is multifaceted.  As an efficiency measure and with the approval of the Department of State, security personnel training will continue to focus on self-teaching materials, site-taught materials, and existing Department of State (i.e., federal government formalized) courses.  While new RGII Team personnel are hired based on being fully qualified for a job, all personnel need currency training and refresher training.  Continued proficiency, growth, and keeping pace with one’s field require continuing training.  On-the-job training helps the RGII Team gain depth and cross-training among security disciplines.  Instructional material and programs coordinated through our team provide additional opportunities.  Formal courses, especially technical training (e.g., security operating systems evaluations, LAN security evaluations, and automated security evaluation tools) are available.

B.1.4.3  Deliverables

The RGII Team will develop, disseminate, and present security training and awareness (Figure B.1.4.3-3).  Our team has produced over 150 individual training products.  This high rate of production results from a concurrent approach to program planning and product development, close coordination of all aspects of the program, and our subcontractor’s investment in quality graphics equipment.  Efficiencies have also been gained by using national libraries such as the Smithsonian and the military libraries in Washington, D.  C.  We use historical files, themes, and lessons learned to make our program more efficient and effective.



�

Figure B.1.4.3-3  The RGII Team Develops Standardized Products for All Security Topics 

Training tasks span the full range of activities from program indoctrination through routine aspects such as classification guidance to termination.  Security awareness training, focusing on the threat and how to diminish or handle it, is an annual requirement.  Indoctrination Training is also an annual requirement to reinforce the basics of program security.

The most recent RGII Team innovation, “Multimedia Office,” builds on the latest technology.  It provides an integrated desktop capability to access all education and training material plus original policy and source documentation in a multimedia format.  Icons represent task products, and each icon provides immediate access to all relevant material.  This multimedia approach positions the education and training program on the verge of being able to electronically distribute and update all products.

Dissemination of training plans and products takes many forms.  Our team currently makes direct mailings to 75 locations, including all Space Command sites.  Increasingly, electronic distribution of products is being planned whenever special printing is not required.  Dissemination of other types of training, such as the Counterintelligence briefing given by our experts, or DODSI courses, are publicized at meetings or through a Quarterly Newsletter.

Depending upon DoS needs, the RGII Team can publish a Quarterly Newsletter to provide a forum for communications within the DoS community.  The newsletter could notify readers of upcoming events, new products, community concerns, policy/procedural changes, AIS subjects, and inspection deficiencies.  Articles could be written by both Department of State employees and the RGII support staff.  Our staff has the ability to prepare the newsletter in multicolor format.  In the past the newsletter has been sent in hardcopy to recipients; it will be transmitted electronically where possible to expedite dissemination.

�Subfactor B.1.5  (SOW C.4.5)  Assist in the Development of Draft Computer and Communications Security Policies, Standards, and Guidelines

B.1.5.1	  Background

Unique State Department environments result in the need to study and leverage a broad range of topics (geo-political, military, threat, technological, information systems, etc.).  The RGII Team provides an impressive range of engineering support and program expertise.  Department of State decision makers need to know more than just technical security solutions; decision makers need to know as much as possible about what is going on -- and what is likely to go on -- throughout the total environment.  Department of State decision makers need to have access to expert opinions that will enable them to see looming dangers or new opportunities in sufficient time to be proactive.  Furthermore, the “newness” of changed strategies, technologies, tactics, and other aspects often require definition before risk management can be addressed.

�

Figure B.1.5.1-1   RGII Team’s Process for Conducting Special Studies

in Support of the Department of State

RGII Team Performance

The RGII Team will conduct special studies and analyses to achieve the necessary degree of understanding to effectively manage risks associated with IST capabilities.  We will conduct studies characterized by detailed research of the subject area to identify the key issues, an informed discussion of alternative solutions, and recommendations based on judgment, relevant facts, and, when necessary, realistic assumptions.  Our basic approach to conducting studies is shown in Figure B.1.5.1-1.

The RGII Team has assembled a highly qualified group of risk management, politico-military, intelligence, OPSEC, and information warfare analysts and engineers to be called upon at a moments notice if the need arises.  Our unmatched talent will help DoS understand the “whole environment” in which it operates.  Our subcontractor has developed an in-depth overt/covert program staff and “Centers-of-Excellence.”  We will provide support to the Department of State from these centers on an “as tasked” basis.  The technical staff assigned to each center is exceptionally qualified and TS/SCI briefed.  In support of DoS study requirements, we further assign our analysts to small, task-oriented teams based solely on what each member can contribute to the issues under study.  We will manage these teams and the special studies tasks as discussed in our Management Proposal.

The crucial step in most studies is identifying the specific security related issue/problem to be addressed.  Often, only a general description of the issue/problem can be provided.  The key security related issue/problem may not be obvious, so the first step we will take will be to determine the nature of the real problem.  We will define the scope of the issue/problem so that it is clear, both to our analysts and to DoS decision makers.  We will submit a statement of the issue/problem along with our task plan for approval prior to undertaking the study.

Having arrived at a statement of the issue/problem, we will begin the search for its solution.  Initially, our team will conduct a brainstorming session to identify as many potential solutions as possible.  We do this before we begin the research process so that we do not discard useful, even novel, solutions to the problem with an easily identifiable orthodox solution.  Not all studies will require us to identify solutions;  some may be simply historical reviews of an issue or comparison/contrasts of various issues, ideas, or relationships.  Once we have a list of potential solutions, when applicable, we will conduct research to gather all of the facts that bear on the issue/problem.  We may interview subject-matter experts or other operational personnel, review official documents, and research open sources to gather pertinent information.

As the data collection progresses, our team will begin to pare down the list of solutions and begin to interpret the data in the context of the identified issue/problem.  We will discard alternatives which, based on the collected data, are not feasible or acceptable to solving the problem.  We will apply both inductive and deductive reasoning to interpret the collected data.  We will then assemble the information, make judgments and inferences, identify what is known and to what degree of reliability, and identify what is not known that could have significant consequences.

Last, we will assess potential solutions using a variety of analytic tools to identify the “best” solution.  For more than eight years, we have been extremely innovative in developing and applying unique tools to solve governmental analytic problems.  We will present to DoS the results of studies, and recommendations for implementation directions.

One of our basic tools is the Analytic Hierarchy Process (AHP).  AHP allows us to take a large set of complex issues that have an impact on Department of State problems and compare the importance of each issue relative to its impact on the problem solution.  Within the context of security and risk management, we will use AHP to help set priorities, generate alternatives, choose the best policy alternative, determine requirements, allocate resources among activities/programs, predict outcomes, measure performance, resolve conflicts, and perform cost-benefit analysis.  All of our analytic tools are based on proven techniques adapted from government and business experiences.  However, RGII Team analysts are open to inventing processes, models, and other tools that help them do their jobs supporting DoS requirements.  

B.1.5.2	  Deliverables

The RGII Team consists of a strong cadre of key personnel and “back-up” personnel that are highly experienced analysts with first-hand knowledge of DoS security policies, standards, and guidelines.  We provide total integration of research with analytic functions to provide comprehensive computer and communications security policies, standards, and guidelines for the DoS and all foreign affairs agencies that operate under the authority of the Chief of Mission at overseas foreign service posts.  We will deliver “white papers” for interagency and/or intra-departmental committees, working groups, and/or special study commissions in the areas of computer and communications security.  We will provide draft comments with federal government impact statements concerning all draft national and DoS security policies.  One of our team’s strong points is our ability to coordinate draft policies throughout affected security communities without undue exposure of the policies and affected community.  All deliverables will be complete and address all technical security disciplines and classification and/or sensitivity levels of the systems.  Our team has recently been involved with security planning associated with critical infrastructure protection, and as such, we are placed in an excellent position for future federal security directional emphasis.  The RGII Team offers the benefits to DoS of informed decision-making, proactive planning, applied security and analysis of secrecy-enabling techniques and processes, and cost-effective implementation as the driving force behind studies and analysis.

�Subfactor B.1.6  (SOW C.4.6)  Design and Develop Unique Computer Security Tools and Techniques for Conducting Computer and Communications Security Evaluations

B.1.6.1	  Background

Technical computer and communications systems are evolving rapidly with increased sophistication.  The RGII Team has the expertise to perform security evaluations on these technical systems.  Our experience includes Wang VS, LANs and WANs, UNIX based systems, MS DOS, as well as other widely implemented and/or specialized systems.  Security evaluations, to be complete, may require the development of unique software applications (i.e., commercially available such as OmniGuard/Enterprise Security Manager (ESM) for UNIX, NetWare, and VMS servers; and RGII uniquely written software tools that perform security test and evaluation criteria on a given system).  

Uniquely written software will perform test and evaluation functions based upon security requirements assessed to the particular system being tested.  As an example, the RGII Team can test all security features ensuring that the tested system works as described within system documentation, and we will document testing results of feature tests.  

There are two basic types of security testing: mechanism testing and interface testing.  In Mechanism Testing, the RGII team can test all security features (i.e., discretionary access controls, labeling, mandatory access controls, identification and authentication, trusted path, and auditing).  In Interface Testing, the RGII Team can test all user(s) routines which invoke security functions (i.e., those that are at the user interface of the trusted computing base).  

Different types of security testing can be performed at different security levels.  At the C1, C2, and B1 levels, Mechanism Testing will be designed.  At the B2, and B3 levels, interface testing of every interface will be accomplished.  Orange Book requirements will be considered as guidelines for the development of security evaluation software.     

B.1.6.2	  RGII Team Performance

The RGII Team will organize a comprehensive program to facilitate the design, development, implementation, and maintenance of computer programs to automate the DS/CIS/IST security evaluation process.  The RGII Team will provide operational and analytical support related to security evaluation of information and communications assets.  

The RGII Team will ensure full compliance with the Computer Security Act of 1987 (PL 100-235), and OMB Circulars A-123, Management Accountability and Control; A-127, Financial Management Systems;  and  A-130, Management of Federal Information Resources, with Appendix III, Security of Federal Automated Information Systems.

The RGII Team will perform the following tasks:

Provide the support required to assess the integrity of the security implementation of operating systems utilized by the Department of State.  Our team’s background includes extensive experience with intelligence agencies in assessing the integrity of mainframe systems, LANs/WANs, and stand-alone systems (e.g., DoD systems) meeting government security standards for sensitive/classified network environments and facilities.  

Provide the technical resources required to evaluate the operation of security system software within the parameters defined for the strategic direction of the Department of State.

Identify and provide technically qualified and conversant resources to address operational and analytical support issues associated with IBM, Wang, and other systems and related security packages.  This support will include configuration, implementation, independent operational and quality assurance auditing, trade-off studies, and recommendations for efficient and trusted utilization of these systems.

Minimize disruption associated with security problems and quickly facilitate the return to normal operations, while controlling the impact on customers and employees.

Provide a Project Plan addressing schedule and tools (i.e., unique and COTS) for the security evaluation process.

Provide detailed documentation of all security tools (i.e., usage, design construction, and implementation).

The RGII Team can design, develop, and implement computer and communications software programs which allow the complete security evaluation process.  Depending on the technical system, tailoring of COTS or uniquely developed software will be produced by the RGII Team.  All evaluation software tools will meet Orange Book criteria of security testing, and be designed with the level of evaluation in mind.  Fielded software will test for properly working security mechanisms as described within documentation, and that there are no obvious ways for an unauthorized user to bypass or defeat those mechanisms.  

Additional tools will be developed to search for obvious flaws that would allow violation of resource isolation or permit unauthorized access to audit or authentication data.  Additional tools (used by RGII experts) will search thoroughly for system flaws that would allow an unauthorized user to defeat discretionary or mandatory access controls, or that would render the trusted computing base unable to respond to user requests (i.e., a denial of service problem).  

At higher levels of trust, all security flaws must be corrected, and the system re-tested.  Additional tools can be used by the RGII Team to demonstrate that the trusted computing base is consistent with system specifications.  A “full range” tool concept is the RGII Team approach.  Developed and/or implemented software tools will address Wang VS, Banyan-Vines architecture, application access control structures under CUE for VS, database management systems such as PC QUE and/or IFMS, word processing applications, LANs, SUN workstations, UNIX based systems, and PC systems.  

B.1.6.3	  Deliverables

The RGII Team will develop and deliver a Project Plan describing the development of computer and communications systems security tools and techniques which will be used for conducting computer and communications security evaluations.  All RGII Team development design documentation for security evaluation tools will be provided to DoS as detailed within the DoS Software Engineering Standards and Procedures Manual.  All developed software analytical tools, support computer programs, and software components will be designed to execute on DoS information systems used within the DoS environment.  

All printed deliverables will be delivered to the COR in draft form initially; after review and approval, final document deliveries will include two printed copies and an electronic copy in a format specified by DoS.  Delivery dates will be within two weeks after assignment, or at a date agreed upon by DoS and the RGII team.  

�Subfactor B.1.7  (SOW C.4.7)  Provide Technical Assistance to Major DoS Development Efforts

B.1.7.1	  Background

RGII recognizes that in today’s world there exists an enormous investment in evolving automated information systems and software made up of intercommunicating entities.  Many of these systems are developed without a precisely defined set of system wide security objectives or security preserving interface rules.  Elements are often heterogeneous in the security policies supported, the degree of assurance provided and the inherent trust present.  Often cascading security risk has not been considered.  Only classification data policies have been supported at the interfaces.  These systems support highly sensitive and critical mission data on a daily bases.  Operational systems continue to be developed for government systems adding custom built elements onto existing systems. 

The RGII Team has supported the integration of security into all phases of government programs.  During the program development phase, our team has assisted the government in identifying and defining security requirements which must be applied to a program as well as documenting all aspects of system security implementation for certification action.   It is the belief of the RGII team that systems/data architecture stands as a whole and not separate entities.  Our approach will be of total systems design support; with security having a distinct presence from pre-development meetings, to concept and design, through eventual implementation.   

It is realized that there never is perfect match between requirements, functions and products.  But problems can be avoided and/or resolved through the timely analysis of how the security characteristics of each individual component may affect the composite characteristics of the system and what the resulting effects will be to the overall product/systems design.  An educated decision can then be made whether to modify and/or disable product/systems functions or discard it all together.  It is important that the analysis be performed in the early stages of a program to provide pertinent information to all involved in the development effort, of the security defined integration options.  This precludes the reliance on assurance proof provided after the delivery of the product/system which may state that the product/system has been developed incorrectly.  At that point, the information is not beneficial to the program.

B.1.7.2	  RGII Team Performance

The RGII Team will assist the DoS in establishing a list of requirements which must be satisfied by taking into considerations the operational needs and output required of the system.  In the case of trusted systems, we will assist in establishing the security policy of the system which therefore determines some of the system requirements.  Through consistent interface with systems integrators/designers and software developers we will make these requirements available for analysis and subsequent design of the system. When supporting the design and development process of a trusted system the RGII Team will provide the optimum in technology infusion support by defining the appropriate COMPUSEC/COMSEC requirements for applications and or systems development.

When requested, the RGII Team will consider and make recommendations on software/systems from the Evaluated Products List.  We will apprise the Government of standards that enable the system and or software being developed to built under consistently applied criteria.  The RGII team will provide copies of all materials salient to the development project and regular status reports on issues, schedule, milestones, and adherence to policy and goals.. The aim of the RGII team will be to ensure all aspects of the DoS systems are totally protected.  RGII will evaluate all passable vendor secure system/equipment and facility environments, and approve only those products which will allow all users of the systems complete confidence. We will provide a skilled team of academic and subject matter experts with the training, and experience to provide product verse one-time build evaluations.  Our Team will evaluate but not be limited to the following criteria:

Point in time of development and evaluation with respect to publications and acceptance of pertinent guidance documentation (“Rainbow Series”, Federal law, local guidance, etc.);

Time expended in assurance functions

Amount, quality, consistency, and completeness of evidence of compliance with stated security goals;

Development and usage environments;

The degree/quality of configuration control; and ultimately

resolution of problems discovered.

The RGII Team will act as a design, development, and integration partner by identifying potential security which may impact the fielding of an application or system.  It is the intent of the RGII Team of AIS professionals to identify and address such issues early in the process and therefore ensuring a successful security certification.

B.1.7.3	  Deliverables

The RGII Team will support DoS in all phases of security implementation.  We will evaluate the information system under development and provide recommendations for information security functionality consistent with defined policies, goals and processes.  Our team will provide systems security expertise for information security functionality consistent with DoS policy, goals, and approved processes.  Our team will produce and deliver (i.e., in addition to the Contractor Project Plan) appropriate computer and communications security requirements for application and/or technical systems development as defined within our team’s total technical security support approach.  

We will produce applicable “white papers” addressing security issues including, but not limited to, macro and/or micro technical topics of applied security.  We will draft comments concerning technical security issues on DoS project papers.  We will prepare security briefings and/or papers addressing technical security issues of interest to DoS projects.  Our support also includes technical security implementation specific to DoS fielded or planned-to-be-fielded systems.  Our security models described within our technical proposal will be used as a total approach to DoS technical security implementation.  

�Subfactor B.1.8  (SOW C.4.8)  Provide Assistance and Recommendations in the Fields of Trusted Computer Systems and Networks

B.1.8.1	  Background

No system is completely secure.  Any system can be penetrated given the right tolls and enough time.  Our team believes that DoS systems can be trusted, some more than others, to operate efficiently while addressing security concerns.  We will implement an enhanced Orange Book approach.

The RGII Team has extensive knowledge in the application of Trusted Computer System Evaluation Criteria (TCSEC) (Orange Book) security requirements.  Our team will identify/baseline current DoS Trusted Computing Bases (TCBs). Using the Rainbow Series documents and other government publications, the RGII Team will make security a measurable commodity so that the exact level of security required for a particular system, application, or environment can be identified to DoS.

B.1.8.2	  RGII Team Performance

With a breadth of knowledge concerning a variety of security policies including Physical, Technical, Information, and Operational security second to none, our team will evaluate new and existing systems.  This evaluation will be performed by evaluating each security disciplines’ requirements and developing a range of integrated countermeasures to mitigate risk based on site feasibility and cost.  The team will determine if the security features enabled (including software) are meeting the requirements, and/or if by enabling or adding COTS products or Physical security/Operational security countermeasures, security would be enhance to accommodate additional levels of trust.  This evaluation/enhancement of trusted products (C1, C2, B1, etc.) will factor cost as one of its primary concerns to ensure the cost (of countermeasure) vs. Gain (degree of system trust) is high. 

RGII team will evaluate emerging technologies, and unique ways of connecting existing technology to enable Multi-security level of trust operation. RGII will evaluate COTS and emerging file encryption techniques to determine if they would be effective in declassifying storage media in a cost effective manner which would mitigate or eliminate media destruction requirements.

The team will conduct security analysis of complex Artificial Intelligence and Expert systems to ensure that the inherent decision logic does not adversely impact any security features built in.  RGII team will provide technical and professional support to assist DoS in selecting the best network security technology including firewall software, file encryption, etc., and provide project plans, draft comments, and written analysis of such.

Our team, as professional consultant, will assist the DoS in coordinating and articulating these new approaches both internally and within the diplomatic community with the focus of establishing unified policies when practical.



B.1.8.2.1  Recommend How New Technology Can Be Used in Developing Trusted Systems 

RGII perceives the principal ongoing challenge facing DS/CIS/IST - and the government/industry as a whole - as one of building an inherent level of security into our products and daily routines and of making sure that security products and standards keep up with the range of technological challenges.  Furthermore, the Department’s need for innovative security techniques increases with its increasing need for open systems and its need to share data, applications, and hardware/software resources across vendor boundaries.

To meet the challenge of providing information security in the impending AIS environment, RGII is prepared to make formal recommendations of how DoS can best be served by new and evolving security technology.  Our team members are capable of evaluating DS/CIS/IST requirements and DoS systems with an eye toward modernization.  A sampling of current hardware and software approaches we are prepared to evaluate and recommend include:

Communications and Network Security Products  Because of the rapid growth of computer networks, many new products have become available that help administrators control network security functions, including administration across platforms.  An example of the network security products RGII can evaluate include:

products and services that address the creation of information security policies, procedures, and awareness campaigns;

products that enable organizations to secure the remote access to internal networks (firewall, tokens, and authentication servers);

products that address e-mail security, including privacy and virus detection products; and

products designed to avoid eavesdropping and wiretapping.

Access Control Products  RGII Team members will continually strive to keep DS/CIS/IST informed of the availability and capabilities of software and hardware products that allow security officers to control levels of authorized access within with DoS automated systems.  Products that RGII will can review and recommend include:

software products in the areas of user ID protection, password schemes, encryption, domains, partitioning, intrusion detection, and challenge/response mechanisms using AI queries;

hardware products that provide authentication and access control, including tokens, magnetic-strips cards and smart cards; and

biometric devices that identify individuals based on physical characteristics (retina scanning, fingerprint scanning, face recognition, voice recognition, key stroke recognition, etc.).

Encryption Products  If, during the evaluation phase, we find that DoS is primarily concerned with protecting the secrecy of a communication, RGII will study the feasibility of implementing state of the art hardware/software products that encrypt data including fax and voice.

Virus Protection Products  In addition to products that perform signature scanning for known and identifiable viruses and are updated at regular intervals by vendors, if necessary, our team members will evaluate DoS systems and organizations for the need for products that use heuristic scanning or other methods that detect unknown viruses and illusive stealth or polymorphic viruses.

Media Protection Products  New technologies and products for archiving, securing, recovering, and erasing data will also be studied and evaluated.  Additionally, systems that can help DoS organizations formulate overall recovery plans merit examination.  The RGII team has members conversant in the use and applicability of the latest removable media devices such as plug-in memory cards, removable cartridges, and removable optical media.

B.1.8.2.2  Analyze and Evaluate Security Vulnerabilities Inherent in Multi-Level Operations  

Discretionary access controls that are commonly implemented along with mandatory access controls in multilevel systems can threaten the confidentiality of DoS data.  Furthermore, the use of multilevel security can create possible conflicts between data confidentiality and integrity.  For example, the enforcement of integrity rules can create hidden channels for discovering confidential information.

Other threats to DoS multilevel systems that the RGII team is prepared to investigate are those of inference and aggregation.  In multilevel secure DBMS, it is possible for users to draw either direct inferences from information they obtain from the database or indirect inferences using the data combined with some prior knowledge.  A security breach results when higher-classified information is inferred from lower-classified information.  Although it is difficult to determine when higher-classified information can be inferred from lower-classified, inference problems can be managed with the following rule: if information Y can be obtained from information X, both X and Y should be located in the same database, bearing the highest security level of the two.

Aggregate problems occur in multi-level databases when a collection of data items is classified at a higher level than the level of the data items individually.  RGII will prepare written reports that identify problems such as inference and aggregation.  Our team will additionally utilize metrics  based on the Orange Book that consist of security levels A1, B3, B2, B1, C2, C1, and D (in decreasing order of the level of security provided) to classify system trustworthiness in light of multi-level security vulnerabilities.

B.1.8.2.3  Develop Techniques for Conducting Reviews For Implementing Trusted System Technology 

Members of the RGII Team are thoroughly qualified to develop methodologies and documentation for conducting reviews of AIS and communications systems for planned implementation of trusted system technology.  We believe that, as with any good review, the development of evaluation criteria begins with the collection of as much information as possible.  For example, all data, processes, user profiles, security labels, and security clearances must be identified and evaluated.  Additionally, all possible risks and safeguards should be identified and described.  With the collected information on hand, we will begin to thoughtfully develop a methodology for analyzing DoS systems for the implementation of trusted technology.

Apply “Trusted System” principles.  The RGII Team, as previously defined in our computer security support approach, will evaluate all DoS operating systems against trusted systems criteria (i.e., tailored to sensitivity/criticality and classification parameters).  A trusted operating system determines whether the user is allowed to log into the system, or to access a particular file; a trusted network can determine whether the user is allowed to connect to another system or network, or to access a particular network service.  Our team will perform “Trusted System” evaluations on computer and communications equipment.

Configure Networks for security  Our experience indicates that it is almost impossible to trust all the users on all the networks with which DoS communicates.  One way to protect DoS trusted  networks without completely cutting off communication to the outside world is to set up a gateway computer (i.e., firewall technology) to isolate local users.  Within the security perimeter of the local network, users may be able to communicate freely.  Messages sent to, or from users outside the network must pass through a firewall computer, or set of computers, which will check, route, and label all data.  

The RGII Team will support network configuration design and implementation against security standards.  As with various forms of operating system security, our team will assist in the selection of the best method, or combination of methods, for DoS equipment, operating environments, and security assessments.

Our Team’s experience ranges from COMSEC management to the maintenance of detailed information including technical knowledge of various types of computer and communications equipment that is used, or may be used, within the DoS community.

The RGII Team is vastly experienced in providing “Trusted Technology” support to US Government sensitive operations (i.e., see past performance information concerning US Air Force national support).

B.1.8.2.4  Coordinate Network and AIS Security Efforts at the Intra-Departmental and Inter-Agency Levels  

RGII fully recognizes the significance of the coordinating department-wide and agency-wide standards and directives that impact DS/CIS/IST security policies and procedures.  Our team members will not only continually seek to assist in coordinating and recording security related communications between DS/CIS/IST and other departments, but are also prepared to help foster effective communications among all overseas and domestic security professionals.  As described in 12 FAM 600, RGII recognized is cognizant of the various Bureau of Diplomatic Security department responsibilities (for example, the Physical Security Programs office (DS/CIS/PSP), the office of Domestic Operations (DS/CIS/DO), the Technology Operations Division (DS/ST/STO), the Countermeasures Programs Division (DS/ST/STO), and Information Management (A/IM) to name a few).

B.1.8.3		Deliverables

The RGII Team will compose and deliver a Project Plan within this SOW addressing the level of work and associated projected cost.  A Project Plan will be generated for each project tailored to unique combinations of technical security requirements, location, sensitivity and criticality, classification, and interconnectivity.

The RGII Team will deliver draft comments and written reports, as required, which document results of analytical efforts.  The results will include: supported recommendations for proposed solutions, with projected implementation projected costs.  The RGII Team will produce technical security comments associated with the results of analytical efforts.  The RGII Team will produce reports, as required, detailing technical security meetings attended by the RGII Team in support of DoS security efforts.

All generated documents, if required, will be delivered initially to the COR in draft form (including two printed copies and an electronic copy in a format specified to DoS) with the delivery date within two weeks after assignment, or on a date mutually agreed upon by DoS and RGII Technologies.  

�SUBFACTOR B.2  COMPLIANCE WITH REGULATIONS

B.2.1  Overview

The RGII Team is committed to ensuring that Department of State automated information systems and supporting communications infrastructure, both classified and unclassified, are afforded security and internal controls commensurate with their levels of classification and/or sensitivity.  Security will be designed and implemented to protect the confidentiality, integrity, and availability of the information.  Our security approach is that each AIS and communications system will have the appropriate technical, personnel, administrative, environmental, and telecommunications safeguards.  

All technical security will be accomplished with cost-effective measures meeting statutory, regulatory, and Department of State requirements.  We understand and adhere to national security policy, regulations, guidelines, implementation standards, and trusted evaluation criteria.  Our Team’s extensive experience includes the formulation of many security documents ranging from the formulation of national security policy to detailed implementation and evaluation of security at all levels of federal programs ( i.e., classified and unclassified). 

B.2.2  The Applicable Regulations

The RGII Team is experienced and trusted in the interpretation and implementation of federal information protection policies/guidelines, notably:  

The Computer Security Act of 1987 (40 U.S.C. 759); 

The Computer Fraud and Abuse Act of 1986 (18 U.S.C. 101 note, 1030); 

The Counterfeit Access Device and Computer Fraud and Abuse Act of 1984 (18 U.S.C. 101 note, 1030); 

The Privacy Act of 1974 (5 U.S.C. 552a); 

The Paperwork Reduction Act of 1980 (amended 44 U.S.C. Chapter 35); 

The Chief Financial Officers (CFO) Act of 1990 (41 U.S.C. 401); 

Executive Order 12358, National Security Information; 

OMB Circular No. A-123, Internal Control Systems; 

OMB Circular A-127, Financial Management Systems; 

OMB Circular A-130, Management of Federal Information Resources; 

National Security Directive 42, National Policy for the Security of National Security Telecommunications and Information Systems; 

National Policy for Safeguarding and Control of Communications Security (COMSEC) Material (NCSC-1);  

National Telecommunications and Information Systems Security (NTISS) Policy No. 200, National Policy on Controlled Access;

FIPS Pub. 102, Guidelines for Computer Security Certification and Accreditation; 

“Rainbow Series,” National Computer Security Center’s technical Guidelines Program; and the

National Security Decision Directive 145 (NSDD 145), National Policy on Telecommunications and Automated Information Systems Security.   

An important outgrowth of NSDD 145 was the development of the Computer Security Act of 1987 (Public Law 100-235).  This law has expanded the definition of computer security protection and has increased awareness of computer security.  The law requires every U.S. Government computer system that processes sensitive information to have a customized computer security plan for the system’s management and use.  It also requires that all U.S. Government employees, contractors, and others who directly affect federal programs undergo ongoing periodic training in computer security. All users of systems containing sensitive data must also receive computer security training corresponding to the sensitivity of the data to which they have access (i.e., sensitive data is defined as information whose loss, misuse, unauthorized access to, or modification of could adversely affect the national interest, or the conduct of federal programs, or the privacy to which individuals are entitled under the Privacy Act). 

Our team will ensure full compliance with federal information protection regulations and guidelines, with the intent of ensuring information systems and communications infrastructure protection, commensurate with levels of classification and/or sensitivity.  We will do this task by designing and implementing the statutory foundation for computer security (P.L. 100-235).  The RGII Team, at a minimum, will develop and conduct security training, identify sensitive technical systems, implement system security plans, design and perform technical systems certification and accreditation activities. 

B.2.3  RGII Team Performance

The RGII Team will apply our information systems operations, programming and security experience by:

B.2.3.1	  Providing the support required to perform security audits, evaluations, risk and sensitivity assessments, and communications security evaluations utilized by DoS  

Our Team’s background includes extensive experience with intelligence agencies, critical defense contractors, and military operational commands in assessing the integrity of mainframe systems (e.g., IBM, Digital, Hewlett Packard, Data General, Cray, etc.), stand-alone computer systems with various operating systems (e.g., MS-DOS, Macintosh, NeXT, UNIX, and Wang VS), and LAN/WAN systems using various protocols to meet government security standards for sensitive and/or classified network environments and facilities.  Our security reviews address system performance criteria (i.e., addressing the technical security requirement of denial of service).  Our Team’s security design and evaluation background will build on expertise gained in numerous DoD and DoS evaluations using the Orange Book criteria levels of trust.  Our expert team will conduct strenuous systems security audits.  An auditing permits the review of the collected data to examine patterns of access to ``objects'' (files).and to observe the actions of specific users and their processes. We will audit for any attempts to violate protection and authorization mechanisms are audited. The audit subsystem provides a high degree of assurance that attempts to bypass security mechanisms are audited. Because security-related events are audited and are accountable to a specific user, the audit subsystem serves as a deterrent to users attempting to misuse the system. Audit collection criteria represents the first level of audit selection. After the data is gathered, it can be further processed, or reduced, to generate a useful collection of data about a specific aspect of system operation. 

Our team will assist, when tasked, in conducting differing types of computer and communications security evaluations.  This technical support will be guided by the generation of guidelines and plans, approved by DoS, defining the exact evaluation steps and expected results.  Our performance-oriented reviews will lead to a modular analysis of technical safeguards.  Our evaluations will be historically linked so that trends may be identified which may reduce costs of correcting deficient security practices, procedures, and/or systems.  

B.2.3.2	   Providing our experience in assessing security technical reviews of non-standard computer and communications systems.  

Our Team has extensive experience in supporting DoD and DoS security evaluations in environments, equipment configurations, and circumstances that required factoring of extensive Risk Management criteria into the evaluation.  Our efforts supporting DoS will be enhanced by our application of known intelligence information, other external and internal factors, and in some cases critical geo-political data into our proven Risk Management Model.  Our focus will be to identify the most applicable security method to meet DoS operational requirements which may be prohibited by directives, requirements or procedures.  Our risk methodology will identify residual risks and allow for the identification of cost and effort to mitigate the risk.  We will identify technically sound, innovative secure solutions meeting DoS operational requirements.   

B.2.3.3	  Providing the support for a security awareness and training program meeting DoS requirements.  

Our Team has extensive experience in computer security awareness and training using instructional systems design methodology. We have produced a wide variety of security awareness materials for instructors and product users, including calendars, posters, pamphlets, and videos. Lesson plans, including goals and objectives, will be prepared, along with practical exercises based upon actual cases or personal accounts. Our security education program has recently been cited by the US Air Force as the “best security education program” in the Air Force intelligence community.  We will apply our award-winning security education and awareness expertise to DoS.

B.2.3.4	  Providing development of draft computer and communications security policies, standards, guidelines, and evaluation checklists. 

The RGII Team has extensive experience in preparing and supporting technical security plans, procedures, and compliance verification tools. Our computer and communications security plans (i.e., format is flexible and can be customized to specific DoS technical and operational environments) will be based on the guidelines contained in DoS policy, and will reflect federal security requirements.  Our Team’s DoD and DoS experience includes the development of work-flow/data-flow models of operation, identifying critical operating functions and data, defining potential threat events, and developing procedures that address how an organization can resume automated information system operations after an adverse situation resulting in physical destruction, major damage, or loss of key information system resources.  The RGII Team has developed a dynamic process to monitor the overall policy environment and translate changes into executable policy guidance.  We draw on our extensive knowledge of the national security programs and our contacts across the national security and intelligence communities.  We understand the issues that affect the Department of State, especially those that impact security.  As such, we will integrate this advanced knowledge of planned changes, new approaches, and operational goals into useful policy guidance.

B.2.3.5	  Providing the technical skills to design, develop, and maintain computer and communications security tools and techniques to conduct security evaluations and risk assessments.  

Our experienced staff has provided support to DoD and DoS clients meeting audit and evaluation requirements with evaluation and risk models, and automated tools within classified research and development environments.  Developed automated tools included field incident response tools (e.g., intrusion detection tools - unique and COTS), audit tools (i.e., unique and COTS), and other combinations of hardware and software (i.e., SATAN, firewalls, and virus checkers).  Our Team is committed to designing, developing, and maintaining a security evaluation toolset for DoS support.  Developed and/or acquired tools and/or toolsets will at a minimum address DoS operational needs.  Our experience includes the development of such tools within other sensitive and/or classified Government programs.

B.2.3.6	  Providing technical and communications security assistance to DoS development efforts.  

The RGII Team has an ideal mix of security and computer skills to support DoS.  Our Team has the depth of personnel to ensure that DoS objectives will never be compromised by a shortage of qualified, cleared security and computer experts.   The RGII Team emphasis on business process re-engineering, object-oriented design and development, and database technologies have made it a leader in providing sophisticated computer support to sensitive programs such as this one.  Our Team is very familiar with all of the diverse standards that should be custom tailored to provide technical security for DoS.  

In addition, our Team has a Certified Information System Security Professional (CISSP) as well as two Defense Investigative Service (DIS) certified Facility Security Officers (FSOs).  We will support your mission with practical “results oriented” technical assistance.  Additionally, Our Team has performed COMSEC duties (i.e., inspections at DoS facilities using Diplomatic Telecommunications Service Installation Standards, 1-A) meeting all requirements for safeguarding, controlling, and destroying COMSEC material.   We have the experience to apply all controls to access, use, produce, develop, move, store, account for, and dispose of COMSEC material.  Our Team recently supported NOAA, NAVSEA’s NSWC Carderock Division, USAF at Sacramento, CA (i.e., Classified Project) to manage all COMSEC assets world-wide (i.e., telephones, fax equipment, communication keys, sterile communications lines, etc.).  Our experience ranges from COMSEC management to the maintenance of detailed information including technical knowledge of various types of communications equipment that is used, or may be used, within the DoS community.  The RGII Team will provide communications security assistance to development efforts.

B.2.3.7	  Providing assistance and recommendations within the trusted computer systems evaluation criteria.  

Our Team’s technical computer support to a variety of federal clients has included the technical guidelines identified within the “Rainbow Series” published by the National Computer Security Center’s Technical Guidelines Program.  DoS will receive the benefit of our experience in applying trusted systems evaluation criteria within DoD environments.  Our Team’s background includes extensive experience with intelligence agencies in assessing the integrity of computer and/or communications systems (e.g., DoD and other federal systems) meeting Government security standards for sensitive/classified network environments and facilities. Our security design and evaluation background has been gained in numerous National Computer Security Center system evaluations at various levels of trust for several federal clients.  Our extensive DoD background has been gained within SAP/SAR/SCI communities, and that experience will be applied to DoS special needs when appropriate. 

B.2.3.8	  Operating facilities dedicated to information security activities.  

The RGII Team currently is operating technical computer and communications facilities up to Top Secret Sensitive Compartmented Information security requirements.  Managed facilities include both government and contractor-owned supporting sensitive and/or classified programs.  Our Team experience will augment DoS experience and staff in the management of facilities dedicated to sensitive information security activities.  An example of information security activities supported at operating facilities by your RGII Team include:  

security evaluation testing of computer system security controls to determine whether they are turned on, functioning properly, and providing the required protection and nothing more; 

development and implementation of Risk Management methodologies identifying DoS assets, threats, vulnerabilities, and cost-effective controls for protecting DoS computer and communications systems; and 

gathering and/or performing research on known vulnerabilities in current and new releases of hardware and software used by the various client sites.  

Our Team research will include penetration studies and security alerts generated by other organizations with similar systems, including CERT and other on-line security reporting services, new groups, and e-mail lists, in order to receive up-to-the-minute information on newly-discovered vulnerabilities in different hardware and software products. The RGII Team has demonstrated its ability to understand requirements contained within applicable laws, guidelines, directives, and evaluation criteria to develop and implement effective computer and communications security support.

�SUBFACTOR B.3  -  MANAGEMENT PLAN

“RGII Technologies has the qualified personnel to utilize our developed methods and techniques, proven to effectively manage programs of all sizes. We will provide single-point management -- which leads to positive, cost-effective programs.”

RGII Technologies, Inc.’s business management philosophy states, the main purpose of our corporate staff is to support our project managers and their staff.  Also, inherent in our philosophy is RGII’s dedication to customer satisfaction.  The RGII Technologies’ "bottom-up" approach has contributed to its success with federal projects and is particularly well suited for a successful engagement on this assignment-oriented contract with the U. S. Department of State (DoS).   

This section focuses on the corporate structure and how it serves the individual projects which are the life blood of a contractor.  Also, to avoid repetition, this information supplements some of the material contained in the Executive Summary located in the front of this proposal volume.  

RGII’s management approach emphasizes responsiveness to customer requirements, availability and flexibility of resources, the use of automated project management tools, and quality assurance checkpoints to ensure successful project performance.  Our business management approach provides for:

RGII’s top-level management involvement throughout the project, with a strong commitment to promptly respond to the program’s needs for successful accomplishment of your requirements;

automated, electronic systems using state-of-the-art tools and methodologies to respond in a timely and efficient manner; 

visibility of RGII’s DoS Information Security Program Team’s efforts to DoS staff to facilitate their requisite review, participation, acceptance, and program control; and

systematic and complete internal planning, control, and reporting on assignment performance, schedules, costs, and deliverables to ensure proper use of program resources and to minimize schedule, quality and budget deviations during performance of the contract.  

This section has the express purpose of responding to the “Management Plan” requirements of the RFP; specifically, following the instructions on pages 85 and 86 of Section L in the RFP.  We view the DoS Information Security Program as a special challenge.   First, we must submit a winning proposal fully compliant with your requirements.  This document accomplishes that objective.  Second, we must create, propose and staff an organization of highly skilled information security specialists, which is prepared and qualified to respond in a timely and cost-effective manner to the technical requirements for the DoS offices in the United States and from all over the world.  Third, upon winning this contract, we must transition our staff with the other organizations currently managing your requirements using our proven transition and program management methodologies.  

Therefore, to be responsive to the RFP this section provides you with the following information:

RGII’s Corporate Organization

RGII’s Assignment Management Process and Methodology

RGII’s Corporate Program Management Methods

RGII’s Corporate Organization and its related methodologies noted above is provided in the following, subsections.  The information contained here, and to some extent in Factor B.4 that follows, provide the response to the organizational structure requirements stated in Factor B, subparagraph (4), (5), and (6) contained on pages 85 and 86 of the RFP. 

B.3.1  RGII’s Organization Structure

This section addresses RGII’s management issues related to the DoS Information Security Program.  It provides an organization chart identifying:

the entire chain of command in the organization;

the chain of command for managing this contract; and

the organization components that support this contract.

In later sections, we will illustrate the management, technical, and administrative (contractual) delegations of authority within the organization reflecting all lines of authority and responsibility between the corporate entities.  Also, we will describe in more detail the particular features of our specific “Program Management Organization” in the following section, entitled Factor B.4.

Prior to this date, all projects were performed by the centralized corporate entity reporting directly to the President/Chief Operating Officer.  Each Program Manager or Director worked within this corporate structure.  The President/Chief Operating Officer reports directly to the Chairman/CEO.  The staff functions of Controller, Contracts Administration, Human Resources, Computer Network Center, Quality Control, Purchasing, Finance and Administration report to the Chairman/CEO.  

Recently, RGII Technologies, Inc. established four divisional organizations reporting to the President/COO, consisting of multiple projects generally grouped within the disciplines of Engineering, Networks, Software Development, and Systems Integration.  These divisions are headed by a Vice President with Directors, Program Managers, and/or Program Managers reporting to the Vice President.  Together the divisions are the operating arm of the company backed by the service functions of the corporate staff positions.  The staff functions of Business Development and Proposal Development report to the President/COO.  

This program will be managed by Ms. Linda Fines, the proposed Program Manager for the DoS Information Security Program, who will report to Mr. William F. Blocher, Vice President of the Integration and Technology Development Division.  As shown on the following organization charts and sections, Ms. Fines, has significant authority delegated to her position to accomplish the Information Security Program’s objectives.  This will be covered in more detail in Factor B.4’s section.  

RGII Technologies, Inc., as the prime contractor, has assigned this project to the Integration and Technology Development Division.   Due to the depth and breadth of your requirements and the known diverse nature of information security contracts, RGII has selected to use Aegis Research Corporation, as a subcontractor.   Aegis Research Corporation was selected for their ability to contribute unique expertise and their exceptional experience to meet DoS’s requirements, while acting as a cohesive unit under the control of the RGII Program Manager.

B.3.2  RGII’s Corporate Organization

RGII Technologies, which currently has a workforce of over 80 personnel, is a respected provider of diverse technology and management-based services and systems integration for Federal Government, private enterprise, and commercial markets.  Our broad ranges of services include information security support; database management support for scientific and engineering organizations; information, computer, and communications systems engineering; systems integration and software design; systems operation and maintenance; and computer facilities management.

In order to better serve the diverse needs of our customers, RGII Technologies is structured as shown in Figure 3.2-1, "RGII Technologies Corporate Organization," into four Divisions, each serving its unique market area.  RGII Technologies is staffed to provide a full range of administrative support functions to the DoS Information Security Program and all of its technical support contracts.  As a people-oriented company, RGII Technologies is devoted to the belief that people are our most important resource.  Ultimately, if our employees are treated fairly, they will contribute more -- resulting in increased customer satisfaction.  



�



B.3.2-1:  RGII Technologies Corporate Organization



The following administrative support services will be available to the project support staff, on an as-needed basis:

Human Resources assistance is a key part in the administration support provided to our employees.  In addition to the normal personnel actions, the Human Resources Department administers the Affirmative Action program, researches/recommends employee training programs, assists employees with the health benefits package, represents RGII complaints with Fair Labor Standards, arranges the annual company picnic and holiday party, and arranges and obtains reduced price packages for recreational activities.

Finance and Accounting personnel under the direction of the Controller provide the bi-monthly paychecks, process and pay travel expenses, produce accurate and timely invoices, and track and produce monthly expenditure reports by each contract and/or assignment for the Program Manager.

Work Force Motivation Plans using professional compensation plans keyed to industry surveys such as Watson-Wyatt Data Services; and bonus and awards systems recognizing and rewarding outstanding performance and outstanding contributions to contract efforts are used by our company.

Employee Assistance Programs are available to all of our employees should the challenges and problems of our society lead an individual to request assistance in coping with personal crises.    

Training and Education assistance is offered to all full-time employees.  In addition to assisting employees with tuition reimbursement assistance for off-duty education, specialized in-house training courses are offered and, on an as-required basis, employees are sent to specialized job-related training courses at contract facilities (e.g., new hardware, software upgrades, etc.).

Career Counseling assistance is provided to employees who, through discussions with managers or Human Resources professionals, request help through referrals to specialized agencies or schools.

According to Government Acquisition Management Course materials, companies with a direct-to-indirect employee ratio of between 1:4 and 1:6 provide the best support to their direct labor project staffs.  Companies whose ratios are low have inadequate staff to provide the proper type of administrative support, and companies whose ratios are too high are "top heavy."  The RGII Technologies direct-to-indirect employee ratio is 1:5.3 -- which is indicative of a company with healthy, people-oriented overhead and G&A pools.

B.3.3  Program Management Methods

RGII’s management approach for accomplishing all contract activities is based on its experience with a proven Plan, Perform, Control, Adjust (PPCA) model for project management.  The PPCA model is graphically depicted below.  This model highlights how we address each management objective and which management techniques we will use in each phase of a project.  This PPCA model provides a solid framework for managing the diverse information security assignments which will make up the DoS Information Security assignments.  
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Figure B.3.3-1 PPCA Management Approach to Accomplishing Activities

B.3.4  Program Organizational Relationships

Since teamwork is essential to the successful performance and completion of any project, RGII Technologies approach to interfacing is through clear lines of communication between DoS and RGII Technologies.  This will foster teamwork and provide a strong program to identify problems and produce resolutions to any problems with a minimal degree of effort.  This subsection discusses our approach to corporate, client, subcontractor, vendor and project interfaces, as well as problem identification and resolution, and the responsible RGII Technologies individuals for each interface. 

RGII Technologies approach to project integration is to make the interfaces between the project, corporate, subcontractor, and the DoS staff as seamless as possible.  Although RGII Technologies will use subcontractors under certain assignments, we will interface with the DoS as one entity -- a solid integrated team.  RGII’s philosophy is that internal and external communications with clearly defined lines of interaction are key to the success of  projects.  Our effective lines of communication, along with our Total Quality Management (TQM) system, will contribute to corporate and project interaction that will be transparent to the DoS.

Effective communications and established lines of interaction are essential to successful project performance.  Our most important TQM goal is "customer alignment."  Experience has taught us that our most satisfied clients are on projects in which we have jointly made the effort to define their needs and jointly resolve ways to implement assignments.  RGII Technologies intends to work closely with the DoS personnel on this effort, to align ourselves with our client's needs, and to ensure customer satisfaction.

In order to enhance the effective flow of communications, to secure additional corporate resources when needed, and to demonstrate RGII Technologies’ commitment we are assigning top-level priority to this program.  Ms. Linda Fines, the RGII proposed Program Manager will report to Mr. William F. Blocher, the RGII Division Vice President, who reports to RGII Technologies President, Mr. R. Gregory Freeland.  Mr. Chris Parrotta, Corporate Controller, will also interface on a contract administrative basis with the DoS’s Contracting Officer and the DoS COTR as needed.  Although it is not graphically depicted, Mr. Blocher and all other corporate officers have an "open door" policy that all employees can and do use with ease.  The DoS Contracting Officer, COTRs, and other client representatives will have access to this open door policy whenever there is a need.

As indicated in factor A.1.1.1 (Program Manager Responsibilities), RGII Technologies Program Manager has reporting responsibility and is the single point of interface for the performance of the contract and any modifications issued.  It is anticipated that the Program Manager will have frequent operational communication and interaction with the DoS COTR.  Our contacts for monitoring and reporting will be the DoS assignment order originators; and, with their approval, we will interface at a working level with several appropriate DoS groups.

RGII Technologies President & COO, Mr. R. Gregory Freeland will make quarterly visits to the DoS to assure that the DoS is totally satisfied with our services.  We would like to restate that Kathryn Freeland, Chairman & CEO and R. Gregory Freeland, President & COO, as well as all other senior management have a customer, as well as an employee "open door" policy.   If at any time the DoS officials feel that they are not fully satisfied with our services, they are encouraged to contact the RGII Technologies CEO or COO or other respective management staff members for resolution.  

B.3.5  Financial and Cost Controls

RGII Technologies maintains exemplary financial soundness by instituting a series of financial control mechanisms as part of our overall project management control.  To ensure that our contracting services meet or exceed the Federal financial control standards set by the Defense Contract Audit Agency (DCAA) and the Generally Accepted Accounting Principles (GAAP), RGII Technologies uses the Deltek government contractor software series on RGII Technologies workstations linked by a Local Area Network.

Our Program Manager will receive a series of monthly financial tracking job status reports which provide accurate, detailed information on labor utilization and budgeted-versus-actual, as well as cumulative amounts of expenditures. RGII’s management team also receives regular job status reports, tracking the percentage of work completed on each project versus the dollars spent.  In addition to various ratio and cash flow monthly reports provided by the system and the annual DCAA incurred costs audit, RGII Technologies uses accepted standards by commissioning additional CPA financial statement audits as required. The Job Status Report and the Labor Hour  By Employee Report, which are provided to the Program Manager, is depicted in Figure B.3.5-1.  This report permits the Program Manager and corporate management to track the expenditure of funds on a project-by-project basis.  Timely attention to trends can avoid cost and ceiling overruns.
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Figure B.3.5-1    Labor Detail By Employee Report

At the Program Manager (PM) level, the Program Manager is responsible for ensuring successful completion of all contract deliverables, productivity, performance, and other matters according to contract specifications, plans, budgets, schedules, and costs.  The Program Manager, working with various project-monitoring tools and specialized tracking systems, monitors all work in process, quality of product, expenditure of funds, performance, productivity, staffing issues and other project details.  Accounting activity status reports are supplied to the Program Manager and his or her Division Manager.  Cost data is maintained on the project level as well as at the contracts and accounting level.

As noted earlier, RGII maintains the Deltek Accounting System.  This system produces weekly technical progress reports, monthly contract summary reports, and project wrap-up reports from time sheets, expense reports, and other contract related purchases, to ensure accurate control and accounting of all contract related costs on a bi-monthly basis.  This reporting discipline enables the Program Manager to continually monitor expenditures to ensure timely and accurate cost control.  Figure B.3.5-2 provides an example of one of RGII’s Job Status Reports on Labor Hours by Category.  

RGII’s policies and procedure for cost tracking and control allows the Program Manager to have complete review and approval of all time sheets, subcontractor charges, purchase requests for direct chargeable items, and direct chargeable travel requests.  Upon review and approval by the Program Manager, the information is provided to the contract and accounting department for processing.  The controller and his support staff are able, using Deltek, to provide accurate contract data to those with a need to know (i.e., the Program Manager, the corporate management, the customer, etc.).
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Figure B.3.5-2    Labor Hours By Category Report

Cost tracking and control are an integral part of each project and assignment RGII Technologies undertakes.  At the outset, corporate management and project management staff using computer programs such as Deltek, Microsoft Excel and Project, develop project and assignment budgets based on the negotiated or contract amount.  This cost or budget tracking process considers every element of the cost proposal and its breakdown giving the Program Manager first-hand access to the budgetary amounts contained in the project or assignment.  

Costs are tracked for all project elements, including direct labor hours and amounts, other direct costs, subcontracts, consultants, purchased items, local and long-distance travel, reproduction, RGII computer center charges, and materials.  RGII calculates bi-monthly expenditures for all programs at both the project level and the contracts/accounting level. 

The Program Manager prepares monthly status and cost expenditure reports and submits them to the Government, as may be required in the DoS Information Security contract or any resulting modifications.  These reports show the planned versus actual for all elements, and indicate the estimate for the completion (EAC) against the contract amount.  This bi-monthly tracking and accounting for costs allows RGII to maintain tight control and enables us to continually bring jobs in on time and within the schedules and budgets projected.  The information also provides us with the data to advise the Government when a targeted percentage (usually 75%) of the funding is expended.  

RGII will accumulate, approve, certify and record all labor costs against each assignment, identified by account code and sub-account code using accepted accounting record keeping practices approved by DCAA and GAAP.  Non-labor charges are accumulated and recorded in much the same manner using a non-labor voucher system as the authorizing document together with related purchasing and vendor documents or expense reports, as appropriate.  This information is recorded in our Deltek system and submitted to the designated Government payment office with copies to the DoS project office.  

In summary, RGII Technologies has created a management philosophy that dictates close financial and management control over its projects.  This will ensure maximum cost efficiencies and minimal cost/schedule related issues.

B.3.6  Program Assessments, Control and Communications

RGII Technologies’ procedures for managing assignment orders, as described above, apply to managing multiple assignment orders and changes in assignment scope and schedule.  It must be emphasized that each assignment order is accounted for separately to comply with contract accounting standards.  Each assignment order receives its own distinct number which is used to identify staff hours and other direct costs associated with it.  This prevents the co-mingling of charges among assignment orders.  Our DCAA-approved procedures work equally well with concurrently active assignment orders.

B.3.6.1  Assessments

Our qualified staff has proven ability and experience to handle more than one project assignment at a time.  As new assignments are generated, the Program Manager will assign staff members to satisfy the requirement.  The combined resources of the project team are such that no combination of assignments will be beyond the realm of staffing.

In some instances, individual staff members may be partially utilized on one assignment order, and therefore may be assigned to fill a partial position on another assignment order.  This provides RGII Technologies with the ability to maximize use of each staff member.  Again, it is emphasized that should one person be assigned to more than one assignment order, that person will use the distinct assignment order number to account for the hours expended against each assignment order.

Similarly, changes in the scope or schedule of a assignment order will be approached in the same manner.  RGII Technologies understands the ever-changing government environment. Priorities  have to shift to meet changing situations.  These unpredictable situations are usually no fault of the managers involved but are brought on by outside factors.

In these instances, RGII Technologies believes that "flexibility" is the key word.  We understand the ramifications of changing contract or assignment order scope without involving written consent from the Contracting Officer (CO).  When questions concerning changes in scope or conflict in priorities arise, the Program Manager will confer with the COTR to mutually work out an acceptable solution.  In the past, RGII Technologies has always been able to successfully respond to changing situations.

Should additional resources be required, either from within the corporation or from subcontractor personnel, the Program Manager can act immediately to obtain the necessary assistance or resources. RGII Technologies has a talented, experienced technical staff with expertise in many technical areas.  Among our permanent personnel, consultants and, if necessary, subcontractor personnel, RGII has the qualified staff resources to respond successfully to assignment orders within this DoS contract.

B.3.6.2  Controlling Work

Effective project control ensures that all project participants adhere to the technical and program standards of the proposal.  RGII Technologies controls adherence to contract requirements through evaluation of performance in the areas of quality, delivery, timeliness, cooperation, and contributions to the project.  Our project team will be informed of its performance ratings, the areas in which performance needs improvement, and any corrective action that should be taken.

Procurement documentation generated by the DoS will be reviewed by the RGII Technologies Program Manager to ensure that contractual requirements are correctly interpreted and communicated to RGII Technologies personnel and that adequate quality provisions are included.  Program control is ultimately the responsibility of the Program Manager.  For this effort Ms. Linda Fines, RGII Technologies Program Manager, will perform the following activities:

monitor inputs from the DoS against performance, schedule, and cost requirements;

identify potential problem areas and recommend corrective action; and

ensure performance at a level of quality consistent with the DoS mission and contract requirements.

B.3.6.3  Program Communications

Establishing effective lines of communication is fundamental to the management process.  To ensure an orderly and standardized administration and control of all assignments, RGII Technologies invokes formal and informal communications at all levels.  Therefore, the DoS  can have confidence that RGII Technologies is in contact regarding all work areas, contract compliance, terms, monitoring, work performance, and QA.  RGII Technologies’ management philosophies encourage communication that fosters frequent informal discussions among personnel as they work on day-to-day assignments.  We also hold regularly scheduled meetings to direct activities toward a common goal.  For this DoS program, the Program Manager will coordinate efforts through the following primary meetings with the DoS:

Weekly Meetings

Assess status of all contract actions

Review financial and contract compliance matters

Highlight areas requiring increased coordination

Identify problem areas

Monthly Status Reviews

Technical Reviews

Coordinate with the DoS management regarding technical performance of RGII Technologies personnel

Facilitate timely identification and resolution of potential problem or risk areas.

Regularly scheduled meetings facilitate careful review of project status and will ensure control of RGII Technologies off-site efforts.  RGII Technologies will convene status meetings with the DoS to communicate and coordinate performance efforts, reports, and system operational status.

B.3.7  Flexibility

RGII Technologies recognizes that contract requirements can change rapidly and that it is imperative that we be able to respond to new developments and changing requirements quickly, efficiently and with as little delay and confusion as possible.  RGII Technologies is known for its diverse capabilities, with a broad range of skills and levels of experience in the labor categories prescribed in the SOW.  We are poised at all times with the ability to respond to shifts in responsibilities, sudden changes in workloads, and other unanticipated situations that require immediate contractor flexibility and rapid response.

RGII Technologies has access to a truly multi-disciplined cadre of professionals who have extraordinary expertise, both in technical and management areas, whom we can call on at a moment's notice.  This type of flexibility is essential in an environment such as the potential DoS projects in which response time is of the essence. RGII Technologies understands that flexibility in personnel assignments and other processes that are vital to the smooth operation of the DoS project is of the utmost importance.

B.3.8  Staff Recruitment, Retention and Replacement

The company considers its employees to be its most valuable asset.  In order to create and preserve these assets, a system of policies and programs covering recruiting, retention, and replacement has been developed that are key to RGII Technologies continuously achieving its objectives in this area.  

RGII fully understands the importance of providing the right skill mix and distribution for assignments associated with the DoS Information Security Program.  We will follow many of the practices and procedures we have successfully implemented in our existing contracts.  For example, in making staff assignments for any of our projects, we routinely consider many “skill mix” factors to maximize customer satisfaction as well as fulfill employee expectations.  Ideally, personnel qualifications should match both the customer’s culture and/or environment as well as the assignment requirements.  Our objective is to assign employees who have the required technical and professional skills, educational background, experience working with similar types of assignments, and experience working in comparable operating environments.  

The DoS Information Security Contract provides special challenges in the recruitment and retention of professional and technical staff.  Most contracts in our industry last for a period of years and provide reasonable stability and continuity for the employee. The initial staffing proposed depending upon the number of existing Government personnel assigned to the DS/CIS/IST mission, should handle the routine assignments.  

Some of the potential future assignments under this contract appear to be periodic and are short-term assignments which challenge the flexibility of the employee and the resourcefulness of the company.  However, since we will be given assignments under this contract as delivery orders we assume they may be periodic and likely short-term assignments.  This challenges the company’s recruiters to develop additional sources of temporary or part-time professional staff members. In addition, our screening of individuals to be hired for specific assignments must take into account the adaptability of the individual to change and versatility of his or her skill set.  

B.3.8.1  Recruitment.  

Like most companies RGII often places newspaper ads for critical skills in our highly competitive labor market.  However, we also target the ads in special technical magazines and professional journals.  RGII has placed job announcements in university and college career centers.  In addition, RGII holds or attends open houses or job fairs to interview candidates for potential job requirements.  RGII has a resume database developed in PARADOX which sorts resumes received by factors including technical expertise, education, etc. 
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Figure 3.8.1  Successful Recruiting Requires Networking and Consistent Procedures

Managers constantly review this database to become aware of the skills of potential candidates, both for future contracts, and for replacing personnel on existing contracts.  We encourage employees and customers to refer qualified candidates, since customers and employees often turn out to be one of the best resources for new talent. 

RGII has a working relationship with professional recruiting companies and has used them to find both full-time and part-time candidates.  However, the time and cost implications of the use of recruiting companies are often cost prohibitive, and outweigh the advantages of using their services.  We also use various state and local government employment agencies which have proven to be invaluable sources of qualified candidates.  

In recruiting, in addition to verifiable education and experience in the required areas, we screen personnel for intangible, but important qualities that include:

Potential Customer Rapport

Knowledge and Understanding of Goals

Multi-disciplinary Skills

Ability to Work Independently

Supervisory Ability

Creativity

Work Ethic

Team Player Potential

Common Sense

Conscientiousness

RGII considers each of these factors in the selection and assignment of staff members to the DoS Information Security contract’s assignments.  We believe it is crucial to select and provide the best qualified people to our customer.  Our customer’s enthusiastic reports in the form of letters of commendation and appreciation attest to our employees as well as our ability to recruit and retain them.  

As a result of our detailed procedures and dedicated attitude of our recruiters and management, we employ people who share our corporate commitment to customer satisfaction.  These individuals can communicate easily and form a bond with the customer and user community.  RGII’s teamwork approach has resulted in increased contracts and personnel. 

Our qualified staff is capable and willing to work on short-term projects such as the information security work contemplated by this contract.  This attitude allows RGII and its customers to achieve a full partnership and to more effectively contribute to the customer’s mission objectives.  

RGII is committed to maintain the staffing requirements of the DoS Information Security program.  This requires the support of our entire project management team and our corporate recruiting staff, and managers and employees assigned to other projects, who may be called on for short-term assistance.

�B.3.8.2  Retention.

We will use a four-tiered approach to minimize turnover and maintain and retain a qualified contract staff for the DoS Information Security program:  

Employee involvement in all aspects of our quality improvement program.  Providing our employees with the opportunity and tools to suggest and implement their own ideas for improving their jobs and work processes helps to significantly increase employee job satisfaction.

Aggressive internal cross-training programs.  Providing our employees with the opportunity to learn and apply new technical and professional skills makes their jobs more interesting and challenging.  As part of our recruiting practice, RGII prefers hiring candidates with multi-disciplinary backgrounds (e.g., engineering and/or computer science and/or network communications).

An available pool of qualified candidates.  We draw on area resources, applicant databases, and employee data banks maintained by RGII.  These resources are queried by areas of specialization, background, experience, and training.  We also make use of the many valuable information sources and resume databases on the Internet.

Competitive compensation and benefit plans.  In the competitive labor market for professional and technical skills, no company can afford to continually lose its talent pool to other companies.  By using industry surveys such as Watson Wyatt Data Services, we are able to verify that RGII’s wage rates are industry competitive within our areas of technology and labor markets.

Additional incentives, bonus and awards are provided to current employees as an inducement for their remaining with RGII which has allowed us to retain our employees over the last 5 years.  These incentives include:

Annual Bonuses

Spot Bonuses for Recognized Outstanding Performance

Cash Incentive Awards for Recruiting Qualified Candidates

Match current vacation, holidays and tuition reimbursement for transitioning employees accrued with former employers

Subsidized Health, Vision and Dental Insurance

Contract Award Fee Pool for employee retention, longevity, and performance

Employee morale activities (sporting events, theater, etc.)

401K Plan

Accidental Death and Disability Insurance

Life Insurance

Short-Term and Long-Term Disability Insurance

RGII Technologies corporate managers continually meet with employees to obtain their ideas, monitor morale, and detect trends or situations that may require management attention.  As noted earlier, we regularly review compensation policies to ensure that salary and fringe benefits are competitive in the labor markets in which we compete.  Because of this, there is a very low probability of these people leaving the contract in the foreseeable future.  Our personnel turnover rates are lower than those of other companies of similar size within the industry.

We have also been successful in seeking, attracting, and retaining highly capable technical professionals and management support personnel.  The corporation recognizes that its staff is its most important resource and values its personnel for their capabilities and professionalism.  RGII Technologies strives to provide a work environment with inherent opportunities for professional development, personal growth, and creativity.  The result is a noteworthy record of performance and an impressively low turnover rate of seven percent (7%) for the past four (4) years.  This includes all technical personnel, company-wide, having the qualifications stated in Section C of the RFP.

According to a turnover survey conducted by ASPA/Saratoga, the turnover rate for all industries is 21 percent ("HRM Perspective," a supplement of Human Resource Management News, June 1994) and the turnover rate for the technical services industries is 39 percent.  The RGII Technologies success rate in retaining highly qualified motivated personnel stems from the company benefits program, a strong career development policy, and a successful continued employment policy.  The RGII Technologies composite management and technical staff turnover is 32 percent below the national average for the technical services industries.

This indicates that RGII Technologies has experienced staff members, a competitive compensation package, proven recruiting methodologies (i.e. "the right person for the right job"), sufficient training, and working conditions in which people can continue to develop their skills and experience.  More importantly, however, it indicates that RGII Technologies can and will provide staff stability to the DoS in support of various assignment efforts required under this contract.  

B.3.8.3  Replacement.  

Even with all the best efforts, replacement of personnel is sometimes necessary.  This is when recruiting process and resources are tested, especially if there is a short turnover period for personnel replacement.  For replacements as well as new contracts, we periodically place newspaper ads locally or in the geographical area of the contract.  

In addition, we use the Internet resume databases for emergency sources of qualified candidates.  Key to responding to replacements is the need for each manager to constantly review the available pool of resumes collected from various sources.  Likewise, we encourage employees and customers to refer qualified candidates.  These two sources often turn out to be the best resource.

Further, we have working relationships with professional recruiting companies and have used them to find both full-time and part-time candidates.  We also use various state and local government employment agencies.  These contacts have proven to be invaluable sources of qualified candidates.

RGII Technologies believes that its corporate culture and values, along with the right mix of personnel promote good company spirit, quality products, and customer and employee satisfaction.  This is demonstrated by our record of accomplishments and our relatively minimal need for replacing personnel.  

B.3.9  Material Acquisition

This contract requires the company to supply materials as well as labor.  Therefore, it is important that RGII have the ability to make the necessary acquisitions in compliance with the rules contained in the Federal Acquisition Regulations (FAR).  RGII Technologies, Inc. has a property acquisition system that conforms to the FAR requirements relative to procurement of materials, services, equipment, software, facilities, and operating supplies.  It also provides a uniform procedure to provide an organized and controlled vendor management program.

B.3.9.1  RGII's Purchasing Policy

The basis for an accepted procurement system is the adoption of fundamental rules of ethical conduct. These rules govern internal and external activities, all of which are conducted without prejudice in order to establish RGII's reputation for fairness and integrity with vendors, customers, company personnel, and the public in general. It is imperative that each RGII employee understands completely the prerogatives and responsibilities that are inherent in the position they hold.

All procurement policies and procedures are developed with the goal of providing the required materials and services to the correct quality standards on schedule, at a price that is equitable to the supplier, RGII, and our customers.

It is RGII's policy to maintain the cost of materials at the lowest ultimate cost consistent with, but not limited to, required quality standards, sound inventory, policies, schedule requirements, and continuity of service. Since a large portion of RGII's cost of sales is in supplier-furnished material, the importance of a high caliber, profit-making, low cost supplier relationship is most evident. It is, therefore, most important that procurement secure and maintain good supplier relations.

B.3.9.2  Purchasing Responsibility

Procurement is solely responsible for acquiring all raw materials, commercial parts, subcontract parts, supplies, capital equipment and services in accordance with contractual requirement, government regulations, and good business practices. In certain areas of technical procurement where liaison is necessary by departments other than purchasing, such liaison may be by other than procurement personnel, but final contract negotiations, supplier selection, and the performance by the source shall remain the responsibility of the Procurement Department.

All goods and services over $200, of whatever nature, acquired for the conduct of business are formalized and documented through the use of a Purchase Requisition with the following exceptions:

A Purchase Requisition is not required for petty cash transactions.

A Purchase Requisition is not required for internally controlled items such as utilities.

The purchase of publications and subscriptions under $500, dues, relocation expenses, seminars, tuition reimbursement, business conference fees, and items such as donations may be approved and authorized through the use of a Check Request form without Issuing a Requisition, providing the cost is not directly charged to a contract.

Goods and services are generally not to be acquired through the use of Expense Reports. The requisitioner will assume total responsibility to assure that charges are correct and that ÒAccount Number/Job and Assignment Number,Ó ÒProgram,Ó ÒContract Number,Ó and ÒPriority RatingÓ are properly referenced.

All Purchase Requisitions (PR's) shall be processed for signature approvals. Signature requirements are based upon dollar value (or estimated value) and item category of each procurement transaction. Incoming Requisitions that lack required signatures in the specified signature blocks will be returned by Purchasing to the requisitioner. In the absence of an authority whose signature is required for an urgent requirement, the requisition shall be referred to the next higher level position available in the same line of authority.

Requisition amendments will be issued to add, delete, cancel, or otherwise alter requirements of an existing requisition. This process requires signature approvals based upon the new cumulative total dollar value on any direct item having an estimated cost exceeding $300.00.

Requests for purchases are valid only when made on the proper form and in a manner prescribed by procedures relating to Purchase Requisition. Each purchase request must contain a full description of material or services required.

B.3.9.3  Purchasing Procedures

The requisitioner will prepare the requisition in accordance with requisition instructions listed above, attach all required supporting documentation such as quotes, agreements, leases, and source direction justification. Information is then forwarded to the Purchase Department.

The Purchase Order is the only authorized document utilized for purchasing materials and services from a supplier and is initiated upon processing an approved Purchased Requisition.

An on-going program for the selection, development, and approval of suppliers shall be maintained. The primary objective is to assure continuing availability of sufficient qualified sources of supply to satisfy procurement requirements at the lowest possible cost commensurate with the quality required. Vendor approval for direct material and services is based upon the evaluation of the supplier's ability to meet the delivery requirement and determination of a supplier's quality performance.

After placing an order, the Procurement Department will monitor the purchase order to be certain the supplier furnishes the required milestone plan. In the event the supplier fails to furnish the required plan in a timely manner, Procurement will contact the supplier and ascertain the cause for delay and establish a satisfactory date for submission. Procurement is also responsible for Investigating and determining the causes for any deviation from the original Purchase Order. Procurement will document all actions agreed to be taken by the supplier in order to meet the Purchase Order schedule.

B.3.9.4  Emergency Purchases

An emergency purchase is one which, if not given expedited procurement action, would cause costly disruption to pre-planned objectives or would adversely affect the health or safety of employees. An emergency purchase must be bona fide and approved by the appropriate level of purchasing management.

When the need for an emergency purchase exists, those RGII procedures that relate to source selection and price justification may be relaxed. An emergency purchase may not be used to circumvent the procurement procedure outlined in this policy. It may only be used when it is prudent, financially sound, and in the best interest of RGII and its customer.

When the relaxation available under this emergency type procurement is employed, a member of Procurement Management must be advised as soon as practicable. A confirmation purchase requisition must be processed through Procurement and must be accompanied by a written explanation of the conditions which required the necessary deviation from policy. This explanation must be approved by the appropriate Vice President. All personnel shall make every effort to limit the necessity of emergency purchases.

B.3.9.5  Receipt of Purchased Material

All incoming materials against a purchase order will be processed through the receiving officer for each RGII location, and the receiving officer will assure receiving procedures are followed.

Receiving will, upon arrival of incoming purchased materials, verify receipt of containers/items as listed on carrier's waybill, sign acknowledgment of receipt releasing carrier, and store material in the appropriate holding area until the receiving report can be generated.

Receiving will initiate a receiving report by taking a physical count of items received and comparing with quantity indicated on supplier's packing slip. Receiving will initial and date each packing slip prior to forwarding paperwork to Accounts Payable.

Receiving will recount to verify actual quantities received for each variance noted between physical count and packing slip. Receiving will notify Accounts Payable and Purchasing for each noted discrepancy. Receiving will return all rejected material to the supplier, attaching a copy of the inspection report detailing reason for rejection. A Return Authorization Number (RMA) should be obtained from the supplier.

Receiving will notify the requisitioner each time an over shipment is noted during the receiving process holding the entire quantity for disposition. The requisitioner will, if over shipment is acceptable, prepare a requisition amendment increasing the quantity to the over-shipped quantity and notify Receiving of disposition.

The requisitioner will, if over shipment is unacceptable, notify Receiving to return over-shipped quantity. Receiving will process a receiving report upon receipt of a Purchase Order amendment increasing quantity to over-shipped amount. Receiving will then return the unacceptable over-shipped material.

Receiving will notify the Procurement Department if there is an under shipment. Procurement is responsible for contacting the supplier and informing them of this under shipment.

B.3.9.6  Gratuities

No employee shall directly or indirectly accept or solicit from, or offer to, any person, company or group, anything of economic value as a gift, gratuity, or favor.

Employees are expected to conform to standards of behavior that always reflect integrity and impartiality in business arrangements with suppliers. In the event that any type of gratuity is offered under any circumstances, it will be courteously, but firmly, refused. Should an employee receive a gift through the mail (or by any other means), he or she shall immediately present the item to his or her manager for return to sender at RGII's expense.

B.3.9.7  RGII's Vendor Selection Process

RGII strives to give an equitable opportunity to compete for procurement opportunities consistent with the efficient performance of RGII's requirements under a federally awarded contract. In addition, RGII maintains written policies and procedures for purchasing services, goods, and materials such as the following;

evaluate vendor's qualifications, availability, experience, and past performance;

obtain a minimum of three bids whenever possible;

ensure that bids address price, cash discounts, terms, conditions, and dates of proposed contracts;

determine if prices quoted on bids received are fair and reasonable; and

if only one bid is solicited, document the sole source basis in writing through the contract negotiator.

All employees of RGII who are responsible for, or involved in, the vendor selection process are aware of these policies and are required to comply with the procedures.

Consistent with the efficient performance of any contract awarded to RGII, procurements made under a Government contract are screened by the appropriate RGII Division Vice President in conjunction with our Contract Administrator.

B.3.9.8  Vendor Evaluation Criteria

RGII has established the following criteria for evaluating the capabilities of firms that could offer the services necessary for this effort: 

technical capability;

reliability;

program compatibility;

corporate resources; and

commitment to this program.

These criteria provide our employees a reliable pool of sources for securing the best price for the commodity or services being purchased and assure our successful management of the acquisition of materials in accordance with Government contract recommended procedures.  

B.3.10  Corporate Training Courses and Technical Library

Another key to attracting and retaining new employees is the level of support provided by the company to assist the employees with the enhancement and growth of their knowledge base.  This support is delivered by providing the training and tools necessary to improve their skills.

B.3.10.1  Corporate Training Curriculum 

RGII conducts regular in-house training programs for both new and existing employees.  Furthermore, we encourage our employees to pursue higher education and additional technical training outside of RGII's existing in-house training programs as summarized below. The in-house corporate training enables our staff and management personnel to augment their technical excellence, skills, and knowledge in three general areas: 1) Technical, 2) State of the Art Technology, and 3) Management/Supervisory.  RGII's Corporate Training Programs are summarized in Figure B.3.10.1-1.  

Technical Courses���Application Conversions�Distributed Databases��Fast Track to PowerBuilder�Networking Fundamentals��ORACLE Concepts & Facilities�Programming:  C++/COBOL/SQL, etc.��Systems Development�Documentation of Systems��Migrating to Client/Server������Client Relations���Politics�Roles in Client Organizations��Communications�Kick-Off Meetings�����Project Planning���Project Management Plan�Forecasting��Monitoring�Scheduling of Deliverables�����Contracts���Legal Aspects�Personal Services/Gratuities��Security�Subcontracts��Contract close-out�Form DD250��Types of Contracts�Changes In Regulations�����Figure B.3.10.1-1 RGII’s Corporate Training Courses

�

General Information and Role of Project Managers���Role of Various Internal Organizations�Support Available Outside of  Project ��Challenges - The Unexpected�Objective Setting��Ethics�Persistence & Flexibility��Quality Assurance Plan�Workload Surges��Intra-Company Work Assignments�Editing��Role of PM within RGII������Leadership���Delegation & Task Assignments�Responsibility, Authority, & Accountability��Recruiting and Hiring�Career Development��Corporate Culture�Training�����Finance���RGII's Accounting System�Timesheet Management��Establishing Charge Numbers�Revenue Projections��Figure B.3.10.1-1 RGII’s Corporate Training Courses (Continued)

RGII and our employees remain current, in state-of-the-art technology through continuous training, memberships of technical and professional organizations (i.e.: IEEE Computer Society, Local Computer Group Chapters, National Computer Society) and through utilization of RGII's Information Resource Technology Library. 

B.3.10.2  RGII’s Information Resource Technology Library

RGII’s Information Resource Technology Library is a valuable resource to our employees as well as our clients. Our technology library consists of computer resource and technology publications that address the latest computer hardware components, software  and applications, networking, telecommunications and security technologies.

Many of the periodicals included in our library are used to research vendors and to assist employees with solutions to technical problems associated with computer networking and security.  Also included in our library is subscriptions to a variety of “Technical Tips and Tricks” brochures and monthly technical bulletins, a number of  reference books and manuals, and a library of training classes and seminars pertaining to both management and computer applications.

Selected RGII library publications are submitted in Figure 3.10.2-1, found on the following page.



Selected RGII Library Publications���System Development & Application Strategies�Software Development for Client Server Applications��FIPS Program Publications and Guidelines�The Complete Software Development Life Cycle and Configuration Solution��The Technical Journal for ORACLE Product Users�Designing COBOL Applications��CICS Application Design	�Database & Client Server Solutions��Embedded Systems & Application Programming�Database Programming & Design��Application Development Statistics�Software Architectures Analysis Methods (SAAM) Development��Migrating from Mainframe to Client / Server Technology: Pros & Cons�Key Issues for Selecting Software Development Tools��Strategic Data Planning Methodologies�Mainframe to Client/Server Application Solutions��Windows NT Application�IBM-Based Enterprise Wide Computing��Figure 3.10.2-1  Selected RGII Library Publications

The technology library allows the RGII employees to keep abreast of both the latest and future technologies in this ever changing industry.  The library is located within RGII’s corporate headquarters in Annapolis Maryland and is maintained by our on-site support staff. 

�SUBFACTOR B.4  -  MANAGEMENT ORGANIZATION 

“The RGII Technologies Team has proposed fully qualified key staff  and a program management organization which working with existing Department of State personnel will effectively and efficiently perform the RFP requirements.”  

B.4.1  Program Management Organization Overview

RGII Technologies, Inc.’s business management philosophy states the main purpose of the project staff is to support the customer by meeting the requirements of the contract within budget and on-time.  Inherent in this philosophy is the satisfaction of the customer.  The RGII Technologies Team’s customer satisfaction approach to projects has resulted in strong past performance evaluations which will be apparent when the Department of State completes its survey of our customers.  You will find our willingness to serve particularly well suited for a successful engagement on this information security support services contract with the U. S. Department of State (DoS).  

Our Team pledges that our management organization will provide fully compliant support services dedicated to the:

Provision of personnel resources in a comprehensive, integrated approach to achieve the DoS objectives for the Information Security Program;

Using GFE-supplied, automated, electronic systems to incorporate state-of-the-art tools and methodologies to respond in a timely and efficient manner; 

Staffing and related management of our staff in multiple on-site locations, paying particularly strict attention to flexible, qualified personnel

Providing on-going education and training in advanced high technology hardware, software, and netware; and,

Enhancing the visibility of RGII’s Team to interface with existing DoS staff to facilitate their requisite review, participation, acceptance, and program control.

This section has the express purpose of responding to the Management Organization requirements of the RFP; specifically, following the instructions on pages 85 and 94.  We view the DoS Information Security Program as a special challenge.   First, we must submit a winning proposal fully compliant with your requirements.  This document is provided to accomplish that objective.  

Second, we must create, propose and staff an organization of highly skilled information security specialists that are prepared to respond in a timely and cost-effective manner to the technical requirements for the DoS offices in the United States and from all over the world.  Our nominations contained in Factor A’s Section provided you with that information.  

Third, upon winning the contract, we must transition our staff with the other organizations currently managing your requirements using our proven transition and program management methodologies.  This section should delineate our response to this need.  

Therefore, to be responsive to the RFP this section provides you with the following information:

RGII’s DoS Information Security Program Organization

RGII’s Contract Management Approach

RGII’s Program Manager Responsibilities

RGII’s Technical Director Responsibilities

Contract Administration

Task Order Step-By-Step  Methodology

Review, Risk Assessment, Planning and Feedback

Responsibility, Tracking Deliverables & Resource Utilization and Control

The Program Organization structure subsections provide the response to the organizational structure requirements stated in Factor B, subparagraph (4), (5), and (6) contained on pages 85 of Section L in the RFP.  Also, making it easy to evaluate Subfactor B.4 as described in Section M on page 94 of the RFP.  

The Contract Management Approach provides information relative to the corporate chain of command, lines of communication, and, especially, the delegation of authorities.  The Program Manager subsection provides the duties and responsibilities delegated by corporate and division management.  

B.4.2  RGII’s DoS Information Security Program Organization

The RGII Technologies’ project organization is organized to respond to specific assignments or task orders.  Individual project staff members will initially be functionally assigned for accountability to the designated functional task/assignment manager.  Since many of the staff identified to participate in this effort are multi-skilled individuals, RGII Technologies will identify and draw upon the human resources for individual assignment orders.  Those individuals will possess the experience and expertise that will enable RGII Technologies to provide the best service at the most competitive price to the Department of State.

RGII’s DoS Information Security Program Team, headed by Linda Fines, is organized into functional groups designed to mirror the requirements of DoS.  Figure B.4.2-1 depicts the proposed RGII DoS Information Security Program Organization showing the project, its relationship to our corporate and division management structure as well as the inter-related project-specific functions.  The Program will be managed and performed in your facilities at the specific location you require.  

�

�Chairman                   Chief Executive Officer���Kathryn B. Freeland��

President                    Chief Operating Officer��R. Gregory Freeland��

Integration and Technology Development Division��William F. Blocher��

�Program         Manager��Linda Fines���

Contract Administration�Project Security �Technical         Director�HR Staffing & Recruiting�Administrative Support�����

Security Audits and Evaluations�Security and Internal Control Reviews�Non-Standard Systems Reviews �Security Awareness and Training��

Policies, Standards and Guidelines�Security Tools and Techniques�Assistance To Major Development Projects�Trusted Systems and Networks��B.4.2-1:  RGII Technologies Proposed Functional Organization

The Program will be part of the Integration and Technology Development Division reporting directly to the Division Vice President, Mr. William F. Blocher.  Division oversight, management and administrative support, will be performed from our new office located in the Airport Plaza 2 Building near Washington National Airport and the Crystal City Metro Rail.  This location provides easy access to the Main State Department Building as well as the State Annexes using Metro Rail or by automobile.

The RGII proposal contract structure focuses on integration across broad areas with common concerns.  Our small, tightly knit management team enables us to address issues that cross functional area boundaries.  This structure is ideally suited for maximum productivity and effectiveness in the assignment-oriented, multiple-assignment environment of the DoS Information Security contract.  

RGII will make resources available to meet the requirements, and is committed to assemble a highly qualified professional and technical staff who will bring expertise to all of the systems specified in the RFP.  We fully understand the importance of providing the right skill mix and distribution for assignments associated with the DoS Information Security Program.  

B.4.3  Contract Management Approach

Key to the success of managing any program is the ability to effectively utilize the personnel resources.  This contract has a broad range of functional requirements described in the RFP.  In addition, there is a finite limitation on the number of individuals that must be bid as well as the constraints of a life cycle ceiling value stipulated in the RFP.  Therefore, the successful contractor must utilize matrix management concepts to effectively distribute the resources allocated to the program.  

B.4.3.1	  RGIIÕs Work Breakdown Structure and Matrix Organization Plan

Fortunately, the skills of the individuals proposed by the RGII team are substantial and easily support the use of matrix management.  The following Work Breakdown Structure (WBS) is used as the basis for the functional organization.  Each proposed staff member is assigned to the functional areas based on their past experience and known capabilities. 

Figure B.4.3.1-1, shown on the next page,  depicts the proposed Program Organization showing the inter-related functions with the individuals who will perform the functions matrixed into the functional requirements.  The darker shaded positions reflect corporate or division staff support provided to the contract.

Based on the Statement of Requirements submitted by DoS in the RFP and at the pre-transition briefings provided after award, the RGII DoS Information Security Program staff will:

Determine the functions required.

Develop the proposed solution.

Develop the plan for performance and technical approach.

Establish the assignment initiation and/or transition if required.

Secure estimates for direct labor, material, travel, equipment and supplies.

Establish and document the assumptions.

Determine the milestones and deliverables.

Establish the staffing rationale and staffing schedule.

The RGII Information Security DBMS will empower the staff to complete the estimates on-line using Microsoft Office Professional tools consisting of:  MS Word, Excel, and Access.  Microsoft Exchange, Netscape and cc:Mail will be used as electronic mail applications.  Microsoft Project will be used for project planning, scheduling, and the work breakdown structure. 



�002��Integration and Technology Development Division��Bill Blocher��

020��Department of State Information Security Program Management��Linda Fines��

100�200�300�400�500��Contract Administration�Project Security�Technical    Director�HR Staffing & Recruiting�Administrative Support��Sue Alexander�Dave Johnson�Charles Davis�Laurie Perry�Tara Plummer�������

310�320�330�340��Security Audits and Evaluations�Security and Internal Control Reviews�Non-Standard Systems Reviews �Security Awareness and Training��SCSA - J. D. Hall�CSA - Duncan Chalmers�SCSA - J. D. Hall�CSA - Joyce Weymouth��CSA - Louis Scherma�SCSA - Dave Vermillion�CSA - Duncan Chalmers�TW - Pam Nolan��SCSA - Dave Vermillion�PGMR - Harvey Smith�CSA - Pat O’Dea�CS - Klaus Fines��TW - Pam Nolan�CSA - Pat O’Dea�CSA - Louis Scherma�SCSA - Dave Vermillion��CS - Klaus Fines�CS - Darryl Harris�CS - Klaus Fines�CSA - Duncan Chalmers��

350�360�370�380��Policies, Standards and Guidelines�Security Tools and Techniques�Assistance To Major Development Projects�Trusted Systems and Networks��SCSA - Frank Risso�SCSA - Ray Suddeth�PGMR - Harvey Smith�SCSA - Frank Risso��CSA - Pat O’Dea�SCSA - Dave Vermillion�SCSA - J. D. Hall�CSA - Louis Scherma��CSA - Joyce Weymouth�PGMR - Harvey Smith�SCSA - Dave Vermillion�SCSA - J. D. Hall��TW - Pam Nolan�CS - Darryl Harris�SCSA - Ray Suddeth�CSA - Duncan Chalmers��SCSA - Dave Vermillion�CS - Klaus Fines�CSA - Joyce Weymouth�CS - Darryl Harris��Figure B.4.3.1-1	Project Work Breakdown Structure

B.4.3.2	  RGII’s Corporate Commitment Approach

RGII’s corporate policy reserves the negotiating and signing of contracts and modifications to the Chairman/CEO as well as approving the final contract pricing document.  The Program Manager and Technical Director, in the specific example of this contract, have broad authority to manage the contract.  

However, the division and corporate management structure provides support and oversight as indicated in the following paragraphs.  The Chairman/CEO is an integral part of the review and approval process for all indirect cost items, long-term leases, and asset acquisition.  The Division Manager is the primary interface to corporate management as well as the source for administrative support.  The delegation of authority is depicted in Figure B.4.3.2-1, below.  

Initial work in requirements, preparing estimates of labor and equipment, and recommending the final price are delegated to the various division’s technical and project management staff.  The review process usually involves the division Vice President, the Controller, the President, and, finally, the Chairman/CEO for final approval.   

As discussed earlier, the proposed Program Manager reports to the Vice President of RGII’s Integration and Technology Development Division, Mr. William F. Blocher who reports to the President and Chief Operating Officer, Mr. R. Gregory Freeland.  Upon completion of contract award and signature of the contract by the DoS representatives and the Small Business Administration, and RGII Chairman/CEO, Mrs. Kathryn B. Freeland, the following authority is delegated as shown in Figure B.4.3.2-1.  

Authority Delegated to:�Chairman/CEO�President/COO�Controller/CFO�Vice President�Program Manager��Pre-Award Negotiators For This Contract �X��X����Sign Original Contract Documents�X������Negotiate Contract Modifications�X�X�X�X�X��Review Contract Modifications�X�X�X�X�X��Sign Contract Modifications�X������Commit the Corporation Under This Contract�X�X��X�X��Sign for the Corporation Under This Contract�X�X�X�X���Determine Pricing Under This Contract���X�X�X��Review Agreements Under This Contract�X�X�X�X�X��Approve Agreements Under This Contract�X�X�����Negotiate Assignments For This Contract�X�X��X�X��Review Assignments Under This Contract�X�X�X�X�X��Sign Assignments Under This Contract�X�X�X�X���Manage Corporate Resources For This Contract����X�X��Figure B.4.3.2-1   Delegation of Authority For This Contract

B.4.4  RGII’s Program Manager’s Responsibilities

Ms. Linda Fines, the RGII Technologies Program Manager, will provide day-to-day management of all technical work performed under tasks and assignments under this contract.  She will act as the day-to-day point of contact for issue resolution and is the single point of contact for the DoS should there be any concern regarding performance.  The RGII Technologies Vice President, Mr. William F. Blocher, will serve as the next link for overall management liaison and is the next step in issue resolution and performance monitoring.  

Ms. Fine’s background in the Information Security profession has been extensively discussed in Factor A.1.1 - Program Manager.  Ms. Fines possesses the management skills and is technically capable of performing many of the technical requirements of the contract with a high degree of professionalism and expertise.

As RGII’s Program Manager, Ms. Fines will perform those assignments directly associated with the overall management of the contract resources assigned to her program.  Specifically, the Program Manager monitors the performance and the terms of the contracts under her jurisdiction, monitors the quality assurance level, assists in preparing project performance reports, and advises the Division Vice President and the Corporate Controller on contract compliance and/or performance.  

Ms. Fine’s staff together with the division and corporate staff maintain files and prepare the contract compliance documentation.  Audits of subcontractors are also conducted to assess product, contract, and schedule performance.  Our regional offices are linked by email, the Internet, our Intranet, and corporate LANs to facilitate the remote management of projects.  

Through our clear lines of internal authority and responsibility, formal and informal lines of communication and control, and thorough understanding of the program requirements and our capabilities, the DoS can be assured of reliable service and rapid issue resolution.  The Division Vice President reports to the RGII Technologies President and Chief Operating Officer, Mr. R. Gregory Freeland, who will serve as the ultimate link for overall management liaison and is the next step in issue resolution and performance monitoring.

We use a number of available management methods to monitor projects internally and to ensure that all efforts proceed on schedule, with quality monitored and delivered at each stage.  RGII Technologies has accurately used automated project development and project management software tools.  Outputs provided by these tools include:

Work Breakdown Structures (WBS);

WBS Dictionaries;

Project Network Charts (CPM/PERT);

Gantt Charts (Resource and Assignment Timelines);

Human Resources Baseline (Matrixes and Man-hour Loads); and

Cost Tables (Assignment, Resource, and Cash Flow).

RGII Technologies also has the tools available to assist its clients with project development/management on an as-required basis.  In those instances, or when its clients have existing capabilities, RGII Technologies utilizes them to ensure that the project is completed on time and within budget.  

Ms. Fines, as the Program Manager, will be responsible for all contractual and managerial planning associated with the proposed effort.  In conjunction with planned or forecasted opportunities for specific assignments under the contract, the Program Manager together with the Technical Director will:

Define immediate and short-term (one year) requirements and develop work plans and schedules for individuals;  

Develop long-range project goals and plans, and if necessary, identify changes in resources that must occur to support these plans, continually update and refine plans as goals and conditions change, and maintain responsibility for assuring that these goals and plans are in conformity with those of the requirements of the DoS Information Security Program;  

Develop and prepare a plan to promptly transition from the existing contractor support; and 

Develop and maintain the short-range and long-range plans for the DoS contract in accordance with DoS Directives and individual assignments.  

The Program Manager has overall responsibility for technical performance, including work in process, program assignments, plans, deliverables, and personnel conduct to ensure effectiveness and quality performance.  The Program Manager provides direction to the program team to ensure that the DoS’s and RGII Technologies’ standards are met.  

In addition to functions covered elsewhere in this proposal, in summary, the Program Manager will:

Monitor overall utilization of resources and define projected resource requirements, keep designated individuals informed on actual versus planned consumption and projected requirements, specifically identify any overages or shortfalls early enough to permit required corrective guidance on actions.

Delegate authority to key management and supervisory technical personnel to establish points of contact in the coordination of the technical matters between RGII Technologies and the DoS clients.

Maintain a continual awareness of the status of current activities, in particular, to assure that client organizational units are immediately informed of any computer hardware/software problems which could yield unsatisfactory results from the client's point of view.

Set, monitor, and adjust priorities and schedules to optimize responsiveness to DoS user requirements.

Keep the COTR and DoS client management informed of the adequacy of the hardware/software configuration in meeting current and projected delivery order requirements, identify needs for change in sufficient time to permit advanced planning and budgeting.

Monitor the maintenance and adherence to operational standards and documentation in accordance with DoS Contract Directives and subsequent Contract Modifications.

Review overall technical performance, including work in process, task assignments, plans, and programs to ensure effectiveness and reduce costs.

Ensure prompt and accurate responsiveness to reporting requirements, both written and oral, in accordance with DoS Contract Directives and Modifications.

Ensure implementation of appropriate mechanisms to maintain required privacy and security.

Monitor the responsiveness of RGII Technologies Program’s organizational structure in meeting existing and projected requirements and effect organizational changes when reviewing required.

Staff or reassign personnel within the project to meet current and new requirements.

Direct the activities of all subcontractors and consultants assigned to work on the Program.

Attend periodic and formal review meetings with the COTR, and Client Technical Managers and provide written reports for evaluation.

B.4.5	  RGII’s Technical Director’s Responsibilities

The RFP states that the Technical Director is the focal point for the operation of the contract.  As such the Technical Director must possess significant knowledge in operating systems, word processing/data processing packages, hardware platforms, and application development and security certifications.  

As indicated in B.4.3-1 - “RGII Technologies Proposed Functional Organization”, the Technical Director handles a wide range of diversified activities, supervises the program technical staff, and is well versed in the management of time sensitive tasks.  In addition, the Technical Director will be responsible for providing clear, concise briefings to senior officials on a variety of computer security topics; and providing support for high level briefings on security issues related to existing Department projects and/or new systems.  His additional responsibilities include receiving work requirements from the Department's Laboratory Manager, assignment of contractor personnel, and providing technical direction to contractor personnel.  

While the Program Manager is the central point of contact for contractual and management issues, the Technical Director will be the central point of contact for contractor personnel on technical issues.  He will provide technical guidance on security issues to application developers, Department of State management, and other U.S. Government offices/personnel as the need arises.  The Technical Director will also be responsible for the evaluation of new products identified by DoS for security features.  Together with the Program Manager, the Technical Director will:

Review all deliverables to ensure technical accuracy;  

Forward all deliverable material to the COR;  

Ensure projects are completed in a timely manner; 

Provide input to the weekly activity report;  

Assist Program Manager with the screening of personnel; and

Conduct weekly technical discussions with contractor and subcontractor personnel on in-house efforts.

Finally, the Technical Director will meet daily with U.S. Government personnel within the Diplomatic Security (DS) program office, including the COR and the Government's laboratory manager, to discuss status of projects, future efforts, schedules, and upcoming events.  Further, he will meet weekly with U.S. Government Laboratory Manager and (DS/ACD/SAB) Branch Chief to discuss on-going efforts and future undertakings.  

B.4.6		RGII’s Contract Administration

This contract will be funded by contract modifications to the original contract document.  Our management objectives are to ensure that contractual personnel are provided and contract deliverables are produced as required, within established standards, and in a timely fashion.  RGII Technologies has successfully managed numerous contracts involving on-site staff support, RGII utilizes management systems to determine requirements and methods used to evaluate the success of the requirement performance.  

The RGII Technologies’ approach to management emphasizes planning and effective management of resources, specifically personnel.  Earlier in this section, we addressed the issues and plans for mobilizing the RGII DoS Information Security Program staff and for providing the staff with the means to respond promptly to the requirements of transition and daily operations.  Additional assignments will be handled somewhat like special assignments.  

The previous subsection dealing with task order management addressed the process which develops the special task assignment proposal, secures its approval and submits it to the DoS.  Further, the subsection covers the processes following the assignment of the function or its modification; specifically, review, risk assessment, planning, feedback, tracking deliverables status, assigning responsibility and resource utilization and control.   The previous section covering Factor B.3 provides more details covered under the general topic of RGII’s Corporate Project Management Methods especially those involving financial and cost controls, problem resolution, work assessment, staff retention, material acquisition, subcontractor management, and quality control.  

Together, Factor B.3 and B.4 sections provide our response to the requirements of Section L relating to Management of the corporation and the program.  One of the RGII Technologies' goals for the DoS Information Security Program is to provide information security services at a competitive price.  For this competitive price to be sustainable over the term of the contract and any resulting task or assignments, comprehensive management and support service must become a goal.  The objectives of this goal will be realized by:

thoroughly analyzing each technical requirement;

anticipating variances in the requirements and schedules;

executing plans while maintaining flexibility to deviations in the plan;

implementing the project support activities without adversely affecting other ongoing project activities;

reviewing the results of an activity to ensure that they are compliant with customer expectations and technical competency; and

documenting and reporting the entire process for future reference and accountability.

Effective project control ensures that all project participants adhere to the technical and program standards of the effort.  RGII Technologies controls adherence to contract requirements through evaluation of performance in the areas of quality, delivery, timeliness, cooperation, and contributions to the project.  The RGII Technologies technical management team plans for and develops control procedures to effectively manage multiple assignments.  The assignment can cover any or all of a full range of functional activities that may be called for under the terms of a work statement.  However, nothing, can substitute for skilled and experienced technical management personnel.  Program Managers will stay in close and daily contact with their team leaders and key project personnel to maintain awareness of progress on each assignment. They will also stay in close contact with their respective counterparts and the Contracting Officer’s Representative (COR) within the client's organization.  

Program Managers must also keep abreast of trends, mission changes, plans for the insertion of new or different technology, and they must anticipate the impact of these external forces on their workload, and the technical skills needed within the team.  They must train and motivate their staff and provide an environment that will retain the highly qualified project team we have proposed.  The RGII Technologies technical management team has the assets, skills, and motivation to do just that.  The RGII Technologies technical assignment management practices and principles assist in providing:

accurate work plan development and staffing estimates;

meaningful completion schedules;

quality technical services;

effective and timely full life-cycle services;

optimized responses to varied and changing orders;

within-budget cost control; and

accurate and timely status/progress report preparation.

Our combined long-term experience in the successful management of several programs/projects similar in size and scope will ensure the objectives associated with the information security services specified in this RFP and future contract modifications are met.  

B.4.7  Task Order Step-by-Step Methodology 

As new assignments are developed by the Department of State, RGII will be expected to provide written estimates of the cost of performing the additional work using the established Time and Materials rates contained in the contract award document.  RGII's Step-by-Step Task Order Methodology corresponds to the numbers in the blocks in Figure 4.7-1 and as described in the paragraphs that follow:  

Step 1.  Upon initiation of a Task Order, the RGII Program Manager will carefully analyze the nature and magnitude of the work, assign a charge number to authorize expenditures against the task, and assign the task to the appropriate professional who will be responsible for planning and subsequent execution of the Task Order.

Step 2.  For extensive Task Orders which RGII has not previously discussed with the Department of State project office, the RGII Program Manager will meet with the COR:  (1) to establish appropriate schedules and milestones;  (2) to ensure that task objectives are understood, and (3) to determine any special issues or considerations that are important to the Task Order planning and execution.

Step 3.  The RGII Program Manager will meet with cognizant RGII professional staff members to make initial determinations concerning any inter-organizational interfaces involving the new Task Order, ongoing and other planned work.

Step 4.  The lead RGII professional assigned by the Program Manager will perform the initial task planning and scoping and will obtain guidance from the Project Manager relative to technical, schedule, cost, and personnel matters.  

For complex Task Orders, a work breakdown structure (WBS) or other similarly effective planning tools will be used to identify and describe each work element, to assign responsibilities, and to synchronize task schedules and deliverables.  

The WBS will also be used in the assignment of personnel.  At this time, the Project Manager, with the assistance of our QA specialist, will identify unique QA requirements and outline any specialized reporting and control requirements.

Step 5.  After completion of Task Order functional requirements determination and scheduling, the Program Manager will determine personnel qualifications and number of persons required to perform the job (staffing and man-loading), identify other direct costs (ODCs), and develop a "Contractor Estimated Funding Schedule."  If performance of the Task Order will not require integration with other organizations and does not require subcontractor assistance, the plan will be provided to the Division Vice President and then the President at Step 8.  If it requires subcontractor assistance, the nature of that assistance is identified and scoped at Step 7 and then presented for approval.

Step 6.  If performance of the task effort will require integration with other organizational units, the Program Manager will project the requirements and integrate them with ongoing and other planned work.  Where schedules permit (such as when formerly planned and known Task Orders will be completed early enough), tasking the staff is straight forward.  

In other situations, we will consider other alternatives, always attempting to utilize existing staff available from other project tasks.  In the unlikely event that the expertise needed is not available in the project, the RGII Program Manager will identify qualified persons elsewhere.  At this time temporary reassignment of staff with the specialized skills or training to accomplish the required Task Order will be arranged.

Step 7.  Should the Task Order require skill not currently available in RGII, subcontracting is considered as an alternative solution.  At this step in the process, any initial requirements of any subcontractor assistance will be identified, and if necessary, the President will go directly to the President of RGII's subcontractor to arrange for temporary assignment of staff, as in Step 6.

Step 8.  The RGII Program Manager and the Division Vice President will then present his initial plan to RGII's President.

Step 9.  RGII's President approves/disapproves the plan after discussion and determines the need for subcontractor assistance.

Step 10.  When subcontractor assistance is required, the RGII Program Manager meets with the appropriate subcontractor(s), outlines the requirements, affirms cost and schedule performance information and commitment regarding key personnel, and integrates the subcontractor efforts with the overall Task Order performance plan.

Step 11.  If required by the contract or a specific task order, the RGII Program Manager will then present the package, with cost estimates and proposed schedule, to the COR for review prior to submission to the Contracting Officer.  The package will contain a schedule for completion, identify the schedule of the various identified deliverables, and provide projected man-loading.  

Subsequent to completion of any necessary administrative discussions between the COR and the RGII Program Manager, RGII's Division Vice President and/or RGII’s President will meet with the Contracting Officer’s Representative and/or the Contracting Officer if necessary, to finalize the Task Order documentation.

Step 12.  Should the COR request revisions to the plan prior to approval, RGII's President will authorize the required revisions and process the re-planning so that the revisions go through the same basic steps as the initial plan.
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Figure B.4.7-1.   RGII’s Task Management Process Steps 1 through 13.

Step 13.  Subsequent to approval of the plan and authorization by the COR, RGII's President assigns the Task Order to the appropriate Division.  After the assignment is made, the Program Manager will proceed to execute the work and perform more detailed planning, to ensure that the work will be performed effectively and efficiently.  Where required, subcontractors are instructed to proceed with their segment of the work through RGII's Contracts Administration organization.

B.4.8		Review, Risk Assessment, Planning and Feedback

Centralized Planning and Control (CPC) are a key feature of the RGII Technologies management approach in mitigating program risk and enhancing the Program's management objectives. The RGII Technologies’ CPC processes call for rigid adherence to Government standards and contractual provisions.  The process involves the synchronization of activities, decomposition of assignments, establishment of measurement criteria, allocation of resources to each assignment, and proactive staff involvement in the measurement of progress throughout the execution phases of an assignment order.  

B.4.8.1		Review Assignment Statements

RGII Technologies always review proposed assignments with its clients.  We match them against resources available, set priorities and determine high-level delivery schedules.  In addition, RGII Technologies will review each Assignment Statement and compare it to all other Assignment Statements and Statements of Work to avoid duplication of effort and to ensure consistency and accuracy on a "program-wide" basis.  The results are specific assignment orders to which RGII Technologies responds with specific work plans, schedules and costs.

B.4.8.2		Risk Assessment

A risk management program is necessary throughout the entire contract period, and/or for each assignment issued by the Program.  Several techniques have been developed for each of the risk management activities.  The principal elements are shown in Figure B.4.8.2-1 "Techniques of Risk Management." Good risk management requires a "team" effort.  RGII Technologies will work closely with each customer to ensure that effective risk management techniques and tools are applied to identify risks and mitigation up-front so that unwanted surprises do not occur. 



RISK IDENTIFICATION �

RISK ANALYSIS�RISK MITIGATION 

AND TRACKING��Expert interviews�Decision analysis�Watch lists/milestones��Independent assessments (cost, schedule, and technical)�Probabilistic Risk Assessment�Contingency planning��Risk templates�Probabilistic network schedules (e.g. PERT)�Critical items/issues lists��Lessons learned from previous projects�Probabilistic cost and effectiveness models�Cost schedule control systems and tracking��Figure B.4.8.2-1:  Techniques of Risk Management

RGII has developed risk avoidance techniques to address several management areas which have inherent risks.  Figure B.4.8.2-2, on the following page, provides a more detailed discussion of the risk avoidance techniques RGII has used on various projects.  Earlier in this section, additional discussions of specific information security risk management and avoidance have been covered under Factor B.1.  

B.4.8.3		Assignment Planning

RGII Technologies develops and implements assignment plans in a top-down,  structured,  step-by-step manner.  In the initial step, we define project objectives concisely.  After formulating the objectives, we describe the broad assignments required to meet each objective.  For example, a constant state assignment will cover database administration and system support.  These overall specifications will serve to establish basic priorities and to assign and schedule baseline resources.

Individual tasking activities and specific personnel assignments begin when a detailed assignment order is presented to RGII Technologies by the client.  Acceptance of the assignment will initiate our activities for developing work plans for assignments.  The technical requirements, complexity and time constraints of each assignment will be used to determine the personnel and cost estimates.

RGII Technologies assumes that high priority assignments will require a rapid response.  In these situations, we will forego the formal assignment planning process and respond to quick reaction guidance issued by our clients -- as soon as possible, RGII Technologies will initiate action to provide the proper level of supporting documentation.  Project planning and control are the basis for completion of assignment orders.  All work performed under this contract will be covered by an assignment or function included in the original RFP or added by direction of the Contracting Officer, including planning, implementation and maintenance assignments.  

To manage interrelationships between assignments, sequence of events, and resource allocation, we may use the Program Evaluation and Review Technique (PERT), Gantt, or Critical Path Method techniques, whichever is most appropriate, to perform calculations and to adjust time lines and other road map elements. RGII Technologies normally uses three ways of presenting data: lists, graphs and forms.  Lists are similar to data directories for projects, resources, and reports.  Graphs include the road map, schedule, and calendar.  Forms store information about projects, assignments, milestones and resources as well as other pertinent data.

Using selected automated project management tools, RGII Technologies enters a calendar and a list of resources into the system.  For each assignment, we design a road map by putting assignments and milestones in a network structure that reflects their relationships.  Next, we allocate resources to appropriate assignments, adjusting the schedule as needed to reflect changes in allocations and resources.  Once an assignment is under way, RGII Technologies updates the road map to reflect the real world events and adjust the schedule as needed.  For complex assignments, the major activities presented in the schedule will be expanded into more detailed activities, as required.  In those instances where activities cross organizational lines, representatives from all groups concerned will contribute to the definition of required interfaces.



Management

Issues�Sample

Management Risk�Risk Avoidance

Techniques��

Program

Management�Missing schedule deadlines

Maintaining 100 percent staffing level

Tracking all deliverable requirements accurately

Sustaining communications with the customer

�Automated project management software                 (e.g. MS Project , Project Workbench)

Planning/progress/status/review meetings

Job applicant database

Contractor/customer retreats

Continuous improvement Team for management issues 

��

Cost

Management�Preparing accurate budget estimates

Tracking all Planned vs. Actual expenses

        accurately

Cost overruns



�Automated project estimating tools

Automated 533 reporting

Automated project management software      (e.g.        MS Project, Project Workbench)

Regular cost review meetings

Continuous improvement team for cost avoidance opportunities

��



Quality

Control�Delivering products with errors

Wasting time/money reworking products

Service/product failures affecting customers�Service Level Agreements

Quality audits

Continuos improvement team for quality issues

Quality leaders within each functional unit

Awards and recognition for error-free products/services

��



Process

Improvements�Changing “the way we do things”

Failing to focus on the most critical problems

Dedicating scarce resources without knowing  the “return on investment” �Formal TQM plan/process

Continuous improvement Teams for all functional work areas

Performance Objectives Matrix

Customer involvement in all efforts

Awards and recognition for productivity improvements

��



Data

Management�Under-using computer resources

Reduced response time

Compromising data integrity�Automated software tools

Service level agreements

Formal policies, procedures, standards

Continuous Improvement Team for data management issues

��



Procurement

Management�Taking advantage of buy vs. lease options

Tracking inventory accurately

Soliciting competitive bids

Maintaining accurate records�Automated project management software                (e.g. MS Project, Project Workbench)

Formal policies, procedures, standards

Cost/benefit analysis

Continuous Improvement Team for efficiency

��



Socioeconomic

Plan (Affirmative Action)�Meeting EEO goals and objectives

Promoting affirmative action programs at all organizational levels�Publish target vs. Actual EEO goals

Solicit employee assistance in recommending qualified applicants

Sponsor affirmative action awareness training

Continuous Improvement Team for socioeconomic issues 

 ��



Subcontractor

Management�Soliciting competitive bids

Effective control and management

Clear understanding of requirements, procedures, and working relationships

Accountability�Subcontractor performance monitoring

Contracts Manager oversight

Formal policies, procedures, and standards

Continuous Improvement Team for subcontracting issues

��Figure B.4.8.2-2 Techniques of Management Risk Avoidance

Changes or additions to the assignment work plans are reported to the COTR and RGII Technologies project personnel.   We always support three levels of status reporting:  (1) project and assignment milestone reporting on designated personnel; (2) assignment and major activity reporting; and (3) detailed assignment reporting by assignment and resource category.  The level of planning and tracking required is determined by the complexity and number of assignments, and the size of our project staff.  

B.4.8.4		Feedback/Accomplishments

Using the associated schedules, assignments and sub-assignments, RGII Technologies manages and completes the work activities.  Actual progress and resources used by assignment/sub-assignment are recorded via the automated project management software that is selected for the specific assignment or project. The work plan is updated as necessary to reflect changing estimates of requirements. Differences between planned and actual progress and costs are investigated and resolved.  Monthly progress reports and weekly status reviews include the status of work associated with new assignments.

B.4.9	Responsibility, Tracking Deliverables & Resource Utilization and Control

The RGII Technologies Team has considerable experience with information security and information technology contracts.  This experience, in some cases, was gained the hard way.  The lessons-learned will prove invaluable in providing the Program with the high level of support required over the next five years.  This Department of State project is a time and materials contract.  Our first and most important emphasis is the identification, recruitment, training and retention of the highly qualified individuals needed to support DS/CIS/IST.  Good program management requires clear lines of authority and responsibility, efficient tracking of assignments and/or deliverables and effective control of available resources.  

B.4.9.1		Assigning Responsibility

RGII Technologies Program Manager will provide single-point management for contractual issues and the Technical Director will provide day-to-day technical management at the various DoS facilities used or supported by this contract.  As such, they will ultimately be jointly responsible for all aspects of this effort.  The RGII Technologies project organization, discussed further in other subsections of our proposal, will contain the attributes of both a functional and matrix organization.

One of the biggest lessons learned by RGII Technologies, (unlike many other firms) is to get the Task Order Leader involved "up-front," during the planning phase for all new initiatives.  In many cases the Technical Director will take on this role, but as the contract progresses we have contingency plans to use the depth of talent and experience of our Senior Computer Security Analysts to take on special task orders. 

 Once an assignment order or Statement of Requirements is received from DoS and logged into the RGII DoS Information Security Project DBMS, the RGII Technologies Program Manager will review it with the appropriate staff members.  As part of this review, a Task Order or Assignment Leader will be identified and assigned to the assignment.  Each Task Leader will be responsible for the technical and performance aspects of his/her assigned assignment.  The Task Leader, in conjunction with the RGII Technologies Program Manager and Technical Director, will jointly determine the resources, activities, time, materials, etc., required to perform the assignment.  

Once the planning is complete a Work Plan will be prepared that will include:

Designation of Assignment Leader

Assignment/sub-assignment definition and description

Required input from the DoS or other contractor(s)

Description of deliverables

Schedules for work to be performed

Personnel to be assigned, including required skills and availability

Level of effort required

Cost estimate



Once the Work Plan for the new or modified assignment is completed, RGII Technologies will submit it to the Contracting Officer and await receipt of a formal Assignment Order to implement the assignment.

B.4.9.2		Tracking Deliverables

RGII Technologies uses an automated Task Assignment/Change Tracking System that provides a tailored management system to record key elements needed in the tracking of each assignment, from receipt from the client through to completion and close-out.  This system is composed of the following data files, each of which is related to the others through a series of key data elements.

The Resource/Personnel Availability File is used to record each team member and the overall number of hours and estimated costs that person is expected to  contribute to the project over the course of one contract period, i.e., a year.  As resources are expended and reported within the Cost Accounting System, those hours and resulting costs are used to track actual expenditures against the budgeted hours and costs for that employee.

The Task Assignment Order File is used to record basic information about each assignment.  In addition to standard identification information, such as project title/number, assignment title/number, and required start/completion dates, budget projection information developed during assignment order review and approval is also included. That budget information includes the estimated number of hours and projected costs by labor category, total estimated other direct costs (ODCs), and actual assignment start/completion dates.  As with the Resource/Personnel Availability File, actual expenditure of resources reported are tracked against the budget projection information in this file to produce cost variance reports.  Each record in this file is supported by one or more formal office files that contain all correspondence associated with the assignment.

The Sub-Task Assignment/Activity Scheduling File is used to record the lowest level of assignment order work to be tracked and reported.  This record is the lowest level of tasking to which we associate schedule start/completion dates and estimated resource requirements data.  There is a direct correlation between a sub-assignment record on this file and the reporting of actual resource expenditures within the Cost Accounting System (CAS).  

In addition to employee, project, and assignment identification numbers used to relate data on this file to other files within this system, we also record scheduled and actual start/completion dates and budgeted estimates versus actual used-to-date resource expenditures by labor category.  Actual resource expenditures reported are summarized and recorded in this file twice a month in conjunction with our payroll reporting cycle.  Total resource expenditures for all sub-assignments within a assignment order are summarized and recorded in the Assignment Order file.  As with the Assignment Order File, and if required by the complexity of the assignment, a formal office file is established to contain all correspondence relative to that sub-assignment.

The Task Assignment Deliverables/Major Milestones File is used to record a configuration item or deliverable that will be subjected to our documented Quality Assurance and Control Review Procedures.  Each item on this file contains data needed to relate it to the overall project/assignment order, the sub-assignment where the deliverable is produced and the identification number of the responsible team member.  

We also record scheduled and actual start/completion dates for delivery of this product as well as the client offices to which the product is to be submitted for review and approval.  The availability of this information allows the generation of several reports that highlight major assignment milestone and schedule information, and allows orderly scheduling of internal quality reviews and deliverable tracking until they are accepted.

RGII Technologies uses an automated tracking system (centered around Microsoft Project, Microsoft Excel and the Deltek Accounting System) which produces a series of standard and ad hoc reports used in the day-to-day management of the project, including:

Planned versus Actual Assignment/Sub-assignment Schedule Report;

Late Assignment/Sub-assignment Schedule Report;

Deliverable Schedule Report;

Monthly Resource Expenditure Summary Report by Labor Category;

Monthly Resource Expenditure Detail Report by Person, Assignment, and Sub-assignment;

Monthly Assignment Order Labor Utilization and Other Direct Costs Summary Report;

Monthly Exhibit of Expenditures;

Weekly Automated Assignment and Change Request Management Report;

Monthly Non-Accepted Deliverables Report;

Schedule of Quality Control Assignments/Sub-assignments Report; and

Planned versus Actual Resource Expenditure Summary Report.

Future plans call for our automating the entire process using the Intranet for internal transfer and collection of forms, reports and other project communications.

The management procedures RGII Technologies uses to manage the task assignment orders under our contracts are:

Develop Program Management Plan;

Manage Assignment Orders;

Manage Resources;

Report Progress and Status;

Resolve Problems; and

Conduct Quality Assurance Reviews.

B.4.9.3		Resource Utilization and Control

The RGII Technologies approach to resource utilization and control is built into its automated systems as described throughout our proposal.  Appropriate to the size of the contract and its task, the RGII Technologies Program Manager will institute a Management Information Control Center (MICC), similar to a command post, which will serve as the central source of information for the RGII Technologies.  The MICC will be open to client management, where appropriate, and RGII Technologies management personnel, so that information concerning any aspect of any assignment pertaining to this effort will be readily available.

RGII Technologies will use automated project management tools to monitor and control resources.  RGII Technologies enters a calendar and a list of resources into the system.  For each assignment, we design its road map by putting assignments and milestones in a network structure which reflects their relationships.  We next allocate resources to appropriate assignments, adjusting the schedule as needed to reflect changes in allocations and resources.  

Once a task assignment is under way, RGII Technologies updates the road map to reflect the real world events and adjusts the schedule as needed.  Assignment team members will use a weekly Task Assignment and Milestone Report Form to review and document their progress.  Technical staff members will use the report to record time expended and estimated completion times for individual assignments. The completed report information is entered into the system to update all reporting files.  



�SUBFACTOR B.5 - SUBCONTRACTOR PLAN

“We believe that in working with its subcontractor personnel, RGII Technologies should  show no distinctions between our personnel and subcontractor personnel.  We are working as one force in accomplishing a common goal for the Department of State.” 



Teamwork is essential to the successful performance and completion of any project, large or small.  As the prime contractor for other Federal Government programs, RGII Technologies fully understands the importance to the Department of State selecting a firm that meets technical and quality requirements, and where appropriate, the Small Business requirements.  In addition to meeting these requirements, the selected firm must also have the financial resources and demonstrated experience in managing contracts of this size with subcontractors.  For this contract we have selected Aegis Research Corporation to join with us in providing superior information security support services to DS/CIS/IST.  

B.5.1  Subcontractor Management Methodology

RGII Technologies is committed to delivering the best qualified personnel for this Department of State program and the task projects ordered under the contract.  From time to time we will use consultants and subcontractors when the use of these individuals offers significant cost and technical advantages to the Government.  As noted earlier, we have done so for this contract.  RGII Technologies believes that in working with its subcontractor personnel show no distinctions and are working as one force in accomplishing a common goal for the DoS.

Effective subcontractor management incorporates defined subcontractor responsibilities and task order assignment, and the project control, communications, and monitoring activities described in the following paragraphs.  RGII Technologies provides its subcontractors with a clear, well-documented definition of their responsibilities. Detailed management and reporting responsibilities and technical support requirements are identified and included in the contract with each of the subcontractors.  We also ensure that our agreements with subcontractors are consistent with our prime government contract and those appropriate provisions of our contract flow down to the subcontractors.  Personnel qualifications and specifications of equipment or services are also outlined in the contracts.  A clause in each contract requires subcontractors to replace any equipment or personnel that RGII Technologies determines is performing below acceptable standards.

B.5.2  Subcontractor Control

Effective project control ensures that all project participants adhere to the technical and program standards of the proposal.  RGII Technologies controls adherence to contract requirements through evaluation of subcontractor performance in the areas of quality, delivery, timeliness, cooperation, and contributions to the project.  RGII Technologies will be informed of its performance ratings, the areas in which performance needs improvement, and any corrective action that should be taken.  Procurement documentation generated by the Department of State Contracting Officer will be reviewed by the RGII Technologies Program Manager to ensure that contractual requirements are correctly interpreted and communicated to RGII Technologies and that adequate quality inspection and test provisions are included. Project control is ultimately the responsibility of the RGII Technologies Program Manager through performance of the following activities:

Monitoring subcontractor progress against performance, schedule, and cost requirements;

Identifying potential problem areas and monitoring corrective actions; and

Maintaining the project products at a level of quality consistent with the Department of State mission.

B.5.3  Subcontractor Communications & Reporting

Establishing effective lines of communication with our subcontractors, is fundamental to the success of the Department of State program.  In accordance with our overall project management procedures, RGII Technologies will invoke formal and informal communications with our subcontractors.  The Department of State can, therefore, be confident that RGII Technologies is in constant control of all areas of subcontractor business arrangements, contract compliance, terms, monitoring, work performance, and QA.

Any subcontractors for a specific task order effort, will participate fully in regularly scheduled meetings to direct activities toward a common goal.  For this the Department of State program, the Program Manager, Linda Fines, will coordinate efforts through weekly meetings, monthly status reviews and technical reviews.   These regularly scheduled meetings will facilitate careful review of the Department of State project and task order status with our subcontractor(s) and will ensure control of team efforts.  RGII Technologies will also convene status meetings with subcontractors, when appropriate, to communicate and coordinate performance efforts through presentations, reports, and system inputs. 

B.5.4  Subcontract Management

We have successfully performed on very complex projects that have included subcontract participation.  In each case this success was achieved through the effective management of subcontractors.  Our experience has proven the need for the development, agreement and adherence to a well-constructed plan governing subcontractor responsibilities and measures of performance.  Consequently, each plan utilized contains a clear delineation of:

Task Responsibilities.

Performance Expectations.

Reporting and Documentation Requirements.

Schedules.

Quality of Work.

Problem Identification and Resolution Procedures.

Personnel Assignment Qualifications.

Required Deliverables.

Quality Assurance and Control.

We require the submission of subcontractor plans in support of assigned activities to ensure a clear and concise understanding between us and the subcontractor.  This, as with any agreement, becomes the basis upon which performance is objectively measured.  Meetings are held on both a monthly and quarterly basis with subcontractor management personnel to review performance and status with respect to each area previously cited.  Just as we provide a problem escalation chart to our clients, we also expect the same from our subcontractor.  At the project working-level we strive to foster and promote a team, single group, environment.  This serves to achieve a single entity attitude on the part of Project Team members.  The value of this approach is easily and quickly recognized by the client and contributes significantly to project success.  Subcontracts will be executed with each Team member upon contract award.  It identifies the basis upon which every subcontract is developed.  It addresses:

Management Organization Structure.

Tasks and Schedules.

Management and Control.

Performance Reporting.

Problem Resolution.

B.5.5  Subcontract Administration

The Program Manager will request and receive support with respect to contractual and legal project aspects from our Director of Contracts.  This individual will review the contract issued under which the program will operate at the time of contract award.  The Program Manager along with his or her Division Vice President will then develop a Contract Administration Plan.  This plan will clearly identify all contractual obligations, the basis upon which they are to be satisfied and any required schedules.  

In a similar manner, he or she will review each delivery order issued to ensure overall contract scope compliance.  He will also identify all contractual reporting requirements both to the client agency and the Small Business Administration (SBA), as appropriate.  All option procedures will be outlined to ensure that necessary notifications and responses are provided within the stipulated and required timeframes. Within thirty (30) days following contract award, a detailed plan will be developed and submitted to the Contracting Officer for review and approval.  Similarly, changes and modifications will be submitted for approval.

Contractual requirements of a financial nature to include conformance with negotiated rates (both direct and indirect), cost substantiation and justification, and related matters will be supported by our Controller.  Such support can be requested by the Program Manager or the Division Vice President  Requests for clarification or questions on the part of either the Contracting Officer or the Contracting Officer’s Representative (COR) can be addressed to any of these individuals.  Both the Division Vice President and our Controller attend monthly operational meetings.  Since they are in frequent contact with all Program Managers, they are therefore informed of all pertinent program requirements, issues and potential concerns.  Client communications are coordinated and discussed to the level of detail necessary to ensure a consistent informed response in a timely manner.

B.5.6  Subcontract Arrangements For This Contract

RGII Technologies, Inc., as stated earlier, has selected Aegis Research Corporation of Falls Church, Virginia as their subcontractor for the Department of State Information Systems Security contract.  This was done because of their extensive and diverse capabilities in information security support services to the Federal Government.  Both parties determined that they would benefit from an exclusive teaming arrangement between their respective organizations in order to develop the best management and technical approach for this solicitation.  We have agreed to a division of responsibilities covering work to be performed which enable each party to enjoy the benefits of the other party’s capabilities in areas of work which are not currently independently available in the quantity needed for this contract within their respective companies.  We have negotiated a division of the work in accordance with the terms and conditions of the RFP,. The FAR and SBA’s rules for 8(a) set-aside procurements. The labor ordered by the Government under a Time and Materials contract shall be shared between the parties, subject to the provisions of the U. S. Small Business Administration relating to the subcontracting of 8(a) set-aside contracts.  The Subcontract will contain terms that are no less favorable than that of the Prime contract, except for terms applicable to 8(a) status.

The position of Program Manager (PM) and Technical Director (TD) shall be filled by the Prime.  Except as subsequently and mutually agreed to in writing, the subcontractor shall be entitled to fill from four (4) to six (6) of the original personnel positions.  As the subcontractor’s personnel will be filling some of the key positions, the individuals proposed must be available and willing to report for work on this program.  The eventual subcontract will be structured so that each party will enjoy the same proportional share of the direct labor throughout the life of the program including all option years exercised by the Government, as was originally proposed.

As the prime contractor, RGII Technologies shall be responsible for all other direct charges (ODCs) for the life of the contract, including travel and per diem, unless otherwise agreed to in writing.  We have requested in Volume I of our proposal to negotiate and later attempt to provide ourselves and the subcontractor with hazardous duty insurance and hazardous duty pay to a reasonable or Government standard as an ODC to the contract.  Since the Subcontractor is providing labor only, any equipment, software, or firmware will be provided by the Government or prime contractor.  In addition, the Government will be requested to consider any taxes associated with overseas travel or expenses under any resulting subcontract, as an ODC.  

As described in the “Factor B” section of our proposal, we are proposing to use certain tools and methodologies which are provided by our subcontractor.  Our subcontractor has agreed to provide for use in this program, these specifically defined tools, methodologies, and security knowledge.  This information and data will be provided at no cost and are itemized along with a reservation concerning rights in data during negotiations in Volume I of our proposal.  The information and data are the property of the Subcontractor and considered “proprietary or confidential”.  

SUBFACTOR B.6  -  QUALITY ASSURANCE PLAN

“RGII Technologies is a quality-conscious firm.  We emphasize to our clients that RGII Technologies’ approach to quality is to build it in at the start of a program and to recognize that quality should not be “inserted in the middle” or "inspected into" a program.”

B.6.1  Quality Control and Total Quality Management

The RGII Technologies approach to internal quality control includes elements of our Quality Control (QC) system and our internal quality assurance (QA) system.  Our Quality Assurance Plan for this contract describes in sufficient detail how we will conduct the QA system, what frequency or when the QA activities will be performed, where the QA activities will take place, and by whom the QA process will be accomplished.  

Competition and tighter budgets are pushing both Government agencies and private sector firms toward developing and implementing a better and more effective quality control system.  Some of the benefits of our system are:

Problems get solved permanently;

The quality of worklife is improved;

Everyone is able to do better work;

Communications and coordination are improved; and

Both technical and management staffs are involved through the TQM bottom-up approach; therefore, the whole staff buys into the changes and participates in the implementation.

RGII Technologies has recently defined a Quality Control/Quality Assurance (QA/QC) Plan and will begin development of the full program within the next few months.  We expect the plan to be fully implemented in mid-1997.  The RGII Technologies approach is similar to a Total Quality Management (TQM) system and is process-oriented and aimed at improving the support and products developed for our customers.  

Our QA/QC Plan includes a number of goals, however, first and foremost is "customer alignment."  By this, we mean working with our customers and defining, or redefining, the customer's needs, then developing/realigning our processes to conform with the customer's needs.  As with any QA/QC system, the RGII Technologies approach is systemic improvement oriented.

The RGII Technologies QA/QC program will include an ability for any employee to make recommendations through Quality Improvement Initiatives (QII's).  Once a QII is received, RGII Technologies will put together a Quality Action Team (QAT) to analyze the QII and develop new or improved processes to enhance the area affected.  This will include surveying, sampling, checklists, Pareto charts, and fishbone diagramming.  RGII Technologies’ corporate management tracks the process of all QII's and QAT's.  In addition, each of our Program Managers is required to include QA/QC activities in Weekly Activities Reports.



B.6.2  Quality Assurance

The objective of the RGII Technologies Quality Assurance plan is to ensure responsiveness by providing the highest quality of service to our customer.  We have an aggressive, proactive QA plan that ensures satisfaction by establishing quality standards, detecting deficiencies at the early stage, initiating quick corrective actions, and monitoring performance in a disciplined manner to ensure compliance with quality standards.  The primary QA/QC Manager for every project is the Division Vice President.  It is our corporate policy, implemented in the early years of our existence to place the QA function at the highest feasible level of the corporate structure.  

RGII Technologies believes in a conscientious program consisting of established procedures, ongoing personnel training, review of system reports and logs, management reviews, review of trends, maintenance management, QII's, QAT's, and user feedback to update QA standards and procedures that will ultimately improve operations.  In the case of this program, Mr. William F. Blocher, Vice President of our Integration and Technology Development will serve as QA/QC Manager.  He will be personally responsible for initiating the QA process during contract start-up, and monitoring its success throughout the period of performance.

Our personnel will remain attentive to these quality-related issues through RGII Technologies’ established QA/QC organizational structure, standards and procedures, inspections and reviews, problem identification and resolution, and reporting vehicles.  These elements combine to provide a comprehensive and project-oriented QA program that consistently anticipates operational issues before they become impediments to the continuity of services.

B.6.3  Financial Controls Support The QA Program

RGII Technologies maintains exemplary financial soundness by instituting a series of financial control mechanisms as part of our overall project management control.  Financial control is a key aspect of quality control.  The financial control board for this project will consist of the CEO, the President, the Controller and the Division Vice President.  They will meet at corporate headquarters on or before the fifteenth of each month with the Program Manager and the Technical Director to review the results of the previous month as well as year-to-date cumulative results.  

To ensure that our contracting services meet or exceed the Federal financial control standards set by the DCAA, RGII Technologies uses the Deltek government contractor software series on RGII Technologies workstations linked by a Local Area Network.  Our Division Vice President, the Program Manager and the Technical Director will receive a series of monthly financial tracking job status reports which provide accurate, detailed information on labor utilization and budgeted-versus-actual expenditures.  

The RGII Technologies Chairman/CEO and the President/COO will also receive regular job status reports tracking the percentage of work completed on each project versus the dollars spent.  In addition to various ratio and cash flow monthly reports provided by the system and the annual DCAA incurred costs audit, RGII Technologies uses accepted standards by commissioning additional CPA financial statement audits when required.

B.6.4  QA/QC Inspections and Reviews

The RGII Technologies Program Manager and the Technical Director will anticipate issues and problems by initiating a review program to support the Department of State management. This program will consist of an initial review with follow-up review comments from the Department of State management regarding noted discrepancies and recommended solutions.  

B.6.4.1	  QA/QC Internal Reviews

The QA program reviews will be administered by the Program Manager and will focus on assurance that adequate technical and performance requirements are established; products and services provided to users meet those established requirements; and support service and/or product performance is not degraded.  Many factors affect support services including absenteeism, scheduling problems due to delays, staffing levels, lack of training, and/or insufficient resources.  In the case of materials, we must ensure that handling, storage, maintenance, rework, repair, overhaul, operation, or training are not allowed to become a problem.  The internal reviews will be conducted at least bi-weekly at the program site.  

To conduct an effective QA review, our Program Manager will use a structured audit methodology to ensure that satisfactory performance is achieved.  The Program Manager, together with the Technical Director, will conduct scheduled program reviews to ensure that each functional area supporting this contract is following established operating standards, policies and procedures, and is providing the services and products prescribed in the Statement of Work (SOW).  She will use a question and answer procedure to conduct the review.  This review will allow proper visibility to the Department of State and RGII Technologies management on the quality of service delivered by our personnel.

B.6.4.2	  QA/QC External Reviews

External Reviews will be conducted every three months by RGII Technologies corporate management.  The QA/QC Team will consist of the President, the Division Vice President, and the Controller and the meeting will normally be held at the Integration and Technology Division offices in Airport Plaza 2, located in Crystal City, Virginia.  They will include examination of both project management QA issues and functional support QC issues.  

Our Program Manager will represent RGII Technologies project personnel at a quarterly Program Management Review conducted by the RGII Technologies President.  He will have all required technical, scheduling, and financial information available at this review and will record minutes for the session.  In the absence of the Program Manager, the Technical Director will perform these duties.  

The RGII Technologies Quarterly Project Review is a comprehensive internal audit of a project's progress towards the objectives outlined in the technical work and QA plans and in subsequent briefings from the RGII Technologies.  A quarterly review QA checklist is used to verify that all relevant topics have been examined.  This internal audit also examines the history of problem resolution (QA file) in the account and verifies that appropriate corrective actions have been completed for RGII Technologies.

B.6.5  Work Assessments and In-Process Peer Reviews Are Critical to QA/QC

RGII Technologies procedures for managing task orders, whether routine initial contract assignments, special assignments, multiple task orders or changes in task scope and schedule are essentially similar activities following a basic process.  We have discussed our Step-by-Step Task Order Methodology under Factor B.4.  It must be emphasized that each task order is accounted for separately to comply with contract accounting standards.  Each task order receives its own distinct number which is used to identify staff hours and other direct costs associated with it.  This prevents the co-mingling of charges among task orders.  Our DCAA-approved procedures work equally well with concurrently active task orders.

Our staff handles more than one delivery order at a time.  As delivery orders are generated, the Program Manager will assign staff members to satisfy the requirement.  The combined resources of the project team are such that no combination of delivery orders will be beyond the realm of staffing.  Critical to this task management process is the QA function of work assessment and/or in-process peer reviews.  This work is performed by the program staff under the supervision of the Technical Director for this program.  However, in some programs the Program Manager functions as the lead technical manager.  The reviews are periodic in nature subject the critical path schedule established by the Program Work Plan completed at contract start-up.  

In some instances, individual staff members may be only partially utilized on one task order, and therefore may be assigned to fill a partial position on another task order.  Likewise, they may perform the QA peer review for other tasks where they are not part of the primary task team.  This provides RGII Technologies with the ability to maximize use of each staff member.  Again, it is emphasized that should one person be assigned to more than one task order, that person will use the distinct task order number to account for the hours expended against each task order.

Similarly, changes in the scope or schedule of a task order will be approached in the same manner. RGII Technologies has worked extensively with the Government, and we know that changes occur, and sometimes rather rapidly. Also, priorities often have a way of shifting to meet changing situations.  These unpredictable situations are usually no fault of the managers involved but are occasioned by outside factors.  Here is where a strong QA Plan executed from the beginning of work assignment, monitored by in-process peer reviews, can facilitate rapid response to changing circumstances.  

RGII Technologies believes that "flexibility" is the key word.  We understand the ramifications of changing contract or task order scope without involving written consent from the Contracting Officer (CO).  When questions concerning changes in scope or conflict in priorities arise, the Program Manager will confer with the COR to mutually work out an acceptable solution.  In the past, thanks to talented managers and professional staff members, plus our long-standing commitment to quality being an integral part of the entire program management process, RGII Technologies has always been able to successfully respond to changing situations.

RGII Technologies recognizes that contract requirements can change rapidly and that it is imperative that we respond to new developments and changing requirements quickly, efficiently, and with as little delay and confusion as possible.  RGII Technologies is known for its diverse capabilities, with a broad range of skills and levels of experience in the labor categories prescribed in the SOW.  We are poised at all times to be able to respond to shifts in responsibilities, sudden changes in workloads, and other unanticipated situations that require immediate contractor flexibility and rapid response.

RGII Technologies has access to a truly multi-disciplined cadre of professionals who have extraordinary expertise, both in technical and management areas, whom we can call on at a moment's notice.  This type of flexibility is essential in an environment such as the potential Department of State projects in which response time may be critical. RGII Technologies understands that flexibility in personnel assignments and other processes that are vital to the smooth operation of the Department of State project and that task order is of utmost importance.

Should additional resources be required, either from within the corporation or from subcontractor personnel, the Program Manager can act immediately to obtain the necessary help.   Our QA/QC process helps manage the arrangement of additional resources by giving us an advance warning if the work process is showing any slippage.  RGII Technologies has a talented, experienced technical staff with expertise in many technical areas.  Among our permanent staff, consultants and, if necessary, subcontractor personnel, we feel that we have the staffing resources to respond successfully to task orders within this Department of State contract.

B.6.6  Controlling Work

Effective project control and effective Quality Assurance ensures that all project participants adhere to the technical and program standards of the proposal.  RGII Technologies controls adherence to contract requirements through evaluation of performance in the areas of quality, delivery, timeliness, cooperation, and contributions to the project.  Our project team will be informed of its performance ratings, the areas in which performance needs improvement, and any corrective action that should be taken.  

The QA process for controlling work on the project is the direct responsibility of the Program Manager, except in the case of this contract, where the RFP stipulates that the Technical Director perform this function.  We have adjusted our procedures to comply with this management approach.  Controlling work flow and QA processes take place on a daily basis at the program site offices.  

Procurement documentation generated by the Department of State will be reviewed by the RGII’s Program Manager and Technical Director to ensure that contractual requirements are correctly interpreted and communicated to RGII Technologies personnel and that adequate quality provisions are included.  Program control is ultimately the responsibility of the Program Manager who will perform the following activities:

Monitor inputs from the Department of State against performance, schedule, and cost requirements;

Identify potential problem areas and corrective actions; and

Ensure performance at a level of quality consistent with the Department of State mission and contract requirements.



B.6.7  Program Communications and Quality Assurance

Establishing effective lines of communication is fundamental to the management process.  To ensure an orderly and standardized administration and control of all tasks, RGII Technologies invokes formal and informal communications at all levels.  The Department of State can, therefore, have the confidence that RGII Technologies is in contact regarding all areas of work, contract compliance, terms, monitoring, work performance, and QA.  Quality Assurance is critically impacted by the level of communications within and without the program site offices.  

RGII Technologies’ management philosophies encourage communication that fosters frequent informal discussions among personnel as they work on day-to-day tasks.  We also hold regularly scheduled meetings to direct activities toward a common goal.  For this Department of State program, the Program Manager will coordinate efforts through the following primary meetings with the Department of State:

Weekly Meetings;

Assess status of all contract actions

Review financial and contract compliance matters

Highlight areas requiring increased coordination

Identify problem areas

Monthly Status Reviews; 

Technical Reviews

Coordinate with the Department of State management regarding technical performance of RGII Technologies personnel

Facilitate timely identification and resolution of potential problem or risk areas.

Quality Assurance Reviews

Perform work assessment and in-process peer reviews

Identify problem areas and initiate corrective action

Brief QA/QC Manager weekly on progress

Regularly scheduled meetings facilitate careful review of project status and will ensure control of RGII Technologies off-site efforts.  RGII Technologies will convene status meetings with the Department of State to communicate and coordinate performance efforts, reports, and system operational status.

B.6.8  Problem Identification and Resolution for QA/QC

RGII Technologies believes that the best way to ensure quality support for this program is to develop and implement a problem identification and resolution plan that provides anticipatory controls and safety net controls.  Anticipatory or proactive controls include procedures for identifying and avoiding potential problems.  Safety net controls include the vehicles and tools for monitoring and reporting problems that may slip through the safety net, recommending corrective action, and following up to ensure problem resolution.  

Problem identification and resolution employs the QA/QC Management function involving the Division Vice President, the Program Manager, and for this program, the Technical Director.  The QA work is performed at the program site as well as in the division management’s offices.  The process is pro-active since it responds to the need for timely resolution of a critical issue brought to the QA/QC Manager by the Program Manager and/or Technical Director.  Usually this is accomplished during weekly or bi-weekly status report meetings.  

Our problem identification and resolution methodologies, which are part of our TQM program, are designed as a continuing problem anticipation process so that corrective action can be taken before problems affect the project's progress.  This problem resolution process incorporates the use of tools to ensure that timely, appropriate corrective actions will be completed for the DoS and recorded as part of the account history.  RGII Technologies uses this procedure as an extra safety net to catch problems that have not been resolved by the Program Manager through the proactive channels described earlier.

Problems are defined as reported instances of technical non-conformance with project objectives, including faulty technical support and/or deliverables, substandard performance or behavior of project personnel, or faulty allocation of resources that have not been addressed or resolved successfully by project personnel.  These problems are reported to RGII Technologies directly by the Program Manager, through RGII Technologies QA Review Checklists and/or through formal TQM channels at the Division level, or, in certain cases, directly to the RGII Technologies President or Controller.

Normally, problems are initially recorded on the first level as a Quality Improvement Initiative (QII) action item by the Program Manager.  QII's may be initiated at any level in the organization.  The RGII Technologies President will discuss the issue with the Program Manager, raising appropriate questions to determine if adequate and timely information required from the DoS and RGII Technologies headquarters is available to resolve the problem satisfactorily.  The RGII Technologies QA/QC Manager will also meet with the project staff and the DoS, when necessary, to collect information for appropriate corrective action and to communicate corporate standards.

Accordingly, both first and second layers of management track project problems, along with the QA/QC Manager, from the beginning.  If the DoS Program Manager reports timely problem resolution, the QA/QC Manager will verify that corrective actions have been taken that satisfy the DoS performance standards by contacting the DoS for feedback at an appropriate time.  

All high priority problem action items and all problems that fail to be resolved at the program site office within seven days are escalated to the corporate level, QA/QC Manager and/or President, for additional analysis and recommendations.  Using the original QII to document further action, the QA/QC Manager will confer with any involved party, including the Contracting Officer, to collect additional relevant information for problem resolution.

At this second level, the QA/QC Manager records additional corrective action, and a new target date for problem resolution is developed.  He then gets the Program Manager's signature to verify mutual understanding and commitment.  Once the reported problem is resolved, the President or QA/QC Manager will verify successful corrective action by consulting with the DoS and by documenting action on the QII.  

The Program Manager, together with the Technical Director for this program, will also be responsible for verifying that appropriate controls are added to the RGII Technologies Program Plan to avoid similar future problems.  These controls are the main components of our proposed Problem Identification and Resolution Plan for this DoS effort.

RGII Technologies may include reviewing workflow procedures and processes and developing ways to identify and foresee issues or problems should it become necessary.  This includes conducting and analyzing random samplings of data to measure and track deviations from accepted norms and instituting periodic internal reviews and corporate reviews to ensure that technical standards are being met.  

When used, this workflow documentation serves as input in developing Quality Action Teams (QATs) to develop comprehensive functional ways for anticipating technical problems.  These QC procedures will also interface with related functional controls.  When instituted the workflow review will begin with specific assignment job initiations and flow through various functions to output handling.

When an administrative problem is encountered that cannot be resolved at the operations level, RGII’s Program Manager will interface directly with our corporate administrative managers in Human Resources, Finance, and Contracts to resolve the problem, using our TQM process.  If there is escalation of a problem, the Division Vice President has authorized the Program Manager to undertake direct access to the RGII Technologies President for quick and effective resolution.  

When a technical problem is encountered that cannot be resolved through interaction at the operations level, the Program Manager will interface directly with other RGII Technologies project managers and division vice presidents, using our QA/QC process.  Our Program Manager will also have access to our subcontractors' project managers and their program managers.  If problem escalation occurs, the Program Manager will also have access to the subcontractor’s corporate executives, as well as the RGII Technologies CEO and/or COO, for resolution of technical problems.  The bottom line is our corporate philosophy which allows the flexibility and individual initiative to achieve customer satisfaction to take precedence over corporate or division structural units.  
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