Factor D  -  Corporate Experience.



D.1.	Prior Experience Performing Information Systems Security Services

The RFP requires the offeror's proposal to demonstrate that the offeror has the corporate capabilities and experience necessary to meet the requirements identified in Section C, including the necessary financial resources.  We have provided the financial data for RGII Technologies, Inc. substantiating our financial resources within Volume I - Business and Administrative Proposal along with our pricing data.  

In addition, in responding to “Factor B” earlier in this volume, we provided an extensive discussion of our experience as well as our capabilities to meet these requirements.  We will repeat some of this information in this section, but we encourage the evaluator to read the Overview & Executive Summary as well as Subfactor B.3 and Subfactor B.4 for more information.  

D.1.1	RGII’s Corporate Organizational Structure

This section addresses RGII’s management issues related to the DoS Information Security Program.  It provides an organization chart identifying:

the entire chain of command in the organization;

the chain of command for managing this contract; and

the organization components that support this contract.

In earlier sections, we illustrated the management, technical, and administrative (contractual) delegations of authority within the organization reflecting all lines of authority and responsibility between the corporate entities.  Also, we will describe in more detail the particular features of our specific “Program Management Organization” in the following section, entitled Factor B.4.

Prior to this date, all projects were performed by the centralized corporate entity reporting directly to the President/Chief Operating Officer.  Each Program Manager or Director worked within this corporate structure.  The President/Chief Operating Officer reports directly to the Chairman/CEO.  The staff functions of Controller, Contracts Administration, Human Resources, Computer Network Center, Quality Control, Purchasing, Finance and Administration report to the Chairman/CEO.  

Recently, RGII Technologies, Inc. established four divisional organizations reporting to the President/COO, consisting of multiple projects generally grouped within the disciplines of Engineering, Networks, Software Development, and Systems Integration.  These divisions are headed by a Vice President with Directors, and/or Program Managers reporting to the Division Vice President.  Together the divisions are the operating arm of the company backed by the service functions of the corporate staff positions.  The staff functions of Business Development and Proposal Development report to the President/COO.  

RGII Technologies, Inc., as the prime contractor, has assigned this project to the Integration and Technology Development Division.   Due to the depth and breadth of your requirements and the known diverse nature of information security contracts, RGII has selected to use Aegis Research Corporation, as a subcontractor.   Aegis Research Corporation was selected for their ability to contribute unique expertise and their exceptional experience to meet DoS’s requirements, while acting as a cohesive unit under the control of the RGII Program Manager.

D.1.1.1		RGII’s Corporate Organization 

RGII Technologies, Inc. is a woman-owned, 8(a) certified small business headquartered in Annapolis, Maryland.  Established in 1990, by Mrs. Kathryn B. Freeland, Chairman and CEO, the company has grown to employ over 80 professionals with projected 1996 annual revenues of over $4 million and 1997 revenues forecasted at over $10 million.  The company has designed, developed, implemented and operated management information systems, decision support systems, computer facilities, and local-area and wide-area networks for multiple government organizations.  In these technologies, the company has provided information security services for multiple levels of computer and network configurations.  

RGII Technologies, Inc. is becoming a recognized leader among the small business organizations providing quality services with guaranteed results.  RGII Technologies, Inc. is a strong, financially sound organization with expertise in many facets of the information systems industry.  The company’s Founder and Chairman was recognized by the US Small Business Administration as the Minority Small Business Person of the Year in 1995.

RGII Technologies, Inc. is an aggressive, young, and strong company that has established itself as a financially sound institution.  Recently, our financial institution increased our corporate line of credit to $1.35 million, and indicated a higher limit would be available when needed, reflecting our existing sound financial base and new business development.  This accomplishment has been achieved by concentrating our focus on providing specialized systems services to a unique client base, the Federal marketplace.

Because of RGII Technologies’ earlier management decisions, it has seen significant growth in both revenue and personnel.  In 1994 our revenues were under $1 million and in 1996 will see the company leap to over $4 million.  We are projecting revenues near $10 million for 1997 based on existing and announced contract wins.  We expect our personnel resources to exceed 125 people by the end of the first quarter of the 1997 calendar year and we expect to exceed 300 people at the end of 1997.  

RGII Technologies, Inc. is positioned by the quality and experience of its management staff to grow into a medium size business during the next five years.  We have already achieved significant successes in competing in the "full and open" Federal marketplace.  Our accomplishments have led to recognition by members of the United States Senate and House of Representatives and State Governors.  We have letters of commendation from satisfied customers on file for your review, if necessary.  

RGII Technologies, which currently has a workforce of over 80 personnel, is a respected provider of diverse technology and management-based services and systems integration for Federal Government, private enterprise, and commercial markets.  Our broad ranges of services include information security support; database management support for scientific and engineering organizations; information, computer, and communications systems engineering; systems integration and software design; systems operation and maintenance; and computer facilities management.

In order to better serve the diverse needs of our customers, RGII Technologies is structured as shown in Figure D.2.1-1, "RGII Technologies Corporate Organization," into four Divisions, each serving its unique market area.  RGII Technologies is staffed to provide a full range of administrative support functions to the DoS Information Security Program and all of its technical support contracts.  As a people-oriented company, RGII Technologies is devoted to the belief that people are our most important resource.  Ultimately, if our employees are treated fairly, they will contribute more -- resulting in increased customer satisfaction.  



�

D.1.1.1-1:  RGII Technologies Corporate Organization

The following administrative support services will be available to the project support staff, on an as-needed basis:

Human Resources assistance is a key part in the administration support provided to our employees.  In addition to the normal personnel actions, the Human Resources Department administers the Affirmative Action program, researches/recommends employee training programs, assists employees with the health benefits package, represents RGII complaints with Fair Labor Standards, arranges the annual company picnic and holiday party, and arranges and obtains reduced price packages for recreational activities.

Finance and Accounting personnel under the direction of the Controller provide the bi-monthly paychecks, process and pay travel expenses, produce accurate and timely invoices, and track and produce monthly expenditure reports by each contract and/or assignment for the Program Manager.

Work Force Motivation Plans using professional compensation plans keyed to industry surveys such as Watson-Wyatt Data Services; and bonus and awards systems recognizing and rewarding outstanding performance and outstanding contributions to contract efforts are used by our company.

Employee Assistance Programs are available to all of our employees should the challenges and problems of our society lead an individual to request assistance in coping with personal crises.    

Training and Education assistance is offered to all full-time employees.  In addition to assisting employees with tuition reimbursement assistance for off-duty education, specialized in-house training courses are offered and, on an as-required basis, employees are sent to specialized job-related training courses at contract facilities (e.g., new hardware, software upgrades, etc.).

Career Counseling assistance is provided to employees who, through discussions with managers or Human Resources professionals, request help through referrals to specialized agencies or schools.

According to Government Acquisition Management Course materials, companies with a direct-to-indirect employee ratio of between 1:4 and 1:6 provide the best support to their direct labor project staffs.  Companies whose ratios are low have inadequate staff to provide the proper type of administrative support, and companies whose ratios are too high are "top heavy."  The RGII Technologies direct-to-indirect employee ratio is 1:5.3 -- which is indicative of a company with healthy, people-oriented overhead and G&A pools.

D.1.1.2		RGII Technologies, Inc. Facilities

RGII Technologies, Inc. is a multiple-facility organization, maintaining facility clearances at the headquarters office and site offices as required by contract.  Our corporate headquarters location is at:

		RGII Technologies, Inc.

		200 Harry S. Truman Parkway, Suite 315

		Annapolis, Maryland 21401

RGII Technologies, Inc. has seven (7) existing offices and eight new offices opening early in 1997 serving Department of Defense agencies and the civilian branches of the Federal Government. 

Other offices are located in the National Center 3 Building in Crystal City, Virginia; and in the Airport Plaza 2 Building in Arlington, Virginia; Patuxent River NAS, Maryland; Silver Spring, Maryland, Bedford, Massachusetts, Morristown, New Jersey, and Egg Harbor Township, New Jersey.  Plans are underway for additional offices in Huntsville, Alabama; Wright-Patterson Air Force Base, Ohio; San Diego, California; Denver, Colorado; St. Louis, Missouri; Dallas, Texas; Norfolk, Virginia;  and Charleston, South Carolina.

RGII Technologies, Inc. has a SECRET corporate clearance and a new facility security clearance issued by Defense Investigative Security Clearance Offices (DISCO).  We are currently preparing to start processing for a TOP SECRET clearance to support the expanded requirements of a new contract.

The company's in-house computer laboratory will support the development of a wide range of systems.  RGII Technologies, Inc. has Dell Pentium PCs and Macintosh IIx, , as well as, multiple IBM-compatible microcomputers, document scanners, laser printers, and color plotters.  RGII Technologies, Inc. has access to mainframe computer systems through modems for integrated design, testing and performance evaluations.  RGII maintains a Local Area Network using Windows NT and is connected to the Internet for email and web-page access using a T-1 line.  Its domain name on the Internet is <adminstrator@rg2.com> and email can be addressed to individuals using their last name and their first name’s initial.  

The company has in-house resources for preparing and reproducing a variety of documents in support of client's programs.  These resources include word processing,  photocopying, printing, graphics, engineering drawings, binding equipment.

D.1.2		The Corporate Entity Managing This Contract

The RFP requires the offeror's proposal to display the organizational structure of the corporate entity and identify the business unit wherein that structure the responsibility and management of the resulting contract will be placed.  The organizational structure of the corporation is depicted in Figure D.2.1-1.  The business unit wherein the responsibility for the Department of State’s program will reside is the Integration and Technology Development Division.  

The division’s responsibilities include new information systems projects with the Department of State’s Bureau of Financial Management and Planning (FMP/EX and FMP/BP).  In addition, the division is supporting new work in information technology services in the New England region of the United States.  This contract, when awarded, will be the second contract with DoS.  The first contract is in the final stages of award as this proposal is being written.  

The Integration & Technology Development Division (ITD) provides systems integration, software development, database design, Independent Validation and Verification, and information engineering services.  The division provides strategic planning in the form of Information Requirements Studies; Business Process Re-engineering (BPR); Management Information Systems, Corporate Data Base, and Decision Support Systems development and Information Security Support Services.  

Additionally, the Division provides mission-oriented operations management services involving Automated Data Processing (ADP) and engineering support services, computer and data center operations, and maintenance.  These services include computer center operations; data entry; decision support systems and tools; database design, development, administration and maintenance; management information systems support; systems programming; IV&V; applications support, and design, integration and installation of ADP and/or Telecommunications (ADP/T) facilities, including the transition and conversion of existing ADP facilities and systems.

The RFP requires offeror's proposal shall demonstrate the degree to which award of this acquisition will affect the growth and management capabilities of the business unit to which it is assigned.  As the contract will add around fourteen people including subcontractor staff, it is not anticipated to have any major affect on the growth or management capabilities of the current business unit.  It will solidify more business for our information security business area and provide the technical leverage and project past performance references for future growth.  

D.1.3		The RGII Team’s Experience

The RFP requires that the offeror's proposal demonstrate the offeror's experience, including numbers of years, in providing information systems security services comparable in size, scope and complexity which encompass the same or similar information system security activities as described in the SOW for this acquisition.  

The following table identified as D.1.3.1.1-1 - Past Performance Reference Table summarizes the six (6) projects which we and our subcontractor feel closely relate to the requirements of this RFP.  The above reference Figure and the project summaries which follow identify all relevant information systems security contracts performed by its proposed subcontractors in the past three (3) years.  Figure D.3.1.1-1 includes the total dollar value of each contract.  The numbers of personnel directly involved in the performance of the contract and numbers of staff hours expended are synopsized in the project summaries.  Our project summaries identify reports output in response to the same or similar requirements of Section C.4.'l and C.4.2 of the RFP’s statement of work.  

D.1.4	   Prior Experience Performing Information Systems Security Services.  

The RFP states you will evaluate only our “…previous experience, and that of its proposed subcontractors, in providing information systems security services of the same size, scope, and complexity as required by this acquisition; and previous experience working in a classified or secure environment at domestic and overseas locations.”  The six projects used as a reference for past performance follow Figure D.1.3.1-1’s summary table.  

This Federal Government experience includes preparation of guidelines for the conduct of computer or communications security evaluations and assessments on systems and software similar to DoS hardware and software.  As you evaluate our team’s experience you will discover the substantiation of our claims of experience in computer and information systems security management and operations; experience in applying the Trusted System Criteria issued by the National Computer Security Center; and performance of software and systems assessments, risk assessments, security assessments, certifications, tests, and compliance reviews.  

��RGII Technologies Reference #1  - Prior Experience Performing Information Systems Security Services

CONTRACT EFFECTIVE DATE:		8-Feb-1995

CONTRACT #:				50-SPNA-5-00005

BUYING ACTIVITY:				TRI-AGENCY PARTNERS - DEPARTMENT OF

COMMERCE (NOAA) DOD/FAA

	NAME:	National Oceanic and Atmospheric Administration (NOAA)

	ADDRESS:	System Acquisition Office (SAO)

			Silver Spring, MD, 20910



CONTRACT TYPE:		T&M/IDOQ			COST: (est.)		$ 9,449,446

PCO NAME			Don Thompson			FEE:			$    793,753

PCO PHONE NUMBER:	(301) 713-3478			TOTAL PRICE:	$10,243,199

PCO FAX NUMBER:		(301) 713-0086

COR NAME:			Carolyn Alderman		MAN-DAYS/HOURS:	283,483 MH

COR PHONE NUMBER:	(301)713-0111 ext.123

COR FAX NUMBER:		(301) 713-0086



SOLE SOURCE/COMPETITIVE:		Competitive

PERIOD OF PERFORMANCE: 		Feb 8, 1995-Feb 7, 1996 (4) one yr. options 

PRIME OR SUBCONTRACTOR:		Prime

SUBCONTRACTOR UTILIZED:		NONE



BRIEF DESCRIPTION OF EFFORT:



Description of Tasks Performed: This contract is for information and data management support in support of NOAA’s National Weather Service Modernization Program; NOAA National Environmental Satellite and Data Information Service (NESDIS); and the NOAA Corps. The Federal Aviation Administration (FAA) and the Department of Defense (DoD) are also providing funding and are NOAA’s Tri-Agency partners in two of the acquisitions being supported under this contract.  The scope of the on-going effort is divided into seven areas:

LAN Maintenance, Network Support and Systems Analyses for the following Network Operating Systems (NOS):  Windows NT; Banyan Vines; Novell Netware 4.1; Microsoft LAN Manager

Analyses and Integration of Information systems

Program Information and Data Management Services

Design and Implementation of  a Computer Application Training Program

Hardware and Software Maintenance on the following operating systems:  DOS, Win95, Windows for Workgroups.  And the following hardware systems:  TRICORD Superserver, COMPAQ servers, Zenith 486 and Pentium, IBM PS2, Alpha DEC

Develop the security plans, risk analysis, and disaster recovery plans for all SAO computer systems.

Manage NOAA’s Electronic Mail System including:  Banyan Blue Mail, Groupwise, cc Mail, and Microsoft Exchange

The work being performed consists of, but is not limited to, LAN, software, and hardware support of selected activities in the Systems Acquisition Office (SAO), which includes managing the SAO’s interfaces with outside servers.  Network support activities include but are not limited to the following: 

�Network Administration

Network Engineering

Network Connectivity

Security

Technology Assessments

Performance Monitoring

Hardware Support

Software Support

Help Desk Operation

Programming

Communications

Cost/Benefit Analyses for LAN modifications

Documentation

Training

Analysis

�

Analyses and Integration of Information Systems:  RGII is conducting studies of candidate systems of those under development.  Such studies include assessing phase-in issues, cost/technical trade-offs, and systems migration issues, and recommending effective human/machine interfaces.  Other specialized expertise requires involvement in supplying systems design for  tailored financial management/information management systems in the SAO and analysis of Financial Systems results and electronic commerce (EDI and EFT)  procedures.  Security Information and Data Management Services: RGII is providing information systems analyst/technician and security personnel to manage the connectivity and interfacing of LAN/WANS of Tri-agency partners (including  US ARMY, NAVY, FAA, NASA and the AIR FORCE).  And interconnectivity to other systems to allow ingress and egress of paper and electronic data transmitted during the acquisition of systems at the SAO.  This support requires skills in security administration, disaster recovery, software controls, communications/network security, information retrieval, computer access controls, virus protection, management of databases, encryption, organized dissemination of information, library management, technical writing, physical security, media protection, awareness training and secure handling of classified and business proprietary information from Government and industry without risk of organizational or personal conflicts of interest, as describes in the Federal Acquisition Regulations (FAR) 3.104 and 9.5 and Industrial Security Manual.

Locations of Work Assignments:

Silver Spring, MD

Largo, MD

Springdale, MD

San Diego, CA

Suitland, MD

San Francisco, CA

Kansas City, MO

Greenbelt, MD

Norman, OK

Crystal City, VA



SUMMARY OF STATEMENT OF WORK (SOW) TASKS BEING PERFORMED

A.	LAN Maintenance, Network Support and Systems/Security Analysis.

The Systems Acquisition Office (SAO) provides a LAN/WAN capability for its staff and some on-site RGII support includes electronic mail service, work processing, spreadsheet, graphics, and communications security software, as well as access to other internal and external systems.  There are many requirements for evaluating security connectivity and risks between the SAO and other NOAA, FAA, DoD and NASA offices throughout the country.  Day to day support must be available to ensure that the LAN/WAN continues to operate on an expected and acceptable level.  There continues to be requirements for user support in the hardware and software areas.  It is essential that the computer equipment within the SAO operates in an efficient and effective manner.  Additional communication link sites that interface with the primary SAO LAN/WAN will be monitored in such areas as: Office automation internal controls, secured workstation installation, configuration and maintenance, and other hardware and software installation, integration and operational tests under this contract.  As a result, RGII shall provide LAN, software, and hardware expertise, as well as in-depth security awareness training  of SAO LAN/WAN security  policies, procedures and processes in those areas. 

RGII has been performing the following LAN/WAN support related tasking on a daily repetitive basis: Maintain network administration and secure operation of the SAO LAN/WAN during normal working hours. Ensure system backups, restarts, software upgrades, new LAN/WAN applications and other administrative functions are performed.  Update and maintain network documentation including diagrams, processes, and procedures.  Provide network engineering, development, and implementation of network design changes (e.g. consolidation, implementation activity of several SAO offices in SSMC campus and surrounding Silver Spring area). Improve network performance, enhance network security capabilities/functionalities for  users as required.  Develop and implement solutions for unique security connectivity to NOAA, FAA and DoD agencies including US Army, NAVY and Air Force for electronic mail, data transfer, systems, communications and other requirements.  Conduct special technology studies and analyses based on operational, technical and administrative requirements initiated by Government personnel, including LAN interconnectivity, Internet/Intranet connectivity, client server  usage, resource center enhancements, and teleconferencing.  This includes cost/benefit analyses, cost estimating, and the trade-off analyses/phase-in options and costs associated with modifying and/or updating the current network hardware or software configurations.  Monitor network traffic and record security violations, monitor traffic statistics/analysis for the network using specialized statistical methodologies and LAN analyzer equipment to determine the operational/secure state of the network.  Assist the government in managing, operating, and modernizing its Information Resource Center. (IRC).  Perform hardware maintenance and repair of personal computers, and peripherals.  Configure and install new PCs and peripherals and maintain an inventory of spare parts for LAN equipment, PCs, and peripherals and assist with the inventory control of SAO computer equipment.  Provide a “help desk” type support with software, hardware, and LAN/WAN related problems or questions for SAO or other government staff members and RGII technical personnel.  Provide direct assistance with the mainstream software packages; prepare work orders for, and notify the appropriate LAN/WAN and/or hardware specialists about, all help desk calls or electronic mail messages. Evaluate the technical accuracy of Major NOAA Software/Security Development efforts, including specifications and testing documentation.  Update, develop, and distribute system documentation (e.g. test plans, procedures, scripts, manuals, LAN /WAN manuals, policies, procedures, etc.). Provide plan of action and milestones (POA&M) analyses/reports specifying how development, test, and/or operational risks shall be identifies and solved.  Develop, test and integrate systems using state-of-the-art techniques, methods and technology.  Provide, update, and maintain technical documentation containing system requirements, plans, architecture, issues/problems, schedules, interrelationships, and provide updates as necessary.  Attend and report on system events and activities at NOAA, FAA and DoD and RGII facilities and at the NOAA field site(s) within the continental United States (CONUS).  Conduct system design, development, testing, integration, and maintenance activities. 

B.	Analyses and Integration of Information Systems:

RGII is currently providing the following Financial Management Support to NOAA/DoD:

RGII supports changes to, and the maintenance of, the SAO financial baseline system and financial profile change control process. 

Application

RGII supports changes to, and maintenance of, the automated budget tracking system (ABTS) that is compatible with NOAA’s cost accounting and the SAO’s scheduling systems and WBS applications. RGII provides support in the database administration process.

RGII supports the tracking of all financial activities and assists in the preparation for and support of financial reviews and status reviews. 

RGII assists in the preparation and distribution of status, financial and schedule reports following such meeting. 

Systems Acquisition Management Information System:

RGII assists in the development and maintenance of a System Acquisition Management Information System for use by all levels of SAO management. The system assists management in: monitoring operations, identifying problem areas, developing solutions based on data provided, and tracking results of any corrective actions taken. The system allows management and operating personnel to work from the same database, but with information at the appropriate secure access level of detail for their requirements including EDI and EFT  data. RGII assists in identifying the types and security levels of data required by SAO management and in design formats for assessing operations. 



C.	Program Information and Data Management Services:

RGII provides the following support for the major systems program/acquisition offices and staff offices managed by the Systems Acquisition Office:

Meetings, Conferences, Documentation, And Presentation Support.

RGII supports  the system security status  briefings NOAA conducts monthly with the National Security  Agency and Lawrence Livermore National Labs whom the Department of Commerce hired to provide independent assessments of its Internet/Intranet, firewall and  security issues.

RGII supports the meetings by providing intrusion testing results of  SAO’s network using techniques used by hackers, security reference and source material, and security aids in the form of  network/systems security test analysis(e.g. charts, slides, view-graphs, photographs, etc.).

RGII accumulates and packages information systems security data discussed at formal/informal Government meetings and conferences outside NOAA and briefs the SAO office on its content and impact on their systems and communications 

RGII attends the meetings, records attendance, and transcribes minutes of the meeting, clearly documenting all resultant decisions, tabled items, action items, and the responsible individuals. If deemed necessary, RGII furnishes a skilled technical writer who is capable of accurately conveying the issues discussed in the meeting in a clear, reasonably concise, and well-organized written report. In furtherance of accurately preparing this written product reflecting the meeting, this writer(s) shall review and verify the minutes and any technical and security position papers resulting from the meetings. 

RGII assists the SAO in resolving any outstanding  network/ systems or security issues resulting from the meeting by soliciting comments from designated NOAA officials. 

Technical Writing and Documentation Presentation Support: RGII provides skilled, experienced technical writers who are capable of transforming technical data from a variety of sources, whether from verbal directions, handwritten notes, meeting notes, audio/video-taped material, or typewritten correspondence, into concise, well-formulated, organized technical presentations and briefing papers. RGII must be capable of using a variety of computer software and electronic media to adequately convey technical details in numerical, textual or graphical format. 

RGII participates in and documents the results, action items, conclusions, etc., of technical meetings, such as Configuration Control Boards and Technical Working Groups. Other documentation which RGII may be asked to record and package in a printed document may include, but is not necessarily limited to: technical manuals, operation and maintenance manuals, handbooks, publications, training plans and aids, meetings, interface control documents, drawings, and diagrams. Reports are distributed in draft form within three working days, and finalized and distributed within two working days of receiving the final Government input. 

RGII assists in the publication and distribution of technical information. This includes, but is not necessarily limited to: program highlights,, program status reports, working group reports, in-depth articles on selected systems activities, announcements of important upcoming events, meetings, and related program information news. 

DOCUMENT CONTROL SUPPORT

Government Systems Documents (Administrative): RGII distributes executed (signed) system documents within established lead times to network, communications and  management personnel, maintain a repository of the distributed documents for audit trail purposes, and controls the documents with suspense dates for return receipt, when required. The repository  is a unique tool so that system documents are readily accessible and identifiable. The information  is  maintained on SQL server and in Microsoft ACCESS. 

Government Procurement Documents (Administrative): RGII supports program and other procurement officials throughout all stages of the acquisition process leading to contract award. All handling of Contractor-sensitive or business proprietary data by RGII ensures that, whenever applicable, RGII complies with provisions of the Federal Acquisition Regulation (FAR) 3.104 and 9.5. RGII controls incoming requests for solicitation documents; assist in preparing documents for copying, printing and dissemination; secure proposals and other proprietary data; control access to procurement-sensitive technical and cost information; store such data in locked containers; and dispose of procurement-sensitive data through appropriate means such as shredding and removing “burn bags” to a secure disposal vendor. 

Contractor Procurement Documents:  contractor-prepared and other external documents consist of, but are not necessarily limited to: technical and cost proposals; questions requesting clarification of a requirement; task and work plans; invoices; definitization proposals, requests for equitable adjustments; protest; and unsolicited proposals. The files are organized in a standardized fashion so that electronic and paper copies are readily accessible and identifiable. The information identifying the action in is maintained on paper and on a FoxPro file, with a minimum update log-in time of three (3) working days following execution. 

The external documents are identified in a table format which shows: the corresponding numerical task/deliver order, technical direction letter number, change order authorization number, and contract number; the Government response/decision suspense date; the responsible technical and contracting officials; a brief subject to identify the primary action(s); and the proposed or estimated value. The FoxPro file is set up so that items can be organized by date, subject, numerical sequence, value, responsible individual, etc.

Program Document Control:  RGII provides the support required for timely, efficient coordination and review of program documentation. Review activities are generally conducted under restricted time schedules. Coordination of reviews includes, but is not limited to, ensuring that distribution of documents is made to appropriate reviews, collection and forwarding of comments, maintenance of files, and preparation of correspondence.

Maintenance of Configuration Baseline Database: RGII updates and maintains software applications and databases, as directed, for the purpose of maintaining technical baselines for various configuration items. 

3. For example, RGII, as directed by the Government, supports the preparation and maintenance of ILS databases, and records the status of baselined Hardware and computer Software Configuration Items (HWCIs and CSCIs), including but not limited to: drawing identification (drawing number, CAGE Code, drawing type and revision); specification identification (specification number, date and revision); essential identification data (e.g., model number, version, etc.); status of proposed changes to the current configuration; and implementation status of approved changes. 

 Data Library Management and Security Management: RGII maintains a data repository for the Government to receive, catalog, store, secure, issue, maintain, and manage the data generated in the course of Government operations. The data includes contract deliverable data, government documentation, and data from other sources. The data repository is designed, operated, and maintained with the levels of security necessary to safeguard data with limited authorized personnel access. RGII supports the compiling and managing of program technical libraries, including ILS reference information. Periodically, RGII published a complete list of the holdings of these libraries and further implement such practices and systems to ensure that the completeness of the libraries are maintained.

Management of Government Furnished Property/Information (GFE.GFI) Management:  RGII supports the tracking and identification of Government Furnished Information, including equipment and software that is provided to system developers for system design, development and testing efforts, and software licenses. RGII shall also identify and track information resources provided to each program office’s support contractors. This includes tagging the equipment, coordinating the identification with DOC/NOAA property management officials, and developing, recording and maintaining a database. The assigned equipment is maintained on a Property Accountability database, with all or part of the following information as directed: the property with a description, notional stock number (NSN), quantity, unit price, unit of issue, serial number, tag number, assigned program office, individual user, date of purchase and upgrade, estimated value, etc. RGII also assists in routing and controlling pre-acquisition approvals and clearance for purchasing computer equipment. RGII also performs accountability audits, inventories, accountability reconciliation, document tracking. 

Quality Control and Program Management: RGII was tasked to develop, submit for Government approval, implement and manage a Quality Control Plan that will minimally perform the following: 

Facilitate an early detection of problems across all operational and functional support areas. 

Provide a quick resolution of errors, omissions and discrepancies in its deliverable products and services.

Review the punch list of required contents of technical packages, including procurement requisition packages, to determine completeness.

Follow up with initiators to achieve complete packages within acceptable lead times. 

With the objective if achieving the maximum staff continuity, manage the assignment of RGII staff to ensure that RGII can efficiently sustain Government workload support needs with qualified personnel. Implement, and periodically review and reassess a “continuous improvement plan” for accomplishing its work objectives with maximum cost efficiency and work quality. 

Our response to this Quality task resulted in the development and implementation of the following quality program: 

Ensure that each operational and functional support area has a defined step-by-step process that will be followed during the entire period of performance. 

Evaluate work product measures against the requirements for work product quality. 

Measure the quality of each operational and functional support area process. 

Analyze quality measurements to develop quality improvement or corrective action as appropriate. 

Promote atmosphere that encourages employees to be attentive to quality issues and report quality problems. 

Initiate activities that address identifies quality issues or quality improvement opportunities.



RELEVANCE TO DOS INFORMATION SYSTEMS SECURITY PROCUREMENT:

This contract satisfies the solicitation’s requirements for  similar in complexity and scope in the following DOS INFOSEC SOW Areas: C.4.1, C.4.2, C.4.3, C.4.4, C.4.5, C.4.6, C.4.7, of the various organizations within NOAA this contract supports including specifically their diverse network operating systems (Windows NT, Netware, UNIX, Banyan), relational databases (ORACLE,,INFORMIX,PARADOX) and unique security tools/techniques (Delphi/modified)

QUALITY OF PERFORMANCE:

We are using the same tested and proven Quality measures in this contract effort, as those described in contract Summary #1 . 

Conformance to Specifications and Standards:  The principal standards and specifications used as benchmarks in support of NOAA SAO tasking are Federal Information Processing Standards (FIPS), Telecom STDS, EDI Access Control and Password Usage, MIL-STD 498; NIST Computer Security PUBS/STDS/REGS Contingency Planning, and ISO 9000 series. Other documents used for guidance are, OMB circulars A-109, A-127, and A-130.  Conformance was measured by incorporating the requirements of these standards and specifications and acquisition documents into our measures of effectiveness for monitoring the technical effort. Read more about this in our discussion of “Business-like concerns” below.

COST AND SCHEDULE PERFORMANCE:

NUMBER OF STAFF ASSIGNED TO CONTRACT:		THIRTY (30)

ACTUAL COST TO DATE:					$1,785,288.57

ACTUAL STAFF HOURS EXPENDED TO DATE:		45,384 

MAN-DAYS/HOURS VARIANCE: 				None

VARIANCE WITH NEGOTIATED COST: 			N/A - T&M Contract

SCHEDULE VARIANCE: 					None

BUSINESS LIKE CONCERN FOR INTEREST OF CUSTOMER:

Our business like concern for our SAO and Tri-partner customer started with our project start up plan. We developed, presented and had a technical management plan approved by the SAO COR before we started the effort. We have directed our technical effort in accordance with this plan. Monitoring and control efforts associated with our plan have ensured early identification of potential overruns and underruns. Technical performance is measured against technical measures of effectiveness (MOE) that were developed as part of our technical plan for each SOW task. Performance reviews are held monthly or whenever an urgent requirements dictates that we meet more frequently. The reports include an examination of quality product and process measures presented above. These performance reviews are attended by all Government and RGII “stakeholders” that comprise the management team. Analyses of the performance of each task are presented and suggested corrective actions in the form of changes in resource allocations and/or methods and procedures are proposed and discussed. Finally a course(s) of action are approved. Status reports and changes to technical plan that implement courses of action are prepared. An excellent example of a systemic improvement to our technical support was the introduction of changes to the SAO Automated Budget Tracking Systems. (ABTS)

�RGII Technologies Reference #2  - Prior Experience Performing Information Systems Security Services



CONTRACT #: 				N00167-96-D-0019	

CONTRACT EFECTIVE  DATE:		22 Mar 1996

SECURITY CLEARANCE:			Secret

BUYING ACTIVITY:



	NAME		Naval Surface Warfare Center Laboratory

	ADDRESS:	NSWC, Carderock, Code 29

			Bethesda, MD, 20084-5000



CONTRACT TYPE: 		IDIQ/CPFF			COST: (est.) 		$18,900,346.00

PCO NAME	 		Michelle Pearman		FEE:			$  1,059,458.00

PCO PHONE NUMBER: 	(301) 227-3603			TOTAL PRICE:	$19,959,804.00

PCO FAX NUMBER:		(301) 227-3638

COR NAME:			Jim Chesley			MAN-DAYS/HOURS:   280,530 MH

COR PHONE NUMBER:	(301) 227-1709

COR FAX NUMBER:		(301) 227-5991

SOLE SOURCE/COMPETITIVE:		Sole Source

PERIOD OF PERFORMANCE:		Mar 22, 1996 - Mar 21, 1997, four (4) one yr.

option periods

PRIME OR SUBCONTRACTOR: 		Prime

BRIEF DESCRIPTION OF EFFORT: 

Providing information/system security and requirements definition planning support to the Operations Research and Development Department (Code29) at the Naval Surface Warfare Center Laboratory , who serves as consultant and technical advisor to the Chief of Naval Operations, Commandant of the Marine Corps, Chief of Naval Research, Naval  Computer and Telecommunications Information Systems Security Branch, Systems Commands, Program Managers, other government agencies and Foreign Governments for Advance Technology and Research and Development.   Ongoing activities being performed by RGII include requirements for support in interrelated disciplines which are needed to research, analyze, design, develop, test, integrate and maintain present and future computerized, logistic, engineering, management and scientific data network systems.  It is essential that the data  stored and transmitted from databases be successfully secured/protected at various levels (i.e.C1,C2, B1,B2,B3) and operational during both peace and war-time.  Information Systems Security initiatives include but is not limited to: 

Security Audits and Evaluations of  Operational  Data Processing and Communication Systems and Facilities.

Security and Internal Control Reviews

Review of Non-Standard/Secure Operational Requirements

Security Awareness and Training

Development of “DRAFT” Security Policies, Procedures, Standards and Guidelines



WORK LOCATIONS IN WHICH  RGII PERFORMS THESE EFFORTS INCLUDE:

Domestically: Arlington, Va., Mechanicsburg, PA, San Diego, CA., Crane, IN., Bath, ME., Pascagoula, MS., Norfolk, Charlottesville and Dahlgren, VA 

Overseas:   NATO Countries (Japan, France, Italy, Spain and England)

PERFORMS SECURITY AUDITS AND EVALUATIONS OF OPERATIONAL DATAPROCESSING  AND COMMUNICATION SYSTEMS AND FACILITIES

RGII provides information/system engineering and technical support in the design, development integration, testing, and installation of system element/acquisition activities and support equipment. Maintain systems using state of the art techniques, methodologies and technology which specify how information engineering risks shall be identified, monitored, tracked and assessed.

CONDUCT SECURITY AND INTERNAL CONTROL REVIEWS OF SENSITIVE APPLICATION SOFTWARE INTENDED FOR OR IN USE WITHIN NSWC LABORATORIES 

Establish system requirements definition and provide requirements analysis support planning, perform analysis and technology assessments, analyze, evaluate and monitor reliability, maintainability and availability predictions math models, surveys and reports. Develop and maintain computer system Life Cycle costs analysis and perform technical studies in support of supportability issues and assessment plans. 

CONDUCTS SPECIFIC TECHNICAL COMPUTER/COMMUNICATION SECURITY REVIEWS TO SUPPORT NON-STANDARD OPERATIONAL REQUIREMENTS

Conduct Studies and analyses in support of computer systems advance technology efforts and demonstrations for Planning, Programming and Budgeting system (PPBS), and logistics and engineering systems.  Monitor, evaluate, analyze, develop and review technical accuracy of system requirements, architecture, issues, schedules, protocols, documentation and provide quarterly updates. 

SUPPORTS THE SECURITY AWARENESS AND TRAINING PROGRAM @ NSWC LABORATORIES

RGII develops and posts security bulletins via Email and posters in the areas of computer virus attacks, sensitive information, Internet security and the use of electronic data interchange and electronic funds transactions

ASSISTS IN THE DEVELOPMENT OF “DRAFT” COMPUTER AND COMMUNICATION, SECURITY, POLICIES, STANDARDS, AND GUIDELINES

During the conduct of daily business, security support.  We assist NSWC Laboratories in the formulation of draft policies covering a wide range of information security issues.  As new programs emerges, RGII assists the customer in developing applicable policy standards and guidelines geared towards strengthening COMSEC standards.  



PROVIDES TECHNICAL ASSISTANCE TO MAJOR NSWC  DEVELOPMENT EFFORTS

In the process of providing information systems engineering, RGII provides technical assistance to major NSWC software development efforts in the area of advanced authentitication technology, digital signature standards and threats to computer systems.  

REPORTS PRODUCED IN RESPONSE TO THE SAME OR SIMILAR  REQUIREMENTS OF SECTION 4.1 AND 4.2 OF THE SOW

Project Management Plans

Draft Security Policies, Plan and Procedures

Overseas Trip Reports

Risk Assessment and Analysis

RELEVANCE TO DoS INFORMATION SYSTEMS SECURITY PROCUREMENT

Similar in scope and complexity in the following FUNCTIONAL SOW areas - SOW Items C.4.1,C.4.2, C.4.3, C.4.4, C.4.5, C.4.6 due to the real problems involved in performing tasks related to securing/protecting and processing  classified and unclassified data in an open systems and multiple platform  both domestic and international communication systems environments. 

QUALITY OF PERFORMANCE

RGII has augmented its quality assurance procedures and controls through implementing an intensified Quality Performance Program.  Measurements of our quality products and services are planned, monitored and evaluated by the following:

Performing detailed planning for each task.

Ensuring that quality requirements and the time to accommodate the requirements are accounted for in planning, including in-process quality checks. 

Identifying each individual responsible for performing the task.

Obtaining periodic oral and formalized performance status information from the client. 

Immediately identify any prospective or real problems in performing the task. 

Quickly resolve any task performance assurance questions.

Ensure that latest data and reviews of documentation are being used. 

Allow for client in-process reviews. 

Submit major deliverables to RGII’s Quality Management Board, consisting of the Program Manager, Technical Director, QA Specialist, Document Specialist and chaired by the President, in time for review and revisions prior to delivery.

Ensure that formal and informal quality feedback is documented and placed in RGII’s QA database for future use and for use in “error mapping” to determine need for improved processes, procedures, training, or reassignment of personnel. 

PROCESS MEASUREMENTS

RGII utilizes Microsoft’s Office tools to measure the intensified Quality Performance Program. This program provides quality controls, procedures, processes, schedules and policies that are seamlessly integrated and measured.

CONFORMANCE TO SPECIFICATIONS AND STANDARDS

The principal standards and specification used as benchmarks in support of NSWC, Carderock tasking are OMB circulars, A-109, 127 and  130.;  MIL-STD498,DoD 5000.1; Major System Acquisitions, Computer Security Act of 1987; Computer Matching and Abuse Act of 1988;  Computer Fraud and Abuse Act of 1984 and 1986;  Privacy Act of  1974 and Freedom of Information Act.  Computer security regulations include : National Security Directive  145,National Policy for Safeguarding and Control of Communications Security Material, National Telecommunications and Information security Policy 200, and the Rainbow Series of eighteen books.  Conformance was measured by incorporating the requirements of these standards and specifications into our “DRAFT” ADP Risk Analysis , Contingency Planning, Certification/Accreditation and recommended policies and procedures documentation  developed for securing/protecting  NSWC’s classified/unclassified database systems, networks and applications.   

COST AND SCHEDULE PERFORMANCE:

NUMBER OF STAFF ASSIGNED TO CONTRACT:		ELEVEN (11)

ACTUAL COST TO DATE: 					$988.019.07

VARIANCE WITH NEGOTIATEAD COST:			None

ACTUAL STAFF HOURS EXPENDED TO DATE: 		17,132

SCHEDULE VARIANCE:					None



BUSINESS-LIKE CONCERN FOR INTEREST OF CUSTOMER

Our business like concern for our NSWC, Carderock customer, started with our contract “kick-off” meeting.  RGII developed and presented its detailed Quality Performance Program Plan whereby we provided a detailed project planning and technical organization with unmatched technical credentials, superior corporate credibility, and clearly defined functional task assignments that ensured high quality technical performance and cost control.  RGII’s organizational structure provided:

Direct lines of communication and authority.

Dedicated staff with Quick Reaction to Problems.

Lines of Control and Workings Interrelationship.

Effective Project Manning and control Process.

Quality Controls and Assurance.

Feedback and Reporting Methods. 

Internal Performance Monitoring.

External Feedback Process.

Progress/Status Reporting.

Plan for Management of Cost and Performance of subcontractors. 



�aegis research corporation  Reference #1  - Prior Experience Performing Information Systems Security Services



CONTRACT : Classified  #9007/9008 (ARC reference)			AWARD DATE:  Nov 1996



BUYING ACTIVITY:



	NAME:	Secretary of the Air Force, Office of the Administrative Assistant

	ADDRESS:	Pentagon

			Washington, DC  20330



CONTRACT TYPE: 		CPAF			COST: (est.)	$19.4 M (base + first option)

PCO NAME	 		Eugene Boesch		FEE:			3 base + 4 award	

PCO PHONE NUMBER:  	703-693-2017		TOTAL PRICE:	Approx. $20 M

COR NAME:									(base + first option)	

COR PHONE NUMBER:				MAN-DAYS/HOURS:	Classified 



SOLE SOURCE/COMPETITIVE:		Competitive

PERIOD OF PERFORMANCE:		November 1996 - Mar 21, 1997, four (4) one year

option periods

PRIME OR SUBCONTRACTOR: 		Prime



BRIEF DESCRIPTION OF EFFORT: 

Aegis Research Corporation has been the core of the security support for this extraordinarily sensitive DoD program for over nine (9) years.  Aegis currently provides approximately 100 work-years annually of support under a competitively won follow-on to the sole source contract we held for eight (8) years.  Aegis provides life-cycle security support for a variety of technically sophisticated systems which are part of an organizationally complex program.  Support runs the gamut from day-to-day on-site administrative and information security services to very high-end secrecy protection strategy planning, AIS and other risk management assessment, and operations security planning and analysis.  It also includes support in virtually all security disciplines, as well as in related fields such as computer LAN operations, open source research, video and multimedia presentations, security awareness training programs and conference planning and support.  One example of support is a sophisticated, computer-based aid to support overt-covert choice decisions.  Open source search and analysis is used to develop and monitor both long-range and tactical cover and OPSEC efforts, which are then implemented by Aegis personnel.  Aegis Research also designs and presents on-going and ad hoc security education programs for the community it serves, as well as arranging program reviews which involve customers assembled from all over the U.S., and conferences for all contractor companies which support the program.  Aegis Research is developing a CD-ROM based security training program, and has produced videos to support program orientation and advocacy.  Aegis also has designed and installed computer-to-computer communications systems and LANs.  The full range of financial and task management tools are used to control schedule and cost; there has never been an overrun on the contract.



MANAGEMENT

Organization:  Implemented a flat organization in response to internal needs; we serve eleven (11) field locations, plus Headquarters.

Personnel:  Seventy-seven (77) people in the field, plus fifteen (15) at Headquarters; most employees capable of backing up a second function; very low turnover.

Program Planning:  The Program Manager and the Field Site Managers meet regularly with the customer to set priorities, and to discuss and resolve problems.  We have never overrun the contract.  We have a 97% Award Fee average!



TECHNICAL AREA

Physical Security:  Five (5) professionals at five (5) locations provide support to numerous customer and contractor facilities.

Industrial Security: Ten (10) people are continually engaged in providing industrial security support for numerous contractor locations.

Personnel Security:  We perform support at six (6) customer locations; provide special support to the personnel security evaluation process.

Information Security:  Thirty-two (32) professionals and technicians support twelve (12) locations, providing a full range of information security support.

Computer Security:  We created the AIS Information Certification and Accreditation Team (ICAT) to standardize process at eleven (11) customer locations. We have five (5) full-time professionals.

System Engineering Security:  Two (2) SSEs provide high level life cycle security engineering, operating in the customer’s facilities.

Operations Security:   Three (3) OPSEC professionals in HQ and one (1) in the field provide full-time support to a wide range of OPSEC concerns.

Technical Security:  Applied in conjunction with physical security and computer security surveys and designs.

Education and Training:  Created the Security Awareness Advisory Council (SEAC) to design and produce materials and present training to all cleared individuals.  We have received  rave notices from customer.

Meeting Arrangements:  Routinely host meetings for up to 65 VIPs, making all arrangements; customers continue to use our services.

Counterintelligence:  Support the customer with training and awareness seminars, presented by resident experts and special consultants.

Financial Administration:  Maintain strict accounting, tracking, and forecasting of government contract funds, using innovative processes.

Graphics and Desktop Publishing:  We have been cited for helping the customer earn Meritorious Unit citation. We produce very high quality briefing aids for senior officials to use before Generals and Members of Congress.



COST AND SCHEDULE PERFORMANCE

ACTUAL COST TO DATE: 				Approx. $10.7 M

VARIANCE WITH NEGOTIATEAD COST:		Approx., less than 1%	

ACTUAL MAN-DAYS/HOURS TO DATE: 		Classified		

SCHEDULE VARIANCE:				Approx., less than 1%	



BUSINESS-LIKE CONCERN FOR INTEREST OF CUSTOMER

From Aegis Research Corporation’s perspective, there are not any business-like concerns for the customer.

�aegis research corporation  Reference #2 & #3 - Prior Experience Performing Information Systems Security Services



CONTRACT : Classified  #7000 (ARC reference)			AWARD DATE:  Apr 1993

		Classified  #7500 (ARC reference)			AWARD DATE:  Nov 1995  



BUYING ACTIVITY:



	NAME:	Secretary of the Air Force, Office of the Administrative Assistant

	ADDRESS:	Pentagon

			Washington, DC  20330



7000 Contract

CONTRACT TYPE: 	FP/LOE/EQ HR		COST: (est.)   $20.6 M with fee

PCO NAME	 	Eugene Boesch			FEE:	Fixed Price (fee determined at end)

PCO PHONE NUMBER:  	703-693-2017		TOTAL PRICE:   $19.7 M

COR NAME:  		Classified			MAN-DAYS/HOURS:   Classified

COR PHONE NUMBER:   Classified



SOLE SOURCE/COMPETITIVE:		Sole Source

PERIOD OF PERFORMANCE:		Mar 94 - Feb 97



PRIME OR SUBCONTRACTOR: 		Prime



7500 Contract

CONTRACT TYPE: 	CPFF				COST: (est.)  Approx. $690 K without fee

PCO NAME	 	Eugene Boesch			FEE:	7.5%

PCO PHONE NUMBER:  	703-693-2017		TOTAL PRICE:   Approx. $1.2 M

COR NAME:  		Classified			MAN-DAYS/HOURS:   Classified

COR PHONE NUMBER:   Classified



SOLE SOURCE/COMPETITIVE:		Sole Source

PERIOD OF PERFORMANCE:		Aug 95 - Dec 97



PRIME OR SUBCONTRACTOR: 		Prime



BRIEF DESCRIPTION OF EFFORT: 

Under these two contracts, Aegis Research Corporation furnishes a wide variety of security support services to a highly sensitive and vital national capability which serves both war fighters and policy makers.  The products and services provided include security planning, analysis, and threat assessments; program security management and countermeasures training programs; security course development and presentation; security awareness support; video production; AIS security and database development; and security systems architecture design.  Aegis Research also is involved in supporting the development of innovative technology applications and the improvement of interfaces between national systems and the operational and tactical users.  Aegis Research has produced a number of original video presentations of security training material which have been extremely effective.  Aegis Research furnishes the bulk of this support through employees that are assigned to the customer’s offices and field sites.  These field personnel are supported and, when necessary, augmented by the broadly-talented group of employees at Corporate Headquarters.  The 7000 Customer has re-engaged Aegis Research continually since 1987, and has repeatedly expressed a high level of satisfaction.  Aegis has consistently underun 7000 contracts, through the application of sound planning and project and cost tracking.  A renewal of the 7000 contract is in process.



MANAGEMENT

Organization:   Planned and structured declassification of a formerly covert organization.

Personnel:   This is a fully manned contract across virtually every customer Directorate/Office.

Program Planning:   We formulated comprehensive plans for a responsive national imagery program.



TECHNICAL AREA

Physical Security:   Almost thirty (30) professionals at six (6) locations provide daily support to the Customer.

Industrial Security:  We have planned and recommended alternative approaches for security direction from customer to industry.

Computer Security:  We created the AIS Information Certification and Accreditation Team (ICAT) for responsive support to multiple customers.

System Engineering Security:   Staffed and managed customer Program Offices for systems development and acquisition.

Operations Security:    We provide strong daily expertise to the Customer, which includes multiple comprehensive assessments related to communications and special access programs.

Technical Security:   Developed operational security guides to institute a Congressionally-mandated program.

Education and Training:  Developed and excelled in providing a wide variety of video and other associated materials.  Developed and conducted more than twenty (20) multiple-day courses on customers’ programs, awareness and job-related security requirements of the community.

Counterintelligence:   Established a CI Center of Excellence for wide ranging support to customers and produced a comprehensive strategic plan for a national organization.

Financial Administration:   Track, develop and present for the customer the status of all project funding on a monthly, or as required, basis.

Graphics and Desktop Publishing:   Maintain specialized and high quality capabilities for a  broad range of customer requirements, across programs and for education/training.



COST AND SCHEDULE PERFORMANCE

ACTUAL COST TO DATE: 		7000 - Approx. $17.2 M with fee

					7500 - Approx. $620 K with fee

VARIANCE WITH NEGOTIATEAD COST:		7000 & 7500 - Zero	

ACTUAL MAN-DAYS/HOURS TO DATE: 		7000 & 7500 - Classified

SCHEDULE VARIANCE:				7000 & 7500 - None



BUSINESS-LIKE CONCERN FOR INTEREST OF CUSTOMER

From Aegis Research Corporation’s perspective, there are not any business-like concerns for the customer.

�aegis research corporation  Reference #4  - Prior Experience Performing Information Systems Security Services



CONTRACT : Classified  #3000 (ARC reference)			AWARD DATE:  July 21,1995



BUYING ACTIVITY:



	NAME:	Secretary of the Air Force, Office of the Administrative Assistant

	ADDRESS:	Pentagon

			Washington, DC  20330

CONTRACT TYPE: 	CPAF			COST: (est.)     Approx. $4.74 M

PCO NAME	 	Eugene Boesch			FEE:	Base 3 and Award 4	

PCO PHONE NUMBER:  	703-693-2017		TOTAL PRICE:   Approx. $5.2 M

COR NAME:  	  Classified				MAN-DAYS/HOURS:    Classified  

COR PHONE NUMBER:    Classified

SOLE SOURCE/COMPETITIVE:		Competitive

PERIOD OF PERFORMANCE:		Jul 21 1995 - Sep 30, 2000

PRIME OR SUBCONTRACTOR: 		Prime



BRIEF DESCRIPTION OF EFFORT: 

This classified contract provides the customer, at multi-locations, administrative and security support.  Aegis Research is tasked to provide daily operations security and administrative aspects of Special Access Program (SAP) administration.  Aegis Research provides the full range of program security support for both the government customers and a large number of their supporting contractors.  The Statement of Work (SOW) requires Aegis Research to implement a formal security education and training program that includes updates/changes for all SAP/SAR security procedures. Aegis is required to prepare and conduct quarterly security awareness training for all assigned personnel (government and contractor).  Aegis also  provides total information security support which includes document control, transmission and accountability.  As part of our computer security support, Aegis Research conducts risk analysis on all computer systems and develops/implements countermeasures to reduce risk.  In support of the highly sensitive programs, Aegis is tasked to coordinate the schedule and logistical support for four annual program reviews and four major VIP visits.  The SOW requires Aegis Research to prepare multi-media slides, vu-graphs and other graphics for program reports and presentations.





MANAGEMENT

Organization:  Implemented a flat organization in response to internal needs; we serve two (2) field locations, plus Headquarters.

Personnel:  Fifteen (15) people in the field, with augmented Headquarters support; most employees capable of backing up a second function; very low turnover.

Program Planning:  The Program Manager meet weekly with the customer and the Aegis field site personnel to set priorities, and to discuss and resolve problems.

TECHNICAL AREA

Physical Security:  Maintain security information files on all persons nominated, accessed, or denied access to any program SAP.

Information Security:  Perform duties involving classified document control, accounting, transmission and destruction to ensure conformance with program security requirements.

Computer Security and Support:  Maintain operating instructions to prevent unauthorized disclosure, modification, destruction and denial of services for computer systems in program areas.  Perform risk analysis on all computer systems.  Monitor/maintain the integrity of classified computer systems.

System Engineering Security:  Provide on-site system engineering security to analyze experimental and operational requirements.

Education and Training:  Develop and maintain a formal security education and training program for program personnel, including the development, presentation and/or delivery of  bulletins, job-aids, briefings and awareness materials on security policy and procedure updates and changes associated with program.

Physical/Facilities Security:  Developed and maintain physical measures designed to safeguard personnel to prevent unauthorized access to equipment, facilities, material and documents and to safeguard them against espionage, sabotage, damage and theft. 

Financial Administration:  Maintain strict accounting, tracking, and forecasting of government contract funds, working with the customer budget officer, using innovative processes.

Graphics and Desktop Publishing:  Provide graphics and desktop publishing support for the customer with a seamless integration of Desktop Publishing, Illustrations & Line Drawings, Image Enhancement, and Presentations.

PROCESS MEASUREMENTS

Aegis utilizes FastTrack Scheduling to monitor contractual performance and quality, from which internal status reports are generated and used to track compliance to contract obligations.

COST AND SCHEDULE PERFORMANCE

ACTUAL COST TO DATE: 				Approx. $1.7 M with fee

VARIANCE WITH NEGOTIATEAD COST:		Zero

ACTUAL MAN-DAYS/HOURS TO DATE: 		Classified

SCHEDULE VARIANCE:				None

�D.1.5	General Financial Information

RGII’s Volume I Business and Administrative Proposal provides the following required general information about our company.  The sealed package from our subcontractor, Aegis Research Corporation contains their information.  The information included in Volume I is the date the firm was established and incorporated and the latest three financial Statements.

�Subfactor D.2	Prior Experience in Providing a Constant Staff of Qualified Personnel

As part of RGII’s corporate recruiting system, we maintain and update weekly a nationwide database of information system security professionals candidates win which we draw upon to provide technically qualified INFOSEC personnel to our customers as required.  

This INFOSEC nationwide recruiting database is currently five hundred (500) persons strong covering various information system security technology areas which affords RGII the capability to respond quickly within 3-15 calendar days of matching qualified candidates to all our information system security contract requirements.  RGII has provided a “B” Team of qualified INFOSEC professionals who are available to augment the original RGII INFOSEC proposed team.

Furthermore, the employees of RGII and its subcontractor actively participates in twenty-one information system Security related organizations by which we utilize to maximize our capability to formally and informally network and recruit qualified information system security personnel.  These INFOSEC organizations include:

B.A.S.I.C. Instincts (Defense Investigative Service)

National Institute of Standards and Technology (NIST) Computer Security Resource Clearinghouse

Armed Forces Communications Electronics Association (AFCEA)

Intelink Conferences

National Computer Security Association

Computer Security Institute

International Information Systems Security Certification Consortium, Inc. (ISC2)

American Society for Industrial Security (ASIS)

DoD Security Institute

Baltimore Metropolitan Chapter of Information Systems Security Association (ISSA)

Information Security Institute (ISI)

Internet Security Association

Smart Card Forum

Computer Emergency Response Team (CERT) @ Carnegie Mellon University

Electronic Frontier Foundation (rules of encryption in securing electronic commerce) (EDI and EFT)

Information Systems Audit and Control Association (ISACA)

IEEE Computer Society

International Standards Organization (ISO)

American national Standards Institute (ANSI)

Association for Computer machinery (ACM)

Computer Virus Industry Association

The combination of these resources has helped RGII to respond to turnover of INFOSEC employees (5% ratio) and provide the RGII Team with an efficient and effective capability of providing to our customers a constant staff of qualified information systems security personnel well in the 21st Century.  

�FACTOR D.2  -  COMPUTER SECURITY ANALYST

Alternate Computer Security Analyst  - Janice Taylor

D.2.1.1.1		RESPONSIBILITIES

The Computer Security Analyst position provides assistance to the Contractor's Technical Director on matters pertaining to information security on Department of State and other U.S. Government Agency automated information systems and supporting communications infrastructures, both classified and unclassified at domestic as well as overseas locations.  The Computer Security Analyst generates detailed draft reports analyzing the physical, administrative, systemic, and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports generated by the Computer Security Analyst will be reviewed by the Technical Director prior to submission to the COR.

Ms Taylor’s 14 years of experience has been evident in her roll as both in-house customer site based security representative. She was responsible for ensuring preparation and submission of all required detailed correspondences pertaining to current security issues ranging from administration, random search, to facility combination changes.  In her position as Facility Security Officer, she reviewed current security postures and maintained the Fixed Facility Checklist for the Sensitive Compartmented Information Facility (SCIF).  She also trained office personnel in Automated Information Security (AIS) procedures, security policies, and personnel security.  Ms Taylor currently holds a TS/SCI security clearance on record with DISCO.

D.2.1.1.2		EDUCATION

A Bachelor's degree in computer science.  Three (3) additional years of general experience (i.e., in addition to the General Experience set forth below for this labor category) in a corporate or government (state, local and/or Federal) environment may be substituted for a degree.

AS degree in Security Administration, Northern Virginia Community College

Bachelor of Science Candidate in Computer Management Information Systems  (CMIS) (six credits from completing degree) University of Maryland 

D.2.1.1.3		GENERAL EXPERIENCE 

Four (4) years of experience in computer system design, integration, application development, and computer security.

During the past 14 years, Ms Taylor has held increasingly rigorous security positions.  She has primarily focused on assisting in software support by (1) reorganizing and maintaining software applications libraries for two customers and (2) installing software, troubleshooting end-user software, and evaluating software solutions to security problems.  As a Network Administrator, Ms Taylor performed security audits, evaluations, and risk assessments of complex operational data processing and communications at Aegis Research and customer sites.  She conducted security and internal control reviews of sensitive application software intended for, or in use within, the company and for various customer locations.  She conducted specific technical reviews in support or non-standard operational requirements.  Ms Taylor continues to support Aegis Research and customer security awareness and training programs through briefings and correspondences.  She assessed in-house and customer technologies to ensure that security vulnerabilities are identified and countered.  She developed draft computer and communications security policies, standards and guidelines.  She designed, developed and maintained unique computer security tools and techniques for conducting computer and communications security evaluations and risk assessments.  Ms Taylor has been instrumental in proving the customer with advanced technical computer/communications security assistance. She assisted in the development of in-house and customer computer and communications security policies that implement national laws, regulations, standards, and guidelines.  She conducted security tests, certifications, and evaluations of applications and systems processing sensitive and/or classified information as defined in OMB Circular A-130 and in accordance with FIPS 102 and the Rainbow series. She assisted in coordinating with other Federal agencies on maters relating to the security of shared ADP resources.  Ms Taylor provided support to investigations and/or assessments of computer security violations.  She supported monitoring the compliance of various Federal agencies with COMSEC and COC policies and requirements through on-site system reviews, evaluations, software/hardware subversion testing and risk assessments.

D.2.1.1.4		SPECIALIZED EXPERIENCE

Significant experience in LANs, WANs encryption (Type I, Fortezza, and commercial), oracle DBMS, Wang VS operations, Internet, WWW, protocols, UNIX, ' Banyan Vines, Lotus Notes, Microsoft products, IBM mainframes, Cisco routers, hubs, and firewalls.  A significant level of experience is also required for telecommunications, which includes circuitry, bandwidth, and a good understanding of U.S. Government communications systems.  NOTE:	At least one position in the Computer Security Analyst category Must have specific knowledge of Lotus Notes, Banyan Vines, and U.S. Government communications.  Initial and substitute resumes must reflect the same skill sets.

2/89 to Present	Aegis Research Corp.	Senior Security Manager

Ms Taylor is a one-person hardware/software engineer shop along with being a highly valued Network Administrator on five different LAN/WAN systems.  She performs the full spectrum of security functions for each while each system is labeled at a different classification level. As network administrator she makes constant changes by adding/deleting personnel accounts, updating applications and training other on these applications.  She is also responsible for the backup system for a main network.   She develops policies and procedures where none previously existed.  Ms Taylor is solely responsibly for the day-in, day-out problems of troubleshooting a myriad of LAN/WAN equipment, including routers and bridges, while running fiber optic cables, and assisting  ADPE officers with tracking equipment and maintaining warranties and contracts for the different equipment.  She designed, developed and maintained unique computer security tools and techniques for conducting computer and communications security evaluations and risk assessments.  Ms Taylor has been instrumental in proving the customer with advanced technical computer/communications security assistance.

2/86 to 2/89	System Research & Applications Corp.	Facility Security

									Specialist

Ms Taylor successfully organized and maintained a highly classified word processing center.  She trained other WP secretaries, and established procedures and policies to assist the classified WP center.  She assisted the document control officer at her site and worked at off-site customer’s facilities assisting their personnel security and document control offices. She established and maintained a self inspection program and evaluated procedures and countermeasures to ensure compliance with all security directions.  

12/93 to 9/86		System Planning Corporation	Executive Secretary/

								Document Control

Although originally hired as an executive secretary, Ms Taylor’s position quickly evolved to that of document control officer at customer facilities.  She was responsible for logging incoming and outgoing classified documents, maintaining physical security of the facility, maintaining files and close hold/sensitive contract information.  She assessed in-house and customer technologies to ensure that security vulnerabilities are identified and countered.  She developed draft computer and communications security policies, standards and guidelines.  

7/82 to 12/83		Mitre Corporation			Secretary

As secretary to the Group Leader and seven team members, Ms Taylor was responsible for typing numerous reports, and controlling all outgoing correspondences. She performed the additional duties as a conference coordinator for meeting of 35 or more individuals every 3 months.  She was also responsible for all travel arrangements for the team members.  Ms Taylor quick grasp of details along with her personal drive to achieve, was instrumental in her training two additional staff members in all their required duties.

8/80 to 7/82		Riverside Research Institute		Admin. Support

Ms Taylor assisted the conference coordinator, processed telephone messages, provided administrative support and made travel arrangements for various individuals.  She also performed the additional duty of  entrance/egress control to the classified facility where she worked.

4/79 to 8/80		Space Operations Division		US Air Force

Ms Taylor provided administrative support, travel arrangements and maintained security files for the entire division of 14 action officers and division chiefs.  Ms Taylor was solely responsible for support of Space Operations Division and Reconnaissance Division, totaling 30 action officers.  She was responsible for screening visitors with the Special Security Office. 

D.2.1.1.5		RELEVANT COMPUTER SKILLS  

Software: Microsoft Application Products, and most COTs software, Oracle, Visual Basic, various network security software packages, PowerBuilder, Wordstar, DbaseIII plus, Word Perfect 

Hardware:  All relevant, workstations, file servers and client server networks

Operating Systems: DOS, NOVELL, UNIX, Windows95, Windows NT, Lotus

Languages:  Oracle, Visual Basic, UNIX, Pascal 

�FACTOR D.2  -  COMPUTER SECURITY ANALYST

Alternate Computer Security Analyst  -  Charles S. Wojcik�

D.2.1.2.1		RESPONSIBILITIES

The Computer Security Analyst position provides assistance to the Contractor's Technical Director on matters pertaining to information security on Department of State and other U.S. Government Agency automated information systems and supporting communications infrastructures, both classified and unclassified at domestic as well as overseas locations.  The Computer Security Analyst generates detailed draft reports analyzing the physical, administrative, systemic, and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports generated by the Computer Security Analyst will be reviewed by the Technical Director prior to submission to the COR.

Mr. Wojcik’s strong software applications background provides Aegis Research with an invaluable resource.  He is technically competent in his field and able to translate complex concepts into explanations useable by managers.  When faced with the installation or exploration of employment of unfamiliar software programs, he conducts product research and utilizes contacts at the software and hardware vendors to obtain the answers required to make an intelligent judgments.  

In his roll as systems administrator, Mr. Wojcik quickly and efficiently finds solutions to problems plaguing AIS and is very skillful in instructing individuals on how better systems performance through the optimization of resources.  Mr. Wojcik has a current TS/SBI on record with DISCO.

D.2.1.2.2		EDUCATION

A Bachelor's degree in computer science.  Three (3) additional years of general experience (i.e., in addition to the General Experience set forth below for this labor category) in a corporate or government (state, local and/or Federal) environment may be substituted for a degree.

MS, Management, National Louis University

BS, Communications Electronics, State University of NY

AAS, Electronics Technology, Erie Community College

D.2.1.2.3		GENERAL EXPERIENCE 

Four (4) years of experience in computer system design, integration, application development, and computer security.

As a systems administrator for Aegis projects, Mr. Wojcik performed various security audits, evaluations, and risk assessments of complex operational data processing and communication systems and facilities worldwide.  This included the conduct of security and internal control reviews of sensitive application software intended for, or in use within the customer agency.  Mr. Wojcik also conducted specific technical reviews to support non-standard operational requirements.  

He utilized up to date COTS and company designed and developed unique computer security tools and techniques for conducting computer and communications security evaluations and risk assessments.  Mr. Wojcik addressed the customers AIS security requirements through his interpretation of national laws, regulations, standards and guidelines relating to AIS and communications security.   He translated his policy definitions into customer oriented computer  and communications security policies.  

He conducted security test, certifications, and evaluations of applications and systems processing or sensitive and/or classified information as defined in OMB Circular A-130 and in accordance with FIPS 102 and the NSA’s “Rainbow” series.  Mr. Wojcik also assisted in coordinating with other Federal agencies on matters relating to  the security of shared ADP resources.  Through on-site system reviews, evaluations, software/hardware  subversion testing and risk assessments, Mr. Wojcik monitored the compliance of customer’s organizations with COMSEC and COC policies and requirements.  

D.2.1.2.4		SPECIALIZED EXPERIENCE

Significant experience in LANs, WANs encryption (Type I, Fortezza, and commercial), oracle DBMS, Wang VS operations, Internet, WWW, protocols, UNIX, ' Banyan Vines, Lotus Notes, Microsoft products, IBM mainframes, Cisco routers, hubs, and firewalls.  A significant level of experience is also required for telecommunications, which includes circuitry, bandwidth, and a good understanding of U.S. Government communications systems.  NOTE:	At least one position in the Computer Security Analyst category Must have specific knowledge of Lotus Notes, Banyan Vines, and U.S. Government communications.  Initial and substitute resumes must reflect the same skill sets.

10/89 to Present	E-Systems ETAG/Raytheon		Shift Supervisor

Mr. Wojcik managed the staff that performed all preventative and corrective maintenance on sever complex systems including the scheduling and assignment of appropriate activities, as well as updating documentation.  Mr. Wojcik maintained for technical resolution a three-shift rotating schedule.  He developed, maintained, and troubleshot non-recoverable high density digital data systems that incorporated complex encoding/decoding schemes and advanced error detection and correction.  He prepared and disseminated the discrepancy reports. 

1981 to 1985		US Army Electronic 			Intercept Systems

			Warfare				Repair Technician

Mr. Wojcik maintained and repaired wideband recorders, microprocessor controlled receivers, and antenna systems covering the entire frequency spectrum.   



D.2.1.2.5		RELEVANT COMPUTER SKILLS  

Hardware:  Sun Sparc, IBM and IBM clones, modems, 

Software:  Solaris 2.0, QBASIC, various Internet search engines, Perl, Grep, SED, AWK, UNIX Command, WWW, Microsoft Product Applications Suite, Lotus, Word Perfect, Harvard Graphics, PageMaker, various hardware and software maintenance tools  

Operating Systems:  Windows 3.x, Windows 95, MS DOS 

Languages:  C++, Fortran77, UNIX, Visual Basic, Assembler, Basic, C Software Development



�FACTOR D.2  -  COMPUTER SECURITY ANALYST

Alternate Computer Security Analyst  -  Scott Wilson

D.2.1.3.1		RESPONSIBILITIES

The Computer Security Analyst position provides assistance to the Contractor's Technical Director on matters pertaining to information security on Department of State and other U.S. Government Agency automated information systems and supporting communications infrastructures, both classified and unclassified at domestic as well as overseas locations.  The Computer Security Analyst generates detailed draft reports analyzing the physical, administrative, systemic, and technical security posture of installations, and makes recommendations to reduce or eliminate security vulnerabilities or risks.  All reports generated by the Computer Security Analyst will be reviewed by the Technical Director prior to submission to the COR.

Mr. Wilson has over 4 years of experience performing security audits, evaluations, and risk assessments of complex operational data processing and communications systems and facilities nationwide.  He has extensive experience conducting security and internal control reviews of sensitive application software intended for, or in use within, the DoD and other U. S. Government agencies.  He has conduct a myriad of specific technical reviews to support non-standard operational requirements.  

During his tenure with the DoD he supported the security awareness and training programs through briefings, multi-media presentations and correspondence.  Mr. Wilson assisted in developing draft computer and communications security policies, standards, and guidelines for DoD organizations.  He has developed and maintained unique computer security tools and techniques for conducting computer and communications security evaluations and risk assessments. Mr. Wilson made major contributions in providing technical computer/ communication security assistance to major DoD organizations.  

On a regular base, Mr. Wilson was called upon to interpret national laws, regulations, standards, and guidelines relating to computer and communications security.  On a regular basis, Mr. Wilson conducted security tests, certifications, and evaluations of applications and systems processing sensitive and/or classified information and in accordance with Public and Federal Law, as well as government guidance and the Rainbow series.  

He has assisted in coordinating with various Federal agencies on matters related to the security of shared ADP resources and provided support to investigations and/or assessments of computer security violations.  Further, Mr. Wilson adeptly assessed local technology to ensure that security vulnerabilities were identified and countered.  Mr. Wilson has an inactive Secret Clearance on record with DISCO.

D.2.1.3.2		EDUCATION

A Bachelor's degree in computer science.  Three (3) additional years of general experience (i.e., in addition to the General Experience set forth below for this labor category) in a corporate or government (state, local and/or Federal) environment may be substituted for a degree.

Bachelor of Science, Information Systems Management, University of Maryland Baltimore County, 1993

UNIX Hands-on Workshop, Learning Tree International, 1995

How to Manage and Information System Security Program, MIS Training Institute, 1994

Managing Microsoft Windows NT Advanced Server, Microsoft University, 1993

Administration of Microsoft Mail 3.2, Microsoft University, 1993

D.2.1.3.3		GENERAL EXPERIENCE 

Four (4) years of experience in computer system design, integration, application development, and computer security.

Mr. Scott Wilson has over 4 years of experience in the Automated Information Systems field with a cumulative amount of specialized experience in information security for the Department of Defense and Department of Commerce.  Mr. Wilson provided assistance to the Program Manager, the Task Leader and the government on matters pertaining to support of classified and unclassified LANs/WANs  at various locations throughout the United States.  As a Computer Security Analyst he performed a multitude of detailed analytical and administrative functions in systematic manner, generating reports covering the technical security posture of government installations.  Mr. Wilson further made written recommendations pertaining to the reduction or elimination of security vulnerabilities or risks to the system, data, communications and installation.  He has a strong knowledge of risk management policies as detailed in DoD 5200.28 and the associated Rainbow Series publications.

D.2.1.3.4		SPECIALIZED EXPERIENCE

Significant experience in LANs, WANs encryption (Type I, Fortezza, and commercial), oracle DBMS, Wang VS operations, Internet, WWW, protocols, UNIX, ' Banyan Vines, Lotus Notes, Microsoft products, IBM mainframes, Cisco routers, hubs, and firewalls.  A significant level of experience is also required for telecommunications, which includes circuitry, bandwidth, and a good understanding of U.S. Government communications systems.  NOTE:	At least one position in the Computer Security Analyst category Must have specific knowledge of Lotus Notes, Banyan Vines, and U.S. Government communications.  Initial and substitute resumes must reflect the same skill sets.

4/96 - Present		RGII Technologies, Inc.	LAN/Security Specialist

Mr. Wilson administers a 60 user Department of Commerce LAN with Internet connectivity which supports it’s own WWW server and Web site built on a multi-level system requiring an extensive knowledge of NOVELL, Windows NT and firewall technologies.  The WWW server provides access to a myriad of sites world wide and requires continual education in the realm of Web technologies, government communications systems and networking.  Mr. Wilson continually endeavored to keep pace with the newest technologies and has gained a solid knowledge of Banyan Vines as well as Microsoft exchange.  Mr. Wilson also has an understanding of Lotus Notes.  

8/93 - 4/96		COMPEX Corporation		LAN Specialist

Mr. Wilson managed and implemented user support systems utilizing various Microsoft products.  As a LAN Specialist at the Pentagon, he developed an extensive knowledge base that included but not limited to Microsoft BackOffice products as well as Microsoft Mail and all Microsoft Applications.  Mr. Wilson dealt extensively with supporting LANs and WANs, with specialized experience in protocols and multi-level operations, MISSI Technology, encryption (Type I, Fortezza, and commercial), and their information systems security.  

He assisted users in gaining access to local area networks, resolved hardware/software problems and developing innovative techniques.  He developed and implemented a network security permission policy for Windows NT, UNIX and Sun Systems.  He provided technical security analysis for a Microsoft NTAS/NT and LAN Manager Network Operating System.  

As a consultant on DoD messaging systems, Mr. Wilson developed significant experience with protocols, IBM mainframes, hubs, bridges and Cisco routers.  Due to the diverse resources within the Government environment, Mr. Wilson gained classroom and hands on experience with UNIX and SUN systems as well as various legacy systems such as WANG.  He responded to user service calls and provided training assistance when the user required refresher or updated information.

4/93 - 8/93		COMSIS Corporation		Application Analyst

Mr. Wilson was instrumental in developing presentations for the Transportation Planning staff using various PC applications. During his tenure with the DoD he supported the security awareness and training programs through briefings, multi-media presentations and correspondence.  Mr. Wilson assisted in developing draft computer and communications security policies, standards, and guidelines for DoD organizations

5/91 - 4/93	National Institute of Health	Computer Analyst

He established a LAN for the Administrative Office of the National Institute of Health.  This included wiring, software, hardware, and physical setup.  He maintained computer operations, researched, security policy and procedures as well as placed orders for computer equipment.  As the database administrator he developed a database application that coordinated all user requests for access to the network.

D.2.1.3.5		RELEVANT COMPUTER SKILLS  

Hardware:   UNISYS 5000 & 1100 series, Burroughs B1900, Wang VS100, IBM 4361, AMDAHL 580, peripherals; PCs (IBM and Macintosh), Sun Systems, Cisco routers, encryption devices (Fortezza, Xerox, Motorola, KG series, etc.), firewalls, hubs.

Languages: C, COBOL, FORTRAN, Pascal, Assembly, Visual BASIC, ECL, JCL. 

Software:  WordPerfect 5.1 & 6.0A, All Microsoft Office Application Packages, Lotus Notes, Harvard Graphics, dBase III+, Word Star, Enable, MS Access, MS Exchange, MS Mail, CC Mail, PageMaker, Paintbrush, MAPPER, Netscape, MS-Explorer

Operating Systems: MS Windows 95, MS Windows NT 3.51 and 4.0, NOVELL, Banyan 



�FACTOR D.2  -  COMPUTER SPECIALIST

Alternate Computer Specialist  - Carmen Y. Daugherty

D.2.1.4.1	RESPONSIBILITIES

The Computer Specialist shall perform requirements involving implementation, integration, and installation of LANs, WANs, bridges, routers, and firewalls.  In order to fulfill the duties set forth below, the Computer Specialist shall be familiar with-the software and hardware listed in Section C.3. The Computer Specialist has been experienced in the use of Intel-based computing platforms such as 80486/Pentium systems, Motorola RISC computing platforms, and UNIX.

Ms. Daugherty has over seven years experience in LAN computer operations, user support, and production operations, functioning in supervisory capacities.  She served seventeen years of military service, serving as an Technical Administrative Supervisor in information management, Personnel, Finance, and Civil Affairs.  As an independent contractor, she provided managerial, administrative, computer training and user support.  Her experience in operational support of computer systems, bridges, routers and firewalls, management of help desk operations, administrative coordination with the clients, and excellent communication skills have continuously aided the client.  She is been experienced in the use of Intel-based computing platforms such as 80486/Pentium systems, Motorola RISC computing platforms, and UNIX.  Ms Daugherty hold an inactive Secret Clearance with DISCO.

D.2.1.4.2		EDUCATION

High School diploma or equivalent.  Relevant college level courses or equivalent in the computer science or related field.  Certificate of completion or equivalent is required.

Masters, Computer Systems Management, 1997 candidate

University of Maryland, University College.

BS, Computer Information Systems, Strayer College.

AA, Computer Science Technology, University of the District of Columbia.

D.2.1.4.3		GENERAL EXPERIENCE 

Four (4) years of experience in COTS applications (Windows NT, Workgroups, 3.1, WWW Browsers, Netscape), system administration, system integration or demonstrated progressive experience in computer systems operations.  Familiarity with computer security.

Ms Daugherty has over 14 years experience in maintaining client inventories of desktop and mini-computer systems.  She has actively configured and managed configuration efforts of LAN and computer systems.  Ms Daugherty  has a solid understanding of Windows NT, Windows product line, WWW Browsers and Netscape.  She has both actively participated in and directed systems testing.  As a current Task Leader, she generates reports for the Program Manager and COR, detailing the current configuration of equipment and materials for future changes.  She communicate effectively in writing and orally to Government personnel on issues relating its systems.  Ms Daugherty has assisted in the deployment of security-enhanced software on Government computer systems.  

D.2.1.4.4		SPECIALIZED EXPERIENCE

Operational knowledge of Microsoft products, Lotus Notes, Banyan Vines, and Oracle. Background and Overall Experience:

1995 - Present		RGII Technologies		Task Leader

Ms. Daugherty provides management and technical leadership to RGII’s user support task within the Department of Commerce.  She is the primary liaison between the RGII Program Manager and the Government ACOTR.  She is also responsible for management of a staff of four which provides user support in the areas of hardware, software, LAN administration and training.  She is familiar with Lotus Notes and has a strong operational knowledge Microsoft products, and Banyan Vines.  She prepares monthly statistical reports for the client which cover numbers of calls, types of calls, milestones completed, pending issues, and upcoming events.

1991 - 1995			Self				Systems Manager

She managed a computer operations, user support, and production operations center.  In this position she served as the Supervisor for Information management, personnel, finance, and civil affairs.  She provided managerial, administrative, hands on user support, and computer training for various firms in the Metropolitan area.  She developed and directed the installation and operation of a User Support Help Desk that maintained the clients component parts, spare information systems, software, and was the central point for the client to submit system trouble calls.

1986 - 1990		Stephens Engineering Group	Lead Operator

She provided management oversight in the writing and documentation of computer training.  As the manager for the day to day administrative requirements of an international capital funding corporation she was responsible for PC and laptop operation, maintenance, diagnose systems problems.  

1983 - 1984		FEMA					Lead Operator

She recommended and installed various software applications and hardware upgrades.  She supervised personnel in the maintenance of application software, hardware, and Oracle database

D.2.1.4.5		RELEVANT COMPUTER SKILLS  

Hardware:  Intel-based computing platforms such as 80486/Pentium systems, Motorola RISC computing platforms, UNIX,. Intel, Unisys 5000 & 1100, Burroughs B1900, Wang VS100, IBM 4361, Amdahl 580, IBM PC Compatibles and All Internal/External Components (i.e., Hard Drives, Floppy Drives, Memory, Power Supplies, CD-ROM, Motherboards, SCSI and Video Adapters, NICs, etc.), Apple Macintosh and Components, All Peripheral Devices (i.e., Printers, Plotters, Modems, Scanners, Monitors, etc.)

Software:   Groupwise/WordPerfect Suite, Microsoft Office Suite, Lotus Suite, Lotus Notes, MS Project, Harvard Graphics, Corel Draw, Various Utilities, Netscape, various WWW Browsers.

Operating Systems:  Novell, Windows NT, Windows 3.1, Groupwise/WordPerfect Suite, Microsoft Office Professional Suite, Lotus Notes,  MS DO
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