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1.1 Corporate Profile

1.1.1 Executive Summary 

RGII Technologies, Inc. is pleased to submit this proposal to provide the Department of Veterans Affairs (VA) with a Central Incident Response Capability (CIRC) that will secure VA enterprise against cyber attack.  We prepared this proposal in accordance with the instructions, evaluation criteria and statement of work (SOW) found in Request for Proposal (RFP) 101-21-02. 

RGII is a U.S. SBA-certified 8(a), woman-owned small business (WOSB) incorporated under the laws of the State of Maryland in 1990.  RGII is an award-winning IT services company specializing in providing comprehensive IT security services to Federal government agencies.  Headquartered in Annapolis, Maryland, RGII has grown to employ over 350 professionals servicing clients worldwide from 7 locations. 

To expand the breadth and depth of our capabilities, ensure rapid response to incidents, and enhance our flexibility to provide VA with a world class CIRC, RGII carefully assembled a highly experienced and qualified team of cyber security companies who are committed to providing the VA with a secure cyber environment. The RGII Team approach enhances the existing CIRC capabilities currently provided by Allied Technology Group, Inc. and leverages ManTech Security Technologies Corporation’s experience in building, staffing, and operating one of the largest worldwide Security Operating Centers (SOCs) and their experience in providing Intrusion Detection and Incident Handling in the U.S. Government for unclassified and classified network defense.  The RGII Team approach also draws on industry experts, like KPMG LLP Forensic Technology’s computer forensics and incident response knowledge, Network Associates, Inc.’s advanced virus handling expertise, Trustwave Corporation’s vulnerability assessments and penetration testing, and SecureInfo Corporation’s proactive vulnerability exploit prevention applications.  We identify and describe our team in Exhibit 2.  

	Company Name
	Bus. Status
	# of People
	Revenues
	Cleared Staff 
	# of CISSPs
	Retention Rate
	Team Attributes

	RGII 


	WOSB 8(a) 
	350
	$26M
	114
	1
	85%
	· Program management & Integration support services.

· Enterprise Architecture standards support services.

· Information Assurance Program  support.  Certification and Accreditation (DITSCAP) Support Services.

· Integration/Interoperability of systems.

· Computer Emergency Response Teams (CERT)

· Vulnerability Assessments

· Information Assurance Vulnerability Alerts (IAVA)

· SEI CMM Level 2 Audited, ISO 9001:2000 Registered
· Experience managing subcontractors, including Lockheed, ATT

	Allied 

Technology 
	Large 
	441
	$49M
	221
	4
	86%
	· Incumbent at VA CIRC enabling smooth transition and service continuity

· Unique full service cyber security provider – policy / planning to architecture design to incident response

· Cyber security laboratory facility

· ISO 9001:2000

	ManTech

Security 
	Large
	3,500
	$431M
	1,800
	40
	82%
	· 20 years of experience in Computer, Communications, Information Security, Information Assurance, and Technical security on systems ranging from sensitive but unclassified through TS/SCI.  

· 525 staff specializing in security related disciplines, including personnel from DOD and intelligence community. 

· Superb contract performance: “Detection, reporting, and sharing is one of the stronger areas of the State Department’s IT program”—OMB GISRA Report to Congress.  ManTech operates and maintains the Department’s IT Cyber security program.

· SEI CMM Level 3

	KPMG
	Large
	21,500
	$4B
	175
	1
	90%*
	· More than 50 years of computer crime investigative experience.

· Pioneers in using Linux OS as a computer forensic evidence collection and evidence-processing platform.

· Rapid-reaction teams can augment VA CIRC personnel within 24 hours of a task order and will process evidence on-site until completion of the investigation.

	Trustwave 
	Small
	30
	$2.8M
	10
	4
	80%
	· IAM CMM certified; the NSA's INFOSEC Assessment Methodology.

· Expertise in Vulnerability Assessment and Penetration Testing, Secure Architectures Design, and Solutions Deployment 

· Firewall implementation, Secure remote and Internet access, Intrusion Detection Systems (IDS), Virtual Private Networks (VPNs) and public key infrastructure (PKI). 

· Excellent staff credentials.

	SecureInfo 
	Small
	60
	$4M
	40
	8
	91%
	· Several employees who were founding members or recent staff of the Air Force Computer Emergency Response Team

· Proactive vulnerability exploit prevention applications

	Network 

Associates 
	Large
	3,659
	$834M
	40
	0
	94%
	· #1 in Market Share for Network Performance Analysis

· Over 40 Awards for Product Excellence

· VA systems experience and Knowledge of VA Infrastructure.

	*Forensic and Technology Service Practice

	Exhibit 2:  Team Attributes


Our team has both a U.S. and International presence, with office locations strategically located near VA facilities in the U.S., enhancing our ability to respond to incidents at remote sites. The RGII Team offers staff diversity, depth, and redundancy in capabilities relevant to the SOW.  Exhibit 3 summarizes the primary and secondary task areas that each team member will support.
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Exhibit 3:  Team Member Roles and Responsibilities

The RGII Team has extensive experience providing high quality cyber security support that covers the full spectrum of services required by this procurement.  Exhibit 4 demonstrates some of the team’s experience in relation to the VA’s Subcriterion 1d. Experience (RFP 8.2.1.4).

	
	Team’s Collective Years of Experience

	1.
Managing and Operating a large scale CIRC
	21

	2.
Incident Monitoring, Detection, Containment, Eradication, and Recovery 
	44

	
Computer Crime Investigative and Forensics
	50

	
Incident Analysis
	37

	3.
VA Information systems
	6


Exhibit 4: Team Experience Relevant to Evaluation Subcriterion 1d.
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1.1.1.1
Understanding the VA Cyber Security Problem

The VA operates a large and complex IT infrastructure, that is under constant attack from both internal and external sources. The VA has issued this solicitation to obtain support to secure the VA enterprise and assets.

Operating the VA CIRC is a complex undertaking. An organization’s infrastructure is constantly changing at varying rates (see Exhibit 5). The system architecture tends to change at the slowest rate with supporting platforms (hardware and software) changing at the fastest rate, typically a three- to five-year refresh period. The VA infrastructure is undergoing a major architecture review. Thus, the CIRC can expect that the infrastructure supported today may change significantly as the VA implements its new infrastructure. This will result in a different set of potential vulnerabilities that may not be addressed by the current CIRC.

While potential vulnerabilities are changing as the VA evolves its infrastructure, the nature of the threats it faces is also changing.  The RGII Team will evolve the CIRC through our program of continuous improvement assisted by ongoing threat and vulnerability analyses. Our team successfully established and continues to operate incident response capabilities and managed security services. We have learned that a successful security support activity works in close partnership with its customer, filtering threat and vulnerability information from diverse intelligence sources into meaningful alerts and bulletins that customer staff can use to close vulnerabilities. We also developed techniques for monitoring our clients’ infrastructures to identify and resolve potential vulnerabilities and attacks with minimal operations disruption. 

The RGII Team recognizes that securing an IT environment as widespread and diverse as the VA’s, requires a team approach. No single organization has the breadth and depth of experience necessary to cost effectively address potential vulnerabilities within the VA technological environment and the possible threats to that environment, especially as the VA evolves toward a fully-integrated architecture and refreshes its supporting hardware and software. Accordingly, RGII assembled a team, selecting each team member because it has a core competency in a security domain that is complementary to other members of our team and has a skills-base that provides redundant capability for demand surges.  Exhibit 6 summarizes the experience of each team member cross-referenced to the SOW.  Further, our team has security experience with both government (federal and state) and commercial organizations, allowing us to bring the proven government and commercial best practices to the VA.
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	Exhibit 6:  Team Member Experience in the SOW


1.1.1.2
Proposed Approach

Our team proposes a service delivery approach that has five basic characteristics:

· A focus on prevention;

While we identify and respond to incidents, our goal is to anticipate threats and close the vulnerabilities they might exploit. Prevention costs less than recovery and provides VA users with confidence that their IT resources will be available when needed and that data stored in, processed by, or transmitted by VA systems is protected against unauthorized access and alteration.

· A single, logical support capability provided through multiple physical locations;

We will establish and maintain a CIRC, a primary Security Operations Center (PSOC), and an alternate Security Operations Center (ASOC). These three physical entities, however, will be linked and have sufficient redundancies such that the level of support can be maintained even with the loss of one or more locations. We will accomplish this through a shared database and monitoring capability, locating staff at all physical locations, and identifying backup staff in our staff pool who can augment our VA team for surge and disaster requirements.

· A support capability that evolves as the VA environment evolves; 

We will initially establish an incident support capability that is focused on the threats and vulnerabilities associated with the current VA IT environment. We will change our staff mix and their functional assignments as necessary to accommodate changes in the VA environment. These changes may be the result of VA enterprise-architecture activities; hardware, software refresh efforts; or implementation of new functions. 

· A support capability that anticipates and adjusts to changes in the threat profile; and

As the VA technological environment changes, so will the threats it faces. Our team members maintain ongoing analytical activities to evaluate threat trends and take appropriate action. We have working relationships with all major hardware and software producers and law enforcement and intelligence organizations. Our trend analysis helps define modification of our support capability.

· A management approach that measures performance and contains costs.

Performance measurement for the VA CIRC will address two issues, contract performance and effectiveness of the security environment. Contract performance metrics are defined to ensure that our staff respond to incidents consistently and in a timely manner. Effectiveness metrics ensure that the VA security environment provides appropriate protection for VA IT assets. Analysis of performance and effectiveness metrics directs resource acquisition and allocation decisions. Specifically, we use an “on demand” staffing approach wherein we cross-train staff, then move staff to those functions where they are most needed. Permanent staff are augmented as necessary from our staff resource pool to address surge and special skills requirements. Analysis of performance metrics and threat/vulnerability pairs help direct these resource allocation decisions. 

1.1.2 Staffing 

Drawing from our in-place personnel, (1,081 staff available and experienced in information assurance (IA), including 58 CISSPs), the RGII Team developed a staffing approach that addresses all aspects of the new VA CIRC.  This includes increased, short-term staffing to support installation of the Initial Operating Capability (IOC) where much effort will be spent installing the intrusion detection capability into the VA infrastructure; ongoing staffing for recurring requirements such as staffing the Help Desk, analyzing threats and vulnerabilities, monitoring attack patterns, researching and resolving incidents, issuing alerts and bulletins; reactive staffing to accommodate workload surges resulting from major incidents, remote incident resolution response, and disaster recovery planning and response activities; and staff replacement to accommodate personnel changes due to staff advancement, changes in technology supporting the VA infrastructure, or changes in workload.
The RGII Team proposed labor categories are shown in Exhibit 7.  These Labor Categories provide a rational mix of senior security management, computer and network security professionals, and technical support personnel.  Staffing is provided to support the ongoing annual operations of a CIRC, a PSOC, and an ASOC.  In addition, we propose ramp up staffing to achieve IOC for facility start up to include an estimate of over 9,000 hours. 

	
	

	Task
	Proposed Labor Categories
	Number of Assigned Personnel
	Number of Hours Proposed 

	
	
	CIRC
	PSOC
	ASOC
	

	2
	Program Manager* (PM)
	1
	
	
	1880

	4
	CIRC Manager* (CM)
	1
	
	
	1880

	9
	SOC Manager* (SM)
	
	1
	1
	3760

	4
	Secure Facility Mgr* (SFM)
	1
	
	
	1880

	8
	Managed Security Service Proj Mgr*(MSF)
	
	1
	
	1880

	6a, 5b
	Lead Intrusion Analyst (Shift Supervisor)* (LIA)
	3
	
	
	5640

	6a, c, d, 5b
	Intrusion Analyst (IA)
	4
	4
	4
	22560

	6d, 5b
	Lead Engineer – Intrusion* (LE)
	1
	
	
	1880

	6f, 4a
	System Administrator* (SA)
	3
	
	
	5640

	6f, 4a
	Network Administrator (NA)
	1
	
	
	1880

	6g
	System Administrator – EPO (SA)
	2
	
	
	3760

	6f, h
	Technical Investigator – Forensics (TI-F)
	1
	
	
	1000

	4b
	Senior Security Specialist ** (SSP)
	1
	
	
	240

	4c, 5c, 6i, 9d
	Lead Analyst** (LA)
	1
	
	
	1880

	5a
	Help Desk Supervisor* (HDS)
	1
	
	
	1880

	5a
	Help Desk Analyst (HDAN)
	6
	6
	4
	30080

	7a, b
	Vulnerability Analyst (VA)
	3
	
	
	5640

	8d
	Senior IA Engineers (SIA)
	
	2
	1
	5640

	8d
	Junior IA Engineers (JIA)
	
	6
	1
	13160

	4e,6b,9b
	Database Administrator (DBA)
	2
	1
	
	5640

	9a
	System Administrator/ISSO (SA/ISSO)
	
	3
	1
	7520

	6e, 4f
	Web Design, Web Content (WD)
	1
	
	
	1880

	6e
	Programmer (P)
	1
	
	
	1880

	2
	Administrative Assistant (AA)
	1
	1
	
	3760

	
	Totals
	35
	25
	12
	132840

	
	* Key Personnel



**Base Year Only

Exhibit 7:  Labor Category Summary


Exhibit 8 provides a summary of personnel roles, responsibilities, and authority.  The RGII Team proposes to staff all facilities with a blend of skill levels from each member of the RGII Team predicated upon core competencies and skills.  All Lead Engineer and Lead Analyst positions will be staffed with IA professionals with administrative, personnel, technical, and physical security experience.  The RGII Team will be two, and three-deep in the key skill positions for system and network information security, incident response, and incident resolution.

	Exhibit 8:  Table of Authorities/Responsibilities and Functions

	Proposed Labor Categories
	Authority
	Responsibility
	Function

	Program Manager *
	Single point of control directs all aspects of contract performance in accordance with SOW requirements.  Coordinates with the COTR and COR to ensure all requirements are met.  Reports to RGII CEO.
	Responsible for overall contract performance including technical, quality assurance, resource management, costs, reporting, and communications 
	Integrates program management and   work plans into a cohesive program; maintains program management and work plans; tracks and monitors technical functions, reports, costs and schedules; interacts with the CO and COTR; maintains quality assurance.

	CIRC Manager *
	Directs all aspects of the daily CIRC operations in coordination with the COTR and others as directed by the COTR.  Reports to the RGII Program Manager
	Responsible for staffing, cost controls, and implementing computer security operations. Manages system and security administration on all systems required to support  MSS/SOC operations and provides cyber security incident response, help desk and recovery services. 
	Manages the daily incident response operations; develops, implements and maintains the OCS incident documentation and notification procedures in coordination with the COTR .

	SOC Manager *
	Line Manager – Reports to MSS Project Manager.
	Responsible for staffing, managing, cost control, and oversight of the day-today operations of the SOC
	Manages professional and technical personnel in performing their customary disciplines.

	Secure Facility 
Manager *
	Line Manager – Reports to Program Manager. 
	Responsible for secure facility management, reporting and recommending and implementing enhancements to infrastructure security.
	Performs all daily infrastructure security management activities; interfaces with Program Manager and COTR on all security matters.

	Managed Security Service Project 
Manager * 

(Deputy Program Manager)
	Directs all aspects of the SOC  computer security operations.   Reports to the Program Manager.  Serves as Deputy Program Manager
	Responsible for staffing, cost controls, and implementing computer security operations. Manages system and security administration on all systems required to support  MSS/SOC operations and provides cyber security incident response, help desk and recovery services. 
	Interfaces with the PM, and VA reps for Computer Security Operations.  Supports the CIRC in incident monitoring, tracking, and notification.

	Lead Intrusion
Analyst 
(Shift Supervisor)
	Shift Supervisor.  Reports to CIRC Manager.
	Provides guidance to intrusion analysts; coordinates, and reviews incidents. Initiates appropriate response to incidents in accordance with SOP’s
	Performs intrusion event analysis and provides response recommendations.  Updates SOP’s and Security Handbook.  Coordinates with COTR as needed.

	Intrusion Analyst
	Staff Member.  
	Monitors and analyzes incidents and preparing appropriate responses.
	Performs analysis and provides recommendations. Documents incidents. Communicates with VA organizational components .

	Lead Engineer - 
Intrusion *
	Shift supervisor.  
	Analyzes and monitors intrusion threats; resolving technical solutions and implementing. 
	Performs security incident technical analysis and provides appropriate technical recommendations for containment, eradication, escalation, notification, and documentation, maintains IDS configuration

	System 
Administrator*
	Staff member.  
	Supervises and manages daily activities and operations of systems.  
	Optimizes system operation and resource utilization; and performs system capacity analysis and planning; updates to system configuration SOP’s; host IDS sensor installation

	Network 
Administrator
	Staff member.  
	Assists other administrators to support and maintain the network.
	Supports network and perimeter, coordinates and performs workstation installation, provides technical and software support to CIRC staff; firewall policy configuration, assists the CIRC Manager in resolving network coordination and performance issues. 

	System 
Administrator - EPO
	Staff member.  
	Assists other administrators with support and maintenance of network operations and performance.
	Optimizes system operation and resource utilization; performs system capacity analysis and planning for EPO.

	Technical 
Investigator – 
Forensics
	Staff member.  
	Conducts incident response, technical investigations and computer forensics to identify, locate and deter threats to the VA.
	Performs evidence recovery and analysis in a legally sufficient manner in support of administrative, civil an criminal investigations.

	Senior Security 
Specialist
	Staff consultant.  
	Provides dynamic  analysis of technical and policy, and procedural security issues.
	Performs security requirements analysis; technical security training, updates to policy, SOP’s, continuity planning.

	Lead Analyst*
	Staff member.  
	Directs the help desk analyst team as the initial point of contact for troubleshooting problems.
	Provides direction for telephone support to standard applications.

	Help Desk 
Supervisor
	Line Manager.  Reports to CIRC Manager
	Provides direct supervision to Help Desk Analysts supporting CIRC incident monitoring and response.  Coordinates with COTR as needed.
	Supervises all aspects of the CIRC Help Desk Operations. coordinates with the entire CIRC and SOC support staff to monitor incident response  activities.

	Help Desk Analyst
	Staff member.  
	Serves as an initial point of contact for troubleshooting problems.
	Provides telephone support to user in the areas of e-mail, directories, standard desktop applications, etc.

	Vulnerability Analyst
	Staff member.  
	Monitors potential network vulnerabilities and provides analysis and reports.
	Monitors network activities for potential threats and vulnerabilities; assesses and combats risks; briefs and coordinates with CIRC staff; prepares vulnerability advisory notifications and reports.;  

	Senior IA Engineers
	 Staff Member


	Performs information system security activities.
	Characterizes information system security environments, documents finding, and makes recommendation or implements enhancements to security, updates SOP’s

	Junior IA Engineers
	 Staff member.   


	Monitors, reviews and tracks suspicious or malicious events.   Takes appropriate defensive actions based on guidance.
	Identifies potential vulnerabilities and recommends appropriate countermeasures, configures and installs IDS sensors

	Database 
Administrator
	Staff member.  
	Provides highly technical expertise in the use of DBMS.
	Defines file organization, indexing methods, and security procedures for specific needs; evaluates and recommends approach to support requirements; maintains DBMS.

	System 
Administrator/ISSO
	Staff member.  
	Supervises and manages daily activities and operations of ISSO.
	Optimizes ISSO operation and resource utilization; and performs system capacity analysis and planning, technical security training

	Web Design, 
Web Content
	Staff member
	Designs and maintains screen formats and structures and content to optimize CIRC web site. 
	Designs, develops and maintains CIRC web site to meet operational notification, alert and reporting, etc.; maintains web site content and presentation. 

	Programmer
	Staff member.  
	Performs technical programming support for CIRC applications.
	Analyzes functional, business requirements and design specifications for functional activities; translates detailed design into software; tests, debugs and refines software to produce desired product; documents; enhances software.

	Administrative 
Assistant
	Administrative staff member.  Reports to PM.
	Supports office functions including contract administrative and program management matters as directed by the Program Manager.
	Provides general support to the Program Manager for personnel, financial, operations and technical program functions including preparation of contract deliverables and reports.


1.1.2.1
Recruiting, Training & Retaining

Flexibility in achieving a technical solution is fostered by having a team of multiple, expert companies working in a unified direction. Personnel recruiting and hiring is undertaken based on quarterly and monthly resource projections by RGII project managers to anticipate, focus, and expedite the hiring process. Recruiting for tasks is first accomplished internally to provide growth opportunities and recognize achievement for deserving employees. Managers coordinate this internal recruiting to ensure the customer at the losing contract concurs with our plans and is satisfied with the replacement proposed for the advancing employee. Recruiting is accomplished by RGII’s full-time technical recruiters via personal references, internal resume database search, internet sourcing, newspaper ads, job fairs, open houses, job service organizations, State and Local employment services, and technical schools and college campus interviews.  The RGII Team members recognize the importance of staffing and use similar approaches to build and retain their labor base.

RGII has a strong corporate commitment to continuing education and professional training, cross training and mentoring.  As part of our benefits package, RGII reimburses employees for the cost of tuition, course-related fees, and books for an approved, accredited undergraduate or graduate course or degree program that directly relates to work performed.  

Our salary structure for each labor category uses rates based on surveys from the Department of Labor, Bureau of Labor Statistics, Watson Wyatt, Society of Human Resource Management, and William M. Mercer. Exhibit 9 demonstrates that all team members’ benefits are balanced and exceed industry norms. The success of our salary and benefit plans is substantiated by our team’s average retention rate of 87% compared to the industry average of 79% as reported by the Information Technology Association of America for 2001. RGII’s annual retention rate has varied between 85% and 96%, and has averaged 92% (8% turnover), over the last five years.
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	Sick Leave
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	Dependent Care 
	Mili. Duty Leave
	Bereavement Leave
	Education Asst.
	Voluntary Life Ins
	Relocation Asst.
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Exhibit 9: RGII Team Benefits

Section 1.1.2 addresses how we intend to use our personnel to perform the required functions by quantity of personnel by labor categories, hours, and brief duty descriptions.

1.1.2.2
Resumes

Resumes for RGII Team key personnel are provided in Appendix A.  Key personnel provide depth of experience in each of the VA task areas as seen in Exhibit 10 and have the technical expertise and experience to provide the VA with a secure cyber environment.

1.1.2.3
RGII Team Personnel Base

Exhibit 11 summarizes RGII Team personnel resources.  Our team has selected a staff of multi-disciplined professionals that offer quality support for more than one labor category.  Our team currently has 3,651 employees corresponding to the proposed labor categories and 708 available for peak load periods, or more than 9 times the total number of estimated personnel required to support the VA’s incident response requirements.  Seventy-two percent (72%) of our professional staff are degreed.  The remaining 28% have technical training and/or certifications.  In addition, approximately 40% of the RGII Team’s cyber security staff have secret or above security clearances.
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Exhibit 10:  Key Personnel Qualifications and Experience Summary

1.1.3 Work Plan (Task 1:  Prepare Work Plan)

RGII Team members prepare work plans for all of their IT security efforts that communicate task objectives, procedures, deliverables, and performance metrics to our staff. Our plans are also used as a management tool by our program managers and corporate monitors to monitor project and task performance. 

We prepare our work plans using automated tools. The specific tools used may vary, depending on our client requirements. We will prepare a detailed work plan for this VA effort using MS Project as the automated tool. Exhibit 12 provides a work breakdown for establishing the total VA CIRC, including upgrade of the CIRC, establishment of both SOCs, and installation of the intrusion detection capability.

Within ten (10) days of contract award, we will expand the work breakdown into a detailed work plan for the VA CIRC program. The work breakdown items will become tasks with associated resource allocations. Success factors, in addition to the general success factors of schedule and cost, will be associated with individual tasks.  For example, the ability to restore operations from backup tapes will be one success factor for DRP and COOP testing.  The ability to generate routine and ad hoc incident summary reports will be a success factor for routine reporting to VA management.  

	Proposed Labor Categories
	Estimated Number of Personnel 
Required
	Team’s 
Permanent 
Employee Base
	Number of Personnel Available 
During Peak Load Periods on a 
Temporary Basis

	Program Manager*
	1
	85
	16

	CIRC Manager*
	1
	12
	6

	SOC Manager*
	2
	45
	8

	Secure Facility Mgr*
	1
	39
	4

	Managed Security Service Proj Mgr*
	1
	35
	5

	Lead Intrusion Analyst (Shift Supervisor)*
	3
	147
	34

	Intrusion Analyst
	12
	128
	24

	Lead Engineer – Intrusion*
	1
	204
	36

	System Administrator*
	3
	913
	222

	Network Administrator
	1
	46
	15

	System Administrator – EPO
	2
	44
	15

	Technical Investigator – Forensics
	1
	40
	22

	Senior Security Specialist**
	1
	222
	25

	Lead Analyst**
	1
	144
	21

	Help Desk Supervisor*
	1
	52
	7

	Help Desk Analyst
	16
	116
	18

	Vulnerability Analyst
	3
	432
	49

	Senior IA Engineers
	3
	171
	47

	Junior IA Engineers
	7
	62
	16

	Database Administrator
	3
	72
	17

	System Administrator/ISSO
	4
	20
	5

	Web Design, Web Content
	1
	29
	3

	Programmer
	1
	200
	44

	Administrative Assistant
	2
	393
	49

	Total
	72
	3651
	708

	* Key Personnel

**Base Year Only

	Exhibit 11:  Team Personnel Base


Specific milestones will be added for items such as “PSOC operations commencement,” “ASOC operations commencement,” and “DRP testing.” The work plan detail will be incorporated into MS Project to facilitate resource loading analysis and schedule tracking. RGII will provide the VA with both the work plan and the MS Project file. The work plan will also include an inventory of hardware and software in place and planned (with installation dates) for each of the VA CIRC facilities.

We will use an automated tool to support management of hardware and software located at any of the three VA sites, CIRC, PSOC, and ASOC. The tool will be the Living Disaster Recovery Planning System (LDRPS), as described in Section 1.2.1.2.  LDRPS will be used as our configuration management tool so that the inventory needed to support disaster planning activities will be current with the actual installation. 

The equipment and software proposed for use with the CIRC and SOCs is described in the relevant sections of our proposal and summarized in our business proposal.

 Work Breakdown Schedule

Insert Page 1 of WBS

Insert Page 2 of WBS

Insert Page 3 of WBS

Insert Page 4 of WBS

 Program Management Plan (Task 2:  Perform Program Management)

1.1.4.1
Organizational Structure 

As depicted in Exhibit 13, RGII has positioned the VA CIRC program at the highest level in our corporate structure to ensure visibility and immediate access to corporate leadership and resources for rapid issue resolution and responsiveness. The organizational structure is based on high priority programs within the Department of Defense that become DIRECT REPORTING PROGRAMS where the Program Manager (PM) reports directly to the CEO of Acquisition - Defense Acquisition Executive. Using this model, our PM reports directly to RGII’s Chief Executive Officer (CEO), Kathryn B. Freeland, M.B.A.  Ms. Freeland will provide corporate guidance and technical insight in fulfilling our commitment to the VA.  The PM will have full access to required resources and will have the authority to make program decisions. 
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Exhibit 13:  Program Organizational Chart

RGII has selected Mr. John Ryan, level 3 Program Management certified in the DOD major systems acquisition organization, to be the PM. Mr. Ryan has 12 years of direct Program Management experience in leading teams of professionals in planning, executing and managing DOD Major Acquisition programs.  He has managed a highly skilled, multi-service team of acquisition professionals and high technology contractor team in support of a complex $500 million dollar E-6A to E-6B aircraft program.  His teams have won two separate awards for “Excellence in Acquisition Reform” from the Assistant Secretary of the Navy for Research, Development and Acquisition. His affiliations and presentations in the area of Program Management include the National Management Association, the Defense Sciences Board, Deputy, Assistant Secretary of Defense for Command, Control, Communications & Intelligence (C3I) and the Assistant Secretary of the Navy for Research, Development & Acquisition.

Mr. Ryan will have authority over the technical aspects of the cyber security operations and the allocation of contract resources. He makes individual staff assignments and monitors progress.  He is authorized within contractual limits to establish the contract budget and has direct access to corporate resources.  Mr. Ryan will be accountable to the VA for project performance.  The organizational chart in Exhibit 13 depicts this relationship.

In addition, Mr. Matthew McDonald, CISSP, our proposed Managed Security Services Project Manager, will also serve as a Deputy PM for Mr. Ryan.  The Deputy PM will be the backup for the PM and will have full authority to function as the PM, if needed.  This will ensure program management continuity.  The PM will also be able to draw on Mr. McDonald’s, as well as our proposed CIRC and SOC managers’, extensive security knowledge and experience.

The RGII Team will provide a Senior Advisory Board to the VA CIRC as a no cost, value-added service.  The purpose of the Senior Advisory Board is to offer coordinated rapid response and additional or specialized technical expertise to the RGII Team PM, as required.  This board will be composed of executive management from each of the team members and be headed by a Chief Technology Consultant.  The RGII PM will have direct access to the Chief Technology Consultant who will have access to the corporate technical resources of all team member companies through this executive management body.  We have selected Mr. John Ippolito, CISSP, to be the Chief Technology Consultant.  Mr. Ippolito has more than 30 years experience in managing large-scale computer and communications security projects.  He has extensive experience working with almost every form of IT, from mainframes to PCs and the communications that link them.  He has been involved with the internet and its ARPANET predecessor for more than 15 years.  Mr. Ippolito is currently providing technical security support to several Federal agencies including:  FAA, NRC, U.S. Mint and the VA.  He is a recognized expert in the application of Federal information technology security law, policies and guidelines and is an author of NIST Special Publication 800-16.   RGII will integrate experts from our teaming partners directly into our management and project organization to provide the VA with a seamless world class project team. 

1.1.4.2
Contract Management Approach

Planning, scheduling, and controlling the work begins with the team collectively constructing an integrated network of activities to the task work package level. This integrated monitoring network produces a schedule of activities with milestones quantified in terms of cost, schedule, hours, and technical products. The planning process also identifies potential risk areas and the cost drivers of the effort. The RGII Team automates the management planning and control process through the use of Costpoint(, Microsoft Project and Excel to provide networking, resource allocation, risk mitigation planning, and spend-plan analysis. The work and spend plans establish a baseline for controlling the management of each task. Exhibit 14 depicts our reporting structure, resource control and reporting within the team, and lines of communication with the government. Communications procedures will include face-to-face contact, telephone, and formal reports and reviews. 
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Exhibit 14: The Relationships Are Designed to Facilitate Technical Coordination, Yet Maintain Overall Direction, Risk Control, and Quality at the Appropriate Level for Each Task.

Each task will be organized as indicated previously in Exhibit 7.  Management of task personnel will be accomplished by the assigned Task Leader without regard to corporate affiliation.  Responsibilities of each staff member within the organization were previously shown in Exhibit 8.
As work progresses, cost collecting and reporting are accomplished through timesheet entries and invoices. The CostPoint( and Project system generates status outputs to assist management in controlling the schedule and cost by showing cumulative and current expenditures. Managers review progress, technical quality, program risk, problem areas, and manpower/milestone status and forecasts in weekly meetings. Technical quality control/assurance is implemented by judging the validity of the data presented and its utility to the VA. Both the PM and Task Leaders enforce quality through routine checks of work being accomplished and by applying established standards. 

Performance is quantified by relating cost through the spend plan and schedule percent complete based on these reports. This measurement technique provides a quantitative measure of performance and serves as a means of identifying and resolving problems. These reviews assist management in formulating and directing actions required to resolve performance deficiencies. Management corrective actions consist of implementation and/or revision of policies and procedures, realignment or redistribution of resources, direct consultation with appropriate government offices, and tracking of resolution until a deficiency is corrected and non-recurrence is assured.

Risk management procedures begin during the initial team planning activities when the probability of failure and consequence of failure are identified for each task element as discussed in Section 1.1.4.5.  Red, amber, and green ratings are applied by the staff to each element and those determined to be red are immediately worked to identify risk reduction alternatives. Work effort in the amber category, requires risk reduction alternatives, managed on an exception basis to ensure success. As performance results are quantified, each amber risk area is given special analysis to determine progress/level of risk. Areas of work that show increases in risk and potential program impact are processed through risk mitigation to reduce program impact.

1.1.4.3
Cost Management, Management Tools, Project Control Process with Operational, Functional and Technical Integration 

RGII’s cost management begins with our Costpoint( accounting system. Costpoint( tracks the true costs associated with the performance of a project and allows the automatic generation of billings. Virtually all aspects of cost and schedule control come together at the cost account level, representing effort within a single WBS element. 

RGII's cost estimating system is designed to ensure that cost estimates for work with various mixes of personnel categories and labor hours are realistic and minimize cost and technical risk. Our administrative procedures use the SOW and start-up/transition requirements as the basis for initial cost estimating.  A detailed analysis of the program objectives was developed by the PM and his staff. The analysis defines the technical difficulty, equipment, manpower, skill levels, and schedules required to meet those objectives.  Incorporated within this analysis was a review of the technology required, type of organization required, level of management necessary to ensure successful completion of each objective, and the identification of schedule and performance risks. We then derived cost estimates which we compared to the RGII Team’s databases of similar work to refine the cost estimates. Associated with each developed cost account is a defined scope of work, detailed technical approach, scheduled period of performance, responsible organization, budget value, approved Work Authorization Number, and multiple elements of cost (e.g., labor, travel). The elements of cost can be further segmented to allow greater flexibility in estimating, tracking, and reporting. The spend plan associated with each cost account and its work plan is entered into Costpoint( as the baseline by which actual performance will be measured.

The PM will use the control process to provide consolidated projections for a monthly six-month rolling window. Ongoing problem areas which exceed cost variance, performance variance, or schedule variance thresholds are addressed by the CEO. Control of the subcontractors' cost is exercised by the PM. Based on our semimonthly internal reporting, cost information is summarized and reported monthly to the VA. RGII will conduct quarterly program reviews with all project management, including subcontractors

1.1.4.4
Procedures for Recruiting, Training and Security Clearance Processing

See Section 1.1.2.1 for a general discussion of recruiting, training and retention. Our first method of providing cleared personnel is to use existing, cleared staff from our proposed team. This approach will be executed in such a manner as not to disrupt on going projects. While managing personnel assignments across multiple tasks, the PM also manages situations where cleared personnel across the RGII Team can be released from current assignment to provide expertise to meet requirements. We will leverage technical expertise from this large pool of 2,400 cleared team employees to assemble, deploy, and manage a team of IT security professionals. Therefore, our first priority in meeting clearance requirements is to use the management skills of our PM to cross-assign available resources from within our 2,400 full-time, cleared team employees. 
The second method of meeting requirements for cleared personnel is to execute an aggressive personnel recruiting process. RGII maintains a corporate database of 500 cleared, technical candidates which we use to facilitate recruiting and hiring of cleared personnel. We have teamed with Intelligencecareers and Your Info Source, which specialize in maintaining databases of candidates with Secret and Top Secret clearances. We are able to tap this resource to respond quickly to specific contract requirements. Our teammates have similar recruiting programs

Security clearance processing begins with the employee completing the Security Clearance Information form and an Employee Personnel Security Questionnaire (EPSQ) during in-processing. Our security staff takes the required fingerprints, reviews proof of citizenship, certifies the EPSQ, prepares the electronic copy of the EPSQ and forwards it to Defense Security Service (DSS) in Columbus, Ohio, and forwards the original copies to DSS at Ft Meade. Our Facility Security Officer (FSO) then administer the clearance of the employee once it is returned approved. 

1.1.4.5
Risk Management

RGII uses a structured, disciplined process to effectively manage risk on all projects. This risk management process is comprised of five elements as shown in Exhibit 15. The Identify and Analyze Risk areas contain activities required to assess risk. Plan, Track and Resolve Risk categories involve the practices necessary to effectively control Risk. RGII uses the RISK MATRIX TOOL depicted in Exhibit 15 currently taught by the Defense Systems Management College in the instruction of Risk Management for Major Acquisition Programs.  
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Exhibit 15:  Risk Management Process

RGII has employed a collaborative TEAM effort with our subcontractors to identify and analyze the potential risks.  This unique team approach draws upon industry experts who are on the RGII Team and clearly understand the program risks. The identified risks and mitigation measures are depicted in Exhibit 16.  Our VA CIRC PM will use the Risk Management process described in Exhibit 15 to continuously identify and analyze risks and take necessary action to effectively control risk at all levels. Our RGII PM will support contract planning during the period between proposal submissions and contract award, providing a transparent transition for the VA.

	RISK ELEMENT AND CONTINGENCY PLANS

	RISK
	Contingency Plan
	METRICS

	· Loss of access to SOC for more than 8 hours, but not sufficient duration to trigger relocation of SOC 
	· ASOC / CIRC are staffed to handle any interruption of SOC operations
· Automatic reroute of communications to ASOC/CIRC
	· Absorption of SOC responsibilities by ASOC and CIRC in less than 2 hours

	· System administrators do not implement patches


	· Mitigation routine scans for missing patches
· Analysis of incidents to determine if a lack of a patch created vulnerability
· Alerts and bulletins to inform system administrators of appropriate patch levels
	· Number of systems with unpatched vulnerabilities where no waiver has been granted

· Number of incidents caused by missing patches –both should declining

	· Number of realized incidents continues to increase
	· Increased prevention through awareness
· Automated screening of alerts and bulletins
	· Number of attacks  versus realized penetrations –number of attacked is expected to increase while number of realized incidents should be decreasing

	· Denial of service attacks on CIRC systems
	· Alternate routing and blocking of suspect IP addresses at locations with high bandwidth
	· Restoration of service through alternate or primary circuits within 2 hours

	· Illness of key staff
	· Cross training of staff

· Staff augmentation
	· Absorption of key individual’s responsibilities within 2 hours of notification of non-availability

	· Attackers use scenarios for which there are no in place countermeasures
	· Maintain working relationships with manufacturers and intelligence organizations

· Analyze threat patterns to estimate potential impact on VA IT infrastructure
	· Develop countermeasures within 48 hours of identification of attack scenarios

	· Countermeasures do not integrate with evolving VA infrastructure
	· Maintain working relationship with VA architecture working groups

· Test new technologies for vulnerabilities in CIRC lab prior to incorporation into VA infrastructure
	· Recommend appropriate countermeasures for new VA architectures and technologies within 1 week of identification of potential use by the VA

	· COTS system-level products contain Trojans that allow bypass of countermeasures
	· Maintain working relationships with manufacturers and intelligence organizations

· Analyze threat patterns patterns to estimate potential impact on VA IT infrastructure
	· Test suspect COTS products within 48 hours of identification of potential threats

	RISK INHERENT TO THE SOW

	RISK
	MITIGATION
	METRICS

	· CIRC Transition
	· Current In place staff with no contingent hires
	· Number of transition days 20 days or less 

	· CIRC Transition
	· Current in place staff with no contingent hires
	· Number of service disruptions is zero

	· Facilities (CIRC) availability
	· Utilize existing facility 
	· Zero service disruptions/transition days

	· Facilities not adequate to support SOC’s
	· Current in-place CIRC to back-up SOC
	· Number of transition days 20 days or less

	· Architectural drawings for SOC not available
	· Perform detailed site surveys as soon as possible 

· In place CIRC to back up SOC 
	· Number of transition days 

	· Workload estimates significantly incorrect
	· Use on demand staffing
	· Number of incidents handled with on demand staffing process

	· Assumptions for PSOC and ASOC location changed
	· Worldwide/ Nationwide presence
	· Number of transition day support SOC operation

	· Staff not available on award date
	· In place staff available with no contingent hires
	· Number of transition days/cost of transition


Exhibit 16: Risks

1.1.4.6
Transition Plan 

RGII plans an extremely compressed transition from the existing VA CIRC to the RGII Team VA CIRC. We will assume incident response activities immediately upon contract award and have a fully functional CIRC in place within twenty (20) days of contract award.

A compressed transition time frame is possible only because---

· The current operator of the VA CIRC, Allied Technology, is a member of our team. We already understand the organizational culture and the VA IT infrastructure. Further, Allied Technology established the lines of communication within the VA that are critical to effective operation of a CIRC. Thus, transitioning to the CIRC specified in the SOW and described in this proposal requires expansion of an existing capability as opposed to establishment of a new capability;

· We have already identified the necessary staff who will be transitioned from their current assignments to the new VA CIRC upon contract award;

· The new VA CIRC will operate from the current Lanham, Maryland location. This facility has sufficient, secured (e.g., remotely monitored physical intrusion motion sensors) space to accommodate the fully staffed and equipped VA CIRC; and

· There will be no need to transition open items. Data in the existing CIRC database will be transferred to the new CIRC database within fifteen (15) days of contract award.

We also have installed hardware and software that is similar to the equipment necessary to upgrade CIRC facilities.

1.1.4 Standard Operating Procedures (Task 3:  Develop Standard Operating Procedures)

RGII Team member, Allied Technology, developed and regularly updates a full set of Standard Operating Procedures (SOPs) for the current VA CIRC.  These were submitted to, and approved by, the VA Office of Cyber Security (OCS).  Upon award, the RGII Team will:

· Conduct a careful and methodical review of the current SOPs to ensure compliance with the new SOW requirements;

· Develop and maintain the CIRC Handbook and revise to reflect changes and enhancements;

· Develop revised SOPs that define all the processes required of a 24x7 manned CIRC;

· Evaluate all current and new SOPs for completeness and compliance with all VA directives, applicable Federal Regulations and legislation;

· Develop and document recommendations for revision of the current SOPs.  These recommendations will coordinate and interface with internal and external cyber security organizations to ensure that best practices are adopted.  The organizations that the RGII Team will coordinate with include FEDCIRC, NIPC, FIRST, and CERT.

· Develop SOPs, based on federally accepted and recommended best practices, for searching and seizing computers and recovering electronic evidence.  The SOPs will be crafted to comply with recommendations from the OCS, the Office of the Inspector General, Human Resources, the Financial Crimes Division of the U.S. Secret Service, and the Computer Crime and Intellectual Property Section of the U.S. Department of Justice.  The developed documentation will include guidance on the following: best forensic processes, documentation, chain of custody procedures, liaison with external law enforcement, evidence handling and storage, and litigation.

The RGII Team will ensure that all recommended changes to the SOPs and the CIRC Handbook are reviewed with the VA prior to implementation.  Furthermore, the RGII Team will provide all approved changes to the SOPs to the VA. 

The RGII Team will provide the VA Office of Cyber Security with an initial set of standard operating procedures within 30 days of award.  The RGII Team will review the SOPs and the CIRC Handbook with the COTR on a quarterly basis.

1.2 Central Incident Response Capability

1.2.1 Task 4: Establish and Manage Central Incident Response Capability (CIRC) Systems Facilities

1.2.1.1
Task 4a: CIRC Operational Facility and CIRC Systems

RGII Team member, Allied Technology, first implemented the VA CIRC in 1999, and has been continuously supporting its operation and evolution ever since.  The RGII Team will leverage Allied Technology’s unique understanding of and experience with VA’s IT environment and cyber security needs to enhance VA’s ability to secure the enterprise against cyber attack.

VA CIRC Operational Facility

The RGII Team proposes to establish the VA CIRC at the Lanham, MD, facility of our team member Allied Technology, where VA CIRC operations and system administration are currently being performed.  We propose to dedicate this facility to the VA CIRC.

We propose to establish and equip the PSOC at Martinsburg, WV, as the alternate CIRC. Should the Lanham facility suffer a major failure, the PSOC will provide emergency CIRC services.  The ASOC (proposed location in Austin, TX) will act as the back-up PSOC.  In the event that both the CIRC and the PSOC are down, the ASOC will provide CIRC services.  This graceful failover mode will provide CIRC services under all circumstances.

Physical.  This facility offers 8,900 sq. ft. of space, is configurable to meet CIRC operational needs, and can easily accommodate a staff of 60, including 5 government staff.  The Lanham facility has sufficient power capacity to accommodate the CIRC network and systems load.  It has controlled entry and internal cyber locks, and requires little effort to obtain Top Secret clearance.  The facility has motion sensors, surveillance, and a security breach alarm with response by Prince Georges County Police in less than five minutes.  A smoke detection system is installed with four-minute fire department response. We will convert the fire alarm system to an advanced fire suppression system for our equipment room. 

Networks.  The current CIRC systems are networked on a secure LAN with T-1 Internet access.  The LAN is supported by Gauntlet firewalls, servers, a full range of application and networked applications dedicated to data management, and a fully trained and CIRC-experienced system and network administration staff.  We propose to install an additional T-1 line (one operational, one backup) for Internet connection.  The workload will be load-balanced between the T1 lines with automatic failover.  Since the anticipated CIRC traffic is less than the capacity of a T1, full CIRC support will be provided, even with a single line.  Each T1 line will be provided by a different carrier, minimizing the possibility of loss of service due to a line drop or failure. Secure remote access will be via VPN capabilities using Citrix Extranet 2.5 with SSL RC5 encryption, and border routers will be deployed with VA-approved access control lists.  In addition we will install and maintain COTS application software which includes CheckPoint Firewall-1, Oracle, Microsoft Access, and Microsoft Exchange.  Exhibit 17 illustrates our proposed CIRC architecture.  File transfers will be conducted using Secure Shell.
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Exhibit 17:  VA CIRC Architecture

Software.  We propose to use Remote View on a secure server in the CIRC to enable views of activities and reports by authorized VA managers.   The RGII Team also proposes that all network functions (email, file servers, web presence) be relocated to a network of secured and hardened UNIX and Microsoft-based systems.  All users will have access to Microsoft operating systems and hardened UNIX platforms for performing their analyses.  Microsoft Office suite will be deployed on desktops for report writing, data analysis, and database manipulation.  The current VA CIRC database will be migrated from its existing format in Microsoft Access to a Microsoft SQL Server environment, allowing a diverse range of compliant databases to access the stored information.  Web services will be expanded to include an automated bulletin processing system, secure file transfer, public and private web sites.  Information backup will be performed using automated backup tools to tape drive systems.  Tapes containing backed up data will be stored in a location remote from the CIRC and SOC sites approved by the VA.

Hardware.  We propose a VA CIRC desktop environment that includes MS Office 2000 and Windows XP running on Pentium IV computers, supported by a full range of laser printer, color printer, optical and character scanner peripherals.  Our CIRC Administrators will install, manage, and maintain all hardware components, including internet email accounts, email servers, Alert/Bulletin distributions and associated lists, secure telecommunications capabilities and network redundancy.  Cisco routers will be deployed behind the firewalls to provide network communications, and a UNIX-based infrastructure will be maintained for web servers, email servers, file servers, and so on.  Workstations will be based on Intel systems.

Laboratory.  The RGII Team proposes our advanced multi-platform laboratory to support VA activities.  Our laboratory is fully equipped with the components necessary to test and validate all aspects of operating system, application, and network security; and to recreate, troubleshoot, diagnose, and investigate reported anomalies, intrusion methods, vulnerabilities, and vendor releases. Installed capabilities include six (6) servers and workstations capable of running UNIX, Win 2000, Win XP, Linux, Win95/97/98, Win 3.1, WinNT, DOS, OS-2, and Mac OS-based applications.  RGII Team member, Allied Technology, used this laboratory to support the VA in a “Capture the Flag” training exercise during VA’s IT Security Conference in 2001 (INFOSEC 2001). 

Transition.  Because our team member is already operating the current VA CIRC, the transition to the new enhanced CIRC will be virtually risk free and completed within 20 days of contract award.

Systems Security and Administration

Backup and Restoration.  All CIRC systems data, e-mail, and databases are currently backed-up daily.  We will continue this approach.  Backup tapes will be stored off-site at a remote facility approved by the VA.

Configuration Management.  The external communications lines and telephones will be under the configuration control of our CIRC Manager.  The CIRC Manager will exercise configuration control of the CIRC security controls, security laboratory, workstations, and applications.  Directives and SOPs will be written for configuration management of the VA CIRC in accordance with section 1.1.5, and will be implemented by the CIRC Manager.

Power Management.  All computers, workstations, and servers are fed by uninterrupted power supply systems.  Emergency lighting is provided in the CIRC facility.

Supporting Classified Operations

TS/SCI.  The proposed Lanham facility is capable of conversion to a classified facility up to and including Top Secret/Sensitive Compartmented Information.  

DoD Connectivity.  The facility will be provided with the ability to support both SIPRNET and JWICS connectivity; subject to penetration testing by VA-designated entities. 

PGP/PKI.  We will also provide a PGP and PKI capability to support the CIRC Alert/Bulletin notification capability.  Remote views of activities and reports will be provided within VA facilities via the existing secure web server.  The RGII Team will provide this from currently maintained secure and non-secure web portals located at:  http://vacirc.va.gov.
Independent Testing

The VA CIRC dedicated enclave will be offered to the VA for penetration testing, and any other security tests, as soon as the VA CIRC enhancements have been implemented.

1.2.1.2
Task 4b: Disaster Recovery Plan

Within 45 days of contract award, we will provide the VA with a disaster recovery plan (DRP) for the CIRC.  This plan will focus on continuity of operations for the VA CIRC and supporting SOC facilities.

We will prepare the plan using the automated planning tool, Living Disaster Recovery Planning System (LDRPS). We have successfully used LDRPS in developing and maintaining several disaster recovery and business continuity plans, including support for a large-scale mainframe system at the FAA
, and Major Applications for the NRC
.  LDRPS will also provide ongoing continuity of operations planning support for the VA CIRC.  We selected LDRPS for use in developing the VA CIRC DRP for several reasons:

· LDRPS provides a structure that facilitates enterprise-level planning while building DRPs for individual systems and applications. This ensures that assets (hardware, software, data, staff) that are critical to multiple activities are identified. 

· The LDRPS structure ensures that escalation procedures are documented, consistent across activities, and facilitate performance monitoring and updates.

· LDRPS provides a database for staff that ensures that staff responsibilities and workloads are known and appropriately reflected in team assignments. Thus, in creating the VA CIRC DRP, staff assignments may be entered once and automatically reflected in individual disaster plans (e.g., a DRP for loss of facility access and a DRP for facility loss).

· LDRPS maintains critical asset lists, locations of backup facilities, identified lodging for backup staff, transportation assets, and other elements of a DRP or business continuity plan (BCP). This will ensure that the VA CIRC DRP is clearly documented in a manner that will facilitate update for lessons learned through annual testing.

Effective disaster and continuity of operations planning includes two subtasks; periodic testing and performance metrics. We are including semi-annual testing of the DRP and monthly testing of backup media.

We will develop specific performance metrics for the disaster planning process as an output of a threat/risk assessment conducted during creation of the DRP. These metrics will compare test performance against a performance baseline. Performance metrics will be based on a threat assessment conducted at the outset of DRP planning. The threat assessment will be updated as new threats are identified or as part of an annual DRP review.   The threat assessment will focus on likely failure scenarios, threats to business workarounds, and security of the recovery operation. This will include physical impacts, such as loss of the facility or loss of access to the facility and cyber impacts such as denial of service attacks focused on VA security countermeasures.  For each of these identified disasters, we will prepare an individual response plan with response and recovery time frames to serve as performance metrics. These individual plans will be tested and the results compared against the performance metrics.

The information obtained through the DRP testing will be used to enhance existing processes and procedures or to create new disaster plans to address additional scenarios. Thus, the VR DRP will be subject to continuous improvement for the full term of this contract.

1.2.1.3
Task 4c: Specific Performance Measures 
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The RGII Team will identify and implement specific performance measurements that will provide the VA with an accurate method of measuring the technical, operational and management performance of the CIRC facility and systems.  The RGII Team has identified high-level metrics that will be used to monitor the development and performance of the secure CIRC enclave (Exhibit 18).  The metrics address physical security and network, hardware, and software security and performance.  In addition to routine performance monitoring, the RGII Team will conduct semi-annual reviews and tests of approved disaster recovery and continuity of operations plans. 

1.2.1.4
Task 4d: Transition Support for Open Incident Activities 

The RGII Team includes the VA CIRC incumbent, and will not need to transition open incident activities ensuring seamless continuity of service and minimizing performance risk. Similarly, incident data will continue to be input to the database without disruption, and will be preserved during the database enhancement transition described in section 1.2.1.5.

1.2.1.5
Task 4e: Transition Database 

RGII Team partner, Allied Technology, developed the original VA CIRC database, and currently manages the improved databases.  We propose that the current database be migrated to a hardened SQL server environment.  The transition to SQL Server will be completed within the 20-day transition period and will follow the sequence outlined below:

1. Install and Secure the Server

2. Migrate Access 2000 Database to SQL 2000 Database (Test Run)

3. Migrate Access 2000 Database to SQL 2000 Database (Live Run)

1.2.1.6
Task 4f:  Operational Remote Views

The existing VA CIRC provides VA management with the ability to remotely access and monitor the incident data. This remote view service was designed and is maintained by Allied Technology.  This service will be continued and enhanced as the VA infrastructure evolves.  All web-based access of the incident data will continue to be controlled and protected by PKI signing and encryption over secure communications (https).

The RGII Team will build upon the existing remote data access mechanism to provide each VA facility an archived reference list of their reported incidents. The mechanism will ensure that each site can only access information from the database pertinent to that particular site. Site access will be granted only after it can be demonstrated that authorization has been granted by the VA.

The RGII Team will make available to senior executives VA-wide dynamic views of data for the purposes of trends analysis and incident outbreaks.  The list of authorized senior executives will be provided by and reviewed with the COTR on a quarterly basis, and will be subject to change upon specific direction by the COTR or his designee.  These views will be incorporated in secured management locations of the private VA CIRC website.  Access to the senior management analysis tools will be based upon a user ID and password combination.

The RGII Team will provide to the VA community the means and tools necessary to input incidents, review records and add information to those records that are pertinent to the reporting individual.  Controls and measures will be implemented to ensure that users will be able to review the records specific to their authenticated user ID and password, and ensure that records cannot be inappropriately altered or deleted.  We propose to implement the following innovative single-screen tools and smart screen technology.

Single Screen Management Tools.  The single screen management tools will be based upon web portal technology, and will draw upon data collected not only from the incident database, but also upon sources such as Microsoft System Management Servers.  The single screen management tool will incorporate geographical and network architecture maps with drill-down capability to more detailed information, and include visual indicator flags of sites or systems that require further attention.  An alert status window will be incorporated based on red, yellow and green system or network status.  Additionally, each analyst will have the option of requesting a remote connection with a supervisor or equivalent from his or her desk, using remote control software.  This will permit real-time analysis of reported incidents where analysts and supervisors may not be physically in the same site.  The single site management screens will also employ streaming technology.  A ticker will run continuously across the bottom of the central management screen containing information of special or immediate interest to VA management, including virus attack, current VA-specific news items, and internal communications.

Smart Screen Technology. Smart Screen technology will be positioned at key locations for ease of task collaboration and incident coordination between the CIRC, PSOC and ASOC.  This technology permits an innovative means of conferencing, and will enable specialists from each location to work together using white boards situated at each location.
1.2.2 Task 5: Incident Monitoring, Tracking and Notification

1.2.2.1
Task 5a: Cyber Security Help Desk 

Our objective for the Cyber Security Help Desk is to provide a single point of contact in managing, coordinating, tracking, mitigating and eliminating security incidents on the VA Enterprise Network.  Our help desk support is built around three concepts:

· Efficient time-sensitive Incident Triage;

· Providing 24x7x365 days per year service; and 
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Supplying information assurance using a unique asset-centric approach.  

One Cyber Security Help Desk

The RGII Team proposes to use a “One Cyber Security Help Desk” approach for incident handling, monitoring, tracking, and responding. This concept appears and is expanded upon throughout the remainder of our proposal.  The concept relies on virtual and physical connectivity between the CIRC, the PSOC, and the ASOC. By using proven technologies, such as e-mail and telephone, and advances in technology, such as desktop video coupled with data replication protocols and mirroring techniques, the RGII Team will function as an integrated “One Cyber Security Help Desk.” The concept’s main attribute is to allow help desk analysts, intrusion detection analysts, vulnerability analysts, system administrators, information assurance engineers, RGII Team managers and VA managers to maintain the VA’s Cyber Security Posture.  The One Cyber Security Help Desk solution provides for appropriately trained and skilled employees, automated processes for monitoring, tracking, and reporting incidents and proactive follow up to mitigate and eliminate recurring security incidents.  The One Cyber Security Help Desk concept is illustrated in Exhibit 19.

Incident Triage

Our solution is based on a Defense-in-Depth concept that starts with an Incident Triage process.  A cornerstone of our Incident Triage approach is the One Cyber Security Help Desk. The Incident Triage process is designed to handle an average of 100 calls per day and surges of up to 1000 calls, as stated in the SOW.  Our solution includes cross-training CIRC and SOC staff through On the Job Training (OJT), Computer Based Training (CBT), and formalized training courses.  Functions can be supported at the CIRC, PSOC and ASOC, depending on call volume.  Load balancing will be transparent to the caller. An overview of our Incident Triage Methods is illustrated in Exhibit 20.

Incident Triage Escalation and Response Process

Our Cyber Security Help Desk Incident Triage escalation and response process is based on the severity of the event, VA-approved incident response policies and procedures, and industry best practices.  The incident triage escalation and response process is summarized in Exhibit 21.
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Tier One:  The One Cyber Security Help Desk is the first tier of support for the CIRC.  The help desk is responsible for maintaining activity logs and data related to cyber security events.  The help desk supports ongoing incident analysis and security improvement.  Incident response may be provided by telephone, email, or on-site visits to VA personnel.  In addition to incident reporting, the Cyber Security Help Desk provides technical support to internal VA customers for cyber security tool deployment, operation, and configuration management. 

Our One Cyber Security Help Desk is the focal point for coordination, notification, and liaison with external and internal customers, other Federal agencies and organizations (e.g., the Global Network Operations Center (GNOC)).  
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Tier Two:  The RGII Team approach is to elevate issues that cannot be resolved by Tier One analysts in two hours or less to Tier Two.  For example, a large scale VA Enterprise network attack, assisting a system administrator in recovering from an attack, or law enforcement investigations or forensic support would move to the Tier Two response category. We envision escalating and handling Tier Two incidents as follows:

· Establish categories and assign CIRC and SOC responsibilities;

· Establish recalls and surge procedures to engage the experts in solving the incident within established time frames (i.e. performance based measures); and

· Escalate Tier Two incidents to Tier Three within established time frames. Escalating an incident to Tier Three will include concurrent notification of the RGII Team PM.

Tier Three: Tier Three support requires highly skilled and trained individuals.  To leverage their skills while containing cost requires assembling a cyber security body of knowledge that reacts on demand to resolve Cyber attacks and threats. 

1.2.2.2
Task 5b:  Ongoing Monitoring, Tracking, and Notification

Layering security with complementary detection and prevention capabilities makes penetration extremely difficult. Our monitoring begins at the VA Enterprise network boundaries, using passive and active monitoring using the best-of-breed Intrusion Detection Systems. Our concept is to field ISS RealSecure, Dragon Intrusion Detection System, and/or Tripwire to protect the VA network boundaries.  Our approach is inherently flexible as our concept is to be platform independent, but monitoring centric.  

Our tracking approach uses a time-tested process of Detection, Identification, Verification, and Validation of incidents using a combination of industry leading products, such as SQL, Remedy trouble ticketing system, Tivoli network management suite, and the alarms, alerts, and reports generated by firewalls, routers, and Intrusion Detection System.  Our concept works toward a fused “one-picture” view of the VA’s Cyber Security posture. One of the key components in our “one-picture” approach is using tools and techniques to filter out network noise and false-positive alarms in determining the validity and extent of the threat enabling analysts to concentrate on detecting, tracking, and responding in a timely manner to those incidents that threaten the VA. 

The RGII Team reporting is built around our Incident Triage handling concept.  Our reporting provides incident notifications, management reports, summary reports, and detailed after action reports.  We tailor and summarize incident reports to meet VA needs: reports include aggregated data pertaining to the sources and targets of intrusion attempts; sanitized reports for SIPRNET and JWICS incidents notification.

1.2.2.3
Task 5c:  Performance Based Measures

The RGII Team assumes the following performance based measures for monitoring, tracking, and notification: 

· Help Desk phone answered by second ring;

· Web-based notifications acknowledged within five minutes;

· Email notifications acknowledged within five minutes;

· Emergency email notification of incidents in progress handled immediately;

· Incidents in progress handled immediately;

· Customer feedback reports; and real-time web-based reports;

· One Cyber Security Help Desk will be required to handle an average of 100 calls per day and must be capable of surging up to 1000 daily reports;

· One Cyber Security Help Desk escalation and response will be based on the severity of the event in accordance with VA-approved incident response policy, procedures, and timelines;

· From detection through validation, our detection, identification, verification, and validation process will follow a time-line metric as follows: Identification of a suspected incident – 30 minutes, Verification of a suspected incident 30 minutes, Validation of a suspected incident 60 minutes;

· Notification of appropriate personnel within time-line specifications. (RGII Team will define notification procedures during SOP development);

· Initial reporting of a potential threat to VA Enterprise Networks within 60 minutes of validation.  (The RGII Team will develop critical event notification procedures to meet VA needs); and

· Number of follow up reports are based on the degree of threat, but we will issue a follow report issued at 6-hour intervals until the next CIRC summary report. (RGII Team assumes a weekly summary report).

1.2.3 Task 6:  Incident Containment, Resolution, and Reporting

We will coordinate and support VA Information Security Officers (ISOs) and system administrators in identifying and containing incidents, and to provide the technical assistance required to recover and reconstitute affected systems and networks.  This will be facilitated through data call methodologies and procedures that identify all VA and contractor staff responsible for security within the VA Enterprise, and generate information on systems, networks, related security devices, and tools implemented.  Data calls will be issued as high priority VA CIRC bulletins, and impose a time limit for response.  This process will enable VA CIRC staff to rapidly contact the person closest to the incident, and allow coordination activities to filter through recommended service levels, as detailed in Section 1.2.3.1.

Data gathered will be input to the VA CIRC incident database and be available to all approved staff via the operational remote views capability.  Maintenance data calls will be issued quarterly.  Our team will determine if the appropriate response is immediate corrective action, or if the incident should be unobtrusively monitored and contained.  

This detailed information will enable the RGII Team to provide incident coordination activities throughout recommended service levels.  Service levels are defined as the contact level within or external to VA where the incident should initially be coordinated. Contact levels are determined by the level of authority or access to enterprise or associated resources; (e.g, the OCS has authority to shut down multiple networks, whereas a facility network administrator only controls that network).  Service levels will be traversed if the need arises due to information confidentiality, contact availability, or incident resolution workflow.  The RGII Team will define processes and procedures for each service level in the VA CIRC SOPs to be approved by OCS before implementation.  When necessary, a forensic team will be dispatched to ensure the proper collection of evidence for further administrative or law enforcement action in conjunction with the VA OIG.

1.2.3.1
Task 6a:  Ongoing, 24 X 7 X 365 days Incident Resolution Activities 

The RGII Team will coordinate with appropriate VA security personnel and other security teams to investigate, contain, resolve and document cyber security incidents 24x7x365 days per year.  Once an incident has been triaged by the Cyber Security Help Desk, the RGII Team will use the proposed recommended Service Levels to coordinate with VA or external contacts to facilitate the most appropriate course of action, as described in Section 1.2.2.  Exhibit 22 illustrates the RGII recommended Service Levels and incident coordination guidelines for each.

	Service Level
	Contact Level
	Incident Coordination Guidelines

	1
	Office of Cyber Security
	Classified intelligence threat to VA Enterprise or IT resources

Terrorist attack

Enterprise-wide incident

May require directives of OCS, CIO or Secretary 

	2
	VA Organizations, Regional, and Facility CIOs and ISOs
	Threat or incident specific to an Administration, region, or facility

Incident that could escalate by region (e.g., Outlook-borne virus using organization distribution lists)

Internal threat or compromise

Incident that could affect organizational-specific software (e.g. ViSTA)

Misuse of IT resources

	3
	IT Administrators, Facility Security Personnel
	Attempted or successful network or system intrusion 

Material asset theft 

	4
	External CIRC organizations (FedCIRC, CERT, NIPC, FIRST Teams)
	Threat or attack on federal or global enterprises

Incident that affects or could potentially affect other organizations

Incident tracking and trend analysis


Exhibit 22:  Recommended Incident Coordination Service Levels

To obtain Service Level Contact information, the RGII Team will implement a data call process to identify VA and contractor personnel responsible for VA Enterprise security.  Data calls will incorporate specific VA security policies and guidelines on VA and contractor personnel responsibilities for reporting and coordinating incidents with VA CIRC.  Maintenance data calls will be issued quarterly to keep information up-to-date.  The RGII Team will employ an enhanced version of the successful data call methodology currently used by the VA CIRC incumbent.  The VA CIRC incumbent maintains numerous cyber security contacts within VA as well as with other INFOSEC teams, and has participated in FedCIRC Partner’s meetings, and facilitated VA application to FIRST membership.  

The RGII Team will maintain data confidentiality at all levels with all parties involved. The use of Service Levels will ensure that all affected parties, from OCS to system administrators, are supported in incident management activities.  The RGII Team will be able to provide direct technical assistance to isolate an incident and to aid local security personnel in recovery and reconstitution of affected systems, and incident containment.  The RGII Team will use the incident data to construct appropriate testbeds to benchmark corrective configurations in the VA CIRC laboratory, and will provide subsequent recommendations.  Such configurations will be stored in the VA CIRC database for future reference, distribution, and/or modification.   

The RGII Team will provide qualified staff to support technical remote incident management assistance for eight (8) major incidents per year within the proposed WBS.  Additional incidents can be addressed through staff augmentation.  The RGII Team will maintain staff necessary to deploy on-site technical incident management assistance when required.

The RGII Team will monitor cyber security intrusion detection and anti-virus sensor reported events on a real-time basis at the PSOC, and will forward encrypted log information to the Cyber Security Help Desk in near real-time.  The Cyber Security Help Desk will analyze the information, determine the Service Level, and proceed accordingly. 

Additionally, VA CIRC management and senior analyst staff will support the VA INFOSEC Working Group, Configuration Control Boards, CIO meetings and conferences and other technical working groups as needed.  Proceedings and information from these meetings will be dynamically posted to the VA CIRC website as described in Section 1.2.3.5 of this proposal.
1.2.3.2
Task 6b: Central Incident Database

The problems VA faces when considering Incident Analysis include: data correlation, data integrity, timeliness, data accuracy and content.  Immediately following contract start, the RGII Team will enhance the VA CIRC Central Incident Database (CID) to support an enterprise wide environment.  The primary enhancement proposed is the automated collection of information.  Currently, because VA CIRC systems are external to the protected VA network, the accuracy of the VA CIRC database depends upon the level of information entered by the reporting individual.   Accuracy and consistency of this information will be greatly improved by relocating the VA CIRC CID to a net space inside the VA network, and by configuring sensors located VA-wide to report information into the CID from network sensors and host sensors automatically.  

We will therefore migrate the existing VA CIRC CID from its existing format to an enterprise-wide solution.  This will provide VA CIRC with the ability to collect more data more quickly and at lower cost and allow retention of incident metrics to analyze the complete data to identify trends, types, and frequency.

1.2.3.3
Task 6c: Centralized Incident Reports

The VA ISO community can report incidents to CIRC by telephone, email, or a web interface.  Regardless of the reporting method, all reports will be logged and entered into the CID.  To reinforce this reporting capability, and to provide for incidents where online access may not be available, the RGII Team proposes to develop database interfaces that will allow the use of secure wireless devices.  This will provide the reporting ISO with a reliable and reproducible means of capturing data suitable for, and consistent with, existing and future database developments.  Captured data can then be uploaded into the network at a time when normal services have been restored.

VA CIRC currently collects and makes available from a central location, standardized data under the following headings: Compromise, Denial of Service, Hostile Probe, Malicious software, Misuse, Administrative Inquiries, and Security Inquiries.

Future enhancements will allow greater granularity of incident types, to include categories such as theft, and streamlined online reporting screens, designed to further facilitate the data collection process.  The greater granularity will facilitate the component reporting required by GISRA.  VA CIRC has the ability to compile performance metrics based upon the data submitted to the central incident database as an on demand service.  Metrics can be compiled from several parameters, including (but not limited to) the following:  site, reporting ISO, VA CIRC staff, total cases reported within a given time frame, total cases open or closed out within a given time frame, and type of incidents reported.

We propose to display geographical occurrences of reported incidents in near real-time on a graphical user interface on terminals situated at the OCS, the CIRC, PSOC, and ASOC.  We also propose to develop graphical reminders for managerial purposes that tie into the CID.  These interfaces can take the form of “red, yellow, green” style status levels, which are linked to the level of reported incidents and frequency of reporting of hostile probes or malicious software, or in the form of a ticker tape style report that runs continually.  The content of this streaming ticker tape can include details of real time events occurring within the VA community.  Each event would be hyperlinked to the corresponding entry in the existing Incident Database.  With the proposed relocation of the central incident reporting database to a node inside the VA network, real-time correlations would be possible between reported incidents and data captured from IDS sensors.

1.2.3.4
Task 6d: Post-mortem Meeting for Every Major Incident with Supporting Documentation

The RGII Team will capture all facets of the anatomy of each major incident in a lessons learned document.  We will present these results to the OCS and COTR at a post-mortem meeting, which will be held within 10 days of incident resolution.  Our report will provide a chronological summary of the incident, detailed explanations of critical events, actions taken by all parties, incident metrics and trend analyses.  The various types of major incidents will also be included in the CIRC Handbook and SOPs.  

Upon completion of the meeting, the RGII Team will prepare and distribute the minutes and update the “Cyber Security Operations” web site with the report, the presentation and the minutes of the meeting.  This update will take place no more than one week from the conclusion of the meeting.

1.2.3.5
Task 6e: Dynamic Reports to Website

The RGII Team will design, implement and maintain a standards-compliant secure web server that will provide information generated by the CIRC.   The web site will be integrated with the CID, and provide a standard series of reports as well as a query function that will allow custom views and reports to be generated.  The web server and its underlying operating system will be maintained at the highest security patch level recommended for production servers, and will be backed-up according to VA directives and industry best practices. To prevent information compromise, the web server will use the secure hypertext transfer protocol (https).  Access to the web site will be limited to the VA community with varying levels of granularity to be determined by the VA.   

The RGII Team will also design, implement and maintain a secure, standards-compliant “Cyber Security Operations” web site for use by the VA INFOSEC community.  The “Cyber Security Operations” web site will contain sensitive, but unclassified information regarding incident response, containment and resolution activities as well as the results of liaison with FedCIRC, NIPC, FIRST, CERT, the VA INFOSEC Working Group, Configuration Control Boards, CIO meetings, conferences and other entities as directed by OCS. 

Reports will be submitted to the website using a custom designed Form, which will employ pull-down menus, radio buttons and sliders to ensure ease of use.  In addition, a text box will be available for users to paste entire reports into the form.  The report submission process will route reports to the appropriate individual for review and approval prior to inclusion on the web site.  Web reports will be acknowledged within 5 minutes of receipt.  All activities of the VA INFOSEC Working Group, Configuration Control Boards, CIO Meetings, conferences etc will be posted dynamically as they occur.  The website will be reviewed daily, and updated no later than weekly.  

1.2.3.6
Task 6f:  Onsite Support for Major Incidents 

RGII Team members routinely deploy to remote locations to provide reactive incident response and computer forensics services.  Thus, the RGII Team members have the techniques and procedures in place that enable technical investigators and/or network and system administrator teams to deploy to remote locations and conduct incident response operations and computer forensics efficiently and quickly.

The RGII Team will identify and schedule team members for short notice onsite reaction 24X7 (365 days). Once an incident is determined to require onsite support, RGII program management (in consultation with OCS) will select team members with the proper skill sets to address the incident.  That team will then deploy to the affected location to gather digital evidence, conduct an investigation, and restore the compromised systems/network.  These teams will be en route within 4 hours of activation.

The RGII Team will utilize commercial-off-the-shelf (COTS) hardware and military-grade transport cases to ensure that they arrive onsite with the proper hardware and software to perform their mission.  The RGII Team uses COTS hardware to ensure that in the unlikely event that a piece of equipment is damaged during transit, our technical investigators can obtain a replacement onsite, avoiding potential delays.  

Any evidence collected will remain in the possession of our technical investigators during travel, unless it is determined that the security screening process could corrupt it.  In that case, the RGII Team will ship the evidence using Federal Express overnight (the same method used by the FBI and most law enforcement agencies).  A report detailing the incident, actions taken and lessons learned will be supplied to OCS management no later than 10 days after the resolution of every major incident.  

Another strength of the RGII Team approach is our ability to leverage our team members’ global presence to facilitate rapid response.  The RGII Team members will be able to draw on their local offices for temporary office space and administrative support.  

The RGII Team has structured its onsite incident response model to address the VA historical trend of 4 incidents requiring onsite response and 8 incidents that may be addressed remotely annually.  

1.2.3.7
Task 6g: Remote Administration of EPO Servers

The E-Policy Orchestrator system is deployed in the current VA CIRC to ensure that systems are maintained at current patch and engine update levels as they are issued by Network Associates.  RGII Team Member Network Associates (NAI) will support the VA implementation of e-Policy Orchestrator, and will scale-up the effort to support a network of 35 ePO servers in a seamless and minimum risk process.  

System updates will be transferred with secured, scheduled FTP push transactions, which are scripted into the system.  The system has provisions for reporting and alerting functionality, which will allow the VA-CIRC to identify the nature and patterns of virus events on the network.  The system will allow the VA to have a proactive approach to anti-virus protection by performing the following task.

· Initial notification of an event, followed by periodic automated reporting which provides a rolled up summary.  This provides trending and containment analysis for the system.

· Provide reports that allows VA to identify what type of virus has been detected, and determine the level of exposure across the enterprise by summarizing information collected by the various ePO servers.

· Provide reporting and trending information that identifies which locations are experiencing the highest number of initial and recurrent events.

· Administrate the integration of the “Real-Time Alerts” for time reporting at 28 VA locations

· Administration of DAT file delivery system at 28 VA locations 

· Administration of ePO groups, policies and update/system scanning tasks.

· Assist with day to day troubleshooting of NetShield, VirusScan, GroupShield, and e500

During the system enhancement phase, the ePO architecture will transition from a pull model to a push model thereby improving reliable data replication and system updates across the VA enterprise. 

The RGII Team will coordinate with the VA Office of Cyber Security, and with already established points of contact within Network Associates, an RGII Team member, to ensure that the ePO server network is maintained and performs optimally.

1.2.3.8
Task 6h: Computer Forensics Services

The RGII computer forensics team is composed of seasoned professionals with backgrounds as computer crime investigators and computer forensic examiners from agencies such as the Federal Bureau of Investigation (FBI), the United States Air Force Office of Special Investigations, the Defense Computer Forensics Lab, the Colorado Bureau of Investigation, the Austin (TX) Police Department High Technology Crime Unit and the NASA Office of Inspector General Computer Crime Division.  

The RGII team will staff technical investigators to provide digital evidence recovery and analysis support to the CIRC, OCS and VA OIG.  The technical investigators will operate from an access-controlled forensics laboratory containing digital evidence examination workstations and forensic analysis software.  The lab will have the capability to provide a “sandbox” to test newly identified computer viruses, network attack tools and communication suites as well as the ability to conduct multiple simultaneous computer forensic examinations.  The lab will also contain a GSA- approved storage container for evidence in accordance with applicable VA directives and Department of Justice guidelines.   

The RGII team is proficient in the use of DOS/Windows, Mac OS X, Linux/Unix and PDA forensic tools and utilities.  This proficiency provides RGII the flexibility to select the best forensic tool/program for the task at hand.  RGII utilizes custom computer forensic workstations that have been designed and built by our technical investigators to operate in both the DOS/Windows and Linux/Unix environments.  We use industry standard forensic tools and utilities as well as leveraging the power of the Open Source development model to write our own digital evidence recovery and analysis programs.

The RGII digital evidence recovery and analysis methodology is drawn from a compilation of industry best practices and the Federal Guidelines for Searching and Seizing Computers.  Evidence analyzed by the RGII can be used in administrative or legal proceedings.  Our technical investigators have testified in federal state and local criminal and civil court cases and have been certified as expert computer witnesses.  

RGII technical investigators will form the core of VA CIRC’s onsite incident response teams and are trained and equipped for rapid deployment and investigation to any VA location.  This rapid deployment capability has been facilitated through the use of customized mobile computer forensic evidence collection and analysis computers and deployment kits. All our forensic practices and procedures will be suitable for scrutiny by the American Society of Crime Laboratory Directors (ASCLD).

RGII has structured the computer forensics services model to address the VA historical trend of 4 incidents requiring onsite response and 8 incidents that may be addressed remotely annually.  Should unforeseen events occur that cause this trend to dramatically increase, the RGII team has identified non-VA CIRC personnel and resources that can be utilized by the VA pursuant to a separate task order by the VA OCS.

1.2.3.9
Task 6i.  Specific Performance Based Measures

Task 6a:

· Help Desk telephone answered by second ring.

· Web notification within 5 minutes of receipt.

· Email notification within 15 minutes.

· Immediate response to emergency Email or Web notification. 

Task 6b: 

· Generates required metrics.

· Generates required reports.

· Is intuitive.

· Accurately performs required analyses.

Task 6c:

· Centralized reports delivered within five days of incident close.

· Provides near real-time display of incident status.

· Ongoing incident reports updated daily.

Task 6d:

· Lessons Learned document issued within 5 days for every incident.

· All Lessons Learned that improve responsiveness applied immediately.

· Post-Mortem meeting convened within 10 days of major incident resolution.

· Meeting presentation and minutes posted to the web site within 5 days.

Task 6e:

· Information is dynamically updated daily.

· No unauthorized access to information.

· Information presented effectively.

Task 6f:

· Onsite within 24 hours of major incident (lower 48 states).

· Team en route with 4 hours of call out.

· Report to OCS within 5 days of incident resolution.

Task 6h:

· Evidence recovery and analysis conducted in a legally sufficient manner

· Forensic practices suitable for ASCLD scrutiny.

· Short notice response within 4 hours.

1.2.4 Task 7:  Central Incident Response Capability (CIRC) Analysis and Alert Services 

According to the Carnegie Mellon CERT, over 99% of all intrusions were the direct result of vulnerabilities which could have been patched of from system administrator configuration errors.  The RGII Team approach provides the CIRC with a ready-made analysis and alert services solution that eliminates software development risk, facilitates immediate startup, and provides a standardized approach that enables system administrators to effectively manage vulnerability fix actions in their operational environments.  The RGII approach is based on implementation of the Secure Vulnerability Tracker (SVT), which is an element of SecureInfo’s commercial off-the-shelf (COTS) product/service offering called Total Enterprise Security Service (TESS().  This service is currently being used to support Government and commercial customers on a license subscription basis to keep track of the significant amount of vulnerability data produced daily.
1.2.4.1
Task 7a.  Ongoing Vulnerability Review

The SVT service will be utilized by the RGII Team and the VA to provide a single point of access to the latest vulnerability mitigation patches.  This automated capability will save VA professionals thousands of hours reviewing all the vulnerability data available to determine which information actually applies to their specific environment.  A cadre of security professionals continuously monitor over 300 vendor and security-relevant sites, as well as other sources, to provide the most comprehensive security information for the VA enterprise.  The SVT tool provides a concise summary of the problem, prioritizes the impact, identifies the fix action, and validates problem/fix when needed.  SVT eliminates these manual processes through its “Lookdown” reporting mechanism.  It allows a manager to quickly assess the impact that a single vulnerability has on an enterprise. 
1.2.4.2
Task 7b.  Ongoing Vulnerability Notices

The RGII Team will utilize SecureInfo SVT to notify VA users of new security vulnerabilities that are to the point and tailored to VA specific computer and network environments.  SVT also allows the VA to determine the impact of a vulnerability across its network information infrastructure.  The VA will now be able to track the fix actions for all vulnerabilities across the VA in support of enterprise security posture improvement.  
1.3
Security Operations Center (Cyber Security Operations)

1.2.5 Task 8:  Managed Security Services

The RGII Team’s concept is to design, implement, and provide a world class, highly responsive, state-of-the-art Managed Security Service to the VA.  In response to the escalating dangers of conducting business on the Internet where cyber crimes and malicious acts common place the VA requires a security partner to provide tailored 24 hour by 7 days a week cyber security protection.

1.3.1.1
Task 8a.  Concept for Managed Security Services

Building on the lessons learned, the processes and procedures, and the existing Manage Security Services being provided, offered and managed by the professionals of the RGII Team our  concept of operation is to provide a multi-layered pro-active network defensive strategy that employs the best-practices for vulnerability assessments, penetration testing, and intelligence gathering, and encryption.  Our concept also employs the best-of-breed hardware and software for intrusion detection, tracking and monitoring, and firewalls, routers, and switches. Our Managed Security Services concept builds on the “One Cyber Security Help Desk” concept outlined in Task 5, by leveraging the CIRC, SOCs and Senior management expertise in meeting and EXCEEDING performance metrics, goals, and VA requirements. 

The RGII Team follows the doctrine of Protection, Detection and Reaction in providing Cyber Security services for the VA’s Enterprise Network and our approach provides:

· 24x7x365 Network Security Monitoring.  Our around the clock monitoring begins at the VA’s Enterprise Network boundaries. Monitoring may use passive or in some cases active monitoring methods. Our solution uses the best-of-breed Intrusion Detection Systems products and our concept is to field ISS RealSecure, Dragon Intrusion Detection Systems, and/or Tripwire as shown in the work plan or under separate task orders in accordance with COTR/CO approvals. Our approach is inherently flexible as our concept is to be platform independent, but monitoring centric.  

· Incident Notification and Reporting. Our incident notification and reporting commences upon detection of a suspected incident, it progresses throughout the identification, verification and validation phases used to determine the validly of an incident, the vulnerability exploited by the incident, and estimated degree of compromise the system experienced, and an estimate on the ability of the system to maintain the tenets of Confidentiality, Integrity, or Availability (Exhibit 23). 
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Incident Coordination. Incident coordination is designed to determine the initial cause of the incident, coordinating and implementing mitigation actions in minimizing or eliminating the root vulnerability that caused the incident, facilitating contact with the system administrators, ISOs, coordination with law enforcement officials and security awareness bulletins and announcements. 
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Vulnerability Assessments and Penetrating Testing. Provided by conducting controlled remote testing of the VA’s Enterprise Network perimeter defenses using tools like Kane Security Analysts, Nessus, Internet Scanner or Crack in identifying vulnerabilities existing due to poor or weak configuration or security practices, inherent vulnerabilities in Operating Systems and applications, and weakness in implementing policies and procedures. 

1.3.1.2
Task 8b.  Architecture for Managed Security Services

The RGII Team’s architecture solution is designed to monitor the VA’s Enterprise Network. The solution allows flexibility in adding additional services or options based on the specific network configurations and requirements. The RGII Team will work with the VA in recommending, identifying,  and fielding the best Managed Security Architecture and boundary solution as illustrated in Exhibit 24.
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Our solution controls cost by providing standardized installations, centralized configuration management, high mean times between failures, and most importantly comprehensive and built in redundancy in minimizing disruptions in service. The architecture is inherently flexible as our concept is to be platform independent, but monitoring centric. 

· Management. The RGII Team’s concept is to provide intrusion detection using a phased managed implementation. The teams work plan illustrates the high-level details required to field an IDS Initial Operating Capability (IOC) for the VA Enterprise Network.  The RGII Team understands that VA approval is required for IOC implementations. Further, the team understands the final work plan submitted under Task 1, will be a coordinated effort between the RGII Team and VA in fielding proposed sensors.  The team also understands there are network infrastructure limitations at outlying VA sites regarding hardware/software, connectivity and staffing skills, and our solution takes these limitations into consideration in ensuring that sensor installations results in the least amount of disruption to the local site. Most installations can be done with minimal network outage. Using spiral and prototype development methodologies a phased implementation strategy is proposed. It is highly likely that each phase would occur in parallel in order to reach IOC quickly. Each phase inherently incorporates a VA feedback process.

· Phase I: Encompasses installing Managed Security Sensors at the CIRC, PSOC, and ASOC facilities within 120 days after facility installation plans have been approved and authorized by the VA; developing, installing and testing prototype processes and procedures in building a fundamentally sound monitoring capability; and staffing the centers with qualified analysts. 

· Phase II: Encompasses identifying and recommending additional VA sites to the VA and expanding sensor deployments to those selected VA sites as approved.

· Phase III: Encompasses sensor technology refreshes, recommendations for enhancements and implementations of advanced Managed Services as identified and approved. 

· Deployment. Each installation and configuration is unique and the RGII’s Team proposes to minimize deployment times by effective coordination with VA Cyber Security and VBA staffs in gathering information about the VA Enterprise Network and Information Technology used within the VA network boundaries.  We will within the scope of task orders install Managed Security Systems at VA facilities, verify sensor functionality with the CIRC/SOCs, and update and apply sensor security policies in accordance with SOPs. 

· Monitoring. Upon the first activation of an intrusion detection sensor our solution is to commence 24x7 monitoring at the PSOC. The PSOC will be located in Martinsburg, WV. Further, our solution factors in that alerts and incidents are replicated to the CIRC. The CIRC will be located at the VA’s existing CIRC in Lanham, MD. Alerts and incidents will also be replicated to the ASOC which we propose to be located in Austin, TX.  This incident Triage provides redundancy in meeting SOW Contingency Operations and fail-over requirements while keeping each location up to date with the Cyber Security Posture of the VA Enterprise Network.  In addition, as part of the monitoring process our team will incorporate and tune existing sensors as they are identified using remote management tools, like Tivoli, to increase efficiency and reduce erroneous reporting of incidents. 

· Reporting. The RGII’s Team’s solution is to provide alerting, notification and reporting via the Cyber Security Help Desk incident handling processes discussed in Task 5.

· Response. As part of the SOP response process our solution provides both pro-active and passive defensive measures.  The RGII Team’s response solution includes updating vulnerability signatures, rule sets, filtering, and system patches for hardware and software within the Managed Security Services boundary. 

· Managed Security Sensors. The RGII’s Team concept for Managed Security Sensors is to be platform independent, but monitoring centric.  Like all networks, the VA Enterprise Network is a living entity growing and changing and the RGII Team understands that in order to provide the best level of service our basic approach must control costs, meet deployment metrics, and reporting requirements. Our basic approach utilizes ISS RealSecure Network and Host-based sensors, Cisco Firewall and Routers, and Dell servers, SQL, and Tivoli network management software. As noted, our intention is to be platform independent and the RGII Team’s is capable of supporting the VA’s existing or planned IDS or firewalls when identified, recommended and determined. 

The team’s approach results in standardization, ease of maintenance, low packet loss, rapid installations, and high mean times between failures — enabling the VA’s Managed Security Service to commence operation quickly and efficiently.

1.3.1.3
Task 8c.  Cost Benefit-Analysis for Managed Security

The RGII Team understands that recommending, selecting, installing, and operating the VA Enterprise Network is not without risks to both the VA and the RGII Team, especially in view of network infrastructure limitations at outlying VA sites and the dynamically changing and complex VA Enterprise Network. Our approach in determining the true cost of ownership for a particular system is based on accepted accounting principles, standardized cost-benefit analysis methods and procedures, and time-honored Risk Assessment practices.  Each cost and risk assessment is unique depending on:  (1) What constitutes an acceptable risk level; (2) What are the vulnerabilities; (3) What is the Annual Loss Expectancy,  (4) What controls are needed to mitigate the vulnerability; and (5) What are the costs, losses, and savings. The RGII Team understands Risk Assessments and within the scope of task orders our proposed solution incorporates those tools to automate the process, shorten the process, and produce comprehensive cost-benefit analysis. Our solution results in:

· Intangible costs and benefits are measured;

· Reports are easy to understand and include executive summaries; and

· Enable managers to gain commitment from Senior officials in fielding Managed Security Services.

1.3.1.4
Task 8d.  Managed Security Services

The RGII Team recognizes that requirements, objectives and implementation of those technologies and services supporting the VA Enterprise Cyber Security Infrastructure Project (ESCIP) are under review. Our approaches and solutions discussed in Tasks 8a through 8c in providing Managed Security Services to the VA’s Enterprise Network are platform independent, but monitoring centric and enable us to incorporate security products under separate tasking quickly and at low cost.  Exhibit 25 illustrates a representative sample of the security devices and applications the team is ready to support.

	Managed Security Services

	Check Point
	Wireless Security Appliances & 
Applications
	Watchguard

	Single Sign-On, authentication
	VPN
	NetRanger

	Laptop Mobile Security Applications
	Axent
	NSA Type-1
Inline Network Encryptors


Exhibit 25:  Managed Security Services

The overarching goals of the RGII Team in providing Managed Security Services to the VA’s Enterprise Network is to provide turnkey solutions that are backup with solid security policies, SOPs, and pro-active management and response.

1.2.6 Task 9:  Establish and Manage Security Operation Center (SOC) Systems and Facilities 

The RGII Team understands the physical locations and infrastructures of both the primary and secondary SOCs are provided by the government and the team’s over arching concept of operating the SOCs are met by centrally detecting, tracking, responding to, and eradicating cyber security incidents.  Our concept is built around:

· Efficient time-sensitive Incident Triage;

· Providing 24x7x365 days per year service; and 

· Supplying Information Assurance using a unique asset-centric approach.  

Our proposed solution in providing these world class facilities incorporates system and security administration, redundancy and fail over capabilities, backup and restoration, hardware and software configuration management, and power management for systems.

1.3.2.1
Task 9a.  SOC Operational Facility and SOC Systems Administration
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The RGII Team proposes to establish and manage SOCs at Martinsburg, WV, for the PSOC and in Austin, TX, for the ASOC.  A cornerstone of our approach is the “One Cyber Security Help Desk” concept with the SOCs functioning as part of an integrated team providing comprehensive computer incident response to the VA.  The solution includes appropriately trained and skilled employees, automated process for monitoring, tracking, and reporting incidents as well as pro-active measures and follow-ups by our analysts in mitigating and eliminating recurring security incidents, such as widespread virus infections.  Exhibit 26 shows a SOC built by our team member, ManTech, at the DOS.  

The SOCs serve as the primary Tier Two and Tier Three providers to the Cyber Security Help Desk.  Our concept of an integrated team reduces cost while leveraging the team’s Cyber body of knowledge in providing 24x7x365 days a week incident handling. The SOCs perform the functions of the CIRC Cyber Security Help Desk during peaking loading periods, reduced staffing, or when threat warnings are issues that the VA Enterprise Security Posture is threatened, in maintaining Confidentiality, Integrity, or Availability of its Information Technology assets. 

SOC Task Understandings

The RGII Team in developing a cost effective solution in staffing, designing and operating a world class Security Operations Centers made the following assumptions based on our understanding of the tasking. 

· The RGII Team understands the SOCs are subordinate to the CIRC and our solution results in effective coordination, liaison, and collaboration with the VA’s Global Network Operations Center (GNOC).

· The VA intends to provide two 6,000 sq ft of pre-existing structures with a minimum of 12 foot ceilings that are in a “ready-to-build-out” condition and that physical reconditioning will not be required at the proposed locations of the SOCs. The RGII Team understands the VA may elect to have the team provide infrastructure re-condition services under separate task orders.

· The facility infrastructure will be maintained and provided by the VA, to include water, sewer, garbage removal and custodial service, forced air conditioning, separate dual homed telecommunications demarcation points capable of supporting T-1 data speed between the CIRC, PSOC, and ASOC, including associated communications charges, and the facility will be provided electrical power coming from two separate electrical power grids. The RGII Team understands the VA may elect to have the team provide infrastructure services under separate task orders.

· The RGII Team understands that separate task orders would be issued to meet minimum building, fire and safety codes and National Industrial Security Program standards. The RGII Team understands the VA may elect to have the team provide these infrastructure services under separate task orders.

· The RGII Team’s concept in meeting the SOW tasking is to utilize leased equipment in providing Initial Operating Capability (IOC) to the VA Enterprise Network. This provides a built in technology refresh at approximately every 36 months and the technology refresh will have equal capability to the IOC. Advances in technology may result in obsolete standards and the refresh is assumed to be based on proposed pricing plus standard CPI adjustments. In the event the VA elects to refresh at a rate faster than anticipated or Federal standards, policies or regulations change the RGII Team understands a separate task order would be issued to provide technology refreshes. 

· The RGII Team understands the VA’s right to conduct independent penetration and vulnerability assessments of the facilities and networking infrastructures. In the event these assessments result in unanticipated facility or networking infrastructure changes or disruption in service levels that the RGII Team is providing separate task orders would be issued to mitigate or restore service levels.

· The RGII Team assumes the VA will provide appropriate facility plans within 10 days after award and the RGII Team will provide SOC facility drawing and layouts within 10 days after receipt of VA facility drawings. The RGII Team understands that approvals are required and that SOC IOC start-up dates being upon concurrence COTR/CO.

· The VA will provide configuration documents and network drawings of the VA Enterprise Network. In the event configuration documents and network drawing are unavailable the RGII Team understands a separate task order would be issued to produce or acquire these documents and drawings. The team also assumes delays incurred in obtaining these critical documents and drawings will cause work plan scheduling changes resulting in cost overruns and delays in meeting SOW time lines. The RGII Team understands a separate task order would be issued to adjust dates, times, and costs. 

· The VA will provide facilities that will support classified operations up to and including Top Secret/Sensitive Compartmentalized Information to support SIPRNET and JWICS connectivity. The RGII Team understands the VA may elect to have the team provide SIPRNET and JWICS services under separate task orders.

SOC Facility Concept of Operation

The RGII Team’s concept for staffing and providing the SOC capabilities include state-of-the-art Information Technology hardware and software and our solution provides:

· People.  We are staffing the SOCs with the right mix of highly qualified people.  The team’s past experience in providing and operating large data centers ensures the right mix is provided.

· Excess Capacity.  We have designed in excess capacity to control costs should the scope of work expand as a result of new requirements levied on the VA Enterprise Network (i.e. VA’s Enterprise Cyber Security Infrastructure Project),  

· Redundancy.  We have built in redundancy, back-up, and fail-over capabilities to limit disruptions in service, loss of critical data, and if needed enhance restoration in the event emergency relocation is required.

· Power Management.  We provide sound power management to reduce the risk of damage to hardware components, including remote management features to control network resources.

SOC Approach

The challenge for the SOC is to deliver timely, cost effective, highly responsive Cyber Security to the VA’s Enterprise Network. Our approach encompasses guidance and direction from the VA Office of Cyber Security Staff; administering, maintaining and operating systems and security in a mixed-platform environment; monitoring and reporting on incidents and managing a large and geographically dispersed staff.  Additionally our approach provides coordinating on-going monitoring and crisis operations, need to ramp-up for physical and cyber events affecting the cyber security of the VA such as the 9-11 terrorist attack, Code Red virus attacks; Integrating staff activities seamlessly (One Cyber Security Help Desk concept). 

We will manage these challenges by augmenting and refining the same successful processes and procedures we have developed to support other government and non-government clients in Incident Triage, Incident Handling, Reporting, Virus mitigation, On-site and remote incident support, Intrusion Detection, Threat analysis, and Interoperability Testing as outlined in the following paragraphs. 

Equipment providers, with assistance as needed from the RGII Team, install and test equipment within the SOCs.  Once the equipment passes acceptance-testing procedures, responsibility for managing and maintaining all hardware components passes to the RGII Team.  The SOC managers are responsible for installing software upgrades and applying patches for all operating system, applications programs, and network components.

The SOC system administrators are responsible for configuring and maintaining database software; directory structures, application services and data file content for all platforms.

SOC Staffing

The RGII Team will manage, staff and operate all cyber-related elements of the SOC facility and interface with the CIRC. In addition, the RGII Team will develop, engineer and integrate processes and procedures to provide for an Initial Operational Capability at the SOCs.  Further, the RGII Team concept includes conducting cyber security vulnerability assessments and its own penetration testing on a regular basis in order to ensure that the CIRC, PSOC and ASOC Cyber Security Posture remains current. 

SOC Management

Both the primary and secondary SOCs will have their own management staffs that are responsible for the overall operation of the facility. Each SOC shift will have a lead analyst as the supervisor. The RGII Teaming partners understand that effective leadership, management and day-to-day staff supervision is critical to the success of the CIRC and SOCs.  Although each teaming [image: image17.wmf]WAN
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partner is responsible for personnel actions regarding their staff members, the CIRC, PSOC and ASOC managers exercise overall authority and responsibility for their staffs, including hiring and termination recommendations, shift and work schedules and assignments, performance appraisal inputs and advancement recommendations consistent with each teaming partner’s policies. 

The RGII Team firmly believes we have the experience, the people and the management practice to train, recruit, and operate multiple locations at once. Our staffing plan for the SOC is summarized in Exhibit 27.  The staffing and operation of the SOCs are built around the “One Cyber Security Help Desk” concept. 

24x7x365 Operations

The CIRC, PSOC and ASOC operations will be on a combined 24x7 basis. The PSOC in Martinsburg, WV will be staffed and operated 24 hours, 7 days a week; the ASOC will be staffed and operated 10 hours, 7 days a week.  There will be three (3) shifts per 24-hour period in the PSOC, and two (2) 8-hour shifts (7am – 10pm) in the ASOC.  

The RGII Team will provide on-site technical experts in the UNIX, Linux, NT and Windows 9X, 2000 and XP security with the knowledge, skills and ability to run standard automated tools, review and analyze results, identify false positives, recommend fixes and countermeasures, prepare reports and interface with VA customers. In addition RGII Team personnel will be able to cross-analyze commercial scanning tools with VA alerts and advisories for focusing assessments; and through their team experience with support to other organizations, recommend other scanning products that might be of value to the VA customer.

PSOC Staff Mix 
Exhibit 28 illustrates the proposed staffing mix for the PSOC. Each shift will have lead intrusion analyst, intrusion analyst, and help desk analysts.  In addition, the operational staff and day shift (shift 1) will also include Senior and Junior Information Assurance (IA) Engineers, System Administrators, and Database administrators.  This mix provides 24x7 coverage and on-demand ramp up and recall coverage.

	Job Description
	Operational Staff
	Shift 1
	Shift 2
	Shift 3

	SOC Manager
	(
	
	
	

	Lead Intrusion Analyst
	(
	(
	(
	(

	Junior Intrusion Analyst
	(
	(
	(
	(

	Help Desk Staff
	(
	(
	(
	(

	Senior IA Engineers
	(
	(
	*
	*

	Junior IA Engineers
	(
	(
	*
	*

	System Administrators
	(
	(
	*
	*

	Database Administrators
	(
	(
	*
	*

	Network Architect
	(
	(
	*
	*

	*On-demand recall support

Exhibit 28: PSOC Staff Mix


A network architecture engineer will be on staff at the PSOC, but will be available for working with the staff of the CIRC and the secondary SOC.

ASOC Staff Mix
Exhibit 29 illustrates the proposed staffing mix for the ASOC.  As with the PSOC, the ASOC will be staffed on a per shift basis.  However, since the RGII Team is proposing that the ASOC be a two (2)-shift operation, the staffing requirements are different. The ASOC will have a manager for each shift, who will be responsible for the operations of the facility.  This mix of staff provides on-demand recall support in the event the ASOC must assume operational control of the Cyber Security Help Desk when a disruption occurs at the CIRC or PSOC or when the VA Enterprise Network is under attack or in high threat condition.

	Job Description
	Operational Staff
	Shift 1 (TBD)
	Shift 2 (TBD)

	SOC Manager
	(
	(
	(

	Intrusion Analyst
	(
	(
	

	Help Desk Staff
	(
	(
	(

	Senior IA Engineers
	(
	(
	

	Junior IA Engineers
	(
	(
	

	System Administrators
	(
	(
	

	TBD = mix may vary depending on abnormal conditions

	Exhibit 29:  ASOC Staff Mix


SOC Monitoring Features

As noted, our concept is to provide state-of-the-art, world class SOCs that are designed to rival those found within DOD and our concept of operations for the SOCs’ hardware, software and facility equipment are discussed in the following paragraphs.

Major Hardware

The RGII Team proposes to use the following hardware:  Dell workstations and printers, Dell Poweredge High-end Servers with redundancy and fail-over capabilities, Dell Storage Area Network Devices for optimum mass storage of incidents and threat tracking data, Dell PowerVault Tape Backup units for reliable and secure data backup, Cisco PIX Firewalls for high through put and VPN connection management, Cisco Catalyst Switches for smart routing and efficient through put, Cisco Routers for high reliability and ease of management, Nokia IP330 Intrusion Detection Systems for ease of deployment, low packet loss, and security, and Panasonic Telephone Systems for efficient coordination.

Our hardware solution is highly scaleable, easily re-configurable to meet changing conditions or requirements, and supports anticipated long-term growth (i.e. SIPRNET and JWICS).

Major Software  (COTS)

In addition to the software provided with procured hardware, our SOC solution includes: Tivoli network management software to monitor, control and update remote devices, Standard Microsoft Office Automation Software, like Word, Excel, Access, PowerPoint, Visio, and MS Project to provide reports, briefing, and project control, RealSecure Network and Host Monitoring Software, NAI anti-virus software, and SQL for database development and operations.

Major Software (GOTS)

At present GOTS software is not anticipated for use. However, the RGII Team understands there maybe GOTS in use throughout the VA Enterprise Network and we would leverage GOTS products as practical.

Major SOC Facility Equipment 

The RGII Team proposes to use the following SOC facility equipment:  equipment rack, office furniture, advanced monitoring console stations, SOC infrastructure enhancement for flooring, A/C, and power management, CAT5e cable plant, and maintenance tool kits.

1.3.2.2
Task 9b.  Central SOC Database

The RGII Team concept is to provide a highly robust centralized database to store all data received from SOC monitoring devices. The database will be developed, tested, and implemented within 120 days of contract award.  Our approach is to utilize the inherent capability of monitoring sensors to report and populate the database in providing notification and reporting.

The approach is to develop the database using MicroSoft SQL Server 2000.  As envisioned by the VA, the main focus of the database is to provide analysis and threat tracking of incidents on the VA Enterprise Network.  The RGII Team combined experience in Incident Handling, Tracking and Reporting is a powerful value added service to this task.  Our approach is to leverage existing processes, procedures, scripts, database objects, and reports developed by the teaming partners to quickly ramp up the “Incident and Threat Tracking” database.  

The SOC database will be developed in conjunction with the CIRC help desk database, and will interface with the CIRC’s centralized database.  This will be done in order to maintain data integrity and eliminate multiple reports of single incidents.  The SOC database will track SOC metrics, and will also be used for the ongoing evaluation of the VA information assurance program.

1.3.2.3
Task 9c.  Disaster Recovery Plan

The RGII Team within 90 days of the contract award will provide the VA with a disaster recovery plan (DRP) for the SOCs.  The plan leverages the DRP that will be prepared for the VA CIRC.  The plan will be prepared using the “Living Disaster Recovery Planning System (LDRPS).”  Please refer to Section 1.2.1.2 (Task 4b), for a detailed discussion of using LDRPS. The DRP will be tested on a regular basis, and the results of the tests reported to the VA.  In coordination with the CIRC, an exercise will be planned to exercise both sets of DRPs in concert.  The two-step testing process will ensure that each facility has a viable DRP with documented results and that the combined plans are effective in managing a disaster affecting all sites. 

Proposed Shifting of Centralized Monitoring

Under our “One Cyber Security Help Desk,” shifting operations from one location to provide redundancy, disaster recovery, effective management entails a coordinated and regularly tested solution.  Exhibit 30 illustrates the possible combinations of control shifts. 

1.3.2.4
Task 9d. Specific Performance Based Measures
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The RGII Team approach to Performance Based Measures is shown below in summary form. Upon contract award to the RGII Team and in consultations and coordination with the VA further measure will be added, which may include MTBF of equipment, systems remaining in an operational state before taken off line for routine updates and maintenance, environmental measures, like humidity levels or power peaks detected, monitoring packet losses and latency metrics and utilization of bandwidth.  The RGII Team will apply these performance based measures to all SOC operational facilities, systems, central SOC database, and DRP.

· IOC monitoring sensors are configured, installed and operational at those sites as approved by the VA. 

· The database is up and operational in accordance with the SOW. 

· The DRP completed and a test schedule published. 

· Incident Handling, Tracking and Response performance metrics are outlined in the Team’s Response to Task 8. However, the database will be used to report handling times, number of incidents handled, or threat assessments on a recurring basis.

· Demonstrated downward trend in the time it takes to field a monitoring sensor for IOC. Will be measured on a monthly schedule using standard trend analysis formulas.

Appendix A – Key Personnel Resumes










Exhibit 27:  CIRC & SOC Staff Management �Organizational Chart





Exhibit 23:  Sample of an Incident Report - Provided for Illustration of Reporting Concept.





Exhibit 24:  VA Enterprise Network Managed Services Boundary








Exhibit 21:  Incident Triage �Escalation and Response Process





Exhibit 30:  Control Shift Combinations





Exhibit 5:  Changing VA IT Infrastructure 
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Exhibit 19:  One Cyber Security Help Desk
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Exhibit 18:  Performance metrics for the proposed CIRC enclave.
































Exhibit 20:  Incident Triage Methodology





Exhibit 26:  Department of State SOC














� The FAA system was a nationwide enterprise server supporting more than 25 Major Applications. LDRPS was used to manage the totality of the DRP including: configuration lists, staff directory and assignments, material transfer to the backup site, and rotation of backup files to the storage facility. Our role was to review the DRP and associated testing to ensure that assets were adequately protected and that the DRP was workable and appropriate as part of a Risk Assessment and Certification/Accreditation.


� We conducted several Certification and Accreditation activities for the NRC. As part of this work, we provided updates to their LDRPS enterprise-level DRP for the systems we reviewed. These applications used Unix or AIX  operating systems and supported NRC activities throughout the United States.





Use or disclosure of data contained on this sheet/page is subject to the
restriction on the title page of this proposal.
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		Metric		Method		Tool		Time/Frequency		Baseline/Target

		Physical

		Fire		Pre-arranged drill		written procedure		Quarterly		0%

		Physical Access Control		Walkthrough		written procedure		Weekly		100% Operational

		Lighting		Walkthrough		written procedure		Weekly		On

		Power (UPS)		Power UPS		written procedure		Weekly		On

		Phone		Internal Wardial		PhoneSweep		Bi-annually		operational

		Networks

		Performance		TTL, Ping, Target		Nmap		Automated hourly		Destination dependent ->100%

		Latency		TTL, Ping, Target		Nmap		Automated hourly		Destination dependent -> 0%

		Security		IDS		Dragon		Constant		0

		Dropped Packets		System Log File		log analysis software		Constant		0

		Backup/Redundancy		Dedicated servers		Veritas Backup Exec		Full-Weekly, Incremental - Daily		100%

		Communications protocols

		Hardware

		CPU		Help Desk Apps		Perigrine, SMS, LanWatch		Constant		100% Operational

		Monitors		"				Constant		100% Operational

		Routers		Built-in diagnostics				Constant		100% Operational

		Servers		Services available				Constant		100% Operational

		Backup						Constant		100% Operational

		UPS		Button check				Constant		100% Operational

		I/O Peripherals		On-screen reports				Constant		100% Operational

		Software

		Firmware		Patch Application (Manual/Automated)		HFNetChkPro (Shavlik)		Weekly		100% Operational

		Routers				SMS		Weekly		100% Operational

		Sensors				HP Openview		weekly		100% Operational

		O/S		Configuration		Proprietary solutions, vendor dependent		weekly		100% Operational

		Applications		Check for reported vulnerabilities						100% Operational

		A/Virus				E-policy Orchestrator		Constant		100% Operational
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