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HIPAA Program Coordination and Assistance Support

RFP74971


31 March 2005
USAMRAA

820 Chandler St

Fort Detrick, MD 21702

Attention: Mr. Herbert Payne


RE: RFQ ID: RFQ74971
Dear Mr. Payne:
RGII Technologies, Inc. (RGII) is pleased to submit the enclosed response to the TRICARE Management Activity Request for Proposal for Program Coordination and Assistance for Health Insurance Portability Accountability Act (HIPAA).
RGII is the wholly-owed federal solutions subsidiary of Computer Horizons Corporation (CHC), with 3500 employees, CMM Level 4 assessment, and ISO 9001:2000 registration. The Information Management Technology & Reengineering (IMT&R) Directorate identified a need for knowledgeable, qualified management support for Military Health System (MHS) healthcare to fulfill their HIPAA Electronic Standards program coordination and assistance requirement. Our high-quality team of proven professionals has been answering healthcare management requirements for over eight years, providing outstanding support services in program and task coordination and oversight, budget preparation and execution, refinement and implementation of requirements, and the compliance tracking that HIPAA mandates.

Our proven past program and technical management performance, coupled with a proposed expert staff, reinforces delivery of a high value, low performance risk, cost-effective solution to TRICARE Management Activity (TMA). Our senior executives and project teams are committed to delivering optimal solutions and superior support services. I personally meet quarterly with each of our client’s Program Managers and Contracting Officer Representatives (COR) and Government Task Manager to discuss performance, resolve issues, and ensure total customer satisfaction. This proposal details a sampling of the unique capabilities and qualifications that distinguish RGII from our competitors and includes past performance examples in which RGII has provided exceptional technical and management support services. We see NO conflict of interest.

If you have any technical questions concerning this proposal, please call Ken Kmiec at (703) 575-6291.  If you have any other questions regarding the enclosed, please contact me directly at (410) 224-3554.
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Sincerely,

Kathryn B. Freeland, MBA
Chairwoman/Chief Executive Office
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1 Executive Summary
The Health Insurance Portability and Accountability Act (HIPAA) of 1996, Public Law 104-191 was enacted on August 21, 1996.  The Act required the Department of Health and Human Services (HHS) to issue several regulations establishing health industry standards for a number of health care administrative transactions, code sets, and identifiers.  HIPAA standards are intended to improve the efficiency and effectiveness of the health care system by encouraging development of a health information system through the establishment of standards and requirements for the electronic transmission of health information.  So far, HHS has issued regulations specifying standards for several transactions and code sets and for an Employer Identifier and a National Provider Identifier (NPI).  HHS plans to issue regulations for other electronic standards to include a Health Plan Identifier and Claims Attachments.  There will also be updates to existing and future electronic standards.
The MHS has implemented many of the initial electronic standards, but work continues to implement others and make improvements in the use of the electronic standards and associated business processes.  Currently the MHS is working on implementing the NPI.
As illustrated in the following sections, RGII Technologies, Inc. (RGII), has successfully supported TRICARE Management Activity (TMA) HIPAA program bodies including MHS HIPAA Work Group/Integrated Product Team (IPT), Privacy and Security Working Integrated Product Teams (WIPT), the MHS Information Assurance Work Group (IAWG) which preceded the formal HIPAA Security Working Group (WG), and served and contributed to the MHS sponsored crosswalk of DoD, Department of the Navy (DON), Department of Veteran Affairs (DVA), etc., policies as they related to the proposed HIPAA rule requirements for security and later privacy.  We continued to provide consultant support to those efforts as they evolved into the first DoD MHS privacy policy on HIPAA, and reviewed and responded to requests for coordination and content support to that and other related policy documents until their final publication.
RGII has been supporting the MHS for over eight years, and understands that TMA needs knowledgeable and qualified health subject matter expertise and management support for MHS healthcare to meet the overall HIPAA Electronic Standards Program and Coordination requirement. This includes:

· Task Management

· Managing the Migration to HIPAA Electronic Standards

· HIPAA Electronic Standards Program Coordination

· HIPAA Budget Planning and Execution

· HIPAA Web Site Content Management

· HIPAA Newsletter Development and Publication

· Performance Tracking

· Analytical Assistance

· Lessons Learned

 RGII successfully developed and coordinated standards in both architecture and information assurance for the Technology Management, Integration & Standards (TMI&S) Directorate. As the current support contractor for Tri-Service Infrastructure Program Office (TIMPO), TMI&S, the Bureau of Medicine and Surgery (BUMED) Headquarters, Navy Medical Information Management Center (NMIMC), and the New York City Health & Hospitals Corporation, RGII fully understands the needs, has demonstrated experience, and provides support services in all nine task areas.
RGII has an eight year teaming relationship with TMA, and thus our working partnership will be seamless and transparent.  RGII will provide:

· “A TEAM” Staffing

· HIPAA Management Expertise – As illustrated in our technical approach, we understand the TMA challenges because we are there.

· Lowest Risk – There is low risk to TMA in selecting RGII because of our MHS, TIMPO, TMI&S, and NMIMC/BUMED, Air Force Surgeon General experienced and proven personnel.
· Best Value – Our personnel are experienced and cross trained in multiple functional and technical areas in all task areas.
RGII fully understands the requirements, and is currently solving the technical and management challenges that TMA faces while developing their complex IT environment. We have experienced Key Personnel - Task Manager (Mr. Henry Loutsenhizer), Senior Health Subject Matter Expert (Mr. Robert Owens) and qualified personnel to assist TMA in developing their HIPAA solutions.  Mr. Loutsenhizer’s strengths are in healthcare program management and Web/newsletter illustrations. Leading Navy Medicine’s Program Support Team at NMIMC, he was recently recognized by Navy Medicine with a citation that included:
“Your program management and technical support, in-depth knowledge and artistic technique with the graphic equipment and software provided valuable insight that will enhance future issues of Navy Medicine Magazine.”
Sidney Rogers, CAPT, MSC, USN
Commanding Officer (NMIMC)
Mr. Owens is a prior senior military medical policy expert who has dedicated 34 years to the MHS.   This is RGII’s “A TEAM” for HIPAA support.

2 Corporate Background

RGII, a wholly owned subsidiary of Computer Horizons Corporation (CHC), specializes in providing high-end, leading edge technology solutions to a myriad of satisfied government customers across nine presidential cabinet-level agencies. We are International Organization for Standardization (ISO) 9001:2000 registered and our parent company is assessed at Software Engineering Institute/Capability Maturity Model (SEI/CMM) Level 4. Since inception in 1990, RGII has steadily expanded its solutions and service offerings to include Program and Technical Management Support Services, Information Assurance and Security, Enterprise Architecture, Engineering and Technology Management, Network Management, Healthcare Information Management/Information Technology (IM/IT) Management and E-Budget Solutions, with a support staff of over 3500.  An overview of RGII capabilities is provided in Figure 2-1.


[image: image2]
Figure 2-1:  Corporate Experience
RGII will bring TMA an exceptionally experienced team to deliver high quality products and services with a commitment to exceeding customer satisfaction. As illustrated in the following sections, RGII, has successfully supported NMIMC/BUMED with various HIPAA implementing bodies including MHS HIPAA Work Group/IPT, Privacy and Security WIPTs, the MHS IAWG which preceded the formal HIPAA Security WG, and served and contributed to the MHS sponsored crosswalk of DoD, DON, DVA, etc. policies as they related to the proposed HIPAA rule requirements for security and later privacy.  We continued to provide consultant support to those efforts as they evolved into the first DoD MHS privacy policy on HIPAA, and reviewed and responded to requests for coordination and content support to that and other related policy documents until their final publication.

The key elements of our approach include:

· “A” Team staffing.
· Experienced, knowledgeable, and qualified staff that has been consistently recognized for their outstanding performance.
· Single point of contact for clear, unencumbered communications with Mr. Henry Loutsenhizer (a Program Management Institute [PMI] certified manager) as the RGII Task Manager.
· Partnership between TMA and RGII – TMA’s success is our success.
· Proven approach that incorporates best practices with repeatable CMM Level 4 processes, procedures, and tools. The approach incorporates lessons-learned, and successes that RGII staff earned over the last eight years while supporting TMA.
· Experienced in providing TMA with Program and Technical Management Support Services.
· Similar concurrent work with TMA, HHS, BUMED/NMIMC, National Naval Medical Center (NNMC) - Bethesda, Air Force Surgeon General and New York City Health & Hospitals Corporation.
With a strong commitment and hard working staff supporting TMA, we will continue to apply our management, leadership, and experience in implementing this proposal. We will provide superior customer service and products to ensure the continued success of TMA. Our cost-effective approach, coupled with our proven technical support track record, make RGII Technologies, Inc., the source in providing the finest HIPAA Electronic Standards Program Coordination and Assistance Support to TMA.
3 Technical Approach

3.1 Staffing

Our team of experts possesses the requisite knowledge, depth of experience, and enthusiasm for working to successfully accomplish the mission of TMA. The Task Manager will report to the Program Manager, Mr. Tom Eakin, who is entrusted with the authority to control all contract resources throughout the contract period of performance.  Mr. Eakin was selected for this role because of his prior experience with TMA and his experience conducting a Transactions and Code Set evaluation for the Social Security Administration. He will coordinate contract requirements and technical interface with the TMA Contracting Officer’s Representative for the Delivery Order (COR-DO), and will direct the Quality Control Program outlined in Section 5 of this proposal, monitor support and deliverables, and make adjustments as needed.  He will immediately communicate any unforeseen requirement to the company Vice President for resolution. He will also be available to the team as a resource for information and direction in TMA Healthcare/Information Technology/Information Assurance. Our Task Manager, Mr. Henry Loutsenhizer, with be TMA’s direct single point of contact and will direct the team’s day-to-day operations.  The flow of communication up and down this structured organization (Figure 3-1) ensures active corporate management involvement in TMA activities.  This reporting path reflects RGII’s total corporate commitment to ensure the personnel and resources needed to accomplish the work for the TMA are made available. The Program Manager will provide approximately three hours a week to this contract at no additional cost to the government.
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Figure 3-1: The RGII Organizational Structure

3.1.1 Staffing Plan

Figure 3-2 identifies our proposed staff, associated labor categories assigned to this contract, education, and years of experience. The resumes of our key staff are provided in Appendix A.  The experience column represents total experience in the respective field.  Our staff has program and technical management experience throughout TMA as well as industry. Personnel are familiar with and will be kept current in their knowledge of state of the art technologies, policies, and guidance including Section 508, HIPAA standards, documents, and MHS Enterprise Architecture references as each applies to the respective tasks of this delivery order.
	Personnel 
	Labor Category
	Degree
	Yrs Exp

	Tom Eakin
	Program Manager
	MS
	25

	Henry Loutsenhizer
	Task Manager  (Key)
	BS
	13

	Robert Owens
	Sr. Health Subj Matter Expert (Key)
	MS
	34

	Senior Analyst
	Senior Analyst 
	BS
	15

	Resource Pool 
	Analyst/Technical Assistant
	BS
	5


Figure 3-2:  Staffing
3.1.2 Key Personnel

RGII identifies the following as key support personnel:
RGII’s Task Manager (Mr. Henry Loutsenhizer) is a recognized Program Management Institute (PMI) certified Program Manager.  He is specialized in medical technology, graphic arts, processes, and policies, wireless communications, microelectronics, software development, financial systems, healthcare, HIPAA, and Internet technology infrastructures. Accomplished in developing sophisticated, innovative corporate identity design, branding, and briefs. Recognized for his creative, dynamic graphic design presentations, and management. Developed thorough planning schedules, based on specific contract tasks and/or statements of work, by breaking down relevant tasks by product as well as by organization and function. Accomplishments have provided clients with practical, measurable ways to determine earned contract value. Technical disciplines span multiple levels both print and Web technology. His ability to bridge the technology gap between functional requirements and technical implementations requirements has consistently provided quality products delivered on time and under budget. He provided quality assurance support for Navy Medicine programs for enterprise architecture, information assurance, configuration management and HIPAA documentation.
RGII’s Sr. Health Subject Matter Expert (Mr. Robert Owens) is recognized as a seasoned veteran with senior executive skills spanning over 34 years in DoD and stakeholder partner related healthcare. Multi-task manager of multiple projects including the DON Functional Area Management Program including MHS applications; management and maintenance of  MHS and military service information management for BUMED including data and system support requirements determination; led Project Manager for HIPAA implementation including HIPAA Transactions and Code Sets, and Privacy and Security guidance reviews by all Services and Department of Veterans Affairs (DVA); leader with NMIMC and the MHS on interoperability and architecture standards, information assurance and Defense of Defense Information Technology Security Certification and Accreditation Process (DITSCAP), MHS and Navy medical applications data, DON Applications and Database Management Systems (DADMS), Functional Area Management (FAM); MHS military manager on Corporate Information Management (CIM) initiative identifying process and data models, information flows across DoD and among its external stakeholders including Department of Veterans Affairs (DVA)
3.1.3 Resource Allocation

RGII has a team of over sixty professionals dedicated to providing the necessary products and services to the MHS.  With this team of professionals, we utilize the efficiencies gained from our CMM level processes and align resources with task requirements and skill sets, so we may provide more “bang for the buck.” We gain efficiencies by consolidating tasks among three primary staff members and a resource pool, whereby we can call upon individual skills as needed within RGII, a well as having the “reach back” capability from our parent company.  Individually demonstrated experience within a task area is identified in Figure 3-3. 
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Figure 3-3: Resource Allocation

3.1.4 Resource Pool

Based on lessons learned and as an alternative to employing a single skill set for each labor category, RGII is proposing the concept of a resource pool for two of the positions.  We view this resource position as a means of providing TMA with the maximum efficiency available and are proposing that the resource pool be used to provide project support for each of the eight additional tasks and support services such as budget planning and execution, Web site content management, newsletter development and publication, performance tracking, and analytical assistance.  By implementing the resource pool concept, RGII can provide skills for each of these areas on an as-needed basis resulting in cost savings, increased productivity of the primary (Key) staff, and effective use of resources.   

The resource pool concept has proven extremely effective in other TMA support areas. Over the past year, RGII has utilized subject matter experts from other projects such as the TMI&S, TIMPO, and our parent company CHC to provide targeted support for activities such as:

· Budget Planning and Execution – By planning and executing the budget using the “Portfolio Management” process, we can utilize the resources for other needed activities or simply “bank” the savings for when that resource is not needed. 
· Web Content Management – By defining functional requirements and creating the respective flowcharts for these requirements, we can draw on the application developers within the resource pool to implement code changes in the most expeditious fashion.
· Newsletter Development – By developing a communication strategy RGII can engage experts in specific topic areas including HIPAA code sets, NPI, Employer Identifier, MHS EA requirements, etc.
· Emerging Technologies – By maintaining research analysts within the resource pool, our subject matter experts are able to devote more of their time to primary support activities while our research analysts collect data on emerging technologies such as IPv6, wireless, BladeServer, and secure remote access.

· MHS Enterprise Architecture – By maintaining information management experts with insight into DoD policy initiatives within our resource pool, we are able to identify trend lines as they develop and translate those trend lines into engineering specific initiatives within the MHS.
3.2 Task 1 - Task Management

RGII will provide the excellent requisite combination of support personnel, to assure that the necessary skills are in place to provide the needed products and services to fulfill the stated requirements  We will adjust our support personnel to meet TMA’s needs as we move forward to provide standard-based solutions within the MHS.

For the last four years, RGII has assisted in the management of Navy Medicine’s HIPAA support services - interfacing daily with the TMA HIPAA Program Office. We have full understanding of the requirements outlined.  Our RGII task manager, Mr. Henry Loutsenhizer will be the single point of contact directing our support efforts and supervising the assigned RGII staff. Mr. Loutsenhizer has a proven record of working effectively with TMA management, staff, customers, end-users, stake holders, RGII staff, and other TMA contractors. 
RGII will actively participate and provide assistance in the key process areas as required by TMA. In our technical approach, RGII has defined appropriate process and procedures for task management and in the additional task areas. The RGII technical approach contains process descriptions for task areas including managing HIPAA Electronic Standards, program coordination, budget planning and execution, Web site content management, newsletter development and publication, performance tracking and analytical assistance.  RGII will continuously define and refine processes and procedures and apply quantitative management and continuous process improvement through periodic reviews of process documentation. 
RGII has developed, deployed, and utilized task management tools to assist in the management of numerous TMA tasks. For example:

Action List Database – The Action List Database, developed by RGII, provides a multi-user, Web-based, collaborative environment to manage “Hot Topics” or “Actions.” 
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Lessons Learned Database – RGII recognizes that cost, schedule control, and performance are driving factors in applying optimal program management techniques. The functional objective of creating and maintaining a lessons-learned repository will enhance performance levels, based on knowledge gained by previous actions. RGII will analyze and document activities based on the lessons learned database that impact TMA’s mission. 

Risk Management Database – RGII applies a disciplined, proactive decision making environment for TMA’s Risk Radar Database to mitigate risk. RGII acknowledges daily risk management as everyone’s responsibility. Exchanging risk management information occurs within the associated management database, and throughout working groups, meetings, reporting, and other routine tasks. RGII integrates the risk management process as illustrated in Figure 3-4.

Figure 3-4: Risk Management

3.2.1 Monthly Performance and Progress Report (MPPR) – (Deliverable 2)
RGII will provide a monthly status report to document the performance of this delivery order. It will include:

· Expenditures

· Billings

· Progress/status of the tasks addressed in the SOW

· Problems/issues encountered

These tasks will be measured against the Work Breakdown Structure (WBS) identified in the Program Management Plan, including the status of time critical projects, such as migration plan, budget planning and coordination, and performance tracking.  The report will include several financial views such as: cumulative view, contract to date view, and a monthly view as illustrated in the example below (Figure 3-5). The report will address costs, schedule and performance, as well as any risks that may affect those items. The RGII Task Manger will certify this report for accuracy and deliver it within 15 days of the end of the period. (Deliverable 2 – Monthly Performance and Progress Report)

[image: image5]
Figure 3-5: Progress Report (Sample)
3.2.2 Work Breakdown Structure (WBS)

RGII will provide a tailored deliverable-oriented WBS to support this SOW in accordance with MIL-HDBK-881. (Deliverable 3 – Work Breakdown Structure) RGII will develop a WBS that will capture activities and deliverables. Level 1 identifies a specific task contained in this proposal. Level 2 captures the processes used to perform the task. Level 3 contains the deliverable that is generated through the process. RGII will link these tasks, activities and deliverables to the TMA’s WBS. RGII recognizes that within TMA’s WBS, Level 1 identifies the supported MHS program office, WBS Level 2 identifies the specific project within the MHS program office, and WBS level 3 reflects the products and services. RGII has developed the WBS as living documents, flexible enough to meet the demanding and fast paced enterprise
3.2.3 Program Management Plan
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RGII recognizes TMA’s management processes are driven by repeatable processes and high level documentation.  RGII will provide TMA the program coordination and assistance support services detailed in this proposal and managed by the processes outlines in our Program Management Plan (PMP) (Deliverable 4 – Program Management Plan) within five days of contract award. Our PMP will manage, track, and evaluate RGII’s performance and contains control policies and procedures in accordance with standard industry practiced for project administration, execution and tracking including the five Program Management Institute (PMI) knowledge areas - Initiating; Planning; Executing; Monitoring and Controlling; and Closing Process, ISO 9001:2000, and SEI/CMM Level 4 processes. The PMP contains milestones where TMA HIPAA Electronic Standards information/activity is required and other contractor timeline dependencies is identified. It contains an Integrated Master Management Plan (IMMP) describing the RGII’s overall management approaches, policies and procedures including suggested project metrics. The PMP contains a detailed staffing plan and our CMM approach derives efficiencies that result in a consolidation and reduction of billable manhours than originally estimated in the SOW. RGII will not substitute personnel whose labor rates are higher than those proposed. 

RGII will partner with TMA to define long-term measurable goals and objectives, develop plans to implement those goals, and measure progress in achieving those goals. Our PMP is designed to compliment TMA’s existing processes and provides structure, assignments of responsibility and performance time periods that direct the activities and priorities of RGII - TMA staff in accordance with this SOW. We will meet the time frames of each requirement using a project management schedule. 

RGII recognizes CITPO’s success in the ability to quickly adjust to changing requirements in a competitive and demanding enterprise. Our PMP (outline provided as Figure 3-6) is a living documents, flexible enough to meet the demanding and fast paced enterprise and requirements.  
Figure 3-6: PMP Outline

On day 1, all staff assigned to this contract will sign a non-disclosure statement (Deliverable 1 – Non-Disclosure Statement). We will meet the milestones of each requirement/deliverable using a project schedule. Figure 3-7 illustrates a standardized milestone schedule for document type deliverables. 
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Figure 3-7: Deliverable and Milestone Schedule

3.2.4 MHS Enterprise Architecture Requirements – General
RGII will conform to the following: 
· Latest approved federal health information and information assurance standards (i.e., CHI and HIPAA).
· Operational products as documented in the MHS Enterprise Architecture.  

· DoD/MHS health data definitions.  
· DoD Global Information Grid (GIG) architecture regarding the use of metadata and metadata registries.  

· Systems and Interface Architecture Products.  

· MHS Technical Standards Profile, Information Assurance Standards and Federal Health Technical Standards (which ever is most current).  

We will employ strategies, technical solutions and project plans that support service oriented architectures. RGII will adhere to the goals, standards, constraints, guidelines, products and processes established and approved by the MHS Enterprise Architecture Board, Chief Enterprise Architect or higher levels of authority.  RGII is familiar with these governing documents because of our support services work with TMI&S directorate.  As such, RGII can ensure that all products and services (deliverables) will be aligned and compliant with the current MHS Strategic Plan, MHS IM/IT Strategic Plan and Principles, MHS Enterprise Architecture, DoD Architectural Framework, Global Information Grid Architecture, Business Enterprise Architecture, Federal Enterprise Architecture Framework (OMB Reference Models), and when requested with Services’ Operational Architectures (i.e., AMEDD).    
3.3 Additional Tasks
Task 2 – Approach for Managing the Migration to HIPAA Electronic Standards (Deliverable 5)

Understanding the Task
RGII understands that TMA’s current state of compliance with the Standard Transactions and Code Sets (TCS) rule for their MHS (direct care) and TRICARE programs (purchased care) is based on the existence of plans to complete various migration actions like those outlined in their Data Management Plans (DMP).  RGII has put together a winning team of skilled professionals familiar with MHS requirements and TMA business structures, and, using best business program management techniques and practices, document and track progress towards HIPAA Transaction and Code Set Rule compliance sustainment and new rule evaluation with additional DMP development. RGII understands the need to support and continue use of DMPs and TMA stewardship offices to effect and evaluate current courses of action chosen to meet evolving HIPAA electronic standards and Health Information Technology (HIT) as they are introduced into the healthcare environment, and how to capitalize on the work and credentials of these stewards and champions in their designated standards developing leadership groups or designated standards setting organizations like the Accredited Standards Committee X12N, the National Council for Prescription Drug Program (NCPDP), etc., to address and include both MHS and TRICARE health plan requirements in their deliberation where appropriate.  RGII understands how to evaluate, prepare, and coordinate comments on new rules proposed by these groups, and how to develop TMA positions to identify MHS systems and data affected by these standards, how to update related processes and models that that support, and thus how to communicate MHS and TMA needs to HIPAA TCS governing bodies to meet current or evolving healthcare industry standards.  The following table defines standard HIPAA transactions and corresponding code set standards.
	HIPAA ELECTRONIC TRANSACTION
	DESCRIPTION
	CORRESPONDING ELECTRONIC TRANSACTION STANDARD

	1. Health Care Claims or Equivalent Encounter Information
	An electronic transaction containing a request to obtain payment and the necessary accompanying information sent from a medical provider to a health care plan.  Can also be the transmission of encounter information for the purposes of reporting health care services rendered.
	(1) Institutional claim: ASC X12N 837, Health Care Claim: Institutional, Version 4010 (004010X096), May 2000, and Addenda to Health Care Claim: Institutional, Version 4010 (004010X096A1), October 2002.

(2) Professional claim: ASC X12N 837, Health Care Claim: Professional, Version 4010 (004010X098), May 2000, and Addenda to Health Care Claim: Professional, Version 4010 (004010X098A1), October 2002.

(3) Dental claim: ASC X12N 837, Health Care Claim: Dental, Version 4010 (004010X097), May 2000, and Addenda to Health Care Claim: Dental, Version 4010 (004010X097A1), October 2002.

(4) Retail pharmacy drug claim: NCPDP Telecommunication Standard Implementation Guide, Version 5, Release 1, September 1999, and the equivalent NCPDP Batch Standard Batch Implementation Guide, Version 1, Release 1, January 2000.

	2. Eligibility for a Health Plan
	An electronic transaction from a health care provider or health plan to a health plan inquiring about a benefit plan coverage for a claimant.  Can also be a response from a health plan to a provider or another health plan.
	(1) Institutional, professional, and dental inquiries: ASC X12N 270/271, Health Care Eligibility Benefit Inquiry and Response, Version 4010 (004010X092), May 2000, and Addenda to Health Care Eligibility Benefit Inquiry and Response, Version 4010 (004010X092A1), October 2002.

(2) Retail pharmacy drug inquiry: NCPDP Telecommunication Standard Implementation Guide, Version 5, Release 1, September 1999, and the equivalent NCPDP Batch Standard Batch Implementation Guide, Version 1, Release 1, January 2000.

	3. Referral Certification and Authorization
	An electronic transaction from a provider to a health plan requesting a review of health care information and authorization to administer a certain health care treatment or to refer an individual to another provider.  This also includes the response from the health plan to the provider.
	(1) Institutional, professional, and dental referrals: ASC X12N 278, Health Care Services Review - Request for Review and Response, Version 4010 (004010X094), May 2000, and Addenda to Health Care Services Review - Request for Review and Response, Version 4010 (004010X094A1), October 2002.

(2) Retail pharmacy drug referral: NCPDP Telecommunication Standard Implementation Guide, Version 5, Release 1, September 1999, and the equivalent NCPDP Batch Standard Batch Implementation Guide, Version 1, Release 1, January 2000.

	4. Health Care Claim Status
	An electronic transaction inquiring about the status of a health care claim.  This also includes the response to the inquiry.
	ASC X12N 276/277, Health Care Claim Status Request and Response, Version 4010 (004010X093), May 2000, and Addenda to Health Care Claim Status Request and Response, Version 4010 (004010X093A1), October 2002.

	5. Enrollment and Disenrollment in a Health Plan
	An electronic transaction containing subscriber enrollment information sent to a health plan to activate or deactivate health insurance coverage.
	ASC X12N 834, Benefit Enrollment and Maintenance, Version 4010 (004010X095), May 2000, and Addenda to Benefit Enrollment and Maintenance, Version 4010 (004010X095A1), October 2002.

	6. Health Care Payment and Remittance Advice
	An electronic transaction from a health plan to a health care provider containing explanation of benefits (EOB) or remittance advice.  An electronic transaction from a health plan to a provider’s financial institution, containing payment information about transfer of funds and payment processing information.
	(1) Institutional, professional, and dental payment and remittance advice: ASC X12N 835:2002 Health Care Claim Payment/Advice, Version 4010 (004010X091), May 2000, and Addenda to Health Care Claim Payment/Advice, Version 4010 (004010X091A1), October 2002.

(2) Retail pharmacy drug payment and remittance advice: NCPDP Telecommunication Standard Implementation Guide, Version 5, Release 1, September 1999, and the equivalent NCPDP Batch Standard Batch Implementation Guide, Version 1, Release 1, January 2000.

	7. Health Plan Premium Payments
	An electronic transaction issued to a health plan by an entity providing health care coverage payment for individuals.  This transaction can include the following information: payment, information about funds transfer, detailed remittance information relative to the individual’s premiums being paid, and payment processing information, such as payroll deductions and other group premium payments.
	ASC X12N 820, Payroll Deducted and Other Group Premium Payment for Insurance Products, Version 4010 (004010X061), May 2000, and Addenda to Payroll Deducted and Other Group Premium Payment for Insurance Products, Version 4010 (004010X061A1), October 2002.

	8. Coordination of Benefits
	An electronic transmission from any entity to a health plan for the purpose of determining payment responsibilities of the health plan of claims or payment information for health care.
	(1) Institutional claim: ASC X12N 837, Health Care Claim: Institutional, Version 4010 (004010X096), May 2000, and Addenda to Health Care Claim: Institutional, Version 4010 (004010X096A1), October 2002.

(2) Professional claim: ASC X12N 837, Health Care Claim: Professional, Version 4010 (004010X098), May 2000, and Addenda to Health Care Claim: Professional, Version 4010 (004010X098A1), October 2002.

(3) Dental claim: ASC X12N 837, Health Care Claim: Dental, Version 4010 (004010X097), May 2000, and Addenda to Health Care Claim: Dental, Version 4010 (004010X097A1), October 2002.

(4) Retail pharmacy drug claim: NCPDP Telecommunication Standard Implementation Guide, Version 5, Release 1, September 1999, and the equivalent NCPDP Batch Standard Batch Implementation Guide, Version 1, Release 1, January 2000.


The following table defines the medical codes sets that support the Standard HIPAA electronic transactions and the corresponding ANSI ASC X12N standards.

	HIPAA CODE SETS
	DESCRIPTION

	International Classification of Diseases, 9th Edition, Clinical Modification (ICD-9-CM), Volumes 1 and 2
	Used to code and classify morbidity data from inpatient and outpatient records, physician offices, and most National Center for Health Statistics (NCHS) surveys. Updated and distributed by HHS. HIPAA rule-making has adopted ICD-9-CM as a national standard.

	International Classification of Diseases, 9th Edition, Clinical Modification  (ICD-9-CM), Volume 3 Procedures
	Used to code and classify morbidity data from inpatient and outpatient records, physician offices, and most National Center for Health Statistics (NCHS) surveys. Updated and distributed by HHS. HIPAA rule-making has adopted ICD-9-CM as a national standard.



	National Drug Codes (NDC)
	A 10 digit 3-segment number for each drug listed under Section 510 of the Federal Food, Drug, and Cosmetic Act. HIPAA rule-making (2/20/03) retracted adoption of NDC for all transactions except those for retail pharmacies.

	Code on Dental Procedures and Nomenclature (CDT-4)
	The official source for dental procedure codes, published by the American Dental Association. HIPAA rule-making has adopted this code set as a national standard.

	Healthcare Common Procedure Coding System (HCPCS)
	Identifies health care procedures, equipment, and supplies for claim submission purposes. Selected for use in HIPAA transactions.  HCPCS is the coding system for reporting drugs and biologics in non-retail pharmacy transactions. 

	Current Procedural Terminology, 4th Edition (CPT-4)
	A medical code set of physician and other services, maintained and copyrighted by the American Medical Association, and adopted by the Secretary of HHS under HIPAA as the national standard for reporting physician and other services.


RGII understands all actions will need to be coordinated and processed through the Chief, HIPAA Electronic Standards, and others as designated. Action coordination with the MHS Enterprise Architecture and Data Standards Offices is essential to maintaining HIPAA TCS compliance, and in fulfilling its role as both direct care and purchased care provider. RGII is experienced in monitoring system development, maintenance, sustainment, and life cycle management and HIPAA TCS Rule compliance evolution so migration actions in plans will continue on such systems as Composite Health Care System (CHCS), CHCS II, Claims Processing System (CPS II), Third Party Outpatient Collection System (TPOCS),Defense Online Enrollment System (DOES), Pharmacy Data Transaction Service (PDTS), and similar Managed Care Support Contractors (MCSC) developed purchased care systems, as well as in development systems like the Enterprise-wide Referral and Authorization System (EWRAS) and non-medical systems like Defense Enrollment and Eligibility Reporting System (DEERS).  RGII understands what needs to be done, understands the dual roles and responsibilities of MHS direct care and TMA purchased care via their MCSC, and understands what needs to be done to complete the good faith efforts conducted to date, and migration actions needed to complete and sustain compliance into the future.

Task Accomplishment Process
RGII will develop and document a comprehensive approach for managing the continued migration to the use of HIPAA Electronic Standards within the MHS and the TRICARE health plan.  Significant steps to be taken to comply with the HIPAA Electronic Transactions and Code Sets include the following: review MHS and TRICARE plan business operations and identify which ones apply; assign points of contact responsible for making MHS and TMA HIPAA compliant; identify HIPAA partners such as clearinghouses, software vendors and billing services in TMA and those used by the MCSC; test health plans and payers including TMA clearinghouses and MCSC vehicles; research options available including HIPAA compliant software over others that are not or will take too long to comply; and consider using a third party certification services or tools. 

RGII will work with the TMA to address each of these steps to sustain existing plans, and address them in implementing new plans.  RGII will work with functional leads and system developers to develop all documentation, including the DMP for all existing and newly identified electronic transaction and code sets and data elements, for migration planning, system change requests for financial and clinical feeder systems, and coordinate with MCSC and their subcontractors to adopt and implement these same standards for purchased care protocols.  DMPs will reflect both the processes and the actions taken by designated data champions to developed, implement, and maintain electronic standards within their own protocol area.  RGII will work with these groups to develop amplifying guidance needed above implementation guidelines provided by HHS to address efforts appropriate to the MHS direct care system and TRICARE purchased care programs.  RGII will work with the DMPs designate offices and/or individuals within the TMA organization to serve as functional proponents, data stewards, and implementation stewards for each HIPAA TCS. They will support their efforts to perform the distinct roles and responsibilities they have been assigned in these plans as the functional proponent, data steward, and implementation steward. Updates or changes to HIPAA TCS have the potential to impact multiple MHS systems and business processes that may also have a cost impact. RGII will support these designees as they coordinate with all affected offices within TMA, as well as the TRICARE Contractors as documented in the DMP documented step-by-step process tailored to each transaction or code set. To that end, RGII will work with HIPAA Electronic Standards Program managers to:

· Gather pertinent documentation from DMP designees and assist them in development, update, and maintenance of these DMPs

· Solicit and consolidate inputs from program managers and code set champions

· Analyze rule requirements and recommend corresponding actions

· Recommend a schedule for developing and submitting comments and requests

· Conduct analyses and compile data supporting planned migration plans

· Identify and document migration issues, implementing processes, alternatives, and priorities

· Help validate rule implementation proposals, considering priority, cost, timing, and any other measures of appropriateness

· Develop electronic transaction and code set documents, including fact sheets and marketing/education products

· Develop implementation and migration requirements, including prioritization and scheduling projections

· Monitor, document, and brief migration progress and problem areas to the Chief, HIPAA Electronic Standards

· Consolidate decisions and guidance into migration and sustainment plans.

Commenting on Proposed New Electronic Standards
RGII will work with TCS champions and data stewards to review and comment on proposed new electronic standards as they are distributed by the HHS, and facilitate support with TMA code set champions to address discussions within HHS designated healthcare industry code set communities on behalf of MHS and TRICARE.  RGII will support these designees in documenting MHS positions and policies, developing processes and implementation strategies, and testing solutions when they are available. The RGII HIPAA Team proactively participated in the early stages of implementing the TCS Rules, and provided comments on issues being evaluated by the MHS on behalf of Navy Medicine.  The same was true for HIPAA Privacy and Security Rules, and MHS participating in clarifying how these public policies should apply to the MHS and BUMED as one of the supported Military Services. Members participated in meetings of such groups as the Workgroup for Electronic Data Interchange (WEDI), a health care industry group that has a formal consultative role under the HIPAA legislation, to contribute to their input to HHS on proposed rules changes and clarification.
Participating in the Ongoing Development and Maintenance of Electronic Standards
RGII will support documentation of TMA participation in development and maintenance forums designed or designated to address electronic standards within the healthcare industry.  This may include Secretary of HHS Designated Standard Maintenance Organizations (DSMOs). These organizations maintain standards for health care transactions adopted by the Secretary, and receive and process requests for adopting a new standard or modifying an adopted standard. These groups include: Accredited Standards Committee X12; Dental Content Committee of the American Dental Association; Health Level Seven; National Council for Prescription Drug Programs; National Uniform Billing Committee; National Uniform Claim Committee. RGII will assist TMA designated stewards to these forums in collection assessments, evaluation TMA requirements, and making recommendations.
Developing System Requirements
RGII will document system requirements mandated by the HIPAA TCS Rule, DSMOs, etc., and will coordinate with TMA PEO’s financial and clinical feeder systems.  RGII will collect requirements and collate them for action by system PEOs on appropriate changes needed to comply with evolving public policy.  RGII will and assist in development, update, and maintenance of applicable implementation plans, and solicit and consolidate inputs from program managers and code set champions that are to be added to system requirements documents and discussions.  RGII will analyze rule requirements and recommend corresponding actions, and conduct analyses and compile data supporting data affecting planned migration plans.  RGII will identify and document migration issues, implementing processes, alternatives, and priorities, and document them in affected DMPs.
Defining New Business Processes and Policies
RGII will gather pertinent documentation from TMA designees and assist them in development, update, and maintenance of applicable business processes and policies affected by HIPAA TCS Rule actions and judgments.  RGII will solicit and consolidate inputs from program managers and code set champions, and coordinate with TMA PEOs and Enterprise Architecture offices on documenting updates to MHS processes and policies needed to comply with public law. RGII will analyze requirements and recommend corresponding actions to update processes and data models and policies. RGII will help validate rule implementation proposals affecting business processes and policies.
Providing Marketing, Information and Education
The RGII HIPAA Team prepared and presented briefings on HIPAA at the TRICARE and Healthcare Information and Management Systems Society (HIMSS) Conferences, prepared products used in technology demonstration booths, prepared HIPAA posters and handouts on the HIPAA Rules and programs, and created a self-paced video on HIPAA education materials.   RGII will provide marketing products at forums and events designated by the Chief, HIPAA Electronic Standards including those listed above.  We will utilize Web content and newsletters as described in Tasks 5 and 6, and arrange or develop training and education products using the same quality and presentation processes and techniques described in those tasks.
Coordinating with Other Health Organizations, both Federal and non-Federal
The RGII team routinely brokers DON CIO Functional Area Manager (FAM) requirements with MHS, joint, and external stakeholder requirements, for example, the DVA and various HHS agencies, including the Public Health Service, Center for Disease Control (CDC), etc. We can support MHS and TMA in coordinating with other health organizations in both the federal and non-federal healthcare sectors.  RGII will gather pertinent documentation from TMA designees and assist them in development, update, and maintenance of applicable implementation plans from their consultations with HHS designated Data Content Committees (DCCs) like the National Uniform Billing Committee (NUBC), the National Uniform Claim Committee (NUCC), WEDI, and the American Dental Association, DMSOs, and standard setting organizations (SSO).  RGII will solicit and consolidate inputs from program managers and code set champions, and analyze rule requirements and recommend corresponding actions.  RGII will update and engage the Chief, HIPAA Electronic Standards in coordinating actions required to support the MHS and TMA, and document for submission to the Federal Register.
Obtaining Funding and Overseeing Execution of Funds
RGII has outlined in Task 4 the budget and fund execution process and documentation it will provide as Deliverable 7.  RGI will use that documentation to prepare briefs and information papers to support obtaining funds, and provide managing documentation for overseeing execution of funds obtained to support this initiative.  RGII developed the initial Enterprise HIPAA Awareness implementation plan for NMIMC that included HIPAA compliance planning, level of effort estimates, resource requirements, milestone schedules, and compliance timelines.  RGII will perform the same functions for MHS and TMA.  The RGII team currently manages all budgeting and funds execution for the NMIMC Integration Management Services Directorate including Human Resource Capital Planning, and participate in the MHS Business Modernization and Management Planning meetings planning for systems development and life cycle management.  RGII will provide those services for under this delivery order.  The RGII team also participates in the MHS DoD Information Technology Portfolio Registry (DITPR) process overseeing life cycle management of BUMED IT portfolios and associated IT systems and applications.  These credentials are relevant to the changing business process and portfolio management policies now being applied to all federal agencies including DoD in order to meet OMB mandates and stricter Homeland Defense requirements.  RGII will provide similar support to obtain and sustain funding of this initiative in that forum as appropriate.
Overseeing Development, Testing and Implementation
RGII will gather pertinent documentation from TMA designees and assist them in development, testing, and implementation of the HIPAA Electronic Transaction and Code Set Rule.  We will oversee, update and maintain the DMP and associated processes and products as progress is made through evaluation, assessment, implementation option development, analysis, and final implementation and scheduling.  RGII will document these actions in applicable implementation plans, and assist code set testing leads in testing the selected solutions.  RGII will use, collect and track the requests received from providers and payors under its HIPAA Contingency Plan to accept non-compliant submissions requesting testing, and coordinate notices and announcements when complaint solutions are identified, tested, and implemented on behalf of the MHS and MCSC administrators.  RGII will solicit and consolidating inputs from program managers and code set champions affecting development, testing, and implementation plans, and document them for MHS and TMA. The RGII team has experience in developing programs with best business metrics so testing and implementation can be monitored towards full compliance and effective sustainment consistent with life cycle management, and will apply that expertise and experience to support rule implementation testing and implementation champions for MHS and TMA.
Tracking and Resolving Issues, and Monitoring and Measuring Compliance and Performance
RGII will prepare and populate tracking vehicles to gather pertinent documentation from TMA designees and assist them in documenting and resolving issues related to implementing this HIPAA rule.  RGII will monitor progress towards resolution of these issues, facilitate meetings and coordination with appropriate parties within TMA, and development, update, and maintain applicable implementation plans.  RGII will develop performance metrics to reflect compliance and implementation progress including issue resolution, post them to appropriate Web sites, and consolidate inputs from program managers and code set champions.  RGII will conduct analyses and compile data supporting compliance and performance metrics, and document and track the results of that analysis. The RGII team has been very successful using Web-based solutions and team analytical expertise to provocatively get issues to the front to be addressed and resolved so forward momentum and progress towards completion of a goal can be reached with a minimum of delay.
The RGII Advantage
RGII understands where the HIPAA program is to date.  We know what has been completed and what steps remain outstanding. We have a process for completing it, and we have a reputation for providing best value products and support services in accomplishing it.  RGII already provides substantial support to TIMPO and MHS Security Programs, and many members of the RGII team are already known to the client as contributing members to the existing TMA HIPAA program on behalf of the BUMED. Some also have extensive experience in the MHS system itself including service in the medical functional information management staff, seen as an advantage to highlighting and amicably resolving unique situations in DoD where application of HIPAA standards might pose some unintended national security burdens not clearly addressed in the initial and following public policy. Those credentials and success patterns with DoD and the MHS can also be augmented with the reach back capability into RGII's parent company, CHC, which has extensive experience and resources in HIPAA implementation and compliance in the civilian sector where our military hospitals and TRICARE subcontractors operate on a daily basis.  CHC’s healthcare practice has its roots in traditional compliance services including fraud and abuse, litigation support, medical record auditing, practice assessments and expert testimony. CHC’s healthcare practice is an Independent Review Organization (IRO) for the HHS, the Office of Inspector General as well as the provider that has been under a Corporate Integrity Agreement (CIA) and acts as an independent auditor jointly engaged by the governmental agency and a provider. CHC’s healthcare practice has been an approved lead on voluntary disclosures, has worked as an approved subcontractor for the Department of Justice, and has been selected by the United States Attorney’s Office for multiple projects. CHC provides selected services to assist clients with compliance with the HIPAA, the Sarbanes-Oxley Act, as well as the Stark, Anti-Kickback and Fraud and Abuse regulations. It is clear that as HHS proceeds to implement HIPAA and strive for the economies so desperately needed within the healthcare environment, MHS will need depth of visibility across commercial and federal environments to avoid future oversights and unintended implementation consequences of  providing healthcare to its beneficiaries.
Task 3 – HIPAA Electronic Standards Program Coordination (Deliverable 6)
RGII will provide program coordination for all aspects of the HIPAA Electronic Standards Program, as defined in the Deliverable 5 - Approach.  We will maintain close contact with the Chief, HIPAA Electronics Standards in the execution of this task and coordinate, at a minimum:  budgeting and funds execution; requirements and policy development, coordination and management; correspondence tracking; meeting planning and workgroup support; issues tracking and resolution; marketing and education; strategy development; implementation assistance; and compliance tracking.  Progress and activities related to this task will be documented in the MPPR.   Deliverables produced will include briefings, spreadsheets, white papers, other information papers, and posters. Deliverables will be as required and as agreed to in the WBS. The following work will be performed and is mapped to the specific subtasks of Task 3:
Maintain close contact with the Chief, HIPAA Electronics Standards
RGII will provide executive summaries to the Chief, HIPAA Electronic Standards, on issues or occurrences requiring subject matter expert review.  The documented findings will include an overview, analysis of the issue, and any associated aggregate data. For example, the RGII team has experience in providing executive summaries on HIPAA related issues to the BUMED HIPAA program manager and posting many of them on the NMIMC HIPAA Web site for dissemination. The information included tracking data relating to the HIPAA implementation within Navy Medicine. RGII also conducted weekly updates, both verbally and written, on major events and meetings attended or contributed to as a part of performing major program support including the DON CIO Medical Functional Area Management (FAM) Program.  Actions were tracked and staffed to completion, and inputs reviewed and coordinated before being submitted on behalf of the FAM Lead/NMIMC Chief Technology Officer for FAM support.  Information papers were completed on emerging issues with analysis, discussion, and recommendations provided on implications of various courses of action. Briefings were developed and prepared to communicate to various levels of leadership and Claimancy 18, with Excel spreadsheets and other Web-based management tools were used to track actions to completion for the FAM and HIPAA programs.
Budgeting and Funds Execution
RGII developed the initial Enterprise HIPAA Awareness implementation plan for Navy Medicine that included HIPAA compliance planning, level of effort estimates, resource requirements, milestone schedules, and compliance timelines.  This plan, delivered to the BUMED HIPAA program management office, was used to document BUMED HIPAA requirements to MHS for resource allocation considerations.  The RGII team currently manages all budgeting and funds execution support for NMIMC Integration Management Directorate including Human Resource Capital Planning and will transport those techniques and processes to TMA
Requirements and Policy Development, Coordination and Management
RGII currently participates on the MHS HIPAA Work Group/IPT, Privacy and Security Working IPTs, the MHS IAWG which preceded the formal HIPAA Security working group, and serves and contributes to the MHS sponsored crosswalk of DoD policies as they related to the proposed HIPAA rule requirements for security and later privacy.  We continue to provide consultant support to these efforts as they evolve into the first DoD MHS privacy policy on HIPAA, and review and respond to requests for coordination and content support. We provide consultant support and liaison to other Services and MHS partner initiatives including DVA and the Coast Guard.  We monitored the evolution of HIPAA Rules within DoD, DON, and the healthcare community, and posted implementation, program maintenance, and compliance information on the NMIMC HIPAA Web site for Claimancy 18 education and action.  We assist in the scheduling of DON Medical Information Security Readiness Team (MISRT) training for BUMED facilities, and piloted Military Treatment Facility (MTF) training and implementation at NNMC, Bethesda.
RGII coordinated with the BUMED, Healthcare Support Office (HSO), and facility Privacy/Security Officers directing all organizational activities related to the development, implementation, maintenance of and compliance with the HIPAA program as required by HIPAA, state laws, and regulations of the DHHS, Department of Defense, and BUMED. They developed and maintained an active directory of Navy Medicine’s HIPAA point of contacts at BUMED, NMIMC, and health care facility for each HIPAA Rule being implemented.  RGII maintained the information on the NMIMC HIPAA Web site, designed an update feature to refresh the information from the field or at headquarters, and developed a question and answer contact feature with each of the BUMED HIPAA Rule point of contracts and program manager for vetting of questions and distribution of Frequently Asked Questions (FAQ) and answers.  The answers were researched using BUMED policy guidance, MHS guidance and other approved resources. Rule publication and implementation dates were posted and updated using DoD HIPAA and DHHS HIPAA link updates and resources, and MISRT training requirements and schedules posted in support of MHS HIPAA implementation initiatives.
RGII will update the development of the Enterprise HIPAA Awareness implementation plan for HIPAA compliance planning, level of effort estimates, resource requirements, milestone schedules, and compliance timelines.  We delivered a similar plan to the BUMED HIPAA program management office that was used to document BUMED HIPAA requirements to MHS for resource allocation considerations.  The RGII team designed and developed the first BUMED/NMIMC HIPAA Web site used to introduce the Claimancy to HIPAA requirements.  The site was used to raise awareness of HIPAA requirements, establish a network of HIPAA business practice colleagues, and to collect input and feedback on MHS HIPAA implementation strategies.
The RGII team participated in the map and gap exercise at TMA on the HIPAA Privacy Rule using similar evaluation criteria, protocols, and procedures supporting the BUMED HIPAA Privacy Officer.  They have contributed application data to a BUMED HIPAA program manager review of all medical applications, their use of PHI data, potential risk they pose to PHI protection, and reviewed the final privacy impact report.  Members have had extensive experience beyond the HIPAA efforts mentioned here including implementation of portfolio management across the DON BUMED Claimancy though the Medical FAM Process and the use of the asset management and tracking tool known as DON Applications and Database Management System (DADMS).
Correspondence Tracking
The RGII HIPAA Team recognizes the requirement for HIPAA compliance tracking. As an example of this support, RGII will provide is the ongoing Navy Medicine HIPAA Program. RGII tracks incoming and outgoing correspondence along with task tracking actions using excel spreadsheets and other Web-based tracking tools available and developed by RGII. Several of these are tracked in conjunction with meetings supported by the team, and this are integrated into updates and specially prepared distribution groups created for that purpose. Specific HIPAA points of contact (POC) distribution lists were prepared and maintained for various HIPAA POCs by the RGII HIPAA Team.
Meeting Planning and Workgroup Support
RGII will support TMA on various HIPAA implementing bodies including the MHS HIPAA Work Group/IPT, Privacy and Security Working IPTs, the MHS IAWG which preceded the formal HIPAA Security WG, and the MHS sponsored P3 WG crosswalk of DoD, DON, and DVA policies, as they related to the proposed HIPAA rule requirements for security and later privacy.  RGII also provided HIPAA awareness during MISRT Training sessions, TRICARE Conferences, and HIMSS Chief Information Officer events via presentations, demonstrations and education booth formats.  As sponsor, the RGII FAM Team scheduled meetings for application reduction and migration planning discussions, identified and notified appropriate attendees, prepared and distributed agendas and read-aheads, facilitated meetings, prepared minutes and task tracking documents, and followed up on actions resulting from such meetings for the FAM lead and BUMED Migration Planning Chief. 
RGII will provide HIPAA briefings and issue research and resolution information to the government.  Similarly, we prepared and distributed HIPAA tri-fold literature at the NMIMC Information booth at HIMSS 2002, and presented both personal and e-Learning presentations to conference attendees in support of initial HIPAA Awareness Program initiatives. The RGII HIPAA team distributed periodic HIPAA updates and marketing information via email and posted them on the RGII developed and content managed NMIMC HIPAA Web site utilized by BUMED HIPAA Security, Privacy, MIRST members, and Claimancy 18 personnel.  The RGII HIPAA team collaborated with the NMIMC HIPAA Privacy POC in developing an online, in Session HIPAA briefing adopted and used for training NMIMC personnel.
Issues Tracking and Resolution
RGII developed and maintained an active directory of Navy Medicine’s HIPAA point of contacts at BUMED, NMIMC, and health care facility for each HIPAA Rule being implemented.  RGII maintained the information on the NMIMC HIPAA Web site, designed an update feature to refresh the information from the field or at headquarters, and developed a question and answer contact feature with each of the BUMED HIPAA Rule point of contracts and program manager for vetting of questions and distribution of FAQs and answers.  The answers were researched using BUMED policy guidance, MHS guidance and other approved resources. Rule publication and implementation dates were posted and updated using DoD HIPAA and DHHS HIPAA link updates and resources, and MISRT training requirements and schedules posted in support of MHS HIPAA implementation initiatives. RGII will provide parallel services for TMA.
Marketing and Education
For the past six years, the RGII HIPAA Team led the HIPAA marketing and education initiative. Starting with the RGII HIPAA Team prepared and presented briefings on HIPAA at the 2000 HIMSS Conference at the NMIMC technology demonstration booth, prepared HIPAA posters and handouts on the HIPAA Rules and programs as they applied to Navy Medicine, and created a self-paced video on NMIMC used at the 2001 HIMSS Conference.  RGII personnel routinely prepare such briefings in numerous presentation modes based on client needs, facilitate discussion and documentation of issues and discussions from such meetings for NMIMC senior leadership, and staff and track resolution of those actions via spreadsheet and Web-based tracking methods both used and developed by RGII team members.  RGII team members presented again at the 2005 HIMSS conference supporting Navy Day and 75 attendees from Navy Medicine, answered questions on the DON wide application reduction program occurring within Navy Medicine, and documented follow on actions for the BUMED CIO and FAM Lead with recommended courses of action including policy requirements. The RGII Team routinely performs data calls in support of NMIMC and other DON FAMs, and utilizes excel spreadsheets to conduct analysis and documentation of results and migration strategies.  The RGII FAM Team is currently conducting migration planning for all BUMED application reduction initiatives, and has developed several implementing strategies being considered by BUMED and NMIMC.

Strategy Development
The RGII team developed the initial Enterprise HIPAA Awareness implementation plan for Navy Medicine that included HIPAA compliance planning, level of effort estimates, resource requirements, milestone schedules, and compliance timelines.  This plan was delivered to the BUMED HIPAA program management office and was used to document BUMED HIPAA requirements to MHS for resource allocation considerations.
The RGII team designed and developed the first BUMED/NMIMC HIPAA Web site used to introduce the Claimancy to HIPAA requirements.  The site was used to raise awareness of HIPAA requirements, establish a network of HIPAA business practice colleagues, and to collect input and feedback on MHS HIPAA implementation strategies.
Implementation Assistance
The RGII Team participated on various HIPAA implementing bodies including MHS HIPAA Work Group/IPT, Privacy and Security Working IPTs, the MHS IAWG which preceded the formal HIPAA Security working group, and served and contributed to the MHS sponsored crosswalk of DoD policies as they related to the proposed HIPAA rule requirements for security and later privacy.  We continued to provide consultant support to these efforts as they evolved into the first DoD MHS privacy policy on HIPAA, and reviewed and responded to requests for coordination and content support. We provided consultant support and liaison to other Services and MHS partner initiatives including DVA and the Coast Guard.  We monitored evolution of HIPAA Rules within DoD, DON, and the healthcare community, and posted implementation, program maintenance, and compliance information on the NMIMC HIPAA Web site for Claimancy 18 education and action.  We assisted in the scheduling of the DON Medical Information Security Readiness Team (MISRT) training for BUMED facilities, and piloted Military Treatment Facility (MTF) training and implementation at NNMC, Bethesda.
Compliance Tracking
The RGII HIPAA Team tracked compliance with HIPAA mandates and Navy Medicine milestones using the NMIMC HIPAA Web site and several excel spreadsheet combinations.  Distribution lists were created to properly include various HIPAA rule POC groups, i.e. Transaction & Code Sets POCs, Privacy POCs, etc., and associated BUMED and MHS POCs where applicable.  Similar tools and techniques were used to monitor compliance with DON CIO FAM and DADMS initiatives, and automated in-box mechanisms were supplied to better facilitate timely responses.  Email and telephone contacts were scheduled as required by level of response desired and/or required.  RGII team members were successful in maintaining visibility of critical deadlines and milestones with associated reporting and follow-up levels on actions and tasks related to FAM Process implementation and DADMS action tracking.
Monthly Progress Report
The RGII HIPAA Team provided HIPAA briefings that included issue research and resolution recommendations for use at the monthly NMIMC Chief Information Officer (CIO) briefings. The RGII HIPAA Team presented periodic HIPAA updates and information.  The information was distributed and posted on the RGII developed NMIMC HIPAA Web site.  This Web site is utilized by BUMED HIPAA Security, Privacy, and MIRST members, and those implementing aspects of other rules including the Transaction and Code Sets rule.  Updates were posted on NMIMC HIPAA Web site news and emerging issues section, identified by HIPAA rules and target communities, i.e. Privacy Rule, Security Rule, Transaction and Code Set Rule, etc., and supported with Frequently Asked Questions  (FAQs) researched and responded to by subject matter experts rule in question.  RGII has supported implementation and migration tracking of many programs similar to this effort at NMIMC including implementation of standard applications across Navy Medicine and DON, and tracking of the reduction of applications used to perform similar requirements.
Task 4 –HIPAA Budget Planning and Execution (Deliverable 7)
Understanding the Task
RGII understands that budget formulation and execution, POM development and justification, and Capital Investment Portfolio planning and management are critical to the accomplishment of TMA’s mission objectives for the HIPAA Electronic Standards Program and successful program management within the constraints of limited available resources.

The TMA HIPAA Electronic Standards Program Budget is a component of the Defense Health Program, and is a final product of the Planning, Programming, and Budgeting System (PPBS).  The formulation of a budget, which is a spending plan for accomplishing program objectives, includes tasks to plan, prioritize, and justify program expenditures, and to implement/monitor resource management controls and reviews during the program budget execution phase.  Budget formulation (e.g.., detailed expenditure exhibits) evaluates and incorporates the level of program activity that can be accomplished subject to financial and manpower constraints.  The submission of a prioritized list of unfunded requirements allows the budget exhibits to include aspects of the program that TMA considers to be mission essential but that may fall outside the expected scope of the approved budget.

The POM development process estimates HIPAA Electronic Standards Program financial and manpower requirements into the future (2-7 years), and is a programming component in the context of the PPBS.  Key aspects of POM development are analyses of the advantages and disadvantages of various alternative requirements, risk assessments, and justifications provided through POM Fact Sheets.  A key distinction between POM and budget planning is the accuracy required for resource estimates.  The budget requires definitive, specific resource expenditure estimates, while the POM considers alternatives from a higher level and with less precision in estimating required resources.  Answering the budget call requires more detailed financial information supported by numerous exhibits, greater justification, and more precise scheduling than does POM development.
Attaining successful IT Capital Investment Portfolios for the HIPAA Electronic Standards Program will require effective methodologies that rationalize IT investment choices and manage the mix of IT portfolio assets to optimize their value.  A process is required that will “capture” existing and future IT assets (including human capital) and produce decision-capable data that TMA can use to justify and build its Capital Investment Portfolios.

Task Accomplishment Process
RGII will develop all budget documentation, including the IT-300 and Supporting Documentation, for both the Budget Estimate Submission and President’s Submission.   Budget change proposals will be prepared to reflect changes to current programs, and off sets to program increases recommended.  We will also deliver IT-300, Obligation Phasing Plans, Financial Issue Papers, Un-funded Requirements Documents and miscellaneous budget exhibits as required by the government Task Manager.  RGII will provide budget formulation assistance that ensures program managers are equipped with timely, sufficiently detailed financial/data exhibits to facilitate budget analysis, line item prioritization, sequencing of program expenditures, and the production of a comprehensive budget.  Toward that end, RGII will work with HIPAA Electronic Standards Program managers to:

· Gather pertinent documentation from POM submissions and prior budgets

· Solicit and consolidating budget inputs from program managers

· Analyze “budget call” requirements and recommend corresponding actions

· Recommend a schedule for developing and submitting budget exhibits

· Conduct analyses and compile data supporting planned budget items

· Identify and document budget issues, alternatives, and priorities

· Help validate budget items, considering priority, cost, timing, and any other measures of appropriateness

· Develop budget exhibits, including summary descriptions and detailed cost projections

· Develop unfunded requirements, including prioritization and cost projections

· Monitor, document, and brief budget exhibit development progress and problem areas

· Consolidate budget exhibits into a comprehensive, completed budget response.

Budget execution support for the HIPAA Electronic Standards Program will include:

· Recommending controls for monitoring budget execution against the approved budget portfolio, as approved in the work breakdown structure

· Developing spreadsheet templates, briefings, and reports to document budget execution (e.g., operating budget, contract awards, procurements, timing) against the approved budget portfolio

· Documentation to support budget change proposals

· Planning for follow-on, out-year budgets.

RGII will prepare POM issue papers and supporting documentation as required, including Program Change Proposals (PCP) that reflect updates to current programs.  POM and PCPs will be delivered as assigned by the Government Task Manager.  POM support for the HIPAA Electronic Standards Program will include:

· Gathering pertinent documentation from prior POM submissions

· Soliciting and consolidating inputs from program managers

· Identifying and documenting POM issues, alternatives, and priorities

· Conducting research and working with pertinent managers to develop/recommend justification language for POM Fact Sheets

· Assisting in generating POM Fact Sheets for the HIPAA Electronic Standards Program

Capital Investment Portfolio support requires prioritizing and sequencing the development and utilization of IT assets for the HIPAA Electronic Standards Program.  RGII will help articulate justifications and relevant risk-benefit tradeoffs to ensure the right projects and purchases are being funded, at the right time and at the right level of investment.  In consultation with program managers, RGII will provide ongoing communication, coordination, and reports and briefings that support:

· Evaluation of current assets

· Evaluation of assets that are underutilized or have a diminishing value

· Evaluation of assets which are leveraged to increase value

· Requirements planning

· IT Asset data gathering

· Realignment to match new program missions, goals, and operational objectives

· New technology evaluation and selection

· Risk assessments

· Upgrade decisions

RGII will document all Budget, POM, and Capital Investment Portfolio support activities in the MPPR.

The RGII Advantage
RGII has eight years of experience supporting enterprise-level, MHS information management and information technology (IM/IT) programs, with particular emphasis on budget formulation, POM development, functional requirements, acquisition management, and budget/contract execution support.  For Navy Medicine (i.e NMIMC and Claimancy 18), RGII develops IM/IT budget and investment portfolios, POM justifications/estimates, comprehensive mission-specific business plans, and human capital strategies/plans as part of a larger program management support structure.  RGII has provided full spectrum IM/IT acquisition support to the TIMPO for four years.
Task 5 – HIPAA Web site Content Management (Deliverable 8)
RGII will manage the content on the TMA HIPAA Electronic Standards Web site and ensure that it is kept current, accurate and complete.  This may include making changes to the organization of information and other changes as required.  RGII will take a proactive approach to posting relevant information on a Web site similar to what RGII provided for NMIMC (Figure 3-8). Activities related to the Web site will be documented in the MPPR.
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Figure 3-8: Example of Web Site Screen Shot for HIPAA Information
Understanding the Task
RGII will be proactive in posting information to the TMA HIPAA Electronic Standards Web site, and will document a complete list of page modifications and additions to the TMA management team in the MPPR.
Task Accomplishment Process
The RGII team uses a standardized approach to Web design, development, implementation, testing and maintenance.  The Team is experienced in supporting database driven content management systems used by Navy Medicine and is well versed in the creation of ad hoc reports, documentation, briefs, and presentations that help add value to a Web site.  They include:

· Discovering the overall purpose of the content

· Review the goals and objectives of the Web site
· Define placement of new or amended media

· Create a project plan

· Define resources

· Establish Requirements

· Maintain the overall site look and structure

· Build and test pages

· Review with TRICARE management team

· Revise and publish as directed

· Launch content

· Continue to evaluate and maintain

· Document changes/additions in monthly report.

RGII has found that poorly designed architecture affects an application throughout its lifetime and can result in enormous costs. Many industries either lack the resources or fail to do all they can to prepare a Web structure that can support their infrastructure, while allowing the facility to grow beyond the limitations set by the original software application. The first step the RGII team will conduct is to review the existing structure in which the TMA HIPAA Electronic Standards Web site currently resides and make notes as to existing functionality, response rates, usage and security.  By carefully reviewing documentation, the RGII team will determine whether the Web site is following the requirements for which it was created or if modifications will be necessary and recommend changes that will help TMA HIPAA achieve its mission. By following a proven plan of design and architecture planning, RGII has helped other agencies define their system requirements and achieve quality attributes and cost savings that have benefited both the company and the entire user experience which include:

· Planning: Follow HIPAA technology trends; initiate content gathering and analysis.

· Inception: Formalize specifications; communicate the scope and limitations of existing content; possibly create new designs and templates to keep HIPAA content consistent with existing look and feel and provide documentation and storage process within TRICARE Online -TOL network structure.

· Review/Update: Provide MHS/ TMA with documentation model to provide method of reviewing, updating and modifying content for publishing to HIPAA Web site.

· Maintenance: Assist client adoption of new content; design and plan further development; integrate content with other library or archive systems; documentation procedures and implementation processes.

Planning
Preplanning includes setting the scope of the project, research, negotiation, and the earliest stages of documentation. It is in the preplanning phase that content providers will be identified and project parameters will be defined. 

The RGII team’s primary role in this phase will be to note the expectations of the client’s content needs and create a focused list of requirements and constraints. Given this list of requirements, the RGII team can offer a technical approach on design options and associated costs. In this process, the RGII team acts as a mediator between the many different concerns involved in the project (e.g., project management, marketing, development and documentation) and provides communication between these groups.

In order to serve most effectively in the preplanning phase of the project (and throughout the project) the RGII team will research the latest technology trends, as well as best business practices that can be applied to a wide variety of scenarios. The team will also be prepared to use or suggest a variety of communication tools and options to help the client collaborate on planning content, researching new developments possibly dealing with HIPAA compliance, migration and implementation.  This may take the shape of management plans, presentations, white papers, briefs or other reports as defined by the client to crystallize the content management guidelines.

Inception
Since the most expensive mistakes tend to happen in the first stages of a development project, the RGII team can prove invaluable during the inception phase of a project, which usually includes formalizing content requirements, analysis, scope and iteration planning, as well as the initial stages of implementation. 

By actively engaging in requirements analysis, the RGII team will ensure that all necessary materials are carefully defined and documented. Given the requirements, the Team can then isolate content issues and problem areas from a structural point of view and resolve them early in the development and/or update process.

Review/Update
The review/update phase will show the first content modifications to the client.  The Team will be able to answer technical questions, such as how the content was derived and how other library and archive systems can be expected to integrate with it, from a user-friendly perspective.

Again at this stage, the client may require presentations, briefs, white papers or other documents that explain or document procedures used for implementation. In larger organizations, it might not be possible to present the media in person. Regardless of how the content is delivered, the RGII team will be sure that the content process is well documented and delivered with appropriate technical specifications.

Maintenance
After implementation, the content management system will be critically analyzed so that the development team and MHS/TRICARE organization can learn from its successes and failures. Since the development team will continue to work with MHS/TMA in the future as content continues to evolve, a formal closure to the project is not necessary. Best practices documentation will provide a resource for allowing everyone connected to the project, the chance to air their experiences before moving forward to the next phase of implementation.

In addition to helping the development team process and benefit from its experiences on a project, the RGII team will, in many cases, be called on to assist the client in creating training to help propagate user access of the new content and documentation.
The RGII Team’s step-by-step involvement in the development process allows the MHS/TMA management to effectively participate in a team that can bridge technology and concept, using a variety of visual and technical expertise as well as tools to move through each stage of the content development process. This can help the client move new media through the adoption process.

Managing Documents
Document management is an aspect of project management that many clients take for granted until they’re overwhelmed with hundreds of documents. Since the current content development may have no documentation to work against, the RGII team will develop an online repository that allows additional implementation procedures, content reviews and integrates the POA&M strategy document, design files and modifications into a Web-based filing cabinet for easy access.

The RGII Advantage
The RGII team has extensive experience in the design, development, testing and implementation of Navy Medicine Web sites.  Currently, the RGII team administers the Technology Integration Web site, Email Services Web site, the Scout License Tracking Web site, Patriot’s Choice Web site, NMCI information Web site, and Active Directory Web site.  The team is actively involved in the NMIMC Internet Tiger Team which is chartered to transition the obsolete IMCenter Web site(s) to Navy Medicine Online (NMO).  Pages are updated on a weekly basis or as needed by the client to keep content consistent. Details as to movement of pages, additions, and deletions are provided to NMIMC in a Weekly Activity Report (WAR).

An example of workflow management would be the modification to the IDR (Information Data Resource) to include the results of a claimancy–wide data call that supported the collection of data for Navy Medicine’s evaluation for transition to NMCI.  Working with the project timeline, other projects were adjusted to accommodate the programming and additional page refinements to the IDR Profile data call with little or no impact to the daily project workflow and with no additional cost to the client. 

The RGII team uncovered an IDR system flaw by applying user-specific test scenarios that allowed the test team to access the IDR database as one of each of the three role-based access levels that had originally been established by NMIMC. While not apparent to 90% of the users, these test scenarios exposed a small percentage of users to database errors (due to an incompatibility with the development and production server environments, users with certain admin levels, upon saving data, would experience a DB error and their record would not be added to the database.)

The issues were addressed in a timely manner. The RGII Team made recommendations which were reviewed with the client. A solution was implemented which resolved the issue to the satisfaction of the client and made the transition transparent to users in the field.  By monitoring the user information email link placed on all reference pages, the team was able to determine overall impact to the claimancy at large.

Task 6 – HIPAA Newsletter Development and Publication (Deliverable 9)

Understanding the Task
RGII will prepare information for the TMA HIPAA in the form of newsletters directed at providing insight and information for specific aspects and a targeted audience. Figure 3-9 is provided as an example. The RGII Team will also provide news brief and articles, incorporating the efforts of other parties involved with HIPAA implementation.  Upon approval by the government, these publications will be available though the HIPAA Web site in a downloadable form, in a newsletter format.
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Figure 3-9: Example of HIPAA Newsletter Content
Task Accomplishment Process
In the spirit of assisting TMA in producing the best possible publication, the RGII team will use the following process for creating newsletters:

Determine the Audience
The RGII team will define the audience the newsletter is directed to i.e., Members, Potential Members, Suppliers, Medical Institutions (Hospitals, Nursing Homes, Physicians, Nurses, etc.).
Define the Purpose
RGII will meet with content providers to define the purpose for which the newsletter will be created, for example: Promote Chapter services, Community resources, Provide information and daily living tips.

Provide Content
There is a wide variety of subject matter that can be included in the TMA HIPAA Electronic Standards newsletter depending on how many pages are created and how inclusive it need it to be. Possibilities may include:

· Names of Officers, Committees, Medical Contacts, Suppliers, Allied Agencies (with e-mail addresses, if available)

· Newsletter name, chapter name and address

· Report on Previous Meeting

· Board Meeting Minutes

· Calendar and Details about Next Meetings and Events

· Educational Information and General Health

· Motivational Information

· Letter/Report from the TMA
· Letter/Report from the Newsletter Editor

· Information and Application for New Members

· In Memorial News

· News from other National Networks

· Information contact numbers

· Associated medical/health related information

· Frequently Asked Questions

· Surveys

· Notes of Appreciation

· Copyright and privacy disclaimers

· Disclaimer about Content Sources for Educational Content

RGII will help TMA determine information resources for the newsletter, as noted below. Whenever possible, the name, the source of the material, and reprint permission will be included in a professionally published format. The newsletter should provide services or information that cannot be found compiled elsewhere.

· Other TMA articles

· Major Magazines 

· Information from the Internet

· Local Doctors/Nurses

· Other Publications and Web sites

· Newspapers

· Hospital or Clinic Publications
Overall Look
To the extent possible, the TMA HIPAA Electronic Standards newsletter should look the same each issue so it is immediately identified as TMA’s news vehicle. The color, the masthead, the format or layout, should remain constant for instant recognition and ease of reading. The RGII team will recommend that TMA give the newsletter a name, identify it clearly use the TRICARE logo or other graphics as defined by TMA.

Production Options
The RGII team will create a professionally looking newsletter using a computer with desktop publishing software such as Microsoft Word or some other newsletter editor as defined by TMA.
Delivery
The newsletter will be provided through the TMA HIPAA Electronic Standards Web site as a downloadable file which will be produced in a newsletter format that will be determined by TMA.
Newsletter Benefits
Newsletters inform subscribers about TMA activities and reports to members who cannot attend meetings on the business of the chapter. It makes users feel part of a community. It provides visibility for the organization in the community and communicates the mission and vision.
The RGII Advantage
The RGII team has designed and implemented newsletters for various groups and purposes. The RGII team understands that a properly executed newsletter has a concentrated impact unlike any other form of corporate communication. It has the selling power of a TV spot with the information and targeted focus of a sales call. Carefully done, a newsletter has unmatched credibility. The RGII team has a successful history of newsletter design and so, like any other successful project, we have created newsletters which are collections of small details that add up to a whole greater than the sum of seemingly simple parts. Often the hardest decision is what to include in the newsletter. Our designers and subject matter experts understand that the value of the newsletter comes from the richness of the content it contains.  RGII has found that newsletters typically contain six types of articles that benefit client interests while providing value to readers. The guides work whether it is a publication aimed at customers or employees.

The RGII team understands that newsletters are not ads or advertisements. The RGII Team uses a systematic approach to newsletter design:

· Consistent layout

· Grid layouts are used to provide uniform page to page look and feel

· Templates are created and style defined for consistent formatting
· Repeating elements such as footers, headers, department heads are used throughout
· Conservative in design

· No more than three or fewer typefaces
· Use frames and boxes sparingly
· Use no more than one or two pieces of clip art, photos, or graphic accents per page if possible
· Use contrast for attention

· High contrast typefaces such as a bold sans serif type for headlines and a serif for body text

· No more than three or fewer typefaces
· Use frames and boxes sparingly
A properly executed newsletter has a concentrated impact unlike any other form of corporate communication. It has the selling power of a TV spot with the information and targeted focus of a sales call. Carefully done, a newsletter has unmatched credibility (Figure 3-10)
But like any successful project, a newsletter is a collection of small details that adds up to a whole greater than the sum of seemingly simple parts. Often the hardest part is to decide what to include in the newsletter. If it contains only pictures of employees and praise for your company and details of interest only to your staff, you are probably wasting every penny on the project.

Here are six types of stories that can benefit TMA while keeping the interest of readers.

· Hard News

· Features

· Editorials

· Regular Columns

· Advertising

· Letters to the Editor

The rules we design work whether it is a publication aimed at customers or in-house employees. RGII will help develop newsletters utilizing their publishing expertise that can add to value to the TMA team as advisors, consultants and part-time contributors. TMA will be reassured to know that the RGII team has publishing experts on board, on a consulting basis to help add value to their newsletter creation process.

[image: image9.png]NAVY MEDICINE
HIPAA AWARENESS PROGRAM

HIPAA INFORMATION CLEARING HOUSE FOR NAVY MEDICINE

[ —Tv




Figure 3-10: Navy Medicine Newsletter Content (Example)

Task 7 – Performance Tracking (Deliverable 10)
RGII will assist TMA in the preparation of Annual Performance Goals and Measures for the HIPAA Electronic Standards Program, and continually monitor and report weekly on performance of the Program.
Understanding the Requirement
RGII understands the importance of setting goals and a means for measuring the performance of those goals. The HIPAA metrics are based on direct specifications in the HIPAA, the purpose of the law, and the principles that support the regulatory philosophy.  RGII’s experience in achieving ISO 9000 registration provides the foundation for expertise in HIPAA process improvement.
Task Accomplishment Process
RGII will assist in building the specific annual performance goals and measures that will be used to determine accomplishment and completion of HIPAA Electronic Standards. These process improvement and performance goals include:

· Improve the efficiency and effectiveness of the DoD MHS by leading to cost reductions for or improvements in benefits from electronic HIPAA health care transactions. This principle supports the regulatory goals of cost-effectiveness and avoidance of burden.
· Meet the needs of the health data standards user community, particularly health care providers, health plans, and health care clearinghouses. This principle supports the regulatory goal of cost-effectiveness.

· Be consistent and uniform with the other HIPAA standards (that is, their data element definitions and codes and their privacy and security requirements) and with other private and public sector health data standards to the extent possible. This principle supports the regulatory goals of consistency and avoidance of incompatibility, and it establishes a performance objective for the standard.
· Have low additional development and implementation costs relative to the benefits of using the standard. This principle supports the regulatory goals of cost-effectiveness and avoidance of burden.
· Be supported by an ANSI-accredited standard setting organization or other private or public organization that will ensure continuity and efficient updating of the standard over time. This principle supports the regulatory goal of predictability.
· Have timely development, testing, implementation, and updating procedures to achieve administrative simplification benefits faster. This principle establishes a performance objective for the standard.
· Be technologically independent of the computer platforms and transport protocols used in HIPAA health transactions, except when they are explicitly part of the standard. This principle establishes a performance objective for the standard and supports the regulatory goal of flexibility.
· Be precise, unambiguous and as simple as possible. This principle supports the regulatory goals of predictability and simplicity.
· Keep data collection and paperwork burdens on users as low as is feasible. This principle supports the regulatory goals of cost-effectiveness and avoidance of duplication and burden.
· Incorporate flexibility to adapt more easily to changes in the health care infrastructure (such as new services, organizations, and health care provider types) and information technology. This principle supports the regulatory goals of flexibility and encouragement of innovation.
The RGII Advantage
RGII has a variety of MHS experience and can provide goal sets from a variety of views that will benefit the development and adoption of Annual Performance Goals and Measures for the HIPAA Electronic Standards Program. The use of annual performance goals effect positive change through the MHS community culture, systems and processes, by helping to set agreed-upon performance goals, allocating and prioritizing resources, informing managers to either confirm or change current policy or program directions to meet those goals, and sharing results op performance in pursuing those goals.  RGII, based on expertise gained from ISO 9000 registration, will assist in the preparation of annual performance metrics requirements and continually monitor/report weekly on performance of the Program. We will use a Web-based tool, similar to Figure 3-11 to monitor/track performance. RGII will also prepare weekly activity reports that will be submitted to the Chief, HIPAA Electronic Standards for review and approval.  Ultimately, the adoption of standard code sets and coding guidelines for medical data supports the regulatory goals of cost-effectiveness and the avoidance of duplication and burden.
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Figure 3-11: Performance Tracking Tool

Task 8 – Analytical Assistance (Deliverable 11)
RGII will perform analysis of HIPAA electronic standards and determine issues, both business and technical, that may impact the implementation within the MHS and the TRICARE Health Plan.  RGII will assist with tracking and resolving the issues.  This analysis may be performed in all phases of the Program and for multiple standards.  Analysis will be required during evaluation of proposed standards, requirements development, testing and implementation.  RGII will prepare white papers and briefings as required to describe issues and alternatives for resolving issues.

Understanding the Task
RGII will provide expertise to perform analysis of HIPAA Electronic Standards and the impact on the MHS, the TRICARE Health Plan, and IMT&R operations. We will identify the issues, both business process and technical, that may affect implementation of these standards throughout the MHS. RGII will assist in the tracking and resolution of these issues. Our staff will research, analyze, and evaluate the impact of each standard on the MHS so that solutions can be proposed that will extract maximum value from increasingly scarce financial, technological, and human resources. RGII will prepare white papers and briefings, as required, to describe issues and propose effective solutions for consideration. We will conduct analysis and furnish information during the evaluation of proposed standards, requirements development, testing, and implementation.
Task Accomplishment Process
To accomplish, RGII will dedicate the efforts of a team of skilled analyst with combines strong analytic and project management skills and military health care and technical support experience.  Because HIPAA affects government health plans (including Medicare, the State Medicaid programs, the MHS for active duty, reserve and civilian personnel, the Veteran’s Health Administration, and Indian Health Service programs), private sector health plans, healthcare clearing houses and health care providers that choose to submit or receive transactions electronically, RGII understands the impact on healthcare and on these different groups, particularly the MHS.  We are experienced in determining the most efficient methods to conduct information research on HIPAA policy and technical issues, and will be committed to using all possible means, include Gardner Group Studies, to develop correct answers to complex issues.  RGII has “reach back” access to an accomplished group of information technology experts who have an excellent understanding of how MHS information management systems are affected by the introduction of new requirements. In addition, the team has a strong background in military medical administration, technical systems, managerial research, financial management, communications, and survey development and management. Through other contract experience in the MHS, government decision making bodies such as the Data Management Control Board, and other healthcare organizations, the team is highly qualified to offer timely, useful, and accurate information. RGII will focus on the ongoing evaluation and analysis of HIPAA requirements with respect to the MHS mission and operational plans. We will identify what impact can be anticipated related to policy guidance, equipment acquisition and deployment, funding, establishing standards of performance and compliance, staff training and development, and administrative impact throughout the MHS infrastructure. RGII will support the development, staffing, and coordination of appropriate plans and programs and will have the information available to make successful, effective decisions on how to carry forward the implementation.
RGII will utilize the PMI program management approach and analyze major HIPAA implementation programs to provide planning, programming and budget guidance and to facilitate the identification and selection of alternative ways to achieve the best mix of resources, equipment and support attainable within constraints for successfully meeting requirements. To achieve these goals, RGII will perform ongoing evaluation and analysis of legislation, directives, regulations, DoD, MHS, TMA, individual Service policies, plans and programs. RGII will stay abreast of developing issues in each of these areas as well as issues that affect HIPAA implementation from all sources – military, government and civilian. RGII will prepare and recommend proposed fiscal and project management guidance to implement policy in support of the POM process because of the significant financial impact of meeting HIPAA requirements. These actions will require a clear understanding of the current state of readiness in the MHS for HIPAA compliance and a plan to deal with readiness gaps. The analytical support will be critical to make sure that goals can be achieved in an efficient and cost-effective manner.

The RGII Advantage
RGII’s management process incorporates a complete framework of contract compliance capability, quality assurance and controls, and best practices in client partnerships. RGII offers eight (8) years of practical experience in military healthcare information systems management support, strong HIPAA expertise based on the involvement of many staff members in requirements definition and implementation since the Act was passed in 1996, and a solid record of performance and results in support of MHS and TMA. Our HIPAA expertise is invaluable as the Nation’s healthcare system works toward full implementation of the Act in a complex, very sensitive, and highly technical environment. All studies and analyses will be consistent with life cycle management principles. We are uniquely qualified to conduct technical studies for TMA because RGII is not involved in the development of technical products for the MHS. Therefore, RGII does not have an organization conflict of interest or the appearance of having an organization conflict of interest. RGII is ready to support the MHS effort to efficiently implement HIPAA while safeguarding patient and institutional privacy and security.
Task 9 – Statement of Findings and Lessons Learned (Deliverable 12)
RGII will supply a deliverable that presents and describes findings and lessons learned as a result of tasks performed in support of this statement of work.

RGII recognizes that cost, schedule control and performance are driving factors in applying optimal program management techniques. The functional objective of maintaining a lessons-learned repository will enhance performance levels, based on knowledge gained by previous actions. RGII will analyze and document activities based on the lessons learned database that impact TMA’s mission. RGII is strongly committed to assisting TMA in leveraging project experience from lessons learned and performance metrics.   RGII will highlight significant areas that will assist TMA in improving its methodologies and processes.  Lessons learned will include:

· Accuracy of methodologies used throughout the project
· Observations
4 Experience

The RGII team has been assessed for program management competencies using the five (5) Program Management Institute (PMI) knowledge areas. The Team has provided a wide variety of program management support services to TMA consistent with these “Five Program Management Processes” : Initiating; Planning; Executing; Monitoring and Controlling; and Closing Processes (Figure 4-1) to clients including BUMED Headquarters, NMIMC,  TMA TMI&S, TIMPO and the Air Force Surgeon General for several years.
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Figure 4-1: Program Management Processes

4.1 Subcontracting
RGII’s goal for the TMA HIPAA Electronic Standards Program Coordination and Assistance Services is to assemble a team of qualified and experienced participants that can provide the necessary HIPAA expertise at a reasonable cost.  To accomplish this, RGII will utilize the thirty years of experience of our parent company, CHC, who provides a wide range of Information Technology services to various industries.

CHC’s healthcare solutions division offers consulting services to assist hospital and health systems, health plans, law firms, government and public health, physicians, and ancillary care providers to achieve compliance from operational, regulatory, accreditation, and technological perspectives. Combining the strengths of an experienced staff, with the expanded capabilities made available through a network of strategic partners, CHC delivers effective, cost-efficient solutions designed to fit multiple organizational needs.
CHC’s healthcare practice has its roots in traditional compliance services including fraud and abuse, litigation support, medical record auditing, practice assessments and expert testimony. CHC’s healthcare practice is an Independent Review Organization (IRO) for the HHS, the Office of Inspector General as well as the provider that has been under a Corporate Integrity Agreement (CIA) and acts as an independent auditor jointly engaged by the governmental agency and a provider. CHC’s healthcare practice has been an approved lead on voluntary disclosures, has worked as an approved subcontractor for the Department of Justice, and has been selected by the United States Attorney’s Office for multiple projects. CHC provides selected services to assist clients with compliance with HIPAA, the Sarbanes-Oxley Act, as well as the Stark, Anti-Kickback and Fraud and Abuse regulations.
CHC is the home of the nation’s most experienced HIPAA consulting practice, “HIPAA Pros” which brings together a balanced combination of IT and healthcare operations expertise partnered with legal firms to offer a complete HIPAA compliance solution. CHC has completed over 300 HIPAA assessments for healthcare organizations and is working with many of these entities to implement timely, efficient solutions designed to ensure ongoing compliance.
As part of their practice, CHC provides analytical and technical information security solutions to healthcare providers, health plans, and government entities. CHC’s experience and proven methodologies have helped clients from coast to coast build compliant Information Security Programs in response to HIPAA, Gramm-Leach-Bliley Act of 1999 (GLBA), and Health Savings Accounts (HSA)-driven initiatives.
In addition, CHC has successfully passed the stringent criteria that are typically required to work for governmental organizations. We are currently engaged with or have recently been engaged with numerous governmental entities including city and county municipalities, large public hospital corporations, and many others.

4.2 Recruiting High Quality Personnel

RGII has a trained and experienced staff delivering quality products and services to TMA and the MHS.  This staff has been recognized for their dedication and commitment.
RGII is using a successful approach for recruiting, motivating and retaining highly qualified personnel as a dynamic and growing IT and program management services companies, RGII has experienced growth and high customer satisfaction as a result of one overriding factor(the quality of our workforce. No facet of a corporation’s personality, its management expertise, technical prowess, or past performance can be disassociated from the people involved.  Our ability to identify, obtain, motivate, and retain skilled high quality personnel is enhanced by our combination of salary, benefits, training and assignments that challenge their capabilities and skills.  RGII provides its employees with competitive compensation packages encompassing wages and benefits attuned to the appropriate geographic area.  The following methods have been successful in the past and will be used to meet, maintain, and exceed the staffing needs for the HIPAA Electronic Standards Program Coordination and Assistance Support effort:

· Assign/Promote from within current personnel

· Attract and recruit qualified staff within the MHS community 

· Web-based in-house database tracking system for resume and candidate searches

· Employee referrals under the Employee Referral Program

· Vacancy announcements on corporate Web sites 

· TMA recommendations including incumbent personnel
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RGII Human Resources maintains a personnel database, with over 5,000 qualified professionals, that details the areas of expertise, education, and years of experience of current employees, pre-screened candidates.  All staff allocated to TMA HIPAA Electronic Standards Program Coordination and Assistance Support Services will be skilled, of high quality, professionally qualified and meet all requirements.  Our qualification verification process ensures that we will be able to provide at all times a full complement of qualified personnel.

Figure 4-2: RGII Recruiting Process

To minimize the need for outside personnel resources, RGII continues to build a highly qualified staffing pool of professionals in anticipation of business growth.  Recruiting is ongoing, and candidates are selected not only on the basis of the specific skills they bring to a project, but also for their ability to fit within the client’s culture and their potential to grow and advance.  Our recruiting process is shown in Figure 4-2.  When screening candidates, experience is considered a prime ingredient, but a successful candidate’s background must be supported with relevant education and training, excellent references, and effective communication skills.  Three or more staff members interview potential employees.  At least one interviewer will have technical skills directly related to the job requirement.  A candidate’s resume and references are researched prior to finalizing a recommendation for hire.  Once approved, the candidate will officially be made an offer and will begin performing at the earliest possible date.  RGII advocates and practices Equal Employment Opportunity, and promotes the hiring of applicants based on their qualifications, including minorities, veterans, and handicapped individuals.
4.3 Maintaining Employee Performance Through Training

RGII offers full employee training programs and encourages employees to participate.  This training is provided as a combination of internally offered courses, peer training, commercial training, and computer based training.  RGII recognizes and provides four types of training:

· Career Training – To include new or advanced training within an approved program or technical (Program Management, Enterprise Architecture, DITSCAP, IDS) or managerial field, and educational reimbursement for degree seeking employees.
· Maintenance Training – To include refresher courses (hardware, software, CISCO, Oracle, MIS), version upgrade courses, or any course intended to enhance or keep current, an existing knowledge.
· Certification Training – To include any training required to achieve a vendor certification within the approved technical or managerial fields (i.e., PMI, Microsoft, CISSP, etc).

· Higher Education Training – To include  MS and PhD degrees.

In September 2004, as part of RGII’s Certification Training Program, members of the RGII staff were assessed using the PMI standards, provided subsequent training and either obtained certification or are seeking certification.
4.4 Personnel Security

RGII ensures that all personnel maintain ADP/IT– I, II, III sensitivity designations and are in compliance with the Office of Personnel Management.  RGII employs a local security officer that is located in the Skyline complex and will ensure reporting of the respective staffing. 

4.5 RGII Advantage

RGII’s ability to provide the aforementioned TMA HIPAA Electronic Standards Program Coordination and Assistance solutions is due in part to our broad experience throughout TMA and our ability to maintain the continuity of our staff.  Our staff of experts continually provide program and technology solutions that meet and in some cases exceed functional requirements and accurately reflect cost, schedule control and performance objectives.
The RGII approach to minimizing personnel turnover is to recognize the value of each employee as members of the RGII family.  RGII has developed a multifaceted personnel management program to promote and sustain long-term employer/employee relationships through programs that create ownership and synergy: each member has a stake in the present and future success of every other member, knowing that working together as a team we become greater than if we were to work as a collective of individuals.  This type of employee/employer relationship has facilitated RGII’s success in superior flexibility in meeting client-support staffing needs.  Though simple and basic in its presentation, the RGII personnel management program is eloquent and sophisticated in addressing and satisfying the most demanding staffing requirements.  The essential parts of the RGII personnel management plan are the: Comprehensive Benefits Program, Career Development Program, and Employee Relations Program.

RGII recognizes the importance of a qualified, quality staff, and the impact that the staff has on our client.  RGII, as a responsible-solutions oriented company, will partner with the TMA to provide efficient, effective, exceptional and innovative support services. To that end, those tasks requiring similar skill sets will be scrutinized for opportunities to increase efficiencies through consolidation under a single individual or through the resource pool. This consolidation will minimize the processing of a single unit of information by multiple persons, provide for opportunities to realize synergy in common processes and procedures, and minimize multiple or excessive TMA representation at a single meeting and/or teleconference.  RGII will perpetually evaluate its staffing and man-power-hour allocation in search of opportunities to provide TMA with a better value-added and higher quality of product.  
	RGII Qualifications

	Customer-focused, high quality, results-oriented workforce mentored and led by proven leadership.
Provides a proven, dedicated and experienced professional program and technical management staff.

Employs a staff program and technical management personnel with an average of 25 years at TMA and MHS through direct support experience.

Provides MHS Enterprise Architecture and high tech program management services.

Extremely low personnel turnover, 6% annual mean – well below the telecommunications industry norm of nearly 10%, due to superior pay, benefits packages, and company environment.

Developed the HIPAA program from scratch for Navy Medicine
Provides superior expertise, based on fourteen years of consulting “lessons learned” – eight of which were direct TMA support services
Possesses unmatched TMA/MHS expertise and experience.

Extensive experience providing staff for vacancies requiring dedicated and qualified IT professionals in a short time frame due to RGII’s experienced team of recruiters.

Provides Information Technology (IT) and Information Management services to more than 20 government agencies. 


4.6 Deliverables
Deliverables will be initiated, completed and submitted as follows:

	Deliverable Number
	TS Ref
	Title
	Dist
	E
	H
	Initial
	Subsequent

	1
	App. B
	Non-Disclosure Agreement
	AM

COR-DO
	
	1

1
	Signed statements are due, from each employee assigned, prior to performing ANY work on this task.

	2
	2.1.1
	Monthly Performance and Progress Report
	AM

TM

COR-DO
	1

1

1
	1

1

1
	NLT 45 DACA
	NLT 15th of each month

	3
	2.1.3
	Work Breakdown Structure
	TM

COR-DO
	1

1
	1

1
	NLT 15 DACA
	NLT 15th of each month (as Required)

	4
	2.1.4
	Program Management Plan
	TM

COR-DO
	1

1
	1

1
	NLT 15 DACA
	NLT 15th of each month (As required)

	5
	2.2.1
	Approach for Managing the Migration to HIPAA Electronic Standards
	TM
	1
	1
	As Agreed Upon in the Work Breakdown Structure (WBS)
	As Agreed Upon in the WBS

	6
	2.2.2
	HIPAA Electronic Standards Program Coordination
	TM
	1
	1
	As Agreed Upon in the WBS
	As Agreed Upon in the WBS

	7
	2.2.3
	HIPAA Budget Planning and Execution
	TM
	1
	1
	As Agreed Upon in the WBS
	As Agreed Upon in the WBS

	8
	2.2.4
	HIPAA Web site Content Management
	TM
	1
	1
	As Agreed Upon in the WBS
	As Agreed Upon in the WBS

	9
	2.2.5
	HIPAA Newsletter Development and Publication
	TM
	1
	1
	As Agreed Upon in the WBS
	As Agreed Upon in the WBS

	10
	2.2.6
	Performance Tracking
	TM
	1
	1
	As Agreed Upon in the WBS
	As Agreed Upon in the WBS

	11
	2.2.7
	Analytical Assistance
	TM
	1
	1
	As Agreed Upon in the WBS
	As Agreed Upon in the WBS

	12
	2.2.8
	Summary Statement of Findings and Lessons Learned
	TM

COR-DO
	1

1
	1

1
	As Agreed Upon in the WBS
	As Agreed Upon in the WBS

	13
	6.9
	Incoming Transition Plan
	TM

COR-DO
	1

1
	1

1
	As Agreed Upon in the WBS
	As Agreed Upon in the WBS

	14
	6.9
	Outgoing Transition Plan
	TM

COR-DO
	1

1
	1

1
	As Agreed Upon in the WBS
	As Agreed Upon in the WBS


4.7 Contract Administration

4.7.1 Place of Performance

As indicated in the SOW, RGII will perform the work identified within the SOW in contractor provided office space located in Skyline 5, Suite 300, so as to provide the most logistically suitable location to the government.  Additionally, this office space is pre-wired for connectivity to the Health Affairs Computer Network; contains a telephone system; and is located with 5 minutes of HIPAA Electronic Standards staff offices
4.7.2 Period of Performance

RGII understands that the period of performance for this effort is anticipated as 13 May 2005 through 12 May 2006, referred to as the base year.  This effort includes one (1) option years, which may be unilaterally exercised by the Government.
4.7.3 Contractor Travel and Other Direct Costs (ODC)

All travel will be performed at the direction of the Government and will be performed in accordance with DoD Joint Travel Regulation (JTR) guidelines, as supplemented by RGII policies.  Arrangements for and costs of all travel, transportation, meals, lodging, and incidentals are the responsibility of RGII.  Travel costs will be incurred and billed in accordance with FAR Part 31 and reimbursed in accordance with the standard per diem rates in the DoD JTR. Costs for these expenses will be reviewed and certified by the COR-DO and approved by the Contracting Officer.  All travel and transportation will utilize commercial sources and carriers provided the method used for the appropriate geographical area results in reasonable charges to the Government.  RGII acknowledges the travel and  ODC requirements listed in the SOW.
4.8 Other Terms and Conditions

4.8.1 Organizational Conflict of Interest

TMA has categorized all non-purchased care requirements into three broad categories, as defined below, for purpose of identifying, avoiding, or mitigating Organizational Conflict of Interest (OCI) in accordance with FAR Subpart 9.5.  RGII is under the OCI and is required to perform a comparative analysis of the TMA HIPAA Electron Standards Program Coordination and Assistance Support Services (defined as Category 2 work in the solicitation) with all other work in which we support TMA in either Category 1 or Category 3.  Appendix C of this proposal provides the results of that analysis resulting in NO conflict of interest as well as our OCI certification statement.

4.8.2 Information Assurance

RGII will follow appropriate administrative, technical, and physical safeguards to protect any and all Government data, to ensure the confidentiality, integrity, and availability of government data.  As a minimum, this will include provisions for personnel security, electronic security and physical security.

4.8.3 Enterprise Architecture

RGII will adhere to the goals, standards, guidelines, products and processes established and approved by the MHS Enterprise Architecture Board, Chief Enterprise Architect or higher level of authorities as described in Tab A (Information Technology Execution Types of contracts) and Tab B (Program Management Support) of the Memorandum for the Standard Contract Language on Enterprise Architecture.

4.8.4 Protection of Information

RGII will adhere to the no dissemination or publication requirement, except within and between the vendors or specified IPT members who have a need to know, of information developed under this order or contained in the reports to be furnished pursuant to this order without prior written approval of the COR-DO or the Contracting Officer.  All RGII personnel attending meetings, answering Government telephones, and working in other situations where their contractor status is not obvious to third parties are required to identify themselves as such.  We will ensure that all documents or reports produced by RGII are suitably marked as RGII products or that contractor participation is appropriately disclosed. RGII personnel will wear company badges during all meetings and TMA provided contractor badges in Government spaces. RGII staff supporting this effort will sign, submit and adhere to the Non-Disclosure Statement (Deliverable 1- Non- Disclosure Statement).
4.8.5 Contractor Access to Classified Information

RGII understands that we will not be required to access classified data to perform the work outlined.

4.8.6 Data Rights

RGII understands that the Government, for itself and such others as it deems appropriate, will have unlimited rights under this contract to all information and materials furnished to the Government and documentation thereof, reports and listings, and all other items pertaining to the work and services pursuant to this agreement including any copyright.   RGII understands that the Government will at all reasonable times have the right to inspect the work and will have access to and the right to make copies of the above-mentioned items.  All digital files and data, and other items generated under this contract, shall become the property of the Government

4.8.7 Government Furnished Equipment (GFE)/Information

RGII assumes that sufficient desktop, laptops, printers, and network TMA LAN connectivity will be provided upon award.  Contractor acquired Government owned property (CAP) or information currently in use (i.e. data, databases, manuals, guidelines standard operating procedures, inventories, etc)  will satisfy the requirements for this SOW. RGII does not anticipate any additional equipment or information – government or contractor furnished. A CAP inventory will be provided as part of the MPPR. 

4.8.8 Section 508 Requirement

RGII will comply with Section 508 of the Rehabilitation Action of 1973 (29 U.S.C. 794d).

4.8.9 Information Resources

RGII understands that TMA personnel will be available to provide technical input, answer questions, review completed work and provide feedback.  RGII will cooperate in the overall project and understand that time is of the essence, particularly regarding requests for documentation and informational meetings.

4.8.10 Documentation

RGII understands that all provided documentation will remain the sole property of the Government and will be returned upon completion of this delivery order.

4.8.11 Hours of Work

RGII will normally be available during regular operating hours of 0730 to 1700 each business day (excluding official Government holidays), but also understands that flexible working hours will be required, for example, during periods of travel or in a travel status, resolving issues for TMA customers that are located in different time zones, issues requiring elongated support.
4.8.12 Applicable Documentation, Definitions, and Reference Documents

RGII will comply with the SOW compliance and referenced documents for specifications, standards and guidelines to perform the work outlined in the SOW.
5 Quality Control Approach

This section documents the policies and procedures that RGII will use to monitor and provide oversight of the work performed by the RGII project team providing technical support to the TMA HIPAA Electronics Standards. The quality control processes described herein have been developed over the past 15 years at RGII, provide a structured approach, are repeatable, and are well documented and fully implemented throughout the company.
As an ISO 9001:2000 registered company and following the standards of our parent company, assessed at SEI/CMM Level 4, RGII is dedicated to delivering timely quality services that are competitively priced and meet or exceed the TMA HIPAA Electronic Standards expectations.  Our quality control approach satisfies these objectives through the implementation of a series of standards and procedures and through continuous internal monitoring and review of the performance metrics.  Our approach to quality assurance is to build in quality by continually verifying and validating our compliance with the contract requirements, and ensuring that we are meeting or exceeding the government’s requirements and expectations.  The RGII quality control approach includes establishment of capable processes, monitoring and control of critical processes and product variation, establishment of mechanisms for feedback of field performance, implementation of an effective root cause analysis and corrective action system, and a continuous process improvement program.

5.1 Quality Control Processes

RGII was founded on the principle that providing quality products and services to its customers is essential for growth.  RGII has been eminently successful in adhering to this principle and has grown progressively since its incorporation.  We also believe that an effective organizational structure that provides monitoring and oversight to the project team as depicted in Figure 5-1, from the RGII CEO to the RGII technical support team personnel, is crucial to the fulfillment of this principle and key to the development and implementation of a sound contract Quality Control Plan.
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Figure 5-1:  Monitoring and Oversight for TMA HIPAA Electronic Standards Support Contract

5.1.1 Responsibility and Authority

Chief Executive Officer – Ms. Kathryn B. Freeland is the CEO of RGII and has executive responsibilities and authority.  She is responsible for the RGII Quality System.  In addition to managing the company and directing business development to support stable and prosperous growth, Ms. Freeland provides vision, guidance, framework, and policy for RGII.

Vice President – Mr. Kenneth Kmiec is the Vice President for the Information Management Solutions Division. His primary task is to promote and provide corporate-wide quality control on contract deliverables; and provide technical and administrative insight into existing, follow-on, and new business.  Mr. Kmiec monitors the resolution of customer reported quality problems, promotes continuing improvements in the Quality Control System, and reviews and approves selected deliverables. He reports to the CEO and is responsible for all management and new business development activities, financial performance of the applicable division, increasing client satisfaction and enhancing project management effectiveness and efficiency.  VPs assign Task Managers to contract positions based on recommendations from the Program Manager.

Program Manager/Quality Control Manager – Mr. Tom Eakin, Program Manager, is an experienced professional who is chosen to supervise and coordinate the quality control operations with the Task Manager and assists the VP with Business Operations for the division.  Mr. Eakin was selected for this role because of his prior experience with TMA and his experience conducting a Transactions and Code Set evaluation for the Social Security Administration. The Program Manager coordinates the efforts of the Task Manager by promoting teamwork and avoiding duplication of effort. He reviews and endorses contract deliverables and management documentation including the PMP, MPPR, analysis, documentation, and utilization reports, and forwards them to the VP for approval.  He monitors the performance of the contract by scheduling and conducting contract reviews.  He monitors costs by evaluating, endorsing and forwarding travel and other direct cost requirements to the VP.  He reviews and, as necessary, revises selected deliverables and forwards them to the VP for final review and approval.  He is also an experienced quality assurance and control professional who works closely with management and Task Managers to implement the RGII Quality Control Program of review, assessment, test, reporting, tracking, and analyzing metrics.  He leads the team, monitors quality procedures, participates in software reviews and testing, and evaluates and recommends new technologies and processes. He will document and report non-compliance with policies or standards and proactively resolves issues.  He also interprets and applies government QC-related regulations, manuals, and standards.  

Task Manager – Mr. Henry Loutsenhizer, Task Manager, was chosen by the Program Manager and VP and is an experienced task manager and leader. He will be the liaison between RGII and the TMA HIPAA Electronics Standards contract officials with respect to contract technical and administrative matters, management decisions, and concerns.  The Task Manager supervises the activities of the RGII team. He will monitor, control, and provides technical assistance to the project team; reviews and directs the daily activities of the project team; and provides first level quality control of contract deliverables.  He directly supervises the project team, continually monitors their performance, and inspects deliverables (including ad-hoc) prior to forwarding them to TMA HIPAA Electronic Standards.  

5.1.2 Quality Planning

Important features of achieving quality are the ability to measure both process quality and product quality, and to provide quantitative feedback from the process and from testing innovative ideas and technologies.  Our six-step quality process is:

· The work is planned.
· The plan is worked.
· Defined and controlled work processes are used.  They are documented in the policies, procedures, and standards contained in the RGII Operations Manual and the project file.

· The process is continually reviewed to ensure adherence and to identify process defects for correction and process improvement.

· Project products are reviewed to evaluate achievement of the objectives, requirements, and customer satisfaction.

· Continuous improvements/Total Quality Management is practiced through specific program processes, such as all-hands meetings, open door policy, and peer review.

The review process is illustrated in Figure 5-2.  The process begins with clear requirements and guidelines established through the PMP.  The project team maintains a continuing diary of steps taken, methods used, intermediate results, problems encountered, problem resolutions, coordination, and other implementation information in the project folder. Each functional area of the project maintains subfolders of the project. The Project Folder consists of both hard copy and electronic information.
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Figure 5-2: Our Approach to Quality Includes a Controlled Review and Approval Process

The Project Folder method facilitates technical and progress review while ensuring continuity in the event of personnel changes.  The Project Folder will be reviewed regularly by the Task Manager to ensure compliance with government practices, and will be audited periodically by the Program Manager. 
The quality program incorporates metrics such as labor, cost, customer satisfaction, defects, and rework. The CEO of RGII will review performance quarterly.  Informed employees are empowered employees, and the quality program includes all-hands meetings, newsletters, seminars and forums, a corporate intranet for information, and other means to foster communications and information dissemination.  These techniques are very successful at RGII and are essential in achieving our reputation for delivering quality products and services.

Deliverable products are typically in the form of plans, procedures, reports, letters, acquisition documentation, requirements analyses, applications, and technical documentation.  Deliverable services are typically in the form of data modeling, database administration, network engineering and administration, configuration management, software development, information assurance, or logistics support.  The effort expended in formalizing a PMP, based on the policies and processes of this quality assurance approach, will be instrumental to contract success.
The PMP documents the detailed methodology that will be used to satisfy the requirements of this contract. Major contract tasks are broken down into subtasks, and resources are assigned at the subtask level. The timing of subtasks, and the planning for quality assurance of services and deliverables are defined in this document. Procedures for preparing PMPs are contained in the RGII Program Systems Management Manual that models the PMI Principles.
As applicable to the individual contract requirements, the PMP includes the following:

· Significant goals and objectives to be achieved
· Management structure and organizational chart

· Staffing plan graph/table, labor categories, and hours allocation per task

· Subcontracts and subcontractor management, roles, and responsibilities

· Funding plan based upon funded amount

· Schedule for tasks/milestones, subtasks, and quality assurance activities
· Cost, performance, and schedule risks

· Acquisition of any controls, processes, inspection equipment, fixtures, production resources and skills, as applicable, that are needed to achieve the required quality

· Documents that are formally controlled

· Policy and procedures for issue resolution

5.1.3 Performance Measures and Status Tracking

RGII values its reputation and is committed to developing and implementing effective performance measurements.  It is through such measures, driven by RGII’s Seven Guiding Principles, below, that RGII remains a high-performance organization. 

· Earn Our Clients’ Respect

· Partner with Our Customers

· Ensure Superior Performance

· Deliver Quality & Value

· Operate with Integrity

· Keep Costs Competitive

· Value Our Greatest Asset: Our Employees

Performance measurement is the comparison of actual levels of performance to pre-established target levels of performance.  RGII utilizes performance metrics information at all levels of management to provide a view of current, past and future levels of performance, drive continuous improvement, measure overall effectiveness, and chart the progress being made on organizational activities as well as customer-driven activities.  The data collected are then used as a management tool to ensure an unsurpassed level of performance, to establish accountability for performance at all management levels, and to identify opportunities for re-engineering and reallocation of resources if and where required.

The performance measures (Figure 5-3) RGII utilizes are both quantitative and qualitative in nature.  The performance measures that we believe to be crucial to maintaining a high-performance reputation, as well as to the continued success of RGII, fall into three categories:  Management Performance, Technical Performance, and Cost Performance.
	Performance Category
	Performance Task
	Performance Standard
	Acceptable Quality Level (AQL)
	Monitoring Method
	Incentive

	Management
	Provide Timely Notification on Items Requiring Government Action.
	Report Events and/or Products where Government Action is Required.
	No more than 1 Report (or 8%) of the Reports to the Appropriate Government Contact may be later than the Specified Time Period.
	Review Operational Logs, Databases, or Metrics.
	Positive Performance Evaluation. 

	Management
	Ensure that the project progresses in an effective and efficient manner.
	Adherence to project schedule.
	All milestones completed on time within ± 5%.
	Review key milestone achievement per PMP and WBS.
	Positive Performance Evaluation.

	Technical
	Maintain validation of HIPAA Web site information and bulletins.   
	Follow established procedures to maintain HIPAA Web site information.
	Weekly content monitoring with 96 hours or less between content approval and posting.
	Review selected Web site content posting schedule for lag.
	Positive Performance Evaluation.

	Cost
	Maintain burn rate as stated in PMP.
	Identify and report any factors causing an increase/decrease in workload.
	± 5% of baseline stated in PMP.
	Monitor labor invoices and other charges.
	Positive Performance Evaluation.

	Management
	Provide timely notification of task order POP completion.
	Show actual (billed) and committed (not billed but accrued) charges in the monthly financial report.
	Notification to occur when 75% and 95% of the funding has been actualized and/or committed.
	Monitor labor hour, travel, and ODC usage through the monthly reports.
	Positive Performance Evaluation.

	Management
	Deliver all products on time.
	Provide all deliverables on time according to the agreed upon schedule.
	+ 0 days from scheduled delivery.
	Monitor development of all deliverables through the WBS
	Positive Performance Evaluation.


Figure 5-3:  RGII Quality Performance Metrics
5.1.4 Internal Quality Control, Inspection, and Peer Review System

RGII’s internal quality control, inspection, and peer review feedback system facilitates internal and external monitoring and auditing of deliverables and performance.  The Task Manager will lead and manage the project team in accordance with established RGII documented policies and procedures contained in the Quality Control Plan and the PMP.  The Task Manager initiates and coordinates project management internal quality control, inspection, and feedback to enhance the quality of services and products and  will ensure that qualified personnel are assigned the responsibility of authoring and reviewing (peer review) documents.
The inspection process for a deliverable is shown in Figure 5-4.  In order to ensure that the quality inspection of deliverables does not adversely impact schedule, the Task Manager will plan five working days for inspection and editing of deliverables.  If the five-day requirement is not permissible, the Task Manager will identify special review requirements in the PMP and at subsequent contract reviews.
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Figure 5-4: Deliverable Inspection and Peer Review Process

5.1.5 In-Progress Reviews

In-Progress Reviews address cost, schedule, or performance issues related to the contract and obtain customer feedback.  They are conducted periodically as described in the contract or as required by the customer.  The quorum for these reviews is the Task Manager, the Program Manager, COR-DO, and government Task Manager.  Feedback from the reviews is taken by the Task Manager to pursue corrective action as applicable.  Task Manager presentations and minutes associated with operations reviews are quality records and are maintained in the Task Manager’s and corporate contract file.

5.1.6 Customer Satisfaction Surveys

The RGII Performance Survey Form (PSF), Figure 5-5 is the means by which areas of performance are graded.  The PSFs are a matter of quality record and maintained in the TM’s contract file.  Feedback from the surveys is taken by the TM to pursue corrective action as applicable.  The areas determined to be a problem as identified in the PSF are documented in an RGII Quality Issue Report (QIR) described in the PMP.
	RGII TECHNOLOGIES, INC. PERFORMANCE SURVEY FORM

	(1) Outstanding – Exceeded requirements of the position/contract in a sustained and outstanding manner.

(2) Good  - Requirements of the position/contract fulfilled in accordance with statement of requirements.

(3) Satisfactory – Requirements of the position/contract mostly fulfilled but needs improvement in specific areas.

(4) Unsatisfactory – Requirements of the position/contract not fulfilled, remedial plan of action required.

	PERFORMANCE MEASURE
	RATING

	· Level of customer satisfaction
	

	· Understanding of customer mission & objectives
	

	· Management interaction/involvement w/customer (Director Level and Above)
	

	· Ability to offer added-value solutions (short-term/long-term)
	

	· Ability to resolve contract management problems in a timely manner
	

	· Ability to practice risk management
	

	· Ability to communicate effectively 
	

	· Responsiveness to customer concerns & issues
	

	· Timeliness of Deliverables
	

	· Quality of Deliverables
	

	· Technical Capabilities to perform requirement
	

	· Proactiveness in recommending new technologies and technology sharing
	

	· Ability to respond to escalated customer requirements
	

	· Ability to partner with customer to achieve stated mission and objectives
	

	· Observed level of employee satisfaction
	

	· Quality of staff assigned to project/program
	

	· Ability to staff open positions with qualified staff in a timely manner
	

	· Cost control/attainment ability
	

	· Ability to maximize direct productive labor hours
	

	· Ability to provide cost savings recommendations
	

	· Timeliness and accuracy of invoices
	

	Additional Comments:

	Note: For any unsatisfactory rating, please explain:

	RGII Person’s Name:

Signature:

	Customer Name/Title:                                              Agency:

	Customer Signature:                                                 Date:


Figure 5-5:  RGII Performance Survey Form

5.2 Internal Audits, Analysis, and Reporting

Quality audit and assessment reports are reviewed and quality meetings are held by RGII management to ensure the continuing effectiveness of products in meeting the requirements of RGII’s quality policy and objectives.  Internal audits of the RGII quality system are conducted semi-annually.  The Quality Control Manager will review the results of internal audit reports and develop a plan for revising the quality system as required.  Management reviews are conducted during in-progress reviews and quarterly contract performance reviews.  Problems identified in accordance with the QCP are documented in a Quality Issue Record and corrected as soon as possible through updates to the respective documentation.  This report is a quality record that will be maintained in the Corporate Quality File for four years after which time it may be destroyed.

5.2.1 Task Management Reporting to RGII Management

Task management reviews are scheduled and coordinated with the Program Manager and Division VP.  Management reviews provide the Task Manager with the opportunity to formally report the status of, and discuss all aspects of the contract with division management without any interruptions.  The Task Manager will report the status of cost, schedule, performance, personnel, resources, and quality assurance requirements relative to the contract.  The quorum for project management reviews is the Task Manager, the Program Manager, and Division VP.  Feedback from the reviews is taken by the Task Manager to pursue corrective action as applicable.

Task management reviews are quality records and are maintained in the corporate contract file.

6 Past Performance
RGII selected four contracts that represent the “best examples” of our work that is similar to the requirements outlined in the HIPAA Electron Standards Program Coordination and Assistance SOW. Under each contract we successfully fulfilled task requirements similar to those in the solicitation. These requirements are: 

· Task Management

· Managing the Migration to HIPAA Electronic Standards

· HIPAA Electronic Standards Program Coordination

· HIPAA Budget Planning and Execution

· HIPAA Web site Content Management

· HIPAA Newsletter Development and Publication

· Performance Tracking

· Analytical Assistance

· Lessons Learned

APPENDIX A – Resumes
Henry Loutsenhizer - TASK Manager

SUMMARY

Recognized Program Management Institute (PMI) certified Program Manager.  He is specialized in medical technology, graphic arts, processes, and policies, wireless communications, microelectronics, software development, financial systems, healthcare, HIPAA, and Internet technology infrastructures. Accomplished in developing sophisticated, innovative corporate identity design, branding, and briefs. Recognized for his creative, dynamic graphic design presentations, and management.. Developed thorough planning schedules, based on specific contract tasks and/or statements of work, by breaking down relevant tasks by product as well as by organization and function. Accomplishments have provided clients with practical, measurable ways to determine earned contract value. Technical disciplines span multiple levels both print and Web technology. His ability to bridge the technology gap between functional requirements and technical implementations requirements has consistently provided quality products delivered on time and under budget. He provided quality assurance support for Navy Medicine programs for enterprise architecture, information assurance, configuration management and HIPAA documentation.

EDUCATION
BS, Design/Graphic Arts Technologies, Cum Laude, La Roche College
AA, Graphic Arts Technologies, Magna Cum Laude, Westmoreland County Community College
EXPERIENCE
RGII Technologies Inc., Annapolis, MD
July 2003 - Present
Task Manager, Enterprise Web Development
Leader for 12 FTE contract support effort for U.S. Navy Medicine Information Technology Headquarters. Scheduled, created, directed, and produced online media campaign - Healthcare Information and Management Systems Society (HIMSS) - for major health care conference, as well as CD presentation for Navy application programs. Devise and implement online and integrated print media campaign.

Provided quality assurance support for Navy Medicine programs for enterprise architecture, information assurance, configuration management, and HIPAA documentation.

Recommended, developed, and managed strategy, Plans of Action and Milestones (POA&M) and support documents to define and facilitate re-design of online software tool used throughout the U. S. Navy to assist in tracking of new and purchased software licensing.

Analyzed, devised and developed new online document tracking application using Web interface and ColdFusion MX technology and Oracle 9i database.

Coordinated and participated in technical meetings and conceptual presentations, conducted work group sessions, and provided life cycle and prototype reviews.

Coordinated with users, developers, system operators, and management staff to create system and user requirements, documentation, and develop prototype modules minimizing development time and focused relevant assets to advance production in time-critical program.

Prepared and presented high level, high quality information technology briefs to senior government executives.
Web Prezance Consulting, Boca Raton, FL 
October 2001 to July 2003

Program Manager
Led the focus on advanced Web site strategy, design and integration for small to medium sized companies. Created Web integration plans for multiple consulting companies including healthcare, direct fulfillment, banking, software, manufacturing, retail sales, and legal services.
Developed a strategy (including Web site) for HIPAA Security and Privacy policy, procedures, practices, and rules.

Devised and implemented online and print media campaigns for software fulfillment firm.

Established an ROI concept model based on a series of predefined marketing templates that maximized client efforts and media assets while minimizing costs and development time for new, personalized marketing campaigns.

Analyzed, designed, and implemented new Web site strategies for medical billing companies, minimizing cost, and prevented adverse schedule impacts by utilizing detailed integration plan across multiple company sites. 

Provided technical, financial, and management expertise to develop Web strategy, project plans, CD-media campaigns, support presentations, advertising materials, identity and branding documents, and project workflows for integrated media promotions for direct fulfillment company.
Cenetec L.L.C., Boca Raton, FL
June 2000-October 2001

Creative Director
Created Technology Acceleration Creative Department. Managed employees in three locations, reporting to VP of Marketing. Provided corporate marketing guidance and support. Developed initial marketing strategy plans for integration into a master acceleration plan at a cost savings of over $50,000 per client.
Led marketing team which designed identity materials, documentation, brochures, white papers, and electronic presentation media.  Created and implemented corporate Web strategy into Flash Web site with more efficient download capabilities and functionality. Recommended database structure for competitive information analysis to coordinate multiple data sources and secure access.
Designed corporate investor Web site with access to client company structure, management teams, financial information, and relevant support documents. Managed and coordinated Corporate and Client Support accounts for multiple outside vendors and suppliers.
Integrated creative services into corporate working environment of Cenetec and also entrepreneurial client companies. Created corporate standards documents, identity and branding guides for logo usage across products, presentation templates based on industry focus, and marketing management implementation plans, as well as signage and trade show support.

Led the integration of all print materials into Web formats for easy access, electronic download, and remote printing. Developed Web site strategy plans and designs for all Cenetec client companies.
ChoicePoint (formerly DBT Online), Boca Raton, FL 
February 1999 – June 2000
Creative Manager
Provided leadership and vision for five employees and managed outside vendors and suppliers with a $6 million budget.  Reported to the VP of Marketing and Communications, supporting over 60 sales staff members and 400+ employees. Supervised or created all presentation, brochure, documentation, multi-media and Web graphics for an internet-based information company.  Supported over 100 trade shows in 1999 with booth design and multi-faceted support materials.

Integrated creative services into working environment of DBT.   Designed capabilities brochure and six companion pieces in-house at a cost savings of over $150,000.  Created corporate standards and logo usage guidelines for and across all products, presentations, documentation, signage, and stationery.  Project leader in coordinated corporate Web site design and integration with all departments. 

Developed and directed implementation of company intranet site with multi-dimensions allowing access to four affiliate companies across the country.   Designed user interface and supervised integration of company intranet to insure consistency throughout all departments.  Supervised the integration of all print materials into a Web format for easy access, electronic download, and remote printing.  Researched and recommended database structure to coordinate multiple data sources.

Re-purposed corporate Web site as gateway for online use of service products. Team leader in user interface development for online service products. Coordinated team to develop product service information sites allowing secure login access for  authorized customers.

Pioneered the use of Flash technology to produce product tutorial in-house at a savings of over $150,000 servicing a 10,000+ customer base. Managed development of interactive CD demo used by the sales force. Coordinated outside agency and internal Training Center effort to design and integrate Web-based training for internal sales and customer usage.
Hyperion Solutions (formerly Hyperion Software) 
 February 1996 – October 1998

Senior Graphic Designer
Managed, designed, and produced all electronic media throughout 3000-employee company, reporting to Director of Marketing.  Created and executed multi-media presentations for annual User Conferences. 

Graphic leader in the development of interactive Web interface kiosks with conference information, daily updates and customer e-mail service for over 3000 User Conference attendees. Coordinated Web interface team to integrate company Web sites into cohesive look and feel against extremely limited deadline.

Integrated print material into Web-accessible output files for virtual sales staff. Designed and implemented new corporate intranet and extranet sites by coordinating with internal operations team and other outside agencies.
American Management Systems, Inc, Fairfax, VA
November 1989 – February 1996

Graphic Design Manager
Built Graphics Department, managing three employees and overseeing various vendors,  reporting to President of Finance Industry Group. Developed print and electronic media for Finance Industry Group sales and marketing staff. Implemented multi-media into quarterly sales staff presentations. 

Pioneered Web development by creating first integrated Web-based marketing brochure. Design team member for corporate Web site special projects, implementing FIG sections into existing corporate Web site structures. Strategy team leader for corporate software implementation design standard. 

Integrated marketing materials into interactive CD for sales staff. Served as graphics trouble shooter for entire company (over 5000 employees). Applied presentation graphics into self-running executable file.
CERTIFICATION/TRAINING
Program Management Institute (PMI) 
Macromedia MX
Advanced Photoshop Techniques
Macromedia for Users
Flash Forward for Users

AWARDS/RECOGNITIONS
U.S. Navy Medicine Letter Of Commendation - December 2003
U.S. Navy Medicine Letter Of Appreciation - December 2003
Employee Of The Quarter - July 1999
Employee Of The Year 1995

COMPUTER SKILLS
Hardware:  IBM (Desktop and Laptop), Macintosh (Quadra -G40), Hewlett Packard Printers, CD-Rom Drives, Network Monitoring Devices, wireless network  SCSI Devices, Telecommunications Equipment, Scanners, Copiers, Video Tape units, Zip, Peerless and Jaz  (Iomega) Drives, Overhead Projection Devices, Disk Drives, Digital and Motion Video Cameras, Wacom, and Cintiq Drawing tablets.

Software:  DreamWeaver MX 2004 Studio (to include Fireworks MX 2004, Flash 2004 Professional, Freehand MX), Adobe Photoshop 6.0, 7.0, Adobe Illustrator 6.0 – 10.0, Adobe Pagemaker 6.05, Adobe Indesign 1.5, Adobe Image Ready 7.0, Adobe Live Motion 5.0, Adobe Premiere 5.0, Adobe After Effects 5.0 Quark Xpress 3.0 – 5.0, Director 5 – 8.5, Adobe acrobat Professional 6.0, Corel Draw Suite 10.0, Alias Sketch, Swish3.0,  Fontographer, Adobe Dimensions, Roxio CD Suite, Microsoft Office Suite 2003 to include (Excel, Word, PowerPoint, Access, Outlook), Microsoft Project 2003,  Electric Rain Swift 3-d 4.0, Symantec Antivirus Software, HiJack, Lotus Notes, Quicktime 6.0, Bryce 5.0; Poser 3.0, Painter 5.5, NetObjects Fusion 5.0; FrontPage 2002.
Robert Owens – Senior Health Subject Matter Expert

SUMMARY
Seasoned veteran with executive skills spanning over 34 years in DoD and stakeholder partner related healthcare. Multi-task manager of multiple projects and tasks including the DON Functional Area Management Program including MHS applications. Managed and maintained MHS and military service information management for BUMED including data and system support requirements determination. Project manager for HIPAA implementation including HIPAA Transactions and Code Sets, and Privacy and Security guidance reviews by all Services and DVA.  Currently work with NMIMC and the MHS on system issues involving interoperability and architecture standards, information assurance and DITSCAP, MHS and Navy medical applications data, etc. Previously worked at MHS on CIM initiative identifying process and data models, information flows, etc. across DoD and among its external stakeholders including DVA.
EDUCATION
Masters Degree in Public Administration.  Auburn University at Montgomery, AL
BS in Business. The Citadel , Charleston, SC
Industrial College of the Armed Forces Fort McNair, DC
Armed Forces Staff College, U.S.A.F.  Montgomery, AL

EXPERIENCE
RGII Technologies, Inc.
December 2000 to present
Project Manager
Developed and managed projects for the Information Technology Services (ITS) Directorate, NMIMC, including initiation of the HIPAA program for Navy Medicine including Transactions and Code Sets implementation. Designed and developed Web site and content update tools with dynamic database support. Produced project schedules and tracked deliverables, analytical reports and products, meeting minutes, and task lists. Contributed to, conducted, and facilitated meetings for the client. Participated in TMA Information Assurance Working Group (IAWG) on behalf of NMIMC, and produced HIPAA Security and Privacy policy, procedure, and practice work group (P3WG) comparison as part of an MHS and Veterans Affairs Work Group. Worked on IPTs on HIPAA rules, & others as HIPIAA SME.  Participated in MHS level forums integrating federal level IT programs including DoD Business Management Modernization Program (BMMP) and Navy CIO equivalents. Managed DON Applications and Database Management System (DADMS) database for Naval Medicine. Supervised and performed data research and update of the database. Developed and presented briefings. Analyzed Naval Medicine IT software requirements and integrated into the DON Functional Area Management (FAM) Program for Naval Medicine as one of over 20 FAMs in the Navy.  Designed databases, conducted analysis of current and future IT needs within Naval Medicine, and recommended courses of action to leadership for adoption.
United States Air Force Medical Service Corps
July 1970 – July 2000
Deputy Surgeon/Senior Medical Planner, U.S. Joint Forces Command
(07/96 – 07/00)

Represented Command and Surgeon. Managed and supervised Directorate operations and administration, and developed Command policy and programs supporting joint force provider and trainer, joint integration (IMIT) and experimentation (ACTD) efforts, application and evolution of joint interoperability standards, joint requirements development, JTF Civil Support, CONUS casualty reception including USPHS and DVA, and disaster medical response including terrorism/WMD executed through 4 Commands and 4 field operations. USJFCOM point of contact for the National Disaster Medical System including DVA and USPHS/OEP.
Director, Joint Regional Medical Planning Office, HQ First U.S. Army, U.S. Army Forces Command, U.S. Joint Forces Command
07/93 – 07/96)

Formulated, interpreted, and implemented policy for CONUS casualty reception and domestic response including WMD. Regional Director and U.S. Air Force Advisor. Managed 19 state, region, and DC offices while coordinating with three other regional offices and two headquarters commands.  Conducted National Disaster Medical System (NDMS) ops.
Senior Medical Readiness Analyst & Team Lead, Medical Functional Integration MGT Office, OASD/HA for USAF Surgeon General Office
(05/90 – 07/93)

Team lead in CIM MHS initiative including reengineering studies, data and systems analysis efforts, and legacy/future systems development efforts.  Formulated goals, objectives, strategies, and business case proposals.  Designed theater information support system proposals. Coordinated actions and resolved issues.  Defined MHS functional information requirements for the year 2000, including data models and systems.  Participated in data definition and standardization efforts. Team leader developing initiatives into planning and policy documents.  Architect and advocate for strategy to develop standard systems.  Identified ways military healthcare management information systems could effectively support operations from the USA to the area of need during peace, transition to war, and war.
Various Other Military Assignments/Schools
(07/70 – 07/90)

TRAINING:
Project Management software training, 16 hours, 2002
Disaster Response & National Disaster Medical System training including Terrorism/Weapons of Mass Destruction /Homeland Defense, various, 1993-2000
COMPUTER SKILLS:  Software:  Microsoft Office

PUBLICATIONS:  “National Emergency Medical Evacuation System,”  National Defense University, 1988

APPENDIX B – Past Performance
Program and Technical Management Support Services
Organization Name:  NMIMC, Bethesda, MD, and the Bureau of Medicine and Surgery (BUMED) HQ
Point of contact:  Ms. BJ Edgerly
Telephone: (301)319-1264
Email:  bjedgerly@us.med.navy.mil
Contract Number: N65126-01-F-0067 (RGII Prime)
Period of Performance: 15 February 2001- 14 February 2004
Scope of Work
As the prime contractor, RGII provided expertise in Program Management, Operations Management, Administration, Legacy Applications Management, Technical Services, System Engineering, Facility and Schedule Coordination, Functional Analysis, and Technical Writing to the Information Technology Services Directorate, NMIMC and its directorates, BUMED, the Navy Medical Chief Information Officer, and Claimancy 18 activities. We provided technical support for existing and emerging NMIMC programs for Claimancy 18; support of NMIMC’s mission and core services with enhancement of NMIMC’s services to Claimancy 18; and technical support services in identification of future programs and projects, including HIPAA. RGII also provided expertise in various aspects of information technology program development, acquisition and budget process management, portfolio development, integrated logistics support, asset management, information assurance, and life cycle management theory and process.

The RGII HIPAA Team provided HIPAA briefings that included issue research and resolution recommendations for use at the monthly NMIMC Chief Information Officer (CIO) briefings. The RGII HIPAA team presented periodic HIPAA updates and information.  The information was distributed and posted on the RGII-developed NMIMC HIPAA Web site.  This Web site is utilized by BUMED HIPAA Security, Privacy, and MIRST members.  Updates were posted on NMIMC HIPAA Web site news and emerging issues section, identified by HIPAA rules and target communities, e.g., Privacy Rule, Security Rule, Transaction and Code Set Rule.
RGII coordinate with the BUMED, Healthcare Support Office (HSO), and facility Privacy/Security Officers directing all organizational activities related to the development, implementation, maintenance of, and compliance with the HIPAA program as required by HIPAA, state laws, and regulations of the Department of HHS, DoD, and BUMED.
The RGII team developed and maintained an active directory of Navy Medicine’s HIPAA points-of-contact at BUMED, NMIMC, and health care facilities for each HIPAA Rule being implemented.  RGII maintained the information on the NMIMC HIPAA Web site, designed an update feature to refresh the information from the field or at headquarters, and developed a question and answer contact feature with each of the BUMED HIPAA Rule points-of-contact and program manager for vetting of questions and distribution of Frequently Asked Questions (FAQ) and answers.  The answers were researched using BUMED policy guidance, MHS guidance and other approved resources. Rule publication and implementation dates were posted and updated using DoD HIPAA and DHHS HIPAA link updates  and resources, and MISRT training requirements and schedules posted in support of MHS HIPAA implementation initiatives.
The RGII team participated on various HIPAA implementing bodies including MHS HIPAA Work Group/IPT, Privacy and Security Working IPTs, the MHS IAWG which preceded the formal HIPAA Security working group, and served and contributed to the MHS-sponsored crosswalk of DoD policies as they related to the proposed HIPAA rule requirements for security and later privacy.  We continued to provide consultant support to these efforts as they evolved into the first DoD MHS privacy policy on HIPAA, and reviewed and responded to requests for coordination and content support. We provided consultant support and liaison to other Services and MHS partner initiatives including Department of Veterans Affairs and the Coast Guard.  We monitored evolution of HIPAA Rules within DoD, DON, and the healthcare community, and posted implementation, program maintenance, and compliance information on the NMIMC HIPAA Web site for Claimancy 18 education and action.  We assisted in the scheduling of DON, Medical Information Security Readiness Team (MISRT) training for BUMED facilities, and piloted Military Treatment Facility (MTF) training and implementation at NNMC, Bethesda.
The RGII team developed the initial Enterprise HIPAA Awareness implementation plan for NMIMC that included HIPAA compliance planning, level of effort estimates, resource requirements, milestone schedules, and compliance timelines.  This plan was delivered to the BUMED HIPAA program management office.  The plan was used to document BUMED HIPAA requirements to MHS for resource allocation considerations.
The RGII team designed and developed the first BUMED/NMIMC HIPAA Web site used to introduce the Claimancy to HIPAA requirements.  The site was used to raise awareness of HIPAA requirements, establish a network of HIPAA business practice colleagues, and to collect input and feedback on MHS HIPAA implementation strategies. 

The RGII team participated in the initial development of the Operationally Critical Threat, Asset, and Vulnerability Evaluation (OCTAVE) MISRT assessment tool including pilot testing at NNMC, Bethesda.  The RGII team trained team members, participated in MTF MISRT meeting, provided updates and guidance, and provided feedback to developers and government clients.
The RGII team participated in the proposed HIPAA Security Rule Policies, Practices, and Procedures (P3) Work Group that was responsible for the map and gap exercise at MHS on behalf of NMIMC and Navy Medicine.  RGII provided consultant support throughout the year-long effort by reviewing documents, attending meetings, researching and comparing various policies with DON and DoD, and providing feedback to MHS representatives developing a final map and gap product for TRICARE Management Activity (TMA).
The RGII team participated in the map and gap exercise at TMA on the HIPAA Privacy Rule using similar evaluation criteria, protocols, and procedures supporting the BUMED HIPAA Privacy Officer.  The RGII team participated in the MHS map and gap analysis efforts at MHS and BUMED for Privacy and Security.  The RGII team documented all findings and recommendations and delivered the final report to NMIMC, BUMED, and MHS.

RGII has contributed application data to a BUMED HIPAA program manager review of all medical applications, their use of Protected Health Information (PHI) data, potential risk they pose to PHI protection, and reviewed the final privacy impact report.
The RGII team provided executive summaries to the HIPAA Program Manager on issues or occurrences requiring subject matter expert review.  The documented findings included an overview, analysis of the issue and any associated aggregate data. The RGII team provided executive summaries on HIPAA related issues to the BUMED HIPAA program manager, and posted many of them on the NMIMC HIPAA Web site for dissemination. The information included tracking data relating to the HIPAA implementation within Navy Medicine.

The RGII team supported the BUMED/NMIMC designated HIPAA Rule participants on various HIPAA implementing bodies including the MHS HIPAA Work Group/IPT, Privacy and Security Working IPTs, the MHS IAWG which preceded the formal HIPAA Security WG, and the MHS sponsored P3 WG crosswalk of DoD, DON, DVA, etc. policies, as they related to the proposed HIPAA rule requirements for security and later privacy.  RGII also provided HIPAA awareness during MISRT Training sessions, TRICARE Conferences, and HIMSS Chief Information Officer (CIO) events via presentations, demonstrations and education booth formats.

The RGII HIPAA team prepared, provided, and tracked HIPAA training to NMIMC personnel via on line, in Session HIPAA briefings.  The RGII team provided project manager/developer HIPAA related training.   We also participated in the development, coordination, and distribution of MHS level guidance on the DoD MHS Privacy Rule regulation for use within DoD, DON, and Navy Medicine.

The RGII team provided weekly updates to the BUMED HIPAA program manager during the initial stages of HIPAA implementation with BUMED.  Activity summaries of MHS HIPAA meetings and associated issues were documented with remediation recommendations.  The RGII team also worked with the BUMED HIPAA program manager on awareness and education priorities while tracking and monitoring progress.
After developing the initial Enterprise HIPAA awareness implementation plan for NMIMC that included HIPAA compliance planning, level of effort estimates, resource requirements, milestone schedules, and compliance timelines, the plan was monitored for progress against the planned schedule.  The RGII team also provided information to the Claimancy via the NMIMC HIPAA Web site about business associate agreements, and a variety of other compliance requirements including progress against HIPAA remediation requirements that were identified in the implementation plan.   
The RGII team used a variety of HIPAA links, such as the HIPAAlert updates from the DHHS, to monitor and publicized external requirements affecting the DoD that had possible implication to the Claimancy 18.  Impacts were identified and disseminated via the NMIMC HIPAA Web site as coordinated through the BUMED HIPAA program manager.  RGII briefed conferences of medical legal officers at the Uniformed Services University of the Health Sciences (USUHS) on the HIPAA program, and the status of the HIPAA rules at that time, and led discussions.

MHS Technology Management, Policy, Guidance, Standardization and Planning Support
Organization Name:  Technology Management Integration and Standards (TMI&S)

Point of Contact:  Ms. Clarissa Reberkenny 

Telephone: (703)681-8823
Email: Clarissa.Reberkenny@tma.osd.mil
Contract Number: DASW01-02-F-1119 (RGII Prime)

Period of Performance: 21 July 2002 - 12 September 2005
Scope of Work:

With a team of program managers, senior advisors, IA/security experts, information systems engineers and analysts, data base administrators, and Web page designers, RGII supports the daily operations of the TMI&S Directorate in support of the TMA mission – to provide quality health care to our military beneficiaries.  TMI&S, a component of TRICARE Management Activity’s (TMA) Information Management, Technology and Re-Engineering (IMT&R) Directorate, is tasked as the principal organization with the review, coordination, development and implementation of a Military Health System (MHS) enterprise-wide technical architecture. The goal of this architecture is to ensure the standardization and interoperability of Automated Information Systems (AISs) implemented in support of the Information Management needs of the MHS.  In achieving this goal, TMI&S provides support to the MHS Chief Information Officer.  The TMI&S effort is divided into five technical tasks, Information Assurance (IA) – including HIPAA, Public Key Infrastructure (PKI), Architecture and Standards (A&S), Integration and Interoperability (I&I), and Web Site and Database.  RGII provides direct support to the Director and to the government staff in charge of each of the five tasks. Requirements of the contract are to provide planning and advisory support to TMI&S; coordinate with other organizations to reach agreement and concurrence on findings and recommendations; and present and deliver information in an efficient and effective manner to enhance understanding and dissemination by the MHS Chief Information Officer (CIO).  Throughout its support for TMI&S, RGII proactively analyzes DoD directives and other government publications for impacts to the MHS enterprise programs, as well as individual centrally managed Automated Information Systems (AIS).    RGII team members participate in meetings that address a variety of issues affecting Tri-Service, Centrally Managed, and TRICARE Managed Activity issues.  Our coordination efforts involve representatives of the Service Medical and Line departments, DoD and Purchased Care Contractors. 

Direct support services provided to a government directorate of 15 comprised of both military and civilian employees and led by a GS-15.

There were no quality, delivery or cost problems in performing the contract. Although there were no cost overruns, the contract value increases were a result of increased depth of current taskings (i.e. VHA/Sharing ). RGII effectively managed (directing resources), coordinated and maintained a cooperative relationship with government staff and TMI&S customers. RGII provided quality service and timeliness of deliverables.

Enterprise-wide HIPAA Risk Assessment and Gap Analysis

Organization Name:  New York City Health & Hospitals Corp.
Point of Contact:  Dr. Suzanne Carter 

Telephone: (718)579-5370

Email: carters@nychhc.org
Contract Number: 03-10-004 (CHC Prime)

Period of Performance Jan 2002-Nov 2004
Scope of Work
As with many large institutions engaged in Healthcare, New York City Health and Hospitals Corporation (HHC) faced tough challenges to keep up with changing technology, increasingly serious security threats, and a stringent regulatory environment.  HHC needed to respond to the demands of HIPAA regulations, as well as the security threats faced by technology-reliant companies today.  HHC understood very clearly from their experience with Y2K Compliance work that becoming HIPAA compliant would take extensive expertise, time and resources.  To address these serious issues, HHC signed a contract with Computer Horizons Corp to provide a HIPAA Assessment and Gap Analysis, as well as comprehensive Network Security Services for its 100+ facilities. 

CHC drew upon its HIPAA Compliance Methodology to provide HHC with complete HIPAA compliance services encompassing the areas of technology, health care operations and federal and local law, in all three HIPAA Regulatory Areas: Transactions and Code Sets, Privacy and Security.
CHC conducted a full-lifecycle of HIPAA compliance, including Requirements Analysis, Risk Assessment/Gap Analysis, Impact Analysis, Compliance Plan Creation, Recommendation Implementation, Training, Change Management, and Re-evaluation.
CHC maintained active contact with HHC’s facilities and the HIPAA Executive Steering Committee during the course of this engagement.  The Risk/Gap project was completed utilizing a staff of IT Security Consultants, Healthcare Operations Consultants and Healthcare Attorneys whom reported to the HIPAA Executive Steering Committee.  The project plan was created in great detail with HHC’s Corporate Privacy and Security Officers as well as with the local representatives at the facility level.  CHC conducted the data gathering through in-person interviews of key personnel, physical inspections of facilities and reviewed the flow of Protected Health Information as well as review of all policies and procedures.
Because HHC is extremely large with several diverse facilities, the CHC team employed its unique “Bridging Methodology.”  This methodology involves a full Risk /Assessment Gap Analysis for a sample of facilities that adequately represent the remainder of the facilities in the organization.  The second phase is taking what was learned in the representative facilities and are applying those findings to the remainder of the organization.  This allowed CHC to avoid duplicate efforts and focus on just those aspects that are unique to each facility. This methodology allowed HHC to maximize its resources while minimizing time and cost.  The deliverable for the Risk/Gap project were as follows:
I. Executive Summary – The Executive Summary Report is a narrative report of the assessment results.  The report contained a summary of assessment findings and all significant issues.  A section of recommendations as well as the highlights of the Plan of Action were provided together with the implementation options.
II. Threat Identification Matrix – A threat is a qualified circumstance or event that has the potential to cause harm to an IT facility or system.  Threats to HHC’s IT environment were identified and defined.
III. Assessment Results – Findings were reported in narrative form summarizing the assessment processes and results.  Additionally, detailed, issue-by-issue recommendations were provided for each individual finding. Recommendations included operational and technical solutions that the team has evaluated.
IV. HIPAA Compliance Report – Compliance with the HIPAA Security Rule was also evaluated.  Each Standard and Implementation Specification of the Security Rule was evaluated separately. HHC’s full compliance, partial compliance, or noncompliance with each Standard and Implementation Specification was documented, and a matrix was developed that maps these compliance ratings with specific issues, vulnerabilities, and findings included in the HIPAA IT Security Assessment Report.
V. Technical Vulnerability Report – This report included an assessment of the security posture for HHC by enumerating the network-specific threats and vulnerabilities that were revealed and recommendations of potential solutions.  For each cited threat and vulnerability, information was provided which management used to base the selection of and the order of implementation of effective and feasible safeguards to enhance the level of security.  Additionally, safeguards best suited to mitigate the exposure for each threat and vulnerability identified were recommended and discussed. 
VI. Plan of Action – A prioritized table of all recommendations was provided.  Each recommendation was assigned a recommended time frame for implementing corrective actions.  This table formed a crucial component in the development of a sound strategy to address information security concerns.
Throughout the process CHC reported progress and issues through a weekly meeting for both corporate and facility client project managers.  Also, a status meeting was held periodically with the HIPAA Executive Steering Committee to review progress and present any issues where executive decisions needed to be made.  Throughout the entire process, HIPAA Awareness Training was provided to all relevant staff on all areas of the HIPAA regulations.  Personnel were also trained on IT Security Best Practices and IT Risk Management.
To manage the volume of findings and recommendations, CHC created a custom software tool call Compliance Tracking Tool and deployed it at HHC.  This tool then allowed CHC’s HIPAA Program Office staff to effectively manage the findings, recommendations and projects associated with the subsequent remediation.
CHC now conducts annual security assessments for all of HHC and staffs their network security event monitoring on a daily basis. 

HIPAA Consulting Services

Organization Name:  County of Orange Health Care Agency (HCA)
Point of contact:  Jeff Nagel
Telephone: (714)834-4399
Contract Number: S1000000272 (CHC Prime)
Email: jnagel@ochca.com
Period of Performance July 2002- December 2002
Scope of Work
Under this contract, CHC analyzed HCA’s current operations against HIPAA requirements using healthcare consultants and information systems security consultants to conduct a Risk Assessment and Gap Analysis.  Deliverables included a Findings and Recommendations report, prioritized remediation work plan, vulnerability/penetration testing matrices and a state of compliance report.  Specific activities included:

Provided analysis of options for Transaction and Code Set (TCS) compliance for legacy systems and the new Enterprise System.  Assisted County in obtaining cost estimates for identified HIPAA remediation alternatives.  This included: documentation of available alternatives to application remediation (e.g., clearinghouse, interface engine, etc.), assistance in obtaining cost estimates for such alternatives for all HIPAA impacted systems/processes, assistance in obtaining cost estimates for proposed modifications to HIPAA impacted applications, documentation of non-compliance risk, corrective action planning and documentation of dependencies.

Assisted HCA Information Technology in developing the Scope of Work for contracts required to remediate the HIPAA impacted systems/processes in order to meet compliance with the HIPAA Transactions and Code Sets Regulations.

Reviewed the IT vendors identified in the Risk Gap report as being Business Associates, and validate that they are Business Associates and, address Trading Partners as applicable.  Evaluated the status of Business Associate agreements and prioritize the process of amending Business Associate Agreements for all vendors identified.

Assisted County IT in preparing technical requirements for IT Business Associate or Trading Partner agreements to engage new vendors required for HIPAA Transactions and Code Sets remediation.

Documented compliance for HCA Information Technology.  

Performed workflow analysis for transactions supporting health plan operations and companion guides needed by Information Technology.

Assisted HCA in migrating Compliance Tracking Tool from current hosted environment to County owned server.
CHC conducted periodic meetings with the Orange County Office of Compliance.  CHC conducted on-site visits with County representatives to collect information, observe operations and discuss findings.  CHC conducted weekly status meetings with key contacts such as the Privacy Official, Security Officer, and the HIPAA Compliance Committee participants.   CHC also conducted multiple presentations to Health Care Agency Board.
CHC provided an on-site project manager to provide guidance and leadership during the planning and implementation of the recommendations.  CHC initiated this engagement with a series of project kick-off and educational meetings to explain assessment process and provide baseline awareness of the HIPAA Privacy/Security/EDI regulations. CHC consultants also facilitated several conference calls and onsite meetings to prepare HCA for the Risk/Gap assessment activities.  During these meetings CHC presented the “Road Map for Compliance” that prioritized all findings and recommendations. CHC used Microsoft Project to organize efforts, communicate status and monitor progress.  CHC also used a Compliance Tracking Tool to provide a structure for monitoring compliance efforts and documenting activities performed to implement recommendations.
CHC conducted interviews and site visits to allow the consultants to learn about actual operations from the County management and to make first hand observations.  While the compliance teams were on-site, surveys were distributed to certain supervisors and managers.  These surveys were designed to collect a standard set of data related to HCA’s current operations.  After the site visit, the Team used the survey results to identify global issues and develop recommendations to resolve HIPAA compliance issues for HCA and its program.  Findings from the site visits and interviews were used to address specific recommendations for each one.  Specific risks were identified as well.  The recommendations were prioritized based on the level of risk associated with not complying or the level of expense and complexity of the recommended solution.  A scale of High, Medium, Low, None or Best Practices was used for the priority.

· High – needs immediate attention, investment of resources, or action due to risk of exposure to legal action or the risk of business interruption or disruption.  The lack of ability to submit standard transactions is an example of a “high” risk.  Unless otherwise noted, all Global Recommendations are a High Priority due to the impending HIPAA deadlines. 

· Medium – risks of a “medium” nature will have some impact on business operations if they are not corrected or addressed, however, for the most part, these risks can be mitigated by the adoption of policies and procedures and training.  Most policy and procedures development recommendations are examples of “Medium” priority.

· Low – these risks are readily addressed and will have little or no effect on business operations although the finding is related to HIPAA.  For example, revising a policy that currently exists to incorporate HIPAA compliant language and that does not violate the principles of HIPAA or that needs to be created to support a compliant practice is an example of a “Low” priority.

· None or Best Practice – current practices are HIPAA compliant, a best practice, and/or HIPAA regulations do not apply to finding.

The findings identified, wherever possible, vendors and other entities that receive or handle Protected Health Information (“PHI”) on HCA’s behalf.  The Team did not formally inventory all external entities that receive PHI but served as a reference for identifying Business Associates during HIPAA implementation.

The scope of the engagement and its schedule did not allow for an in-depth visit and interview to every HCA program on-site.  Consequently, the report attempted to group survey findings and interview results in a logical fashion to correspond with actual County organization.  In most cases, the findings and recommendations can reasonably be generalized across a service line or division.
The primary findings and recommendation report provided Orange County with the following information:
· An Executive Summary that contained concise a summary of the report and an understanding of the immediate priorities needed for HIPAA compliance.

· Background information about HCA that pertains to the HIPAA analysis.

· An explanation of the methodology used to perform the HIPAA Analysis.

· Discussion of key organizational issues that need to be addressed to prepare to comply with HIPAA.

· Discussion of broad issues and related recommendations pertaining to Standards for Electronic Transactions, Privacy and Security that impact Orange County HCA.

· A brief discussion of the County of Orange Hybrid entity and County services that needed to be included in the health care component.  A separate document was submitted that explores this issue in greater detail.

· A stand-alone section that addresses the standard transactions and code sets for each identified computer system for which they are applicable.

· A stand-alone section that addresses the security of each of the identified computer systems.

CHC represented the HCA during the state-wide HIPAA compliance meetings.  Presented findings, recommendations and status to Compliance Office, Compliance Committees, and Operating Boards.  CHC facilitated numerous planning and implementation meetings.  CHC consultants provided HIPAA Awareness training to all managers who were responsible for participating in the risk/gap analysis. Our consultants assisted HIPAA Compliance and Human Resources by recommending an approach to training and documenting the training for the work force.  CHC also provided assistance with policy and procedure development for training.
CHC provided a full time project manager to assist Orange County Health Care IT with implementing the findings and recommendations for Privacy, EDI and Security compliance. CHC recommended policies and procedures using the HIPAA Privacy, EDI and Security rules.  CHC used Microsoft Project to organize efforts, communicate status and monitor progress.  CHC also used a Compliance Tracking Tool to provide a structure for monitoring compliance efforts and documenting activities performed to implement recommendations.
APPENDIX C – Organization Conflict of Interest

TMA has categorized all non-purchased care requirements into three broad categories, as defined below, for purpose of identifying, avoiding, or mitigating Organizational Conflict of Interest (OCI) in accordance with FAR Subpart 9.5.  These categories are defined as follows:

· Category 1:  TMA Internal Support – Services which, by their very nature, give the Contractor access to extensive data about the contracts of all other TMA contractors.    

· Category 2:  Program Management Support – Services which assist TMA in planning and managing its activities and programs.  This includes, for example:  requirements analysis, acquisition support, budget planning and management, business process reengineering, program planning and execution support, and independent technical management support.

· Category 3:  Product Support – Services or end items required to meet the mission requirements of TMA’s non-purchased care activities and programs.  This includes, for example:  concept exploration and development; system design; system development and integration; COTS procurement and integration; internal development testing; deployment; installation; operations; and maintenance.

RGII is an Offeror/Contractor under the OCI and is required to perform a comparative analysis of the HIPAA Electronic Standards Program Coordination and Assistance Support Services (defined as Category 2 work in the solicitation) with all other work in which we support TMA in either Category 1 or Category 3.  Our analysis consisted of the following three steps:

1. Identifying current and previous work supporting TMA and its program offices, regardless of the contract vehicle used for acquisition of the services and categorizing the work according to the “TMA Support Contract Categories” defined by the TMA acquisition policy, including a determination of whether the delivery orders include the OCI language.  The results of this step are shown in Table C-1.

2. Performing comparative analyses of the HIPAA Electronic Standards Program Coordination and Assistance Support Services work with all current and previous work with respect to the category of work performed and the program and program office(s) supported.  A comparative analysis will result in one of three conclusions:  No OCI, Possible Perceived OCI, or Possible Real OCI.  The results of this step are shown in Table C-2.

3. Developing an appropriate avoidance or mitigation plan for the OCI where the comparative analysis indicated possible real or perceived OCI.  

Our findings are summarized below.  The left-hand column denotes the number of delivery orders that relate to the specific explanation.

0
Category 1 – No ongoing or previous work (delivery order) has been or is being performed.

1
Category 2 – One previous (delivery order) was being performed (TIMPO Program and Technical Management Support Services). This is included in the analysis because the recent re-compete of this effort was awarded as Category 3 work. Our comparative analysis indicated there is/was no OCI.
1
Category 3 – One ongoing (delivery order) (TIMPO Technical Management Support Services) is being performed.  Our comparative analysis indicated there is no OCI.
2  
Total delivery orders identified.
Identification of Existing Work

Table C-1 provides a list of current and previous RGII’s contracts performed in support of TMA-related work.  The columns of the Table are interpreted as follows:

· Column 1.  “#” is a number that cross-references this table with the analysis results presented in Table C-2.

· Column 2.  The “Delivery Order” column contains contracting organization, contract and/or delivery order number and dates of execution.  

· Column 3.  The “Client/Work Description” column contains the task name from the contract or delivery order, including the client name and a description of the nature of the work performed.

· Column 4.  The “Category Assigned” column contains a “Yes” if the delivery order contained OCI language that classified the work under a TMA work category.  If the answer is “Yes,” the TMA assigned category is also indicated in this column.  For example, if a delivery order contained OCI Category 2, the column reads “Yes/2.”  Where no category was assigned for the task or delivery order, “No” appears in this column.

· Column 5.  Contains a RGII estimate of the category based on the category definition given above and the work performed.

	#
	Delivery Order
	Client/Work Description
	Category as Signed
	Note

	1
	Dept of Interior (DOI)

GS35F-5165H

84270

Jan 01- Jan02

Re-compete:

DCC-W

DASWO1-02-F-0351

Feb 02-Dec 04
	TIMPO – Program and Technical Management 

Provide technical services for computing and communications infrastructure planning and management. RGII adheres to the Software Engineering Institute Capability Maturity Model by documenting, defining, managing, measuring and controlling all practices and procedures IAW level 2.  Tasks include: 

· Task Management

· Computing and Communications Infrastructure Testing

· Computing and Communications Infrastructure Troubleshooting

· Infrastructure Performance Program 

· Security Management Program 

· Technical Studies and Analyses 

· TIMPO Architecture Documentation and Planning

· TIMPO Contract Management

· TIMPO Personnel Administration 

· TIMPO Web Site Design and Maintenance
	For DOI:

NOT ASSIGNED

For DCC-W: NO initially 

Later included with P0005 8/20/03 as

Category 2
	1, 2

	2
	Re-compete of contract 1:

USAMRAA

GS35F-5165H

W81XWH-05-F-0134

Jan 05-Dec 09
	TIMPO -  Technical Management 

This is a re-compete of the TIMPO contract described in 1 above, but eliminated contract management and personnel administration support and re-categorize the remaining tasks as a category 3 work. 

Provide consultative support and information technology technical expertise.  Provide engineering expertise to TIMPO for the requirements that are within the responsibility of TIMPO including planning, design, testing, troubleshooting, and assessment of communications and computing infrastructure (C&CI), and contract consultation work.  The scope of this work may involve “end-to-end” performance analysis, including local area networks (LANs), client workstations/end user devices (EUDs), wide area networks (WANs), servers, and network protection/security devices. Tasks include: 

· Task Management

· Work Breakdown Structure

· Contractor Project Management Plan

· Monthly Performance and Progress Report

· Project Briefing

· Input for Program Management Support

· LAN Upgrade Support

· Network Readiness Assessment

· Multi-Purpose Network Assessment Lab

· Computing and Communications Infrastructure Troubleshooting

· Assessment of Technical Services and Products

· Information Assurance Support 

· System Security Assessment 

· Technical Studies and Analyses 

· TIMPO Infrastructure Architecture Documentation and Planning

· Office Automation and Troubleshooting 

· Web Site Design and Maintenance

· 
	Category 3
	1, 2


Table C-1:  Identification of Current/Previous Work

Detailed Comparative Analysis

For each task in Table C-1, the delivery order SOWs were compared with the HIPAA Electronic Standards Program Coordination and Assistance Support Services SOW to determine whether real or perceived OCI exists.  The results of the comparative evaluations are categorized as follows:

1. None – No real or perceived OCI exists due to the mutually exclusive task areas, program areas, or type of work performed in each area.

2. Perceived – No real OCI exists, but a cursory evaluation of the task areas and/or program areas could raise a question that OCI might exist.

3. Real – A real OCI exists due to the support area or program being supported.
Table C-2 summarizes the findings of our comparative analysis with the following information:

· Column 1.  “#” is a cross-reference number to Table C-1.

· Column 2.  “Delivery Order Name” is the task order/delivery order name for the work.

· Column 3.  “OCI Evaluation Results” contains the result of the comparative analysis as defined above

· Column 4.  The “Conclusion” column provides statements that corroborate the OCI evaluation column and any action to be taken, where necessary, to mitigate or avoid OCI
	#
	Delivery Order
	OCI Evaluation Results
	Conclusion

	1
	TIMPO Program and Technical Management
Dept of Interior (DOI)

GS35F-5165H

84270

Jan 01- Jan02

Re-compete 

DCC-W

DASWO1-02-F-0351

Feb 02-Dec 04
	NO OCI
	No OCI category was assigned to the DOI delivery order or to the re-competed DCC-W delivery order awarded in Feb 02. However, in Aug 03, P00005 included the OCI (Category 2) criteria. RGII did not perform or have access to any budget information. All acquisition sensitive information was “fire walled” and kept within the confines of the TIMPO Acquisition Offices and library located on the opposite side of the office spaces. RGII bid and lost only one other effort (Deployment Management) in Dec 2002 issued by the TIMPO. RGII did not have knowledge or information related to this solicitation that can be construed as creating an OCI.

	2
	TIMPO Technical Management 

Re-compete

USAMRAA

GS35F-5165H

W81XWH-05-F-0134

Jan 05-Dec 09
	NO OCI
	NO OCI exists. This contract provides the following support services that are defined under the Program Management Support Category 2 criteria:

· Independent Technical Management 

· Independent Technical Reviews

· Readiness Reviews

· Validating network connectivity

· Advising the government

· Independent consultative quality control and analysis

Technical studies and analysis


Table C-2: Analysis Results

RGII hereby certifies to the best of its knowledge its OCI status below:

 FORMCHECKBOX 

No real or perceived OCI, as defined in FAR 2.1 and discussed in FAR 9.5, will result from an award of the proposed.
 FORMCHECKBOX 

A real or apparent OCI may exist as a result of an award and therefore an appropriate OCI Avoidance or Mitigation Plan is attached (Offeror shall include an appropriate OCI Avoidance or Mitigation Plan, as required by this clause, with its proposal to the Contracting Officer). 
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