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19 June 2003

Defense Contracting Command-Washington (DCC-W)

Attention: Mr. Joseph Burrus

Health Affairs Contracting Directorate, CBU-IV

5109 Leesburg Pike Suite 401A

Falls Church, VA  22041

RE: PMI BPA RFQ 15 Apr 03 TRICARE ON LINE SUPPORT AMD 1978

Dear Mr. Burrus:
RGII Technologies, Inc. (RGII) is pleased to submit the enclosed response to the request for Quote for TRICARE Online Support.   RGII has significant experience and knowledge in providing quality technical program management, system, software and communications engineering, security support and security documentation and technical coordination team services with innovated solutions to DoD Health Affairs, TRICARE Management Activity (TMA), and the Military Health System (MHS).  

RGII is a woman-owned and registered ISO 9001:2000 firm with over 350 professionals specializing in program, security and enterprise-wide Information Technology (IT) support to numerous customers in federal agencies.  Additionally, RGII was successfully evaluated and assessed by the Software Engineering Institute at Capability Maturity Model (CMM) Level 2.  

Our corporate past performance, coupled with our experienced proposed staff provide a high value, cost-effective solution with low performance risk. Our senior executives and project teams are committed to providing the highest quality products and superior support services possible.  I personally meet quarterly with each of our clients’ Program Managers and Contracting Officer Representatives (COR) to discuss performance, resolve issues, and ensure total customer satisfaction. This proposal describes a sampling of our unique capabilities and qualifications that distinguish RGII from our competitors and includes past performance examples where RGII has provided exceptional technical and management support services.  We see no conflict of interest.

If you have any technical questions concerning this proposal please call Tom Eakin at (703) 575-6219.  If you have any other questions regarding the enclosed, please contact me directly at (410) 224-3554.

Sincerely,
Kathryn B. Freeland, MBA
Chairwoman/Chief Executive Officer

1 [image: image6.wmf]Executive Summary

RGII Technologies, Inc. (RGII) recognizes that the TRICARE On-Line Program Management Office (TOL PMO) has a definitive need of expert, cost-conscious core strengths in technical program management, system, software and communications engineering, security support and security documentation and call management centers (technical coordination team) support services.  RGII possesses over 9 years of relevant healthcare information experience by its leaders and staff members and has a thorough working knowledge of the Military Healthcare System.  RGII’s selected skilled staff, is committed to providing TOL with the necessary specialized capabilities in all the technical areas of the solicitation. After reviewing the Statement of Work (SOW) and the 52 questions and answers and based upon our corporate experience very similar to this effort, RGII is confident it offers the TOL PMO best value and outcome at the most reasonable investment.  
In proposing, RGII offers a number of unique benefits.   First and foremost, the TOL PMO is procuring the talents and abilities of a dedicated team of individuals who are highly regarded in their practice areas.   These individuals are well suited for this engagement because they bring specific functional skills while having the necessary MHS background. The proposed RGII team was formed specifically to exceed the requirements by leveraging the best expertise with firsthand knowledge of TOL, CHCS, MHS, DITSCAP, Air Force Certificate of Networthiness (CON), and Technical Coordination/ Call Management Center processes.  We offer further discussion of our staff in Project Organization (Section 2.7.1), resumes (Appendix A), and our Draft Project Management Plan (Appendix B).
RGII has an understanding of the environment in which the TOL PMO operates. RGII has an unique understanding of the governing laws regulations, policies, procedures, and guidelines relevant to the SOW because many of the applicable documents found in Section 2.0 of the SOW as well as the revised and updated documents were either drafted or evaluated by RGII as part of our responsibilities supporting the TRICARE Management Activities (TMA).  RGII is actively involved in the MHS Enterprise Architecture developing and maintaining operational views as well as reviewing other views developed by various MHS organizations.  Additionally, RGII assisted in the development of the MHS Automated Information System (AIS) Security Policy Manual, MHS Minimum Server Hardware Requirements, MHS Office Automation Guidance, MHS Personal Computer Hardware Requirements, and the MHS Minimum Standard Notebook Hardware.  RGII also evaluated the Strategic Plan and the Joint Technical Architecture for TMA.  

We have been the Tri-Service Infrastructure Management Program Office (TIMPO) prime program and technical support contractor since 1997. Our support services include web based technology/accessibility through three separate and distinct portals, infrastructure and system design architecture requirements, security, communication engineering and management and coordination with TIMPO’s business partners.  Additionally, we have related experience from existing multi-faceted security, software and communications engineering contracts assuring that all tasks are professionally executed.  

RGII has an understanding of the challenges in delivering semi-annual releases of bug fixes, product improvements and the integration of additional Internet applications.  Managing multiple releases during a fiscal year increases the complexity and risk for many of the activities including Security Analysis, DITSCAP documentation, C4ISP, Engineering Analysis and Technical Coordination Team utilization support.   New requirements or maintenance fixes need to be associated with a specific release. The TOL PMO may also be identifying new functionality for future releases while testing or deploying the current release.  As further defined in the current/past performance area, RGII is intimately knowledgeable of the TOL PMO’s needs and operations. Additionally, RGII has additional resources to bear should the situation demand it. RGII’s core strengths, our Staff’s technical and subject matter expertise, and our management and quality processes make our selection a favorable, NO risk choice for TOL PMO.

2 Technical Approach

2.1 Background and Understanding

RGII is proud that we currently demonstrate all of the TOL’s requested experience and skills in other similar and present support contracts.  We have demonstrated success in working with other Joint Medical Information Systems Program Offices and their support contractors including DISA, TIMPO, CITPO, SAIC, Oracle, Force 3, Sun and we are familiar with Vecna Technologies.  We will provide timely responses to security issues and engineering modifications and update requirements to the MHS DITSCAP. We will respond to the service’s security documentation if significant changes to TOL’s system architecture require DITSCAP or to the architectural system documentation reflecting these changes. In addition to the DITSCAP and service security documents the C4ISP will be kept current.  Coordination with other external business partners will be accomplished to ensure adequate infrastructure support is available.  Support in accomplishing the objectives of this Delivery Order will allow TOL to continue its current level of services provided to the beneficiary population and to add functionality identified in the TOL Consolidated Acquisition Management Plan.  

To meet the needs of the TOL PMO, RGII offers a staff with the necessary skills, past performance and drive to be successful in this environment.  Our staff of seasoned professionals, are proactive and have met the challenges facing other program offices/agencies in security (DITSCAP/AF CON), enterprise architecture (C4ISP), engineering design ,Web (portal) technology, web based training (Oracle 9i), DECC (RGII operates the helps desk), and technical issues coordination (liaison) and can meet the challenges of TOL.  

2.2 Applicable Documents  (SOW 2.0)
RGII will adhere to the policy and procedures as outlined in the documentation listed in the SOW (including updates and revisions) and laws, regulations, policies, procedures, and guidelines relevant to the specific tasks. 

2.3 Project Management Plan – PMP (SOW 4.4) / Contract Management (SOW 4.5)

RGII’s PMP details control policies and procedures that are in accordance with standard industry practices for project administration, execution, tracking and evaluation of RGII’s performance.  We will prepare a PMP (Deliverable 1) to ensure control policies and procedures are in accordance with standard industry practices for project administration, execution, and tracking.  The PMP emphasizes the strategy and tasks required to manage, track, and evaluate RGII’s performance.  The PMP includes the following topics.

· Project milestones where government information/activity is required and timeline dependencies for subsequent activities;

· An Integrated Master Management Plan (IMMP) describing RGII’s overall management approaches, policies, and procedures including suggested project metrics, and

· Detailed staffing plan with roles and responsibilities of each RGII TOL project team member

Our PMP procedures and tools clearly define and fully support specific personnel assignments and responsibilities for all aspects of task order performance and management. These assignments are designed to ensure specific, measurable responsibilities for performance, supervision, management, and quality control, and to further ensure that each individual is fully aware of his or her duties, responsibilities, and government interfaces on the contract. Each task profile provides a detailed work plan that includes a technical approach, performance schedule, milestones, deliverables, quality assurance requirements, acceptance criteria, and staffing assignments. A DRAFT PMP is provided as Appendix B

2.4 Single Point of Contact (SOW 4.2)  

The RGII single point of contact, Ms. Karen Morris, Task Manager, will assist the TOL PMO with overall project management including communication issues, concerns and problems.  Mr. Tom Eakin, RGII Division Director, will be her back-up.
2.5 Integrated Product Team Participation (IPT) (SOW 4.3)

RGII will coordinate actively and responsively with the government and other government designated contractors participating in the implementation, deployment, and operation of TOL and related MHS products.  Liaison activities will include participation in IPTs and interfacing with other contractors and external organizations such as Independent Validation and Verification (IV&V) agents, and Quality Assurance (QA) Management Team.  Consistent with this, RGII will be advocating for the TOL product line on behalf of the TOL PMO.  

2.6 Quality Assurance Plan (QAP) (SOW 4.5)

As an ISO9001: 2000 registered company, RGII is dedicated to deliver timely quality services that is competitively priced and meet or exceed the TOL PMO expectations.  Our quality system satisfies these objectives through the implementation of a series of standards and procedures and through continuous internal monitoring and review.  RGII’s approach to quality assurance is to build in quality.   The QAP will be developed jointly with the government to document the process that will be used to verify and validate quality assurance in compliance with the contract requirements and ensure these requirements meet the government’s expectations (Deliverable 2).  The QAP includes establishment of capable processes; monitoring and control of critical processes and product variation; establishment of mechanisms for feedback of field performance; implementation of an effective root cause analysis and corrective action system; and a continuous process improvement program. A DRAFT QAP is included in Appendix C.

2.7 Project Organization

RGII’s Task Manager and TOL team will work directly and cooperatively with the TOL PMO and provide the necessary resources to support the TOL mission.  Our team will support the TOL PMO from RGII’s Skyline Office located at Skyline 5, 5111 Leesburg Pike, Suite 300.

Our proposed staff brings the necessary strengths, skills, and experience to provide qualified conscious technical program management, system, software and communications engineering, security support and security documentation and technical coordination team services for TOL with a goal toward the support of ensuring that the objectives and mission of TOL are executed effectively, and efficiently.   RGII draws from experience gained as prime contractor on three currently active government contracts that include numerous tasks identical to those described in the SOW.  

RGII believes that an effective organizational structure is crucial to the fulfillment of this principle and as such has placed this task as an RGII high priority.   Our proposed personnel exceed the required qualifications to perform the work delineated in the SOW and have demonstrated their individual talents and technical qualities on similar projects.   Our Task Manager, Ms. Karen Morris, who will complete her Air Force (AF) career on 6 July 2003, is a senior career AF Nurse and has worked directly for the MHS for over five years in various functions including Project Manager for TOL in 2002.  She has twenty years experience in Federal interagency healthcare operations and a MBA in Finance.  Ms. Morris is well versed in Healthcare Policy as a result of her position as the Deputy Director of the Health Benefits and Policy Division for the AF Surgeon General. 

Other team members, are Mr. Supriya Ghosh, who has multiple years of experience with MHS along with experience in information technology, Enterprise Architecture, and was the lead author for the C4ISP for an MHS ACAT IA program. Mr. Frank Soulier is skilled in the review and preparation of DITSCAP documentation. Mr. Paul Flint ‘s core strengths include  DITSCAP, SSAA, IA policy and program development, vulnerability testing and mitigation recommendations and certification and accreditation of systems.  Mr. John Taylor has experience in configuration management planning and information assurance and has direct MHS (TIMPO) experience.  Mr. Keith Combs and Ms. Christine Etube have extensive CHCS training and help desk experience.  RGII offers to this contract as “value-added” two uniquely skilled persons at no additional cost to the government: 1) Ms. Angel Moskal, QA/PM with over twelve years of direct MHS experience and is skilled in quality assurance management; and 2) Mr. Tom Eakin (Subject Matter Expert) with twenty-five years of IT strategic consulting experience with DoD and direct MHS expertise in supporting the administration and delivery of health care in MTFs worldwide.  RGII is also able to provide any additional  staff to satisfy surges or added support requirements. The credentials of this team clearly support RGII’s claim that it offers the best value in leadership, technical program management, system, software and communications engineering, security support and security documentation and technical coordination team services support.

2.8 Monthly Progress Report (MPR) (SOW 4.6)
RGII will prepare a MPR (Deliverable 3) documenting performance to date and identifying relevant activities, accomplishments, risks, issues and proactive risk mitigation activities undertaken and future performance risks and mitigation anticipated going forward 60 days from the end of the reporting period.  The MPR will include all items described in the SOW Section 4.6.  

2.9 Management Briefing Support (MPR) (SOW 4.7)

RGII will provide project status briefings (quarterly), addressing: progress and status of all activities; milestones and achievements; schedule and financial risks; cost status of activities by task; schedule status of activities; findings, issues, and problems to date; project planning; and other project related issues.
2.10 Transition and Orientation Support (SOW 4.8)

RGII understands the necessity for smooth transition activities and evidenced by the acceptance of contracts from previous incumbents at DoD and the Coast Guard, we adroitly accommodated both incoming and outgoing contractor conversions.  A DRAFT Transition Plan is included as Appendix D. 

2.11 Specific Tasks (SOW 5.0)

2.11.1 Project Security Support (SOW 5.1) 

Ms. Morris will be TOL’s  project liaison with other program offices, the MHS Information Assurance Office, the developer, TIMPO and DISA as well as various service, command and base security certification organizations to facilitate the security accreditation of the project.  She and her security team will:

· Ensure TOL complies with all applicable MHS, Service and other security and privacy requirements including at the portal access point and across the communication pathways utilized

· Ensure TOL provides adequate security protection for Privacy and all Sensitive but Unclassified, including beneficiary, patient and provider, data

· Review and comment:  on systems design, security and privacy requirements and on system security and design documentation including that required for the MHS DITSCAP and the Air Force (AF) Certificate of Networthiness (CON) process

· Provide guidance and assistance regarding the AF CON process and other service based security processes as requested by the TOL PM

· Provide, by working closely with the existing TOL systems integrator and the Tri-Service Infrastructure Management Program Office (TIMPO), the necessary security analysis, design and testing to support the above requirements.  (Deliverable 4: Security Analysis)  

· Review and evaluate deliverables submitted from project contractors.

RGII currently provides similar services in support of TIMPO’s security management, including program development and documentation, “review and comment” on current security designs, assisting in lab testing of proposed designs and configurations of security devices.  Other efforts for TIMPO include preparing risk assessments, certification/ accreditation documents, and continued System Security Assessment Agreement (SSAA) documentation. 

2.11.2 DITSCAP Documentation (SOW 5.2)
As demonstrated by our Past Performance examples and resumes, RGII is an acknowledged expert in the DITSCAP documentation process and will:

· Produce and/or finalize revisions to all required DITSCAP documents for TOL and all documents necessary to comply with the standards required for the AF CON Accreditation, including the Systems Security Authorization Agreement (SSAA) -  (Deliverables 5 & 6)

· Use existing documents, to the extent possible, which have already been produced for the benefit of the project.  We will modify those documents to incorporate the comments of the Certification Authority and/or to account for system changes made to TOL during the period of performance including those arising out of any scan findings

· Coordinate all certification and accreditation activities with the Certification Authority, the TOL developer, and the TOL Project Manager.

RGII will meet the requirement of the AF CON assessment process by determining the impacts, risks, and vulnerabilities of fielding a system or application based upon the system/applications particular configuration in a targeted AF environment.  Networthiness parameters that will be assessed in order for the Air Force Communications Agency (AFCA) to make a networthiness decision include:

· Network security.  Network security parameters include those parameters that affect the accessibility of the network to both authorized and unauthorized personnel.

· Network impact.  Network impact parameters are those that influence or affect network performance and operation.

· Compatibility with the IT infrastructure.

· Computer security policy compliance.

We will use the Telos Corporation XACTA Web Certification and Accreditation - C&A™ software tool to accomplish the DITSCAP documentation requirement.  The tool provides the framework for performance of DITSCAP, providing a cost effective, time saving, reduced staffing, and logistically simple solution.  XACTA Web C&A™ will automate the DITSCAP four phase process from information gathering to document generation.  XACTA Web C&A™ provides the guidance, documentation templates, support, and automated utilities needed to collect system and network information.  This enables the RGII team to conduct a complete, consistent, meaningful, revisable and reusable DITSCAP SSAA. The software features a powerful knowledge base that contains a list of security policies and regulations outlined in the MHS DITSCAP SOP, 
as well as department- and agency-level security regulations including U.S. Army, Air Force, and State Department, systems and components are identified, tests that are prepared and conducted to measure the level of risk. XACTA Web C&A™ continually updates and expands this repository of security regulations to accommodate changes. The product also includes functions that automatically reformat and organize the information collected and results generated throughout the DITSCAP into the appropriate paragraphs, sections, and appendices as required by the TMA.  The RGII team will produce and finalize required DITSCAP documents for TOL and documents necessary to comply with the standards required for the AF CON, including the SSAA. 
This detailed SSAA, the formal agreement among the Designated Approving Authority (DAA), Certification Authority (CA), User Representative, and TOL Program Manager documents:

· all requirements necessary for accreditation and all security criteria for use throughout the Information Technology (IT) system life cycle; 

· minimize documentation requirements by consolidating applicable information into the SSAA (e.g., security policy, concept of operations (CONOPS), plans, architecture description); and 

· offer a specific DITSCAP plan for TOL.

The SSAA will consolidate the system and security documentation into one master document, eliminating redundancy and potential confusion from existing, multiple documents that currently describe the system, security policy, and system and security architecture.  RGII will tailor the six chapters of the SSAA to incorporate all existing similar/competing documents as deemed necessary as appendices  (Mission Description and System Identification Environment Description, System Architectural Description, System Security Requirements, Organizations and Resources, the DITSCAP Plan) and/or will provide specific reference to the pertinent document.
Additionally, and at a minimum, the six chapters of the above SSAA will be accompanied by a group of appendices including:  Acronym List, Glossary of Terms, Reference List, System Concept of Operations, Information System Security Policy, Requirements Traceability Matrix, Certification Test and Evaluation Plan, Security Test and Evaluation (ST&E) Procedures, Security Features Users Guide (SFUG), Trusted Facility Manual (TFM), Security Design Document (SDD), Configuration Management Plan, Installation Guide, Rules of Behavior, Incident Response Plan, Contingency Plans, Personnel and Technical Security Controls, Memoranda of Agreement (MOA) for System Interfaces, and Security Awareness Training Program.
As mentioned earlier, RGII staff fully understands the requirements of this task.  We are currently supporting the AF Surgeon General’s Office and provide the same services as requested by TOL.  Please refer to Section 3, Past Performance for further details.
2.11.3 Security Assessment Scan (SOW 5.3) 
RGII knows that COTS products, typically, are signature based and produce different results. Thereby, effectively precluding accurate and reliable vulnerability testing based on a single product or a single scan. RGII will use the outline below when either performing or coordinating with the MHS Information Assurance, vulnerability scans and penetration tests. RGII will coordinate and work with the MHS security team, before/during/after the security scans  in developing the necessary Security Assessment Scan Reports. RGII will partner with MHS information assurance, other groups or organizations or, independently execute the several Security Assessment Phases listed below, as directed by the TOL client, to produce Deliverables 7 & 8.    Security scans and reports are done in several phases and utilize more than one product.

Our team will perform a security assessment and policy compliance of the TOL network.  After the results of this scan are collected, and analyzed, a report will be prepared and delivered.  Our Security Assessment Scan template is detailed below as Phase 1:

Phase I: Establishing a baseline of the network and devices being scanned.

· Establish POCs (executive, managers, engineers, support staff)

· Establish how long the testing will take

· Determine the scope of the Vulnerability Tests

· Determine the depth of the penetration testing (Network scanning, Denial of Service, Trojans, Dictionary account passwords, Brute force passwords, Source code attacks, Hashing)

· Identify the resources that will be tested

· Determine the roll-back measures should problems occur during testing

· Determine the number of cycles/phases of testing for the assessment

· Determine what resources have to managed during testing (Account lockout parameters, user-level access, routers, firewalls, IDS)

· Define the types of tools that will be used (ISS Internet Scanner and Host Base Scanner, other COTS products, scripts, etc.)

· Define how the assessment process will be executed (Testing a host based system or network subset, evaluate system resource logs, test roll-back process)

· Install the necessary software and probes for the assessment.

· Produce a living Vulnerability Assessment Report that will include each assessment, trend analysis, and a vulnerability mitigation plan.

· For the Analysis, RGII will prioritize these findings based on severity

· Establish a mitigation plan based on these findings to eliminate these vulnerabilities

· Provide a comparison between each phase of the Vulnerability Assessment 

Phase II: Scan the systems and the network

· Interview support staff as necessary

· Scan systems

· Document vulnerabilities

· Roll back if necessary

· Perform Penetration testing in stages (if applicable)

· Document Vulnerabilities

· Establish a vulnerability mitigation plan

· Fix the vulnerabilities (if applicable)

· Update the Vulnerability Assessment Report

Phase III: Perform a trend analysis

· Repeat Phase II and establish a trend analysis.

· Update the Vulnerability Assessment Report

Phase IV: Repeat Trend Analysis

· Repeat Phase II and establish a trend analysis

· Complete the Vulnerability Assessment Reportmore than one product.

RGII has experience with MHS Information Assurance in scanning and in developing the necessary Security Assessment Scan Reports.  Mr. Frank Soulier and Mr. Paul Flint have provided these same services for NMIMC (coordinating with the MHS security team) and have provided Department of Interior and HHS SAMSHA with the scans and subsequent assessment report.  

2.11.4 Command, Control, Communications, Computers, and Intelligence Support Plan (C4ISP) (SOW 5.4)
RGII, as evidenced by the accompanying resumes, offers a team with the skill sets necessary to perform all requested tasks to include the preparing, drafting, finalizing and maintenance of a revised Command, Control, Communications, Computers, and Intelligence Support Plan (C4ISP) for TOL.  (Deliverable 9 & 10)  During the preparation stage, team members will analyze and integrate, any existing documents into the C4ISP. RGII will:

· Perform system tests and report the system results to produce a C4ISP that will meet or exceed applicable standards including stimulating standard use scenarios to determine bandwidth needs and impacts on Local Area Networks, Wide Area Networks and other MHS Systems through:
· Data Modeling
· System modeling and integration
· Measuring concurrent usage and connections
· Developing a capacity plan and scalability matrix
· Analyze and assess the necessary C4I support for the system to ensure it can perform its designed function through:
· Monitoring daily usage for an average site 
· Evaluating concurrent usage at a given site
· Gauging data patterns and content thresholds through application usage 

· Provide system life-cycle solutions

· Determine the derived C4I support requirements in areas such as operations, development, testing, training, maintenance, and data center operational support and sustainability throughout the development life cycle to include:
· Operational architecture
· Security/Information Assurance
· System Performance
· Information Exchange
· Interoperability Requirements 
· Manpower, training, doctrine and infrastructure.
· Document in detail network diagrams and system architecture documents by capturing:
· System interdependencies
· External interfaces communicating with the TOL system
· Connectivity methodologies
· Document all policies and procedures for managing the project from development through deployment
· Document potential vulnerabilities in the infrastructure and make the appropriate recommendations to enhance existing capabilities.

The following represents our methodology to effectively support the current and future requirements of the TOL environment.  

· Assessments:

· Conduct a Preliminary Assessment within 30 days of contract award 
· Evaluate LAN and WAN topologies
· Evaluate System architecture and infrastructure
· Inventory assets 
· Examine operating system configuration
· Monitor devices to determine network performance issues
· Inventory and assess networked devices and system configurations for optimization
· Audit firewall logs to ascertain improper use or access inbound and outbound between DMZs, trusted and untrusted enclaves
· Audit firewall ACL’s and rule bases for more efficiency
· Make determination and recommendation of architectural re-design if necessary
· Conduct Mid-Term Assessments mid-contract schedule.
· Assess deltas in baseline configuration changes that were made in the Preliminary Assessment

· Conduct a final assessment within 60-90 days prior to end of contract
· Compare the deltas between each Network Assessment

· Report changes, modifications in standards, architectural design, configurations, and product vulnerabilities

· Capacity Planning:

· Determine bandwidth

· Evaluate memory usage per device

· Evaluate CPU utilization per device

· Data space sizing for data

· Determine protocols services that will be used (web, IPSEC, database)

· Establish environmental specifications such as power, rack space, data center space, HVAC, and fire suppression

· Evaluate product support and Mean Time between Failure (MTBF)

· Produce Scalability Metrics:

· Analyze Capacity plan

· Develop scale metric based and usage and system capacity

· Number of users: device: site

· Amount of data: device: site

· Type of data: device: site

· MTBF: device: site

· Product life-cycle

· Establish process for network and system connectivity and access control

· Maintain updated user rights and assignments through user requests

· Verify user rights and roles through management approval and the system design

· Apply user rights and assignments to the network

· Validate user rights through testing account logon, password, and assigned role

RGII will document all policies and procedures for managing the project from development through deployment and will define:

· Potential vulnerabilities in the infrastructure and make the appropriate recommendations to enhance existing capabilities,

· Processes to be used to define the bandwidth, support, and security requirements.  It will, as a minimum, include:  projected workload (current and future); bandwidth requirements (LAN/WAN); server sizing requirements; number of sites and users per site; Type of transactions (i.e., Appointments, Registration, etc.); size (min, max, average) and frequency of transactions; and recovery, infrastructure support, security, and redundancy requirements,
· Reporting requirements of components in the network and the necessary tools to be used during development as well as the operational environment.
RGII’s technical staff member, Mr. Supriya Ghosh,  our senior C4ISP expert, is currently supporting the MHS and  was lead author for the C4ISP for a recent ACAT IA program. Mr. Ghosh followed the strictly prescribed outline for the C4ISP written in the DoD 5000.2-R guidance document and prepared and drafted the C4ISP document for release to the DoD C3I Office. As a result, he fully understands how the C4ISP crosses the Operational Architecture, System Architecture, and Technical Architecture and has been responsible for documenting all essential information to include: Program Information, Mission, System Description, Deployment Plans, and Implementation Schedule. 

In summary, he has reviewed all tasks identified in this section and has confirmed his ability to expeditiously accomplish them as well as any other associated requirements.  He will personally ensure that the system will satisfy the DoD Information Technology Security Certification and Accreditation Process (DITSCAP) and other applicable security accreditation standards. 
2.11.5 Engineering Consulting Services (SOW 5.5, 5.5.1)
RGII will provide additionally required engineering consulting services to the TOL PMO, and assist with identifying the appropriate technical architecture between CHCS and TOL by:

· Working with TOL and legacy CHCS, and other program offices, to:

· Liaise between the two architectures

· Determine their architectural interdependencies and interoperability

· Assist in architectural designs and refreshes

· Maintain updated compliances with DoD regulations and mandates

· Network with other RGII peers that support other MHS program areas

· Working with CHCS II to develop a technical transition plan as TOL is expected to be integrated into Block 4 of CHCS II through:

· Supporting IPT, WIPT and other working groups associated with TOL or the MHS

· Providing consultative services for both systems integration and communications in: architectural analysis of the existing prototype system, system sizing, performance, scalability, redundancy and fail-over requirements, architectural and integration support for Commercial and Government off the shelf applications and products.  (Deliverable 11).

· Assisting the TOL PMO with preparation and evaluation of statements of work and proposals related to TOL. 

· Providing oversight and support for all program, engineering and security activities of the project.  

· Provide the right balance of engineers with software, security engineer and communications engineers, as well as the project and program management support.  
· Employing the RGII pool of engineers who currently assists in the development and maintenance of the MHS efforts with DoD’s C4I Surveillance and Reconnaissance Architecture Framework. 
2.11.5.1 Technical Program Management Support (SOW 5.5.2)
[image: image7.wmf]Ms. Morris will be the RGII’s designated task manager who will assume operational control over the TOL technical project staff.  She will oversee the review of contractor deliverables, assuring the quality and technical merit of all services.  Ms. Morris will provide daily direction and management of the contract, engineering, security support staff and other assistance as requested.  This includes assisting with daily monitoring of project status, tracking and reviewing deliverables, and coordination with contractors, CITPO engineering, logistics, TIMPO, DISA and other essential MHS agencies.     

RGII, using the Earned Value Management System (EVMS) Model – Figure 1, will provide the TOL PMO with accurate data for use in monitoring the execution of this program. This program management technique that integrates technical performance requirements and resource planning with schedules, while taking risk into consideration. The major benefit of applying earned value is to use an effective internal technical, cost, and schedule management control system, and to provide timely data for improving management insight. This data is in turn used for determining product-oriented contract status, and projecting future performance based on trends to date. In addition, EVM allows better and more effective management decision-making to minimize adverse effects on the project.  RGII will maintain the TOL EVMS to ensure compliance with federal and 

Figure 1. The Earned Value 

Management System Model

DoD regulations and standards as required by the MHS Information Technology Directorate.  The EVM System Industry Standard (ANSI/EIA-748) provides a means for the government to ensure that RGII: (1) has and uses effective, integrated internal management systems; and (2) provides valid, accurate, and timely data from those systems to both contractor and government managers.  We will use scheduling tools (such as Primavera) to develop and maintain the contract schedule and the TOL Program Office-level schedule of activities.  As the weekly and monthly updates of progress and cost against the contract schedule are received, the Integrated Master Schedule and the schedule summaries will be updated.  

Using the earned value process, RGII – in conjunction with the TOL PMO – will be able to readily compare how much work has actually been completed to the amount of work planned. This approach allows RGII to identify any errors or inconsistencies in the schedule. All work is planned, budgeted, and scheduled in time-phased, "planned value" increments constituting a Performance Measurement Baseline (PMB). The planned value, earned value, and actual cost data will provide an objective, quantifiable measurement of performance that allows for trend analysis and the evaluation of any cost estimate at completion within multiple levels of the project. Using EVMS, RGII will be able to support internal and external reporting requirements and support EVMS for all TOL projects.

2.11.5.2 Technical Coordination Team (TCT) Support (SOW 5.4.3)
RGII is amply qualified to offer TCT services.  We have demonstrated similar skills and experience that will facilitate the implementation and management of a TCT and coordination with other government clients.   We will provide weekly utilization reports (Deliverable 12) using the Government’s defined metrics that will be generated through the help desk software that we propose to use: HEAT, by Front Range Systems.  We will use HEAT Plus Call Center (HPCC) for the call center functionality and reporting and HEAT Service and Support for the Help Desk functionality and reporting.  HEAT uses a simple phone switch to track telephony information that previously required a complicated Automatic Call Distribution (ACD) system.  HPCC will offer a cost-effective method of collecting and reporting the call metrics.  The software is user-friendly, flexible, results in a reduction in staffing and provides a full range of customizable reports that can be tailored to meet TOL’s needs.   RGII’s TCT Capability Statement, including TCT methodology is provided in Appendix E.  

2.12 Ability to Address Anticipated Potential Problem Areas

RGII will closely monitor, assess the impact, and report contract scope issues for the duration of the project.  Potential scope issues may include:

· RGII underestimates the effort required to perform the baseline contract schedule

· TOL adds or changes tasks

· TOL takes more time than is allotted in the baseline schedule to respond to RGII information requests support process workshops, or review and approve contract deliverables

· External agencies do not respond to requests for information in a timely manner. As indicated above, the identification of scope issues and resulting project impacts will be attributed to the source/cause. 

RGII’s goal is to identify and mutually resolve scope issues before they impact the project. Our staff will alert the Task Manager of problems/challenges and these will be reported to the TOL PMO, COTR and Contracting Officer as soon as identified, as well as addressed during status meetings. Issue resolution meetings will be held during which RGII and TOL will jointly discuss impact mitigation alternatives and workarounds. Examples of potential workarounds include the following: 

· Bypass:  In the event of a delayed input to the completion of a particular task or deliverable, postpone further work on the task or deliverable until the input is received and proceed to next task/deliverable that is not impacted by the delay. 

· Defer:  If the delayed input is anticipated to have little or no impact on completing a task or deliverable, complete the task/deliverable without the input and annotate the fact that the input was deferred. 

· Cut-off Date: Establish a firm cut-off date for receipt of external inputs, and complete future tasks and deliverables based only on the inputs received by the cut-off date. 

· Stop Work: If the delayed input is critical to future tasks or deliverables, stop all work until the input is received and reschedule all remaining task/deliverables. 

In developing workarounds, RGII will make a “best effort” to identify solutions that do not increase contract cost and schedule. Contract modifications will only be used as a last resort.

2.13  Deliverables   (SOW 9.0)
Once approved by the TOL PMO, RGII will provide copies of each deliverable (Figure 2) electronically to CDRL Support Center, Project /Program Manager, and Project Manager Support per the SOW.

	No.
	Description
	Proposal

Ref.
	Due Date

	1.
	Project Management Plan
	2.3
	Fifteen (15) calendar days after the POP start date.

	2.
	Quality Assurance Plan
	2.6
	Fifteen (15) calendar days after the POP start date.

	3.
	Monthly Progress Report
	2.9
	Within fifteen (15) calendar days after end of each month.

	4.
	Security Analysis 
	2.11.1
	As requested.

	5.
	DITSCAP Documentation – release Mar 04
	2.11.2
	15 Dec 03

	6.
	DITSCAP Documentation – release Sep 04
	2.11.2
	15 Jun 04

	7.
	Security Assessment Scan Report Mar 04
	2.11.3
	3 business days after the scan is conducted, but NLT 20 Mar 04

	8.
	Security Assessment Scan Report Sep 04
	2.11.3
	3 business days after the scan is conducted, but NLT 20 Sep 04

	9.
	C4ISP -  Release Mar 04
	2.11.4
	15 Jan 04

	10.
	C4ISP -  Release Sep 04
	2.11.4
	15 Jul 04

	11.
	Engineering Analysis
	2.11.5.1
	As requested

	12
	Technical Coordination team Weekly Utilization Reports
	2.11.5.3
	Weekly - 1st Report due NLT 10 Oct 03




Figure 2: List of Deliverables

3 Past Performance

The following describe related DOD support efforts undertaken by RGII within the last three years.  All projects support major Automated Information Systems for implementing mission driven business process improvement and reengineering efforts or provide services directly supporting these major acquisition programs.  Per the SOW, Section 16.B.3, these projects focus on Technical Program Management, Systems Engineering, C4ISP, Information Assurance (DITSCAP and GISRA), execution support, business case and cost-benefit analysis, cost estimation, risk analysis, strategic and program planning, compliance with DoD acquisition regulations (e.g., Clinger-Cohen Act, OMB circulars, DoD 5000.2-R MIAS Acquisition Procedures) and Technical Coordination Team, in accordance with the Government Performance and Results Act (GPRA), and the Federal Acquisition Streamlining Act (FASA).  

3.1 Air Force Surgeon General, Information Assurance Branch, Information Assurance Technical, Management and Assessment Support Services

	Customer:
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	USAF Surgeon General
5201 Leesburg Pike
Skyline 3 Suite 1511
Falls Church, VA
	Contractual/Admin POC:
Frank Duggan
Contracting Officer
Phone: 717-605-1481
	Technical POC:
Maj.  Brummett
COTR
Phone: 703-681-4445
Ext:  3014  

	
	Contract Number:
	GS-35F-5165H: Order No. N65538-02-F-0438

	
	Period of Performance:
	09-05-02 to 09-05-07

	
	Contract Amount:
	Base Year  $1,202,981


RGII provides technical and management support for the Information Assurance (IA) Program, the key element of which are the Certification and Accreditation (C&A) program to include a certification lab for Certificate of Networthiness (CON), the Critical Infrastructure Protection (CIP) and other policies and compliance issues to include Health Insurance and Portability Act (HIPAA) and Government Information Security Reform Act (GISRA).

RGII develops policies and procedures, security plans, conducts security training and awareness, CON, security requirements and specifications, risk assessments, test and evaluations, technology evaluations and integration with PKI, VPN, firewalls, Intrusion Detection Systems (IDS), IA web site information repository maintenance, research and evaluation on IA matters, and incident response and reporting. RGII also provides support to DITSCAP/C4ISP security documentation, System Security Authorization Agreement (SSAA) development, tracking and analysis, policy and procedure development and analysis, technical papers, white papers and military staff package preparation, evaluation of applicable standards of the Joint Commission on Accreditation of Healthcare Organizations (JCAHO); HIPAA, GISRA and other regulatory guidance related to Air Force Medical Information Systems, Technology and Security requirements .   

3.2 Tri-Service Infrastructure Management Program Office (TIMPO) – Technical Engineering & Requirements Management
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Customer:


	US Department of Defense
TIMPO

5205 Leesburg Pike
Suite 1301
Falls Church VA 22041
	Contractual/Admin POC:

Angel Harris
Contracting Specialist
Phone: 703.681.1143
	Technical POC:

Ms. Gail DeNicolontonio
COR
Phone: 703.399.2200

	
	Contract Number:
	GS-35F-5165H, 
MDA906-00-F-0011; DASW01-02-F-0351

	
	Period of Performance:

Contract Amount
	02/00 to 02/05

$4,523,211 ; $ 6,771,221


RGII provides infrastructure planning, design, development, implementation, and sustainment support for the MHS.  Because the MHS mission is conducted in a tri-service managed care environment, the environment requires the extension of MHS AIS services among Army, Navy, and Air Force installations and to managed care support contractors within and among MHS health care regions. RGII conducts technical studies and analysis consistent with life-cycle management principles. Specifically, RGII performs analyses of the available and emerging telecommunication technology, trends, and analyses of how other public and private organizations acquire, manage, and use telecommunications services.

RGII documents the telecommunications architecture for the existing networks, to include the networks’ physical configuration, functional organization, and operational procedures.  We document the formal procedures for managing changes to the telecommunications architecture.  We also define and document the long-range telecommunications architecture with the convergence of voice, video, and data and prepare a transition plan to guide the transition or evolution to that architecture.  This long-range telecommunications architecture document includes a forecast of the future telecommunications needs and service levels of the MHS.

RGII applies technical engineering, contracting, scheduling, project management, and life cycle management expertise with the integration of prevailing information resources and technologies to enhance the overall efficiency of TIMPO operations.  We conduct network readiness assessments at each Military Treatment Facility (MTF) upon completion of the last mile install, LAN upgrade and WAN connectivity to the Defense Information Systems Agency (DISA) Defense Enterprise Computing Center (DECC).  Network testing incorporates the use of network testing software, such as Chariot, and is conducted in support of Automated Information System (AIS) implementations and Government directed projects and programs.  RGII monitors the TIMPO Help Desk Trouble Ticket resolution processes, and advises the Chief Technical Officer (CTO) on the adequacy of Tier 2 and Tier 3 infrastructure problem resolution activities.  

RGII assists in the production of all security related documentation including System Security Plan (SSP), Trusted Facilities Manual (TFM), Security Features Users Guide (SFUG), Security Test Plan (STP), and the Security Test Report (STR).  All documentation will be prepared in accordance with current standards and policies (e.g. Department of Defense Information Technology Security Certification and Accreditation Process [DITSCAP]).  RGII defines and documents the long-range telecommunications architecture with the convergence of voice, video, and data, and prepare a transition plan for the transition or evolution of the MHS infrastructure to that architecture.  This long-range telecommunications architecture document includes a forecast of the MHS’s future telecommunications needs and service levels “to-be” migration architecture, while incorporating industry trends and standards based solutions.  

RGII develops strategic plans, concept of operations documents and standard operating procedures documents and also writes and executes the implementation plan for the Configuration Management Program and the Capacity Planning Monitoring Tool. RGII coordinates, tracks, manages, and executes various studies, projects, and data collection functions for the TIMPO, PEO, and MHS. RGII builds, controls, and maintains various databases in support of the TIMPO mission and customers.  Also, we research and analyze the quality and quantity of metrics available for assessing the efficiency of the MHS infrastructure.

RGII maintains all contract correspondence and provides update to the Contract Management Operations Manual.  We also develop, receive, and accept contract document modifications and close outs.  Our staff manages statements of work, proposals, deliverables, contractor performance evaluations, and all invoices.  This includes monitoring contractor performance and provides recommendations to resolve any performance issues.  

RGII provides services in support of TIMPO’s security management.  This includes “review and comment” on current security designs and assisting in lab testing of proposed designs and configurations of security devices.  We assist in preparing risk assessments, certification/ accreditation documents, and other System Security Assessment Agreement documentation.  We develop and document TIMPO’s security management program. 

RGII collects, consolidates, and collates TIMPO Web page functionality requirements and organizing those requirements into a strategic/long-range Web site management plan for development and management of a fully functional Intranet and Internet interactive TIMPO e-commerce, customer-friendly Web site. RGII develops, maintains, and manages the TIMPO Web site as an Internet site with significant Intranet capability to facilitate the transaction of internal and external TIMPO business.  The Web site is interactive and provides change request forms, CDRL library catalogue, personnel roster, weekly activities reports, links to TIMPO schedules, and links to TIMPO Program Documentation and Feedback (customer service) Forms/Surveys.

RGII provides technical services for computing and communications infrastructure planning and management with a team of task managers, network engineers, functional area (computing and communications infrastructure and program documentation) specialists, and skilled technicians.  RGII coordinates actively with the Government and other designated contractors through established IPTs.  RGII supports TIMPO’s Integrated Baseline Reviews, weekly activities reports, IPTs, Integrated Programming and Planning Requirements Scheduling System, Defense Acquisition Executive Summary Report, lessons learned database, risk management database, Annual Performance Plan Reports, and quality improvement and performance management reports.  We provide acquisition support services and follow the Federal Acquisition Streamlining Act (FASA) 

RGII established standard repeatable quality processes for the TIMPO operations. RGII engineers designed a plan and schedule for ELAN conversions across the MHS saving $8M. RGII engineers actively monitored and managed circuit traffic during the CHCS II OT&E period, ensuring proper  performance and identification of problems.  RGII chaired 57 engineering SKYOPS MTF LAN Upgrade design reviews and financial decision meetings over the past year.

3.3 Naval Medical Information Management Center (NMIMC) Information Assurance Program 

	Customer:
	US Navy
NMIMC
Building 27
8901 Wisconsin Ave.
Bethesda, MD 20889-5605


	Contractual/Admin POC:
Valerie Proctor
Contracting Officer
Phone: 301.319.1189
	Technical POC:
Mr. Dale Edgeington
PM; Phone: 301.319.1257
deedgeington@us.med.navy.mil

	
	Contract Number:
	GS-35F-5165H: 

N65126-99-F-0153, and N65126-01-F-0100

	
	Period of Performance:
	09/99 to 3/03, 06/01 to 09/01 

	
	Contract Amount:
	 $691,000, $127,000


RGII developed, implemented, and maintained the Information Security/Assurance program.  The initial activity required the development of a plan and required documentation, hardware, and software to support the formal accreditation process under MHS and DITSCAP guidelines for NMIMC and the Bureau of Medicine and Surgery (BUMED).  This effort included developing and implementing an IA program, including policy; evaluating new system designs for adequate security controls; educating users with Computer Based Training (CBT); establishing internal and external access and authentication technologies; establishing and implementing network intrusion processes and devices; developing and preparing incident response procedures; deploying firewalls; conducting qualitative and quantitative risk assessments; conducting and documenting all processes for system certification; and conducting continuity of operations (COOP) and disasters recovery planning. RGII identified and corrected all security deficiencies necessary to obtain successful MHS certification and Designated Approval Authority accreditation.  Documentation developed included an Automated Information System security plan, risk analysis, risk management plan, contingency plan, Security Testing and Evaluation Plan, certification and accreditation signatory documents, security features user guide, and security test plan and results.  RGII also developed, provided, and assisted in the implementation of a C2 compliant NT network for NMIMC, ensuring that all servers and services reached the appropriate level of security as defined and documented by RGII to comply with DoD guidance.

RGII formulated the plan, purpose, and schedule of events for the implementation of a Cisco PIX Firewall and a Windows NT Checkpoint Firewall-1 solution.  Further, RGII developed the policy and requirements for the configuration of the firewall.  RGII also coordinated and implemented the Cisco NetRanger Intrusion Detection System and revised the quality and detail of the ensuing reports.

RGII has developed countermeasures for all domestic and overseas intrusion attempts.  This includes directing and initiating discovery techniques to positively identify the source, the affected workstations and/or servers, and the exposure NMIMC may be presented under the current scenario.  RGII’s investigative processes have included using packet sniffers, reconstruction monitors, configuration port testers, security knowledge base queries and intrusive investigation tools and techniques.  These tools have included mundane programs such as PING, NSLOOKUP, and even Web browsers.  RGII has used penetration testing techniques as one method of evaluating the security strength of the Trusted Computing Base (TCB).

Since achieving C2 Certification and Accreditation in 1999, major changes occurred to the NMIMC/BUMED network, thus, DITSCAP procedures required recertification of the network.  Teaming with the Falkland Group, the RGII Team prepared a Plan of Action and Milestones (POA&M) describing tasks to be performed, and due dates for required documentation to successfully complete actions required for Certification and Accreditation.  Using the Telos XACTA Web C&A tool and the DITSCAP guidelines, RGII completed the certification package and achieved full accreditation (Authorization to Operate - ATO) in less than 60 days.

3.4 TRICARE Management Activity, Technology, Management, Integration and Standards

	Customer:
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	TMI&S Directorate MHS OASD/HA
Suite 810
5111 Leesburg Pike
Falls Church, VA
	Contractual/Admin POC:
Angel Harris
Contracting Officer
Phone: 703.681.2830
	Technical POC:
Clarissa Reberkenny

Phone: 703.681.8823
Clarissa.Reberkenny@
tma.osd.mil

	
	Contract Number:
	GS-35F-5165H, ; DASW01-02-F-1119

	
	Period of Performance:
	07/02 – 09/05

	
	Contract Amount:
	$15,400,000


RGII provides direct support to the Director and government staff of the Technology Management Integration and Standards (TMI&S) Directorate, a component of TRICARE Management Activity’s (TMA) Information Management, Technology and Re-Engineering (IMT&R) Directorate.  TMI&S is tasked as the principal organization with the review, coordination, development and implementation of a Military Health System (MHS) enterprise-wide technical architecture. The goal of this architecture is to ensure the standardization and interoperability of Automated Information Systems (AISs) implemented in support of the Information Management needs of the MHS.  In achieving this goal, TMI&S provides support to the MHS Chief Information Officer.  RGII  provides planning and advisory support to TMI&S; coordinate with other organizations to reach agreement and concurrence on findings and recommendations; and present and deliver information in an efficient and effective manner to enhance understanding and dissemination by the MHS CIO.  

RGII proactively analyzes DoD directives and other government publications for impacts to the MHS enterprise programs as well as individual centrally managed AISs.   RGII develops executive level presentations for MHS and Health Affairs (HA) management, including the MHS CIO and ASD/HA, as well as detailed technical briefings for the technical managers.  We participate in meetings that address a variety of issues affecting Tri-Service, centrally managed, and TMA issues.  Our coordination efforts involve representatives of the Service Medical and Line departments, DoD and Purchased Care Contractors.  More detailed examples of RGII accomplishments in each of the five technical tasks follows.
Architecture and Standards.  RGII has provided project management and technical support to the government’s Architecture and Standards (A&S) and Military Health System (MHS) Common Operating Environment (COE) programs through the development and implementation of a technical architecture program throughout the MHS.  RGII leverages its expertise in support of the TMI&S program with oversight of recording medical unique technical standards into the DoD Joint Technical Architecture (JTA), developing and maintaining the technical view products of the MHS, and interfacing with the MHS Enterprise Architecture. 

The RGII A&S team touches all areas of the MHS information technology Enterprise Architecture.  We assist all MHS information technology programs with understanding the DoD JTA, MHS IM/IT policies, and Federal laws and regulations that impact the MHS technical architecture, such as the Information Technology Management Reform Act (Clinger-Cohen) and OMB Circular A-130, “Management of Federal Information Resources.” Our support requires us to track not only the efforts of the JTA, but also those of the centrally managed and Service specific programs.  The quality of cooperation between RGII and the program offices is a strong one that will produce benefits throughout the MHS Enterprise Architecture.  The RG II team also prepares presentations for the MHS Technical Integration Working Group (TIWG), technical products for the MHS Enterprise Architecture Board and, as needed, prepares and submits technical standards change requests to the DoD JTA.  Technical reports such as the 2001 and 2002 MHS/VHA Standards Assessment, and version updates to the MHS Technical View have been of high quality, delivered on time, and within budget requirements.
Integration and Interoperability. RGII has provided planning,  advisory, and technical analysis support for integration and interoperability (I&I) issues to TMI&S and the MHS TIWG.  RG II has leveraged its expertise with technology, DoD requirements, and MHS IM/IT programs to identify impacts, develop recommendations, and coordinate activities. We identify information technology that may enhance business processes, coordinate any analysis, and assist with the presentation and consideration by the Tri-Service Medical representatives and the Joint Medical Information Systems Office at the TIWG. RGII has coordinated the efforts to develop both a technical and impact analysis of the migration from Windows NT to Windows 2000.  RGII has provided both program management and technical support to the NIPRNet connection approval process and to the recent Ports, Protocols, and Services efforts.  We have also provided expertise in developing technical guidance for the MHS concerning operating system, server configuration, and office automation tools.  RGII prepared the presentation of these initiatives to the MHS Enterprise Architecture Board, The Planning Review Board, and the MHS CIO.  All policy documents developed are completed on time and meet the high standards of the client. RGII’s in-depth understanding of the technical and programmatic interfaces between the centrally managed programs has been key to the successful support of the above TMI&S I&I efforts, and reflects RGII’s commitment to work with all parties involved to understand mission needs and recommend appropriate improvements.  

Public Key Infrastructure.  RGII provides technical and program management support for implementation of Public Key Infrastructure (PKI) in the MHS.  RGII has participated in DoD business and technical working groups, organized the monthly MHS PKI Working Group meetings and prepared the MHS PKI/PKE Guidance.  Working closely with the I&I team, the PKI team has coordinated consideration of single-sign on solutions at the TIWG.

Information Assurance.  The MHS has, as part of its mission, the requirement to insure that AISs operate in an environment that protects beneficiary information as well as DoD information from unauthorized parties.  For the past three years, RGII has supported the mission of the MHS Information Assurance (IA) program.  The IA Program touches all aspects of the MHS’s AISs.  Our support has included working with the MHS community of AIS program managers to ensure their products meet IA goals, providing expertise and recommending solutions to complex security issues, developing MHS IA guidance and policy, participating in meetings, providing expertise in implementing DoD guidance, and creating and establishing the MHS’s overall IA program.  Routinely, RGII successfully provides position papers, document reviews, and information briefings to the client with suspenses of a day or less.  To support many of these efforts, RGII leverages its knowledge of the DoD 5000 and 5200 series regulations and directives, OMB Circular A-130, the Health Information Portability and Accountability Act, the Government Information Security Reform Act, and the Government Performance and Results Act.  RGII is solely responsible for initiating and creating the MHS’s Vulnerability Management System. Our team tracks Computer Emergency Response Team (CERT) notices and insures mitigation strategies have been implemented.  The cooperation with other RGII areas in addressing IA subjects such as PKI and a security standards profile has further enhanced the MHS IA program.

Web Site and Database Maintenance. Managing TMI&S information requires in-depth knowledge of the client’s functional requirements, intended audience and user needs, as well as the expertise required to manage the complex back-end databases organizing the data. The RGII Web and Database Support team provides the highly skilled resources required to develop technical solutions to support the diverse MHS environment.  Close coordination with other contractors, the RGII staff, and the clients they support is necessary to ensure the Web site meets both the current and changing needs of the mission.

Consistent and uniform development practices are adhered to that emphasize compliance with DoD policy and guidance, interoperability, and incorporation of industry best practices.  Customized training support and user documentation is provided.  The functionality and user requirements are continually assessed to ensure core requirements are met.  

The most recent development has been the creation of a private web site hosting a ColdFusion application that uses e-mail and SQL Server to facilitate the distributed management of role-based user accounts and to customize the information displayed.  Other databases are also being migrated to this platform to enable greater accessibility while at the same time increasing security.  

3.5 DECC Mechanicsburg
	Customer:



	Defense Enterprise Computing Center
	Contractual/Admin POC:
Joseph Jurdana
Contracting Officer
Phone: 717.605.4610
	Technical POC:
Denny Hultzapple
COTR
Phone: 717.605.4316


	
	Contract Number:
	GS-35F-5165H, DCA200-01-P-5249

	
	Period of Performance:
	05/01-04/05

	
	Contract Amount:
	$3,291,560


RGII supports 100,000 DECC customers with help desk problem management and customer service operations. Providing 24 X 7 coverage, we provide remedial and technical support to users of DECC computer systems. This performance-based contract supports both mainframe and client-server environments. The operating environment at DECC is volatile as new hardware, software, and application systems are implemented weekly with RGII providing support upon implementation. Supporting ten different programming languages with multiple communications networks  and types including TYMNET, ICPNET, DISN, NAVNET, NOVELL, SNA, PC Anywhere, DYNACOM, LAN, TCP/IP, and INTERNET. 

RGII uses an effective problem management system to capture, diagnose, and resolve a variety of complex, system related problems emanating from a wide variety of hardware and software operating systems and applications. RGII provides the customers with a single point of contact for first level troubleshooting and resolution for all problems associated with data networks, computer configurations, and application software assigned to the DECC.  

RGII provides maintenance (application fault resolution) and customer training for Windows applications and 14 enterprise applications for both the mainframes and the client-servers. We receive and respond to an average of 6,500 calls per month with 93% of the calls closed over the phone. 

RGII provides maintenance of TCP/IP services and associated security enhancements for TCP/IP networks. RGII personnel troubleshoot HTTP pages for Secure Web Access to computers. Our staff helps the clients install Secure Web Access and manage web caching.  RGII personnel troubleshoot problems with FTP from multiple software packages. RGII also troubleshoots DNS for translation problems. RGII personnel support firewall maintenance by providing information to administrators for configuring their firewall to allow access to our systems. We also use firewall incident reports, designed and produced by RGII personnel, to detect problems 

4 Personnel Qualifications

RGII offers experienced and talented professionals skilled proven technical program management, system, software and communications engineering, security support and security documentation and call management center techniques. Our  personnel are guided by a committed and seasoned manager, organized to deliver quality products on time with the best resources available.  RGII is proposing a complete line-up of individuals with skills and experience appropriate to complete the five tasks.  Moreover, to the extent possible after award, RGII will work with TOL PMO for retaining key incumbent staff and integrating them onto the team. 

Figure 5 outlines the qualifications/experience of the proposed staff to fulfill the requirements of the SOW. Figure 6 crosses tasks with personnel .  Resumes for the proposed staff members can be found in Appendix A and a staffing plan is provided in the PMP (Appendix B).  

	Position Name

	 Years Exp.
	 Degree
	  MHS Expertise
	  Acquisition Management
	 Information Technology    Expertise
	 Information Technology /  Performance Management  Legislation Expertise 
	 Executive-level Performance Data Collection and Management
	 Healthcare Legal and Regulatory Expertise
	 Security Expertise

	
	
	
	
	
	
	
	
	
	

	Task Manager
	
	
	
	
	
	
	
	
	

	     Karen Morris
	20
	MBA

MPA
	(
	(
	(
	(
	(
	(
	(

	Security Manager
	
	
	
	
	
	
	
	
	

	     Frank Soulier
	20
	JD

MS
	(
	
	(
	(
	
	(
	(

	Security Analyst
	
	
	
	
	
	
	
	
	

	      Paul Flint
	16
	BA
	(
	
	(
	(
	
	(
	(

	C4ISP/Architecture
	
	
	
	
	
	
	
	
	

	     Supriya Ghosh
	19
	MS
	(
	
	(
	(
	(
	
	

	Technical Consultant (Engineer)
	
	
	
	
	
	
	
	
	

	     John Taylor
	10
	MBA
	(
	(
	(
	(
	(
	(
	(

	Technical Coordinator (Lead)
	
	
	
	
	
	
	

	     Keith Combs
	29
	AA
	(
	
	(
	(
	
	(
	

	Technical Coordinator

	     Christine Etube
	15
	MA
	(
	
	(
	(
	
	(
	

	Quality Assurance
	
	
	
	
	
	
	
	
	

	     Angel Moskal
	12
	MS
	(
	(
	(
	(
	
	(
	(

	Subject Matter Expert
	
	
	
	
	
	
	
	
	

	     Tom Eakin
	25
	MS
	(
	(
	(
	(
	(
	(
	(


Figure 5: Qualifications/Experience Matrix


Figure 6: Tasks/Personnel Matrix

Our TM will be a “working” TM and will oversee and provide direct support across all of the tasks. Our two person security team (Mr. Soulier and Mr. Flint) will accomplish the security tasks (SOW 5.1 , 5.2, 5.3) using  the Telos XACTA Web C&A tool.   Additionally, our two person engineering team (Mr. Ghosh and Mr. Taylor) will accomplish the technical tasks (SOW 5.4, 5.4.1, 5.4.2, 5.5, 5.5.1, and 5.5.2)   Mr. Combs, Ms. Etube and one Technical Assistant will use HEAT by FrontRange to accomplish the TCT task (SOW 5.5.3).   This streamlined team of professionals will use the latest automated tools to assist in the support of TOL.  Ms. Moskal will provide QC services and Mr. Eakin will provide SME oversight.  These functions (QC and SME)will be accomplished at  no additional cost to the TOL PMO.

5 Organizational Experience

RGII looks forward to continuing work within the MHS and TMA through this. As demonstrated below, RGII has in-depth experience with MHS, and DoD Health Affairs.  

RGII has been providing capabilities and expertise in technical program management, system, software and communications engineering, security support and security documentation and call management centers (technical coordination team) to TMA and MHS supporting TMA and MHS since 1996. 

Our technical and management support to the TMI&S Directorate, a component of TMA’s IMT&R Directorate, illustrates RGII’s ability to provide the necessary services and tools to deliver innovated solutions.  RGII’s efforts under the TMI&S contract are divided into five technical tasks, A&S, I&I, PKI, IA, and Web Site and Database.  RGII provides direct support to the Director and to the government staff in charge of each of the five tasks. We provide planning and advisory support to TMI&S; coordinate with other organizations to reach agreement and concurrence on findings and recommendations; and present and deliver information in an efficient and effective manner to enhance understanding and dissemination by the MHS CIO.  

RGII also provides technical and management expertise to the TIMPO providing infrastructure planning, design, development, implementation, and sustainment support for the MHS.  Because the MHS mission is conducted in a tri-service managed care environment, the environment requires the extension of MHS AIS services among Army, Navy, and Air Force installations and to managed care support contractors within and among MHS health care regions. RGII conducts technical studies and analyses consistent with life-cycle management principles. Specifically, RGII performs analyses of the available and emerging telecommunication technology, trends, and analyses of how other public and private organizations acquire, manage, and use telecommunications services.

Within the MHS, RGII is engaged in providing quality management and information systems engineering expert support services to the U.S. Air Force Medical Service (AFMS) Chief Information Office.  RGII provides integration, plans, and projects of the four branches of the office; Technology, Information Assurance, Knowledge Management, and CHCS II deployment.  RGII prepares and delivers issue and decision papers concerning current developments and technologies that potentially impact the operations of information systems for the AFMS.  RGII develops and maintains the complete project schedule for the institutionalization of Total Cost of Ownership (TCO) of Information Technology for the 75 AFMS sites including a compiled history of lessons learned.   RGII provides technical analysis, evaluation, and reports of financial, operational, administrative, and asset data gathered for the TCO studies, and presents results of analysis as briefings or white papers to upper level commanders for the Surgeon General.  RGII represents the Air Force as the Air Force (AF) Military Department Representative by acting as the Air Force liaison to the Clinical Business Area (CBA) in all technical and functional aspects regarding the Composite Health Care Systems (CHCS).  

RGII supports the MHS by providing experienced management and technical support to Naval Medical Information Management Center (NMIMC).  We designed and produced visual communication tools for education and marketing.  Ms. Travers developed an e-learning prototype for Navy Medicine’s Corp School.  The functional areas include Acquisition, Budget, Financial Management, Contract Management, IA program development and implementation, and Data Calls.  RGII also manages and provides technical support to the Enterprise Architectural Planning project.  RGII provides infrastructure planning support to develop a metrics-based, monitored, structured network modeling process and audit of custom network architectures to support CHCS I and II, BUMIS II, EAS IV, SPMS II, DMLSS, and TMIP.

As a dynamic and growing program and enterprise-wide Information Technology (IT) support services firm, RGII continually recruits qualified professionals from within the industry.   RGII has carefully analyzed the requirements of TOL and has selected those personnel who have the abilities to perform all of the contract tasks and meet the required objectives of the program.  RGII’s personnel are composed of staff members who are capable of addressing the management, technical, operational, and administrative issues that may arise under this contract. They possess the experience and expertise to successfully perform this assignment.   RGII offers an excellent group of experienced personnel to support TOL.  All personnel exceed the required qualifications to perform the work delineated in the SOW and have demonstrated their individual talents and technical qualities on similar projects. 

Personnel assigned to this effort have kept current in their knowledge of the MHS environment and have Healthcare Legal and Regulatory expertise.  

Appendix A

Résumés
Karen P. Morris, RNC, CHE, FAHM – Task Manager

Summary

Twenty years experience in Federal interagency healthcare operations, twelve years neonatal critical care, and five years managed care at the Military Health System (MHS) Regional level, Office of the Surgeon General, and TRICARE Management Activity (TMA).  Adeptly skilled in program development, project management, acquisition management, financial management and clinical care.  Serves as the Deputy Director Logistics for Clinical Information Technology Program Office (CITPO), TMA:  Provide leadership direction and acquisition management expertise to plan/develop training program and implementation schedule for the deployment of Composite Health Clinical Systems (CHCS) II.  Direct and facilitate strategic business planning with Tri-Service representatives.  Critically evaluate contractual requirements and manage contractor performance.

Work History

RGII Technologies  (Jul 2003)

Contingent Hire - Ms. Morris will be separating from the active duty  (Air Force) and will be filling the Task Manager position upon award.  Although currently assigned to the CITPO, Ms. Morris is not managing, providing oversight, nor assisting in the program management of the TOL program. She is not involved, nor providing any assistance in the selection of the award for this contract.  We/she see(s) no conflict of interest or ethical issues.

U.S. Air Force Nurse Corps, 20 years

CITPO, CHCS II Program Office, Information Technology Organization, Falls Church, VA (2001-2003)

Deputy Director, Logistics – Plan and direct implementation and training efforts for deployment of CHCS II.

Coordinates efforts of Army, Navy, and Air Force Chief Information Officer representatives in conceptual drafting of training requirements. Direct efforts of contractors in the development of DVD and web-based training tools. Ensures QA and adherence to 21 CFR 820 for Defense Blood Standard System. Managed CHCS II performance metric development and analysis for Block I.

Project Manager, E-Health – Managed 30 government/contractor personnel responsible for technical design, development, and deployment of a common secure infrastructure for the MHS web-based initiatives-life-cycle cost $100M.  Managed security compliance to DoD directives. Chaired Configuration Control Board to identify, approve, and/or deny system change requests and system incident reports. Task manager on three contracts totaling $1.75M for product design/development and DOD Information Technology Security Certification and Accreditation Process (DITSCAP).

Office of the Surgeon General, Bolling AFB, Washington, D.C. (2000-2001)

Deputy Director Health Benefits and Policy Division/Director Operations Branch – Formulated policies, programs, and official positions on managed care for the Air Force Medical Service in support of the $15.5B Defense Health Program. Advised the Air Force Surgeon General (AF SG) on policies, programs, issues, and trends impacting the Air Force healthcare services.  Provided clinical perspective and expertise on health benefits and policies. Served as AF SG consultant to ASD (HA), TRICARE Management Activity, AF Major Commands and Military Treatment Facilities (MTFs).

PacifiCare of Texas, San Antonio, TX (1999-2000)

Fellow, Education with Industry, Senior Care Product Line Oversight – Top 5% of all Air Force officers, competitively selected for civilian educational program. Provided PacifiCare’s VP benefits analysis of prospective service contract for DOD Medicare-eligible beneficiaries; assisted with NCQA accreditation process.

Revised company provider appeals process through stakeholder identification, flowchart development, and policy clarification. Developed several training modules for corporate use in nine different states plus Guam.

59th Medical Wing, Lackland AFB, TX (1996-1999)

Director Utilization Management, Appeals and Grievance, TRICARE Southwest

Served as utilization management consultant for 18 MTFs in four states. Developed and implemented policies and monitored healthcare directives affecting managed care operations to 12,700 beneficiaries. Developed, directed, and managed regional MTF quality assurance, appeals and grievance processes for Medicare eligible beneficiaries.

Analyzed and evaluated clinical data within the region to identify areas of success and need for improvement of managed care functions. Saved $1.9M through greater Regional MTF/contractor interaction and system utilization.

74th Medical Group Wright-Patterson AFB, OH (1995-1996)

Deputy Director, Utilization Management – Provided oversight and guidance to staff members regarding utilization management activities to include discharge planning, case management, and utilization review. Collected, developed, and analyzed reports on utilization management metrics. Saved $2.5M through innovative utilization management processes and provider practice pattern initiatives. Catalyst for a 40% admission reduction and 65% decline in Magnetic Resonance Imaging utilization.

74th Medical Group Wright-Patterson AFB, OH (1993-1995)

Nurse Manager, Neonatal Intensive Care Unit/Newborn Nursery – Provided long-range vision and management for 20-bed regional referral neonatal intensive care unit. Managed unit quality assurance program.  Spearheaded collaborative approach with pharmacy to fix preparation and administration of microdose medication difficulties.

Coordinated conversion of patient bedside suite to a surgical suite for facility’s first infant heart defect repair procedure. Skilled in medical incidence investigations (MII).

Wilford Hall Medical Center, Lackland AFB, TX (1988-1993)

Assistant Nurse Manager Neonatal Intensive Care Unit – Managed and provided complex nursing care in 35-bed neonatal intensive care unit. Managed and taught staff members skills needed for neonatal resuscitation, air and ground transport of neonates, and DOD’s only extracorporeal membrane oxygenation procedure. Developed unit base flowchart and achieved 75% decrease in charting time.

Education

M.B.A., concentration in Finance, University of Texas, San Antonio, TX, 1999

M.A., Public Administration, Health Service Management, Golden Gate University, San Francisco, CA, 1986

B.S., Nursing, Howard University, Washington, D.C.M 1982

Professional Affiliations/Certifications

Fellow, Academy of Healthcare Management

Diplomat, American College of Healthcare Executives 

Certification, Neonatal Intensive Care Nursing, National Certification Corporation for the Obstetric, Gynecologic and Neonatal Nursing Specialties

Special Qualifications

Secret Security Clearance, 1982 – Present

Completed Acquisition Courses – ACQ 101; ACQ 201; SAM 101; IRM 101

Frank G. Soulier –  Security Manager

Summary

Experienced Information Security/Assurance policy developer, and implementer.  Experienced in certification and accreditation, risk analysis and conducting vulnerability testing and mitigation recommendations for various clients.   Experienced attorney with specialization in the legal analysis of Information Security/Assurance policy and procedure, with background in specialized law enforcement investigations, prosecution, fraud offenses, information security and contract law.  Legal instructor for law enforcement, local and national attorney associations.  

Work History

RGII Technologies, Inc. (1998-Present)

Substance Abuse and Mental Health Services Administration (SAMHSA)
Developed (SAMHSA’s) Information Assurance /Security Program documentation. Prepared technical documentation and analysis required to accomplish Defense Information Technology System Certification and Accreditation Process (DITSCAP) compliance based on applicable security requirements.  Documentation included Systems Security Authorization Agreement (SSAA) with appendices, network topologies, system test and evaluation plans, risk assessments for HIPAA compliance, and penetration testing and mitigation, the development of security program (AISP), Incident Response Plan (CSIRC), Security Features User’s Guide (SFUG), Trusted Facility Manual (TFM), Change Control/Change Management Plan, Audit Trail Review Plan, User Desk Reference, and Disaster Recovery Plan (DRP).  

Department of Commerce, Commerce Administration Management System (CAMS), CAMS Support Center (CSC)

Conducted a Vulnerability Audit including risk assessment and penetration testing of CSC LAN.  Conducted a Security Audit on all CAMS Support Center computer systems and provided a Report of Identified Vulnerabilities.   Using the vulnerabilities and threats, conducted a risk assessment that looked at the impact of a security threat and provided CAMS with their greatest risks and their mitigation strategies for each risk. 

Department of the Interior, (DOI) Mineral Management Services (MMS)

Conducted an independent Security Risk Assessment of the ABACIS system for MMS.  Identified the system vulnerabilities, conducted a threat and risk analysis and defined countermeasures.

Navy Medical Information Management Center (NMIMC)

As a legal policy analyst, completed a successful two-month DITSCAP for the U.S. Navy Medical Information Management Center and Navy Bureau of Medicine and Surgery. Participated in the Certification and Accreditation for NMIMC using the Telos XACTA Web-C&A tool.  

TRICARE Mid-Atlantic Region

Completed the TRICARE Mid-Atlantic Region C&A using the Telos XACTA Web C&A tool.

General Law Practice  (1989-2001)

Concentration in business law, criminal law, domestic relations, estate planning, and administration.  Practice included representation before circuit and general district courts in matters civil, criminal, and appeals before the Virginia Court of Appeals and Supreme Court of Virginia.  

Assistant City Attorney, City of Fairfax, VA  (1992-1995)

Prosecution of criminal offenses, misdemeanor, and traffic infractions as adjunct activity to full-time general law practice.

Assistant Attorney General, Director, Medicaid Fraud Section, Richmond, VA  (1987-1989)

Assignments included computerization, development, and reorganization of investigative unit, supervision of investigators, accountant, and support personnel.  Investigation and trial preparation of medical fraud matters in the Commonwealth of Virginia, and preparation of legislative revisions to the Code of Virginia relating to fraud offenses.  This assignment required a technology leadership role in the automation of the investigative section and design of information exchange standards with the Virginia Department of Medical Assistance Services (DMAS).

Senior Assistant Commonwealth’s Attorney, Arlington County, Virginia, (1982-1985)

Prosecution of criminal offenses, misdemeanor and felony, and traffic infractions.  Specialization in fraud, white-collar prosecutions, and computer crimes.

Officer & Investigator, Arlington County Police Department, Arlington, VA, (1973-1982)

Assignments in operations, investigations, and staff divisions.  Tactical undercover assignments, member SWAT Team, legal instruction to new undercover operatives.  Investigation of fraud offenses.

Education

JD, George Mason International School of Law

MS., Special Studies, Law, Administration, Sociology/Psychology, George Washington University

Other Accomplishments

Endorsed Practitioner.  Xacta Web 2001 Certification and Accreditation System.  Completed coursework and review necessary to obtain qualification and endorsement in the operation and promulgation of the Xacta Certification and Accreditation methodologies.  These methodologies are directed at government information assurance activities, with particular emphasis on National Information Assurance Certification and Accreditation Processes (NIACAP).

Author: Arlington County Police Department Manual.  Two-year project drafting complete operations manual for Arlington County Police Department relating to all areas of police function, procedure, policy, and directives, including information assurance interface to National Crime Information Center (NCIC) and Virginia Crime Information Network (JCIN).

Instructor, Criminal Law and Procedure.  Adjunct faculty assigned to Northern Virginia Criminal Justice Academy.  Course presentation included Constitutional Law, Virginia Criminal Law, Virginia Criminal Procedure, Laws of Arrest, Search and Seizure, Juvenile Law.

Virginia Association of Commonwealth’s Attorney.  Program presentations throughout Virginia to prosecutors on fraud investigation and prosecution techniques.

National College of District Attorneys.  Program presentations throughout United States to investigators and prosecutors on fraud investigation and prosecution techniques.

PAUL FLINT III – Security Analyst

Summary

Over 16 years experience in the development, implementation, and maintenance of information assurance Programs including policy documentation that identified program structure, staff responsibilities, and policies serving as the focal point for the range of information assurance program activities.  Core strengths in DITSCAP, SSAA, IA policy and program development,  vulnerability testing and mitigation recommendations and certification and accreditation of systems.

Work History

RGII Technologies, Inc.  (2001-Present)

Substance Abuse and Mental Health Services Administration (SAMHSA)
Developed SAMHSA’s Information Assurance/Security Program documentation leading to Certification and Accreditation. Documentation included Systems Security Authorization Agreement (SSAA) with appendices, network topologies, system test and evaluation plans, risk assessments for HIPAA compliance, and penetration testing and mitigation, the development of security program (AISP), Incident Response Plan (CSIRC), Security Features User’s Guide (SFUG), Trusted Facility Manual (TFM), Change Control/Change Management Plan, Audit Trail Review Plan, User Desk Reference, and Disaster Recovery Plan (DRP).  

Department of Commerce, Commerce Administration Management System (CAMS), CAMS Support Center (CSC)

Conducted a Vulnerability Audit including risk assessment and penetration testing of CSC LAN.  Conducted a Security Audit on all CAMS Support Center computer systems and provided a Report of Identified Vulnerabilities.   Using the vulnerabilities and threats, conducted a risk assessment that looked at the impact of a security threat and provided CAMS with their greatest risks and their mitigation strategies for each risk. 

Department of the Interior, (DOI) Mineral Management Services (MMS)

Conducted an independent Security Risk Assessment of the ABACIS system for MMS.  Identified the system vulnerabilities, conducted a threat and risk analysis and defined countermeasures.

Navy Medical Information Management Center (NMIMC)
Developed and implemented NMIMC’s Assurance Program and Network Certification and Accreditation package.  Conducted vulnerability testing and mitigation recommendations.  Two-month effort resulted in full DITSCAP Certification and Accreditation using the Telos XACTA Web C&A tool. 

TRICARE Mid-Atlantic Region

Completed the TRICARE Mid-Atlantic Region C&A using the Telos XACTA Web C&A tool.Pentagon NISA-SR  (2001)

Pentagon NISA-SR  (2001)

Developed, edited, and published Secret Internet Protocol Router Network (SIPRNet) Certification and Accreditation documents, Single Agency Manager.  Performed security risk assessment of enterprise computer facility, including implementation of configuration management system with SQL- and HTML-based software and hardware diagrams.  OPD-AE Definition and promulgation of certification and accreditation security policies related to Mail and NT Architecture (MANTA).  MANTA enhances the security of DoD processing systems through the strictures of the National Communications Security Committee (NCSC) publications, C2 functionality and the “Barrier Reef” concept of interaction with commercial, foreign, and other inter-network elements.  For the Army Digital Advanced Warfighter Experiment (DAWE), Fort Hood, Texas, performed oversight and liaison service in the design, preparation and promulgation of digital network security risk assessment.  Evaluated security assessments at the Pentagon and Field Commands

Radio Free Asia (RFA) (1997-2001)

Studio Installation.  Implemented LAN/WAN and developed a security policy (program); evaluated system design for security controls; developed and provided user security training; developed and implemented access and authentication technologies; and established and maintained a capability to prevent, monitor, and responded to network intrusions using network monitoring tools such as NetRanger.  Developed and submitted incident responses.  Conducted continuity of operations (COOP) and disaster recovery planning.

Army Research Laboratory Battlefield Environment Directorate  (ARL/BED) (1998)

Planned the installation, implementation, security certification, and administration of a mixed UNIX, NT, Windows and DOS Local Area Network installation with Video Teleconferencing (VTC)/High-resolution subsystem.  Performed analysis, design, installation, configuration accreditation, and security certification of extensive IBM Enterprise, SGI IRIS and ONIX, Sun Solaris, HPUX OSF, Axil, Xterm DGUX, X.11, Windows NT systems within heterogeneous ATM operational, tactical, and research inter-networks in Adelphi, MD.

United States Navy Chief Of Naval Operations Pentagon (CNO) (1995-1997)

Performed Microsoft NT/UNIX Public and Secret Local Area Network (LAN) conversion.  Designed, specified, and supervised the installation of several secure video teleconferencing systems at OPNAV (N‑6) and Naval Command Center (N‑3) offices.  Designed, implemented, and installed public TCP/IP networks, systems, and services for Chief of Naval Operations (N-0) and Director Space and Electronic Warfare office (N‑6).

American Geophysical Union (AGU) (1993-1995)

Provided technical consulting services, including both hardware and software, for an Ethernet based information system.  Systems integrated included VAX 3100, SUN SPARC, and PC AT 386 and 486 computers.  Integrated AGU into the Internet communications network.

United States Navy Inspector General (1992-1993)

Performed technical support services for a management information display system. 

International Monetary Fund (IMF) (1991)

Supervised design, testing, and installation of T-4 rate (178.4 MPS) to DS-3 optical fiber link.  Oversaw interconnection to voice and data circuits presented at T-1 level.  Principle investigator in high-speed baseband IBM PC based open-wire Local Area Network Interface to existing telephone and existing data systems.  Supported Network Management system, baseband LAN, Initial Untwisted Pair (10baseT) network, and Optical T-4 network.  Performed a study and implemented a graphics department network.

World Bank (1986-1993) 

Installed a UNIX based Multimedia system.  Installed original Localtalk network.

Education

B.S., Business Administration, Windham College, Vermont

Other Experience

· Computer operating systems: MS NT-4.0, WIN 95-00, MSDOS, IBM MVS/OS390, VM, UNIX, SOLARIS, IRIX, HPUX, LINUX, X.11, BE, VMS, CPM, TRSDOS, CTOS, MAC-8.1, Motorola and Intel Assembler.

· Network operating systems: NetWare 4.11, NTAS 4.0, NFS, Samba, Localtalk, Vines, IBM SNA, and LanManager.

· Transmission Systems: V.24, V.35, X.25, 802.2-4, DS-1/3, T-1/3, OC-3, ATM, FDDI, RS 170, RS 255, H320, H323, RAS, PPP, 10 and 100baseT, ISDN BRI and PRI for video, multimedia and Internet access.

· Network, Routing Protocols and Operating Systems including; IBM LAN Man, NetBEUI, Inter Packet Exchange, DEC LAT, AppleTalk, XNS, TCP/IP, RIP, EGP, BGP, OSPF, NFS, LANE. 

· Digital Security Systems: ACF2, Secure Shell, shadow password, TCP wrappers, SPI, Sysscan, ISS NID, TSI Toolkit, PIX, Checkpoint firewalls, Cylink, RSI, STU, NES, DITSCAP, NIACAP, NSTISSI, 5200.25

· Network Management Tools: SMS, NetView, OpenView, Visio, netViz, SQL, Excel, Access.

· SQL, Xbase, Perl, Python, Pascal, Basic, FORTRAN, C, C++, Assembler, for UNIX, DOS, Mac and Windows.

· Telos XACTA Web-C&A tool

Publications

ITCA Teleconferencing Yearbook 1989, “COMBOT A Television Quest.”
Supriya Ghosh  - C4ISP – Architecture  Specialist

Summary

Currently working for the Department of Defense Military Health System (MHS) as a government contractor; Providing architecture and standards for Technology Management Integration & Standards (TMI&S) within MHS; Was the main point of contact for Architecture & Migration within the Clinical Information Technology Program Office; Led systems engineering tasks for the Composite Health Care System II and was the main author for the C4ISP document; Significant expertise and years of experience in architecture, systems integration, and large-scale software implementation; Over the years, has served a number of roles that include project manager, lead architect, systems engineer, and information specialist;  Worked for EDS as a Solution Architect advising multiple towers of the 600-person Rockville Solution Centre catering to the National Association of Securities Dealers (NASD); Joined NASD as a Senior Specialist and was a technical project manager before transitioning to EDS;  Previously worked at IMC, an information technology company, as a government consultant for four years; one assignment was to implement large IT projects within the White House, Executive Office of the President (EOP); V.P. of Technology for Neotech Interactive, a company providing multimedia consulting; Worked for a number of years as a propulsion and systems engineer building hybrid, solid, and liquid rockets for the aerospace and defense industry. 

Work History

RGII Technologies, Falls Church, VA (2003-Present)

Senior Systems Engineer.  Assists in the development and maintenance of the MHS Technical Architecture in accordance with DoD’s C4ISR Architecture Framework and other pertinent DoD requirements for IMT&R’s TMI&S Directorate. Develops MHS-recommended changes to the DoD Joint Technical Architecture (JTA) and manages the internal approval and official submission processes for these changes.  Assesses proposed changes to the JTA for impacts to MHS. Researches topics pertinent to medical information technology and technical standards, analyzes for impacts or applicability to MHS, and prepares documents to report findings.  Recommends standards for adoption by the MHS.  Reviews draft products for the MHS Operational and System Architectures.  Represents TMI&S at meetings with other MHS organizations and external agencies.  Served for 18 months as the meeting coordinator for the MHS Information Technology Architecture Integrated Product Team.  Arranged for conference room, audiovisual and videoconference support.    

.Technology Automation Management (TeAM), Falls Church, VA (2002-2003)

Systems Architect – Advised the DoD MHS Clinical Information Technology Program Office on all architecture and migration issues and provided systems engineering oversight to each project office; led systems engineering tasks for CHCS II, was the main author for the C4ISP document and was the person responsible for obtaining C3I supportability certificate for CHCS II to receive milestone decision go-ahead. 

Electronic Data Systems (EDS), Rockville, MD (1999-2002)

Senior Information Specialist – Solution Architect for Rockville Solution Center-wide activities; Provide client interface, technology planning and budgets, proposal development, software architecture, and interfaces to all external EDS groups such as networking, hardware management, security and firewalls, desktop support and platform. Engineering mentor for CMM Level II and CMM Level III status for Rockville Solution Center; Project Manager for Proctor and Continuing Education projects with over $1 million budget.

National Association of Securities Dealers (NASD), Rockville, MD (1998-1999)

Senior Specialist – Technical project manager for Proctor to ensure all systems meet architectural and program guidelines; Acted as the control point for Proctor and CRD technical interface; Provided oversight and technical guidance for the Proctor Pro Upgrade development effort; Developed a model for creating metrics for Proctor applications and Proctor/Sylvan interactions.

Information Management Consultants, McLean, VA (1995-1998)

Senior Consultant – Set up IMC’s Internet Services Group to perform web development for government clients; Technical architect for the IMC website and dynamic database integration; Led IMC to become a CMM Level 2 organization for software products; Performed client-server programming for Office of Management & Budget (OMB); Architected a custom Lotus Notes product for the Office of Vice President (OVP) with Domino server; Led a team of developers to create a Notes interface to provide electronic news at the EOP and White House; Created workflow applications for Food & Drug Administration (FDA) using Oracle Developer 2000; Created requirements and designed an imaging and workflow system for the Internal Revenue Service.

Thomson Technology Labs, Rockville, MD (1994)

Multimedia Engineer – Setup an advanced multimedia lab to provide full-motion digital video services over a wide area network, and set up a CD-ROM production center

Neotech Interactive, Santa Monica, CA (1992-1994)

V.P of Technology – Directed in-house projects such as creating a Los Angeles Interactive Map and Travel Guide that includes graphics, images, and video; Created INFOMATIC, a multimedia kiosk and database to be placed on a tradeshow floor; Created a pilot for interactive shopping for the Time Warner Interactive Group; Developed a proposal to build a multimedia production facility for Lucky Goldstar Corp; Created a custom screen-saver application for Global Satellite Network.
Hughes Aircraft Company, El Segundo, CA (1991-1992)

Satellite Systems Engineer – Performed spacecraft analysis for the propulsion subsystem of commercial satellites, HS-601 and HS-376 spacecrafts. Performed testing and data analysis of monopropellant thrusters for the Reaction Control System. Was in charge of installing software and testing for the new rocket testing lab in Taft, CA.

The Marquardt Company, Van Nuys, CA (1989-1991)

Development Engineer – Lead engineer for the divert thruster development program for LEAP (Light Exo-Atmospheric Projectile) as part of the Strategic Defense Initiative and conducted a full life cycle for qualification testing and performance analysis. Conducted testing and analysis of the Reaction Control System for the Space Shuttle.

American Rocket Company, Camarillo, CA (1989)

Propulsion Engineer – Developed propulsion specifications for hybrid rockets for launch directly to orbit. Performed data analysis of test results in combustion and heat transfer. Conducted testing at Edward’s AFB, and launch integration at Vandenburg AFB.

Sims Vibration Dynamics, Redmond, WA (1987-1988)

Product Engineer – Developed high-end audio consumer products including the CD-Ring, a vibration isolation device for compact discs, and NAVCOM, a noise and vibration control material.

Education

M.B.A. (Candidate), Johns Hopkins University, Rockville, MD

M.S., Aeronautics and Astronautics, University Of Washington, Seattle, WA, 1988

B.S., Engineering & Applied Science, California Institute of Technology, Pasadena, CA, 1986

Additional Training

Microsoft .NET training, 2001

NASD CMM Level II Process Courses, 1999 

IIS/Visual Interdev Development Course, 1998 

CMM Level II Process Auditor Course, 1997 

Visual Basic 4.0 Development Course, 1997 

Lotus Notes/Domino Development Course, 1997 

Software Design and Modern Technical Architecture, 1995 

IE:Advantage, Information Engineering and Data Modeling, 1995 

C++ and Object-Oriented Programming, August, 1994

Skills

Capability Maturity Model (CMM)

Change Control/Configuration Management

Data Mining/Warehousing


Data Modeling and Database Design

DoD C4ISR and JTA Framework

Enterprise Architecture Design

Full Software Development Life Cycle

Information Security Architecture

Integrated Product Team Facilitation

Legacy Systems Migration and Planning

Relational and Object Oriented Design

Requirements Analysis

Technology Planning/Budgeting

Vendor and Contractor Management

Publications 

An Interactive Guide to Authorware, Que Education & Training, Macmillan Publishing, 1997 Textbook for colleges creating multimedia presentations using Macromedia Authorware 4.0 for Intranet delivery.

Professional Memberships 

Alumni Coordinator for Maryland for California Institute of Technology

Board of Director of Sanskriti, an Indian cultural organization in the Washington D.C. area

Netpreneur.org participant for the Greater Washington area entrepreneurs

John R. Taylor – Technical Consultant (Engineer)

Summary

Experienced in the conversion of proprietary operating environments to a distributed client/server open system solution.  Strong background in system design, telecommunications network design, migrating mainframe systems to client-server, open systems standards, security certification and accreditation, and the implementation of trusted systems in both Windows NT and UNIX environments. Experience includes the Tri-Service Infrastructure Management Program Office (TIMPO), enterprise resource planning systems, shipboard logistics and telecommunications systems.  Provided security, architecture, technical, and integration support for TIMPO.  Authored data security documents for both interim and final security certification and accreditation.  Created all required security documentation (Security Design Document, Trusted Facility Manual, Security Features Users Guide, Security Test Plans and Procedures).  Performed security testing.  Reviewed and evaluated system architectures and remote access approaches.  Provided technical expertise to TIMPO staff.  Evaluated and recommended migration software and hardware. Provide Information Assurance and networking support for TIMPO designing, evaluating and validating LAN, WAN, and system architecture; developing security solutions; and providing IT related assistance as required.  Performed Virtual Private Network (VPN) interoperability testing and remote maintenance design and testing. Performed Caching and Compression studies and tests and; hardware, software, and telecommunications upgrades.

Work History

RGII Technologies Inc








 (2000 – present)

Senior Network Engineer –  Conducted aspects of IT/IM (Information Technology and Information Management) related to Systems Engineering, including systems integration, interoperability, specifications, certifications and technical writing.  Researched strategy for implementing Wireless LAN in military hospitals. Conducted impact study of a legacy network to determine if upgrade is cost effective.

Netigy Corporation








(1999-2000)

Internetworking Consultant – Provided eBusiness Infrastructure consulting services as follows: Sylvan Learning Systems – As Program Manager, developed and implemented plan for office relocation. Provided network engineering services for Education ISP.  Installed and configured Cisco Catalyst 2900, 3500, 5500, and 6509 switches including VTP, VLANs, Spanning Tree, Multilayer Switching, HSRP, Port Channeling, Catalyst Switch Clustering, NTP, GigaStack GBICs and fiber GBICs.  Configured Cisco 2610, 3640, 7205 and 7513 routers. Installed and configured Novell NDS Corporate Edition, NetWare 5.1, and ZEN for Desktops.  Moved WindowsNT domain into the NDS tree for single password access. Implemented an external dialup solution using Cisco 2621 and 3640 routers including ISDN services.  iJet Travel Intelligence – Provided network engineering services in a company-wide network assessment and design proposal.  Installed and configured Cisco 3500 series switches including: VTP, VLANs, Spanning Tree, NTP, GigaStack GBICs, and fiber GBICs.  Configured the Cisco 1700 router with Frame Relay to the internet.  Installed, configured and created rules for  SonicWall Pro Firewall.  Installed and configured NT servers. Black & Decker – Provided WAN infrastructure support including planning and recommendation of core router upgrade to a Cisco 7513 router and troubleshooting of OSPF WAN environment. Bank of America – Installed and configured Cisco 2600 and 3600 routers with Frame Relay, ISDN, and serial connections.  ExpoExchange – Installed and configured Cisco 2600 and 3600 routers with Frame Relay, Fractional T1 and Network Address Translation (NAT).

Magellan Health Services








(1995-1999)

Manager of Corporate IT Operations (steady promotion track: LAN Administrator - Senior LAN Administrator - IS Manager - Manager of Corporate IT Operations) “Hands-on” manager of Magellan's Corporate IT Network including: 10 full time employees (LAN Administrators) and consultants as required. Lead Novell (3.X and 4.X) and WindowsNT (3.51 and 4.0) server expert. 1000+ nodes in 5 sites (Windows95, Windows3.1, and WindowsNT w/s). Corporate Data Center including:  30 Novell 4.X servers, 40 WindowsNT servers (SQL and MS Exchange). AT&T PBX G3 switches, Intuity Audix, and Conversant. Major Projects: As Project Manager, coordinated move of Corporate Headquarters to a new site including: configuration of new server; migration of users, data, and printers; and creation of NDS partitions with proper replication - all flawlessly executed with minimal down time. Installation of 100baseT backbone (UTP) utilizing Cisco switches. Y2K updates (BIOS and software) to all servers and workstations. Migrated to MS Exchange utilizing the Outlook client. Upgrade of Novell NetWare servers from 3.12 to 4.1 and 4.1 to 4.11 (IntranetWare). Installation of NetWare and WindowsNT servers. Major Accomplishments: Implementation of Customer Service Program - Included contacting user within one hour of call to helpdesk, and average resolution of problems within 1 working day.  Result - Increased customer satisfaction and confidence in systems tremendously. Maximized system up-time through meticulous planning, accurate server optimization and configuration, and reliable standardization.  Result - Customer base consistently able to access information as required. 

U.S. Naval Officer








 (1986-1995)

Summer MidshipmenTraining Coordinator – Using DBMS, planned, scheduled and monitored the training of 1,000 midshipmen assigned to naval ship and shore commands worldwide. Managed $1.1 million office budget, enabling office to accurately forecast expenditures. Leadership Department Instructor – Class average was consistently two percentage points above course-wide average on standardized tests.  Personally commended by the Superintendent of the Naval Academy.

Naval Flight Officer – Held Top Secret Security Clearance. As Mission Commander and Instructor Tactical Coordinator in P-3C aircraft, supervised twelve crew members pertaining to all aspects of mission accomplishment.  Personally commended by the commanding officer for leading the best of eleven crews while deployed for six months to Rota, Spain. Primary in-flight evaluator of junior navigators, only navigator of 16 in the squadron qualified by higher echelon to recommend others for solo. Managed the flight schedules of over 150 personnel, maximizing the utilization of nine aircraft and six simulator training devices in a 24x7 environment.

Education

M.B.A., Johns Hopkins University

M.S., Business, Johns Hopkins University

B.S., Systems Engineering, United States Naval Academy

Training and Development

Industry Certifications: Cisco Certified Network Professional (CCNP); Certified Novell Engineer (CNE)

Building Scalable Cisco Networks (BSCN) - routing

Building Cisco Multilayer Switched Networks (BCMSN) – switching

Building Cisco Remote Access Networks (BCRAN) – remote access

Cisco Internetwork Troubleshooting (CIT)

Cisco Aironet Wireless LAN

Cisco CCNP

Cisco CCNA

Windows NT workstation

Windows NT server

Windows NT server in the enterprise

Microsoft TCP/IP

NetWare Admin

NetWare Advanced Admin

NetWare Installation and Configuration

NetWare Design and Implementation

NetWare ZEN for Desktops

Technical Summary

	Internetworking Equipment
	Cisco 1600, 1700, 2500, 2600, 3600, 4908, 7200, 7500 Routers

Cisco Catalyst 1900, 2900, 3500, 3550, 5000/5500, 6500 Switches

PIX firewall, SonicWall Pro firewall

	Network Operating Systems
	Windows2000, Windows NT, NetWare

	Network Protocols
	TCP/IP, IPX

	LAN Topologies
	Ethernet, Fast Ethernet, Gig Ethernet

	WAN Topologies
	OC3, Point to point T1 and Fractional T1, Frame Relay, ISDN PRI, ISDN BRI


Keith R. Combs – Lead for Technical Coordination Team 

Summary

Over 29 years of experience in management, analysis, training, testing, and evaluation support to military and civilian operations, with 15 years of direct Military Health Systems (MHS) expertise. Currently serve as the Training Coordinator for the Composite Health Care System (CHCS) at Dewitt Army Community Hospital (DACH). Managed the Help Desk office for the Defense Security Cooperation Agency (DSCA). Performed manpower analysis, planned and conducted consultant and efficiency studies on organizations. Worked on a series of commercial contracts under Defense Medical Information System/Systems Integration, Design, Development, Operations and Maintenance (D/SIDDOMS) Lot II contracts in support of MHS organizations. Assisted with the development and testing of CHCS I and II, Clinical Integrated Workstation (CIW), and Clinical Information System (CIS) software. Effectively managed, implemented, coordinated and conducted training for CHCS (trained over 2100 personnel). Demonstrated effective communication, writing and supervisory skills. Currently have a Department of Defense Interim Secret clearance.

Work History

RGII  Technologies, INC  

Contingent Hire

Computer Engineering Systems







(2002-Present)

Training Coordinator/Analyst – Providing MHS expertise in managing, conducting, and evaluating professional CHCS training for DACH and its outlying clinics. Currently assisting with Provider Graphical User Interface (GUI) implementation and training at Andrew Radar Army Health Clinic. Assist TRICARE Office staff with patient data problems and inquires. Provide assistance to the DACH CHCS Project Officer by reviewing and updating standard Operating Procedures, hospital procedures, assigning access codes, functionality menus, and security keys enabling Medical Treatment Facility (MTF) personnel to provide quality health care to their patients. Assist MTF staff in determining the best fit training in order to assure effective documentation of workload requirements. Prepare instructor and student materials for oral presentations, briefings, and demonstrations. Trained over 500 military and civilian staff member (Physicians, Nurses, Technicians, and Clerks). 

RGII Technologies Inc.









 (2001)

Manager/PC Center – Managed the PC Center for the Defense Security Cooperation Agency, supervising three personnel performing installation, setup, and maintenance of networking equipment, servers, desktops, printers, user accounts, e-mail accounts, and shared folders with permissions. Responded to and resolved user trouble calls, involving the troubleshooting of both software and hardware. Managed installation and maintenance of software including| Dos, NT 4.0 Server and Workstation, 2000 Server and Professional, Office 97 to 2000, Outlook 98, Lotus Notes Client R5.0.4, Symantec Ghost Enterprise 6.5, and FrontRange Heat Help Desk software.

Irving Burton Associates, Inc.







(2000-2001)

Senior Analyst – Provided MHS expertise in analytical, managerial, and cost assistance to the MHS Project Officers in the design, development, testing, implementation and integration of their projects (CHCS I, II, & National Capital Area Consolidation). Provided technical assistance to Engineering and Logistics teams with briefing materials and written documents in support of project efforts. Provided acquisition management coordination and support across multi-agency boundaries that include DoD and Veterans Administration (VA) at multiple locations.  Prepared and/or reviewed and analyzed Task Statements, Statements of Work, Delivery Orders, Independent Government Estimates, financial spreadsheets and other program related documentation.  Tracked and reviewed contract deliverables to ensure timeliness and accuracy. 

Logicon, A Northrop Grumman Company






 (1996-2000)

Senior Systems Analyst – Assisted with data analysis of facility components for input into a database-tracking tool for Clinical Information Technology Program Office (CITPO). Developed a preliminary training plan for the Texas Department of Health’s Pharmacy Inventory Control System.  Provided MHS expertise with analytical support to the CHCS II Project Office (PO) for life-cycle configuration and data management of automated information systems.  Supported the Military Health System Year 2000 effort to track, analyze, and report medical automated information systems, information technology, biomedical devices, and facility infrastructure equipment.  Instrumental in completing Independent Verification and Validation of Air Force Medical Treatment Service equipment.  Lead technician utilizing the Delta-T Probe to test date suspect components.  Provided critical and functional support during the Functional Readiness Assessment End to End operational test of the CHCS II, Increment 1 and 2 test and development. Worked on the CIS interface utilizing EsiObjects and the Clinical Browser Component (CBC).  Worked on the managerial support staff for the TriCare Regional Integrators (RI’s) responsible for Integrated Product Team (IPT) participation, contract management and regional integration.  Developed and maintained matrices for tracking action items reported from weekly and monthly meetings.  Established and maintained user groups on HA Select mail and CHCS Exchange mail to expedite processing of information between the RIs and CHCS-Executive Agent (EA).  Coordinated with CHCS-EA, Military Departments (MilDeps), Defense Medical Information System (DMIM) and CHCS Program Integrated Master Schedule (CPIMS) proponents to correlate input to the master integrated schedule.  I have facilitated and participated in Peer Reviews.  Completion of the monthly status and executive summary reports was instrumental in keeping all deliverables and taskings reported on or before due date.  Performed liaison duties with the CHCS PO while developing an understanding of the organization including its relationship to other Health Affairs (HA) components.  Developed graphs and charts tracking funds and staff hour expenditures.  Facilitated weekly, monthly, and quarterly meetings through scheduling of conference rooms and telecommunication connectivity.  Performed on site assistance with CIW testing and demonstrations.  In addition to assigned duties, initiated training demonstrations on CHCS and the functional applications within to the D/SISSOMS LOT II staff and support vendor organizations.

Landstuhl Army Medical Center /IMD, CMR 





 (1994-1996)


CHCS Training Coordinator/Trainer; GS-1712/11 – Managed, implemented and evaluated the CHCS and other computer systems designed to automate all functional areas of MTFs.  Directly responsible for conducting and evaluating effective professional CHCS training programs for the MTF staff. Utilized MHS expertise in training over 1,600 MTF personnel on software and hardware use for Clinical Order Entry, Patient Administration (including MEPRS) and Patient Appointment Scheduling.  Coordinated and developed training materials and schedules in accordance with organizational requirements for the MTF staff, facility trainers, supervisors, and contractors.  Prepared and delivered oral presentations, briefings, and demonstrations on CHCS. Performed temporary duty (TDY) to give implementation assistance and training to other divisions and remote sites threw out Central Europe.   Assisted and performed System Administrator duties.  Acted as an interface between contractors, MTF, CHCS project office, and Army-DMIS on identifying initial and follow-up training requirements.  

Federal Services Corporation 








(1994)

Heavy Equipment Operator – Operated and performed maintenance on vehicles (GP Vehicles 14K - 15K PAK, Diesel Engine qualified, 1/2 to 1 ton trucks, 5 and 10 ton dump trucks, 5 / 7.5 / 10 ton tractor truck / 18-40 foot trailer, 15 ton Caterpillar, Bobcat loader, Loader 1 - 4.5 CY and Front loader /Backhoe).

Active Duty – U.S. Air Force

Langley AFB, VA (1986-1993) – Manpower Analyst – Developed, reviewed, evaluated, and maintained Air Force Manpower Standards (AFMS) and designed systems to use these standards to improve labor productivity, provide work measurement and productivity data for developing budget estimates, manpower requirements and performance evaluation. Utilized techniques such as work measurement, queuing, simulation, workload essentiality, production control, and correlation and regression analysis to improve productivity and efficiency. Managed and assisted 

organizations in development, submission and completion of the Productivity Enhancement Capital Investment (PECI) Program with life cycle savings totaling over 6 million dollars.  Consulted with operating personnel to evaluate present and projected workloads for determining and justifying manpower requirements.  Identified manpower overages totaling $84,600, during resource management team visit. Coordinated a major reorganization of the 480th Tactical Intelligence Group that created two new Squadrons.  Planned and conducted consultant studies to furnish solutions to management problems, using industrial engineering techniques such as methods and procedures analysis, systems and procedures analysis, flow diagrams and process charting, task lists and work distribution charting, work sampling, motion and time study, layout analysis, and operations research techniques. Conducted a consultant study for 1st Medical Group Radiology resulting in 21 recommendations for improved facility layout, personnel utilization, and procedure changes that were all implemented.  Assisted with a consultant study for the Postal Service Center that validated manpower savings of  $20,000. 

Munitions System Technician (1973-1986) Multiple Base assignments – Supervised, managed, and trained personnel on the receiving, handling, storage, loading, transporting, assembly, testing, and inspection of munitions, missiles, and there components.  

Education

A. A. S., Business Administration, Community College of the Air Force, Maxwell AFB, Jun 93

Manpower Management Specialist, Keesler Training Center, Keesler AFB, Ms., Oct 86

Additional Training

Provider GUI Train the Trainer Instruction

TRICARE On Line Regional Training

CHCS PAS, PAD, RAD, MCP, and Clinical OE Train the Trainer Courses

CHCS AD HOC & SYS Admin Course

Compliance Framework Comparison Course

Advance Management Analysis Course

Quality & Productivity Improvement Team Process Course

Advance Management Analysis Functional Review Process Course

Planning & Conducting Management Audits & Studies Course

EsiObjects Class Development Eval Course

EsiObjects Programming I Course

Delta-T Probe Training

MS Exchange 4.0 / Schedule Plus Training

MS Word 98, Powerpoint & Excel Training

Familiarity with Office 2000 Suite 

Geographic Information System Training

Special Qualifications

Interim Secret 

CHRISTINE ETUBE – Technical Coordinator

SUMMARY

Over 15 years of MHS EXPERTISE, progressive administrative and computer experience which includes formal and informal CHCS training, assists five hospitals and their outlying clinics with troubleshooting all CHCS hardware/software issues as well as printer and lab instrument issues. Supervised one Network Technician.

WORK HISTORY

RGII  Technologies, INC  

Contingent Hire

Science International Corporation (SAIC) 
- Dewitt





(1996-Present)

Systems Specialist  Dewitt- Oversees daily operations of Composite Health Care System (CHCS) at the customer site to ensure system availability for five medical treatment facilities and their outlying clinics with approximately 1200 users. MHS EXPERTISE by Coordinating and implementing the set up of CHCS printers, lab instruments, and user issues by logging MHS tickets. Assisted users in preparation for the opening of the new Woodbridge clinic. Assist in troubleshooting LAN/WAN network communications operations as well as printer hardware/software issues. Load new software releases at the customer site upon request; track trouble calls locally and through the MHS helpdesk, maintain printer inventory, assist users with various functionality software issues.  Work closely with the CHCS Quality Assurance Department to ensure each provider’s credentials are matched with their access in the CHCS system. Interface with customers and is responsible for technical communication with external SAIC customers. Assumed the responsibility of Site Manager at Ft. Belvoir, as of 26 August 2002. In this capacity, a few of the responsibilities include supervising one network technician and dialing into various telephone conferences informing other site managers of site issues/problems.

Systems Specialist – Walter Reed Provided overall installation and maintenance of hardware and software on a daily basis including monitoring overall system performance for three medical treatment facilities and their outlying clinics. Oversaw daily operations of CHCS system at the customer site to ensure system availability. Assisted in troubleshooting LAN/WAN network communications operations, hardware application software. Loaded new software releases at the customer site; MHS EXPERTISE by tracking trouble calls locally at the site and through MHS helpdesk, maintained inventory system and performed system security. Interfaced with customers and is responsible for technical communication with external SAIC and customer resources for planned site activities and implementation actions. Assisted as Acting Site Manager when requested.

Training Coordinator - Dewitt – Conducted training various computer modules; namely, Patient Appointment and Scheduling (PAS), Managed Care Program (MCP), Ambulatory Data System (ADS) and Medical Records Tracking (MRT). Responsible for entering providers/users in the Composite Health Care System (CHCS), testing out users in various functionalities, assisting users in clinics with software problems, assisting Project Officer with CHCS issues and acting in her behalf when necessary, etc. Coordinated with the Quality Assurance Department for proper CHCS access. 

Implementation Specialist – Conducted training for military personnel the Patient Appointment and Scheduling System (PAS) and the Ambulatory Data System (ADS) at various military bases throughout the U.S. and abroad. Each individual class was developed by the instructor to meet the needs of the audience. Taught a PAS class to newly hired employees.  Familiar with Clinical, Ad Hoc Reporting functionalities through pre-certification courses.

American Language Center







 (1990-1995)

English Professor - Taught the English language, at all levels, to French speaking Cameroonians (high school students) and foreigners. Trained through the use of the book "Interchange" in conjunction with cassette tapes. Movies were shown, i.e., "The Family Album"; group discussions are held and occasional guest speakers are brought in.

Executive Coordinator, United States Agency for International Development (USAID) 

(1992-1995)

Management functions: Assisted the Executive Officer in administrating logistics for the closure of USAID operations; supervised the Mission's communications and records storage/disposal process; coordinated office and residential pack outs; supervised property disposal; and coordinated out placement and job search training for departing FSN, TCN and PSC staff. Answered and drafted all correspondence (letters, memos, faxes, cables, e-mails) on behalf of USAID/Cameroon; received visitors; answered all telephone inquiries regarding the closure of USAID/Cameroon; prepared all vouchers for vendor payment and forwarded all personal mail.

Secretary  Coordinated activities of the Deputy Director and the functioning of his office, prepared routine correspondence, prepared the time and attendance for all US Direct Hired employees, served as Executive Assistant to the Mission Director.

Health Care Recruitment Coordinator 






(1988-1990)

Conducted extensive data of job descriptions and candidate profiles.  Recruited several potential recruits for the agency by contacting various school administrators. Wrote advertising copy for recruitment advertisements and operated computerized payroll in the temporary help division.

EDUCATION

MA Communication, University of Wisconsin-Milwaukee

BA Communication, Saint Louis University

Angel Moskal – Quality Assurance

Summary

Over 13 years of proven Program Management and Quality Control experience including five years of direct MHS experience to include budget planning and execution, managing acquisition and financial related processes, life cycle management, and leading internal process support teams.  Skilled in monitoring processes to ensure standards and guidelines are followed. Proficient in government and commercial procurement, integrated logistics support, information management, and financial analysis.  Experience in managed health care information systems acquisition, security, and deployment support. 

Work History

RGII Technologies, Inc. (1998-Present)

Program Manager/Quality Control – Provide Program Management and Quality Control oversight for the United States Air Force Surgeon Generals Information Assurance and Policy, Plans, Programs, Resources and Requirements Branches, and the U.S. Naval Hospital Naples Web Site development and maintenance support effort.  Evaluated information security/assurance posture and developed an information assurance program for a major Health Services Administration. Conducted analysis of system configuration and utilization data to analyze processes, proposed hardware and software purchases and assessed associated implementation costs. Coordinated all aspects of procurement through the federal acquisition process. Tracked hardware assets from the initiation of the requisition to retirement as surplus.  Performed quarterly salary budgeting studies and cost analysis for computer support personnel. Coordinated with Medical Treatment Facilities (MTFs) and support contractors to ensure proper execution of contracts with regards to hardware and software maintenance.  Assisted contractors to schedule MTFs for the deployment of hardware/software upgrades and related system training.  Assisted the Clinical Information Technology Program Office (CITPO) and its support contractor in planning and developing cost effective ways of doing business. Developed Technical Statements of Work (TSOW), to accomplish hardware/software maintenance, site staffing, training, systems engineering support, implementation support, and helpdesk support to meet the standards of the contract.  Managed MTF site staffing issues with contractor management.

Federal Accounts Manager - Developed strategies and tactics to create interest, demand and recognition for RGII and its products and services through the use of public relations, advertising, exhibits, product demonstrations and the Web page.  Developed customer service requirements by assessing the customers’ needs. Demonstrated through the use of formal presentations and product demonstrations how RGII can best meet these needs.  Authored presentations developed Web pages and designed brochure layouts.  Prepared weekly and monthly status reports.  Developed procedures and objectives for marketing, planning, and coordinating activities to advertise and promote the sale of the organization’s services.  Maintained the presentation of a positive organizational image to the general public, clients, and the community.  Created, developed, and distributed marketing and sales materials.  Set up and staffed exhibits for trade shows and conventions.

Performance Engineering Corporation (1997 to 1998)

Senior Member, Technical Staff - Task Leader for the Immigration and Naturalization Service (INS) Contracts/Procurement Division, responsible for the purchase of all IT Hardware and support services. Developed acquisition strategies, plans, and independent government cost estimates, using information obtained from market research and discussions with technical staff. Drafted Justifications and Approvals (J&As), statements of work/specifications, proposal requirements, technical evaluation criteria, source selection plans, and answers to offerors’ technical questions. Evaluated offerors’ technical proposals and drafted technical evaluation reports, and contractor debriefing reports.  Provided hands on management of contracts including progress monitoring, invoice tracking, review of deliverables and resolution of technical issues. Re-engineered the procedures and guidelines for ordering hardware and software.  Assisted in completing several Inter Agency Agreement Modifications. Provided input and assistance to the Field Operations Support/Hardware Maintenance (FOS/HM) Site Manager Manual, for the Immigration and Naturalization Service.

MASTECH Systems Corporation (1994 to 1997)

Senior Logistician - Team Leader of the program management support division (logistics) for Composite Health Care System (CHCS) and later Clinical Business Area (CBA) offices for deployment and logistics support services. Provided daily support services to Tri-service and DOD clients and multiple CHCS contractor representatives.  Advised Tri-Service on a wide spectrum of information technology issues affecting over forty multimillion-dollar medical information systems deployed to all CHCS hospitals and clinics worldwide.  Team member for hardware maintenance and sparing program.  Provided oversight and guidance of the entire supply chain from establishment of reorder points to staging to just in time delivery.  Developed integrated hardware installation and software upgrade schedule for mainframe and client server applications deployed across CHCS to ensure minimum system down time and optimization of deployment and support resources.  Fielded technical and functional inquires from customer managers, systems administrators, and software and hardware users.  Developed tracking systems, triaged issues, and monitored status of calls.  Implemented procurement, contracts, logistics, budget execution, and project management processes.  Directed the MIS group in the design and development of integrated support systems.  Prepared comparative analyses of individual site costs versus government cost, the program budget/work plan, and the health care system estimate.  Directed budget, contracts, and logistics support personnel in the development of technical requirements, review, and analysis of technical proposals, negotiation of all CHCS Task Directives, and the management and control of all contract documentation.

PRC, Inc. (1990 to 1993)

Financial Analyst – Conducted professional cost analysis, budget planning and execution for various financial reporting requirements.  Tracked and reported funding as well as generated overhead budgets and performed database downloads.  Maintained the Monthly Project Report containing the Funded Backlog and the Revenue Budget System Reports and various fiscal and financial year-end profiles.  Prepared monthly accruals for equipment, subcontractor, and circuits and the monthly download needed for these accruals.  Generated monthly bills in the on-line system and tracked the receipt of equipment through the Configuration Management Database.

Evaluation Research Corp (1989 to 1990)

Executive Assistant to the Vice President Finance - Supported the corporate accounting department by providing financial and accounting analysis.  Developed and prepared various financial reports that included the monthly-unbilled report and the active charge number listing.  Performed various other financial analyses for the Vice President of Finance.  Prepared financial presentations.  Coordinated and organized executive level meetings and seminars for the Controller.  Provided financial and accounting support to the corporate accounting department consisting of 22 people.

Education

MBA, (Candidate), Strayer University
BS., Business Administration, Longwood College

Other Experience

Microsoft Office Suite, Microsoft Project 98, Microsoft FrontPage 98

Tom Eakin – Subject Matter Expert

Summary

Over 25 years of IT strategic consulting experience with DoD and civilian agencies including Departments of Education, Defense, Navy, Energy, NASA, Tennessee Valley Authority, and Westinghouse.  Focus in the area of Information Assurance for the past five years.   Managed the development and execution of an Information Assurance/Security Program for the Department of Education, and managed the vulnerability assessments at the Department of Commerce and other civilian agencies.  Managed the development of other IT strategic initiatives including the development of Information Technology Architectures (ITA); development and implementation of IT Capital Investment programs, development of Web based applications; and the management of a billion-dollar product development, implementation and deployment program. 
Work History

RGII Technologies, Inc. (2002 - Present)

Director of Information Assurance – Managing the delivery of RGII’s IA products and services and for developing RGII’s IA capability and delivering that capability to both DoD and Civilian agencies, including: IA policies and procedures, vulnerability assessments, firewall administration, Security Training, Security Architecture, and Certification and Accreditation.  IA clients include Department of Navy, Department of Commerce, Air Force, and Health and Human Services.  

Booz Allen & Hamilton (1989 - 2002)

Information Technology Strategy Business Manager – Delivered IT strategic services including Information Assurance and Security, Enterprise Architecture, IT Capital Planning, and program management. Established THE Information Assurance program at the Department of Education.  This included the development of the Agency’s initial Government Information Security Reform Act (GISRA) report.  It also included the development of the Agency’s Information Management Program Management Plan and the development of the Agency’s Certification and Accreditation process. Provided IT strategic capabilities to the Performance Based Data Management Initiative at the Department of Education.  This initiative is the cornerstone for the President’s Education proposal, “No Child Left Behind”.  Led the development of the OMB Business Case and the Program Management Plan.  This initiative was designed and developed with heavy cooperation from the State and local education community in an effort to empower State and local education agencies to obtain, use, share, and report quality education information about program successes and education outcomes.  

Year 2000 Business Manager – Provided management and technical support to the Tennessee Valley Authority (TVA), Department of Education, Department of Labor, Department of Navy, Department of State, and to the General Service Administration Year 2000 initiatives.  Led a team to conduct a Year 2000 risk assessment providing both management and technical recommendations increasing their ability to meet the Year 2000 challenge in both power generation/distribution and IS business areas.  Bi-monthly briefings were conducted with the Chairman of the Board and the Chief Administration Officer of TVA addressing recent progress, challenges and recommendations.  Managed a team of professionals in providing technical, analytical, and project management support for the agency-wide Year 2000 compliance project.  Periodic reviews were conducted with the Deputy Secretary of Education briefing him on the Department’s Year 2000 readiness, preparing him for Senate hearings, and providing recommendations for future Year 2000 preparedness activities.

IT Strategic Manager – Working with the CIO at Westinghouse, Savannah River Site (WSRS),  migrated the Savannah River Technology Center (SRTC) to a single cost efficient data repository for all organizational commitments using an Oracle based Government Off the Shelf (GOTS) product fulfilling the documented requirements cost effectively. SRTC realized an immediate cost savings of $300,000 per year.

Deputy Program Manager – Managed a staff that supported the $2.0 billion Composite Health Care System (CHCS) Program Office under the Office of the Assistant Secretary of Defense for Health Affairs (OASD (HA)). CHCS is a fully integrated automated information system, which supports the administration and delivery of health care in military medical treatment facilities worldwide.  Support consisted of approximately ninety professionals providing systems engineering and integration, acquisition (contracts), finance, logistics, software integration and coordination, requirements and benefits analysis and program management tasks during the MAISRC Milestone IIIA (production/deployment) phase.

Enterprise Architecture Manager – Managed a team of five system professionals providing technical expertise to the Space Station Freedom Program (SSFP) Engineering Office (PEO). Responsibilities included negotiating engineering data exchange standards and agreements for the Space Station Freedom Program Office with three NASA Space Centers. The team was also responsible for providing Data Administration and application development support. 

UNISYS Corporation (Sperry), Reston, Va. (1985 – 1989)

Principal Programmer

Richard S. Carson and Associates, Bethesda, Md. (1985 – 1985)

Senior Consultant

PRC Realty Systems, Inc., McLean, Va. (1984 – 1985)

Product Development Manager

AZTECH Corporation, Washington, D.C. (1980 – 1984)

Director of Mini-Computer Product Development

International Business Services, Inc., Washington, D.C. (1979 – 1980)

Senior Consultant

Systems Automation Corporation, Silver Springs, Md. (1978 – 1979)

Financial Systems Analyst

U. S. Dept. of State, Financial Bureau, Washington, D.C. (1975 – 1978)

Accountant

Education

M.S., Information Management, George Washington University 

Accounting, University of Maryland 

Computer Science, American University 

B. A., Economics, University of South Florida
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Maryland Offices


Corporate


1997 Annapolis Exchange Pkwy


Suite 210


Annapolis, MD 21401


Phone: 410 / 224-3554


Metro: 301 / 970-2207


Toll Free: 800 / 610-0018


Fax: 410 / 224-3767





8455 Colesville Road


Suite 740


Silver Spring, MD 20910


Phone: 301 / 589-7430


Fax: 301 / 589-6974





22188 Three Notches Road


Suite D


Lexington Park, MD 20653


Phone: 301 / 866-0613


Fax: 301 / 866-4085








Virginia Office





Five Skyline Place


5111 Leesburg Pike


Suite 300


Falls Church, VA 22041


Phone: 703 / 575-6200


Fax: 703 / 575-6201








Western Region Office





2601 Northwest Expressway


Suite 905W


Oklahoma City, OK 73112


Phone: 405 / 848-6218


Fax: 405 / 848-5191




















DECC Metrics�
�
Calls�
Contract Requirements�
Actual�
�
% Completed�
no less than 95%�
96.20%�
�
% Referred�
no more than 5%�
3.80%�
�
% Abandoned�
no more than 10%�
6.30%�
�
Average Delay�
no more than 45 sec.�
13.6 sec�
�
Average Length�
no more than 10 min.�
4.3 min�
�
Prime Hours of Operation (0600-1800)�
�
 Metrics Help Ensure Service Quality
























































�Need to include 8500.1 and 8500.2.  Common Criteria is not a regulation.  This paragraph will need some work.  Particularly if we are not using the TELOS tool (WEB C&A).  


We also need to find out if this tool has been maintained and updated.  
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