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1 Executive Summary
MarLaw Systems Technology, Inc.(MarLaw), a woman-owned HUBZone small business in Silver Spring, MD, has built a substantial and successful business base by focusing on the delivery of superior information technology (IT) and management consulting services to the federal government.  Our 16-year record of continuing growth is a result of strong commitment to customer satisfaction, use of proven methods and technologies, and a stable force of quality IT and consulting professionals.  MarLaw currently enjoys annual revenues exceeding $12 million per year, with a backlog of $9 million.  

Our core capabilities are system engineering, systems architecture, network operations, information assurance, information technology security, software development, knowledgebase, and database development.  These core capabilities support the entire information system development life-cycle continuum whose components include: strategic definition, requirements analysis, design, development, implementation, security, training, documentation, and on-going operation and maintenance support.  MarLaw implements system engineering “best commercial practices” that are guided by industry and government standards (e.g., SDM, CCM, etc.) for developing and deploying information systems and enterprise architectures.  MarLaw is compliant with the International Organization of Standards (ISO) 9000 and develops and implements Quality Assurance Systems in accordance with these standards.  
MarLaw has partnered with RGII Technologies, Inc. (RGII), a Computer Horizons Company, to form Team MarLaw.  As a Computer Horizons company RGII brings the depth and reach offered by 3,000 employees, 2,500 consultants, 43 offices world-wide, SEI/CMM Level III audited and extensive experience in developing and integrating Web portals and Portal Applications.  RGII has over 12 years experience providing program management, enterprise architecture, systems engineering and information assurance the Military Healthcare Systems (MHS).   RGII has first hand knowledge of TMA, TRICARE On-Line (TOL) CHCS, TIMPO, and NMIMC.   RGII is actively involved in the MHS Enterprise Architecture developing and maintaining operational views as well as reviewing other views developed by various MHS organizations.  Additionally, RGII assisted in the development of the MHS Automated Information System (AIS) Security Policy Manual, MHS Minimum Server Hardware Requirements, MHS Office Automation Guidance, MHS Personal Computer Hardware Requirements, and the MHS Minimum Standard Notebook Hardware.  RGII evaluated the Strategic Plan and the Joint Technical Architecture for TMA, and has been the Tri-Service Infrastructure Management Program Office (TIMPO) prime program and technical contractor since 1997.  
Team MarLaw offers a number of unique benefits.   First and foremost, the TOL is procuring the talents and abilities of a dedicated team of individuals who are highly regarded in their practice areas.   These individuals are well suited for this engagement because they bring specific functional skills while having the necessary MHS background. Team MarLaw has an understanding of the environment in which the TOL operates. Team MarLaw has an unique understanding of the governing laws regulations, policies, procedures, and guidelines relevant to the SOW because many of the applicable documents found in Appendix A of the SOW are employed as part of our responsibilities supporting the TRICARE Management Activities (TMA).  
TOL provides the MHS Internet Portal Solution, and relies heavily on long haul communications, system security, hub server environment, and the ability to interface with the CHCS to provide a common, secure, compliant operating environment of internet applications that directly support improvements and Access to Care Population of Health.  Team MarLaw fully understands the technical issues facing the Resources Information Technology Program Office (RITPO) in providing programmatic oversight and management of the MHS, and will provide experienced and timely support in response to security issues, engineering modifications and updates to the MHS DITSCAP and service specific security documentation.  
2 Key Personnel

We are proposing a team of experienced and talented professionals skilled in program management, systems engineering, Web portal development, application development, communications engineering, IT security, information assurance, and security documentation.  We are proposing key staff composed of a committed and seasoned Program Manager, Senior Systems Engineer/Architect, and Senior Security Analyst who have the breadth and depth of directly related experience necessary to deliver quality products on time and within cost.  These key personnel are supported by a team of individuals with skills and experience appropriate to complete the tasks.  

2.1
Managerial

The Team MarLaw Program Manager, Mr. Mohammed Khalid, has over 10 years experience in IT management, information assurance, database management, and various operating systems. He has extensive knowledge and practical experience of the Federal Information Security Act (FISMA), OMB Circular O-130, DOD 5200.1/8/40, DITSCAP/NIACAP (System Security Authorization Agreement) and the C&A (Certification Accreditation) process.  He has extensive experience managing large, multiple projects for the Federal Government and the Navy & Marines, and meets all the requirements of the SOW as shown in the Exhibit 2-1 below.

	
	Task   Management
	Briefings and White Papers
	Statement of Findings and Lessons Learned
	Project      Management Plan
	WBS
	Project Schedule
	Staffing Plan
	Performance Matrix
	QA Plan
	Monthly   Progress  Reports
	EVM

	Position
	SOW 7.1
	SOW 7.2
	SOW 7.3
	SOW 7.4
	SOW 7.4.1
	SOW 7.4.2
	SOW 7.4.3
	SOW 7.4.4
	SOW 7.4.5
	SOW 7.5
	SOW 7.6

	Program Manager
	▲
	▲
	▲
	▲
	▲
	▲
	▲
	▲
	▲
	▲
	▲


Exhibit 2-1: Program Managers Experience
2.2
Technical

The key technical personnel are Mr. XXX, Senior Systems Engineer/Architect, and Mr. YYY, Senior Information Security Analyst.  The experience and capabilities of both meet the requirements of the SOW as shown in Exhibit 2-2 below.  
	
	Information Security
	Risk   Management
	Project Security
	DITSCAP Documentation
	Security Assessment Scan
	C4ISP
	Engineering Consulting

	Position
	SOW 8.2
	SOW 8.3
	SOW 8.5
	SOW 8.6
	SOW 8.7
	SOW 8.8
	SOW 8.9

	Systems                      Engineer/Architect
	
	
	
	
	
	▲
	▲

	Sr. Information       Security Analyst
	▲
	▲
	▲
	▲
	▲
	
	


Exhibit 2-2: Key Technical Personnel
3 Past Performance

MarLaw and its team partner have developed and implemented federal and enterprise-level certification and accreditation programs that comply with the Clinger-Cohen Act, (The Computer Security Act of 1987), Executive Order No. 12472 of April 3, 1984, Executive Order No. 13011 of July 17, 1996, and Senate Bill S2448, (The Internet and Critical Infrastructure Protection Act of 2000) in many organizations and ensuring system protection levels (PL) of PL-2 and PL-3. These requirements have been implemented in DoD, other independent agencies, and the intelligence community using DITSCAP, NIACAP, and DCID 6/3, respectively. 

We are providing technical support to the Chief Information Officer to improve the computer security standards of the Drug Enforcement Administration (DEA) Firebird office automation infrastructure and communications backbone, and other mission-critical enterprises of the DEA Office of Information Systems (SI).  This includes studies, test and evaluation, and the implementation of procedures compliant with mandated system accreditation standards.  We are evaluating firewalls, intrusion detection systems, and other network security technologies, and are evaluating and making recommendations on system security features, risk assessments, and the security impacts of system upgrades.  Direct system administration and configuration support is also being provided.  We are providing on-site IT engineering analysis and evaluation expertise to evaluate all components of the enterprise, including hardware and software.  We are analyzing the enterprise network at several levels including WAN, LAN, server backbone, and external connections.  Maintainability, performance, and security control are our drivers in performing the architecture migration.

The U.S. Department of State Financial Service Center in Paris, France, recently allowed Internet activity to be conducted from its office, which is staffed by foreign nationals. Consequently there is a concern that security has not been adequately addressed in providing these increased services.  We performed vulnerability analyses and risk assessments on this network, provided recommendations for increasing security, and implemented the approved recommendations. We also conducted penetration testing and intrusion attacks on the network and, based on those results, then conducted internal network scans, activity traces, and system cracking activities. Based on an analysis of these investigations, countermeasures were implemented. 

	Project Title:  USDA CSREES Information Security Support

	Prime/Sub:     Prime Contractor.  No Subs
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	1. Customer:
    U.S. Department of Agriculture

    CSREES

    Waterfront Building, Floor 4

    800 9th Street, SW

    Washington,  DC 
	2.  Contract No./Type:
     53-3K06-2-0200

     FFP Performance Based

	
	3. Period of Performance: 

    Oct 2001 – Sep 2003 
	4. Contract Value:
    $2,300,000

	
	5. Technical POC:
     Mr. Art Pridemore

     (202) 257-6291

     apridemore@reeusda.gov
	


Primarily responsible to provide network administration support, PC systems integration, office automation, programming and end-user support to include: daily technical support, system administration and other technical services for the Cooperative State Research, Education and Extension Services (CSREES) computer resources.  Maintain continuity and integrity of the existing systems, while implementing new enhancements and upgrades.  Monitor application performance and perform routine information technology functions.  Provide maintenance repair, database software services, systems security, and systems administration services for all IBM and IBM-PC compatible microcomputers, fileservers, and peripheral equipment located onsite at CSREES locations.  The average number of seats is 500.  Maintain personnel expertise in the following areas: file server set-up, repair, and maintain as appropriate: IBM, IBM-PC compatibles, SUN Unix, Linux, and Windows NT file servers.  Submit and maintain a Quality Control Plan. 

Information Security: Responsible for information security aspects of the network, which included disaster recovery, risk assessment, authentication, authorization and access control; monitored the multiple firewalls at the USDA, both within the CSREES division and at the main USDA HQ facility that was located three blocks from the CSREES facility; monitored the various client networks and established guidelines for network intrusion prevention (at the perimeter, firewall and host levels). Designed network intrusion detection to stop attacks at the network’s perimeter; executed host intrusion prevention, which focused on preventing attacks from reaching vital CSREES servers.  Performed firewall management and various vulnerability assessments. Vulnerability assessments were designed to find and fix the holes in the CSREES network.  Have capability to find and restore lost files and e-mail from a variety of media and devices; perform detailed data recovery as required.  We educated the various CSREES staff on the security requirements for their web-based applications to ensure that the applications were secure.  We developed security procedures that were appropriate to each application asset’s criticality and vulnerability.  Maintain security procedures that govern encryption, passwords, and unauthorized access.  A requirement was to match the level of security with the assessed risk to assure that latency caused by security and the dollar amount spent by CSREES in securing the application were realistic and acceptable.  Provide planning for system evolution and life-cycle resources by performing market research; maintain current knowledge of latest security technology by vendor.  Establish a security baseline, deploy and maintain security baseline.  Develop and maintain concise documentation (user guides, server guides, etc.).  Create, implement and enforce agency-wide IT security policies.  Develop and execute audit plans; simulate threats, attacks and vulnerabilities to ensure security mechanisms are functioning correctly.  Create and present white papers on latest security technologies on as requested basis.  Ensure that site is Federal Information Security Management Act (FISMA) compliant.  

Systems Administration: Conduct morning and afternoon physical checks of the computer rooms.  Document in writing all configuration changes made to operating systems, ensure operations log book is accurate and up to date.  Install and maintain latest service packs (patches), ensure that installation of service packs do not negatively impact the systems operations.  Perform all services necessary for the efficient and effective operation and maintenance of the CSREES system backbone/infrastructure on a 24 hour, 7 day a week unattended bases; install, configure, and maintain file servers, network operating systems,  routers, hubs, switches and related items; resolve network malfunctions within one hour; create batch administration scripts as required to improve operations; conduct daily system backups; review and analyze requests for network connectivity; install new users within 48 hours of request; maintain the Internet connections as required; assist in developing security and disaster recovery in LAN policies as required.  Manage Netware printing; manage user accounts and log-ins security; manage network file systems and file security; manage the Netware server console; manage log-in scripts; manage the configuration of the network applications for users; manage NDS security; manage Netware installation.  Add users and group accounts; manage file and directory permissions; manage server resources; configure and manage network printers; maintain and troubleshoot server problems; backup and restore system configuration files.  Configure UNIX system hardware and software; tune and customize the runtime system to meet local system needs; administer the routine operation of the UNIX system.  Ensure the health and well-being of the network; install and configure hardware and software and ensure that the infrastructure of the network is sound.  Provide electronic mail system administration; deploy, install, and configure installations; perform upgrade from previous versions; understand network addresses; manage day-to-day operations; configure storage; manage users and groups; implement security measures; configure mail services; trouble shoot and perform other vital administrative tasks. Performed research, execution and deployment of new methods for system architecture and Internet/intranet interfacing.  Provided client training in new trends and methodologies for Internet/intranet interfacing.  Recommended new policy and procedures for implementation and execution of new methodologies.  Performed all server management and administration.
	Project Title:  MCI WorldCom Network Security

	Prime/Sub:     Prime Contractor.  No Subs
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	1. Customer:
    MCI WorldCom

    801 Roeder Road, Suite 425

    Silver Spring,  MD 20910
	2.  Contract No./Type:
     PO-DBM-20019

     FFP Performance Based

	
	3. Period of Performance: 

    Oct 2002 – Oct 2004 
	4. Contract Value:
    $1,500,000



	
	5. Technical POC:
     Linwood Jolly

     (301) 495-6669    
	


Maintain the integrity of the firewalls for the networks that support the sales force in the Towson, MD office of MCI*WorldCom, and for actively managing and reviewing these firewalls, including all associated software and hardware.  MARLAW monitors the traffic across the TCP connection, and is responsible for controlling and confirming data being sent across all TCP connections.  Ensure that the associated firewalls monitor all sessions and filter traffic accordingly.  Ensure that the firewall is the perimeter defense device.  MARLAW monitors activity on both the trusted/protected and unprotected sides of the firewalls.  MARLAW is responsible for monitoring the packet filters, application gateways, circuit-level gateways and state-full inspection (proxy based firewalls and circuit level gateways) aspects of the firewalls.  MARLAW is responsible for ensuring that the firewalls reduce the impact and/or probability of threats thereby reducing inherent risk for the sales force. MARLAW is responsible for balancing firewall functionality, risk reduction, and cost in a well-managed fashion as a tool that implements a security policy along with other devices.  Keep abreast of latest technologies and make proactive recommendations on implementation.  Maintain (and creating in the case where none exists) the following documentation set: user guides, system guides, training manuals).  Maintain, deploy and enforce all IT security policies.  Make recommendations to enhance IT security policy based upon best practices and leading/innovative technologies.  Develop and execute comprehensive audits of all physical security devices, and associated documentation. Develop and execute audit plans; and simulating threats, attacks and vulnerabilities to ensure security mechanisms are functioning correctly.  Create and present white papers on latest security technologies on as requested basis.  Ensure that sites are Federal Information Security Management Act (FISMA) compliant. The environment consists of the following vendors: CISCO, Microsoft, UNIX, LINUX.

TRICARE Management Activity, Technology, Management, Integration and Standards

	Customer:
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	TMI&S Directorate MHS OASD/HA
Suite 810
5111 Leesburg Pike
Falls Church, VA
	Contractual/Admin POC:
Angel Harris
Contracting Officer
Phone: 703.681.2830
	Technical POC:
Clarissa Reberkenny

Phone: 703.681.8823
Clarissa.Reberkenny@
tma.osd.mil

	
	Contract Number:
	GS-35F-5165H, ; DASW01-02-F-1119

	
	Period of Performance:
	07/02 – 09/05

	
	Contract Amount:
	$15,400,000


RGII provides direct support to the Director and government staff of the Technology Management Integration and Standards (TMI&S) Directorate, a component of TRICARE Management Activity’s (TMA) Information Management, Technology and Re-Engineering (IMT&R) Directorate.  TMI&S is tasked as the principal organization with the review, coordination, development and implementation of a Military Health System (MHS) enterprise-wide technical architecture. The goal of this architecture is to ensure the standardization and interoperability of Automated Information Systems (AISs) implemented in support of the Information Management needs of the MHS.  In achieving this goal, TMI&S provides support to the MHS Chief Information Officer.  RGII  provides planning and advisory support to TMI&S; coordinate with other organizations to reach agreement and concurrence on findings and recommendations; and present and deliver information in an efficient and effective manner to enhance understanding and dissemination by the MHS CIO.  

RGII proactively analyzes DoD directives and other government publications for impacts to the MHS enterprise programs as well as individual centrally managed AISs.   RGII develops executive level presentations for MHS and Health Affairs (HA) management, including the MHS CIO and ASD/HA, as well as detailed technical briefings for the technical managers.  We participate in meetings that address a variety of issues affecting Tri-Service, centrally managed, and TMA issues.  Our coordination efforts involve representatives of the Service Medical and Line departments, DoD and Purchased Care Contractors.  More detailed examples of RGII accomplishments in each of the five technical tasks follows.
Architecture and Standards.  RGII has provided project management and technical support to the government’s Architecture and Standards (A&S) and Military Health System (MHS) Common Operating Environment (COE) programs through the development and implementation of a technical architecture program throughout the MHS.  RGII leverages its expertise in support of the TMI&S program with oversight of recording medical unique technical standards into the DoD Joint Technical Architecture (JTA), developing and maintaining the technical view products of the MHS, and interfacing with the MHS Enterprise Architecture. 

The RGII A&S team touches all areas of the MHS information technology Enterprise Architecture.  We assist all MHS information technology programs with understanding the DoD JTA, MHS IM/IT policies, and Federal laws and regulations that impact the MHS technical architecture, such as the Information Technology Management Reform Act (Clinger-Cohen) and OMB Circular A-130, “Management of Federal Information Resources.” Our support requires us to track not only the efforts of the JTA, but also those of the centrally managed and Service specific programs.  The quality of cooperation between RGII and the program offices is a strong one that will produce benefits throughout the MHS Enterprise Architecture.  The RG II team also prepares presentations for the MHS Technical Integration Working Group (TIWG), technical products for the MHS Enterprise Architecture Board and, as needed, prepares and submits technical standards change requests to the DoD JTA.  Technical reports such as the 2001 and 2002 MHS/VHA Standards Assessment, and version updates to the MHS Technical View have been of high quality, delivered on time, and within budget requirements.
Integration and Interoperability. RGII has provided planning,  advisory, and technical analysis support for integration and interoperability (I&I) issues to TMI&S and the MHS TIWG.  RG II has leveraged its expertise with technology, DoD requirements, and MHS IM/IT programs to identify impacts, develop recommendations, and coordinate activities. We identify information technology that may enhance business processes, coordinate any analysis, and assist with the presentation and consideration by the Tri-Service Medical representatives and the Joint Medical Information Systems Office at the TIWG. RGII has coordinated the efforts to develop both a technical and impact analysis of the migration from Windows NT to Windows 2000.  RGII has provided both program management and technical support to the NIPRNet connection approval process and to the recent Ports, Protocols, and Services efforts.  We have also provided expertise in developing technical guidance for the MHS concerning operating system, server configuration, and office automation tools.  RGII prepared the presentation of these initiatives to the MHS Enterprise Architecture Board, The Planning Review Board, and the MHS CIO.  All policy documents developed are completed on time and meet the high standards of the client. RGII’s in-depth understanding of the technical and programmatic interfaces between the centrally managed programs has been key to the successful support of the above TMI&S I&I efforts, and reflects RGII’s commitment to work with all parties involved to understand mission needs and recommend appropriate improvements.  

Public Key Infrastructure.  RGII provides technical and program management support for implementation of Public Key Infrastructure (PKI) in the MHS.  RGII has participated in DoD business and technical working groups, organized the monthly MHS PKI Working Group meetings and prepared the MHS PKI/PKE Guidance.  Working closely with the I&I team, the PKI team has coordinated consideration of single-sign on solutions at the TIWG.

Information Assurance.  The MHS has, as part of its mission, the requirement to insure that AISs operate in an environment that protects beneficiary information as well as DoD information from unauthorized parties.  For the past three years, RGII has supported the mission of the MHS Information Assurance (IA) program.  The IA Program touches all aspects of the MHS’s AISs.  Our support has included working with the MHS community of AIS program managers to ensure their products meet IA goals, providing expertise and recommending solutions to complex security issues, developing MHS IA guidance and policy, participating in meetings, providing expertise in implementing DoD guidance, and creating and establishing the MHS’s overall IA program.  Routinely, RGII successfully provides position papers, document reviews, and information briefings to the client with suspenses of a day or less.  To support many of these efforts, RGII leverages its knowledge of the DoD 5000 and 5200 series regulations and directives, OMB Circular A-130, the Health Information Portability and Accountability Act, the Government Information Security Reform Act, and the Government Performance and Results Act.  RGII is solely responsible for initiating and creating the MHS’s Vulnerability Management System. Our team tracks Computer Emergency Response Team (CERT) notices and insures mitigation strategies have been implemented.  The cooperation with other RGII areas in addressing IA subjects such as PKI and a security standards profile has further enhanced the MHS IA program.

Web Site and Database Maintenance. Managing TMI&S information requires in-depth knowledge of the client’s functional requirements, intended audience and user needs, as well as the expertise required to manage the complex back-end databases organizing the data. The RGII Web and Database Support team provides the highly skilled resources required to develop technical solutions to support the diverse MHS environment.  Close coordination with other contractors, the RGII staff, and the clients they support is necessary to ensure the Web site meets both the current and changing needs of the mission.

Consistent and uniform development practices are adhered to that emphasize compliance with DoD policy and guidance, interoperability, and incorporation of industry best practices.  Customized training support and user documentation is provided.  The functionality and user requirements are continually assessed to ensure core requirements are met.  

The most recent development has been the creation of a private web site hosting a ColdFusion application that uses e-mail and SQL Server to facilitate the distributed management of role-based user accounts and to customize the information displayed.  Other databases are also being migrated to this platform to enable greater accessibility while at the same time increasing security.  

	Project Title:  Program and Technical Management

	Prime/Sub:    Prime
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	1. Customer:
    Department of Defense

    Tri-Service Infrastructure Management   

    Program Office (TIMPO)

    5205 Leesburg Pike, Suite 1301

    Falls Church,  VA 22041

	2. Contract No./Type:
    GS-35F-5165H, 
    MDA906-00-F-0011;

    DASW01-02-F-0351

	
	3. Period of Performance:
    Feb 2000 to Feb 2005

	4. Contract Value:
    $4,820,970

	
	5. Contracting POC:
    Angela Harris, Contracting Specialist
    Phone: 703.681.2283

	6. Technical POC:
    Robert Laedtke, COTR
    Phone: 703.399-2210


RGII is performing technical studies and analyses consistent with life-cycle management principles. Specifically, RGII provides infrastructure planning, design, development, implementation, sustainment, business process re-engineering support, and Planning, Programming and Budgeting Systems for the MHS. We perform analyses of the available and emerging telecommunication technology, trends, and analyses of how other public and private organizations acquire, manage, and use telecommunications services.  Because the MHS mission is conducted in a tri-service managed care environment, the environment requires the extension of MHS AIS services among Army, Navy, and Air Force installations and to Managed Care Support Contractors within and among MHS health care regions.

RGII provides services in support of TIMPO’s security management in conjunction with the One Air Force One Network initiative and associated CON processes.  Examples and types of support provided  include representing TIMPO as a voting member of the MHS Infrastructure Configuration Control Board (MI-CCB), designing and developing a critical hub and spoke VPN architecture for deployment throughout Europe in conjunction with the AF CIP effort.  RGII also provides  “review and comment” on current security designs and assists in lab testing proposed designs and configurations of security devices.  We assist in preparing risk assessments, certification and accreditation documents, and other System Security Assessment Agreement documentation.  We develop and document TIMPO’s security management program.  

RGII documents the telecommunications architecture for the existing networks, to include the networks’ physical configuration, functional organization, and operational procedures.  We document the formal procedures for managing changes to the telecommunications architecture.  We also define and document the long-range telecommunications architecture with the convergence of voice, video, and data and prepare a transition plan to guide the transition or evolution to that architecture.  This long-range telecommunications architecture document includes a forecast of the future telecommunications needs and service levels of the MHS.

Support requirements include:

· Developing strategic plans and concept of operations documents.

· Writing and executing the implementation plan for the Configuration Management Program and the Capacity Planning Monitoring Tool.

· Coordinating, tracking, managing, and executing various studies, projects, and data collection functions for the TIMPO, PEO, and MHS.

· Collecting, consolidating, and collating TIMPO Web page functionality requirements and organizing those requirements into a strategic/long-range Web site management plan for development and management of a fully functional Intranet and Internet interactive TIMPO e-commerce, customer-friendly Web site.

· Writing and executing strategic and tactical policies and bringing to bear efficiencies via the application of available technologies for the MHS IT infrastructure.

· Building, controlling, and maintaining databases in support of the TIMPO mission and customers.

· Researching and analyzing the quality and quantity of metrics available for assessing the efficiency of the MHS infrastructure.

· Applying technical engineering, contracting, scheduling, project management, and life-cycle management expertise with the integration of prevailing information resources and technologies to enhance the overall efficiency of TIMPO operations.

RGII coordinates actively with the Government and Government-designated contractors through an established Integrated Process Team (IPT).  RGII supports TIMPO’s Integrated Baseline Reviews, weekly activities report to the TMA, IPTs, Integrated Programming and Planning Requirements Scheduling System, Defense Acquisition Executive Summary Report, lessons learned database, risk management database, Annual Performance Plan Reports, and quality improvement and performance management reports.  Management and administrative support includes:

· Preparing correspondence, schedules, Plans of Action & Milestones (POA&M), multimedia presentations and general administrative documentation using such software applications such as Microsoft® PowerPoint, Microsoft® Word, Microsoft® Excel, and Microsoft® Access,

· Leading, coordinating, and participating in meetings and briefings representing the interests of TIMPO to client and stakeholder organizations of the MHS IT infrastructure, and

· Developing agenda, minutes, presentations; tracking and reporting on program/project/task progress and status; and addressing program management, acquisition, logistics, funding issues, and service level agreements with TIMPO management, and on behalf of TIMPO management, to client and stake-holder organizations to advance the overall TIMPO mission.

	Project Title:  Naval Medical Information Center (NMIMC) Information Assurance Support

	Prime/Sub:     Prime
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	1. Customer:

    U.S. Navy

    NMIMC Building 27

    8901 Wisconsin Avenue

    Bethesda

    MD 20889-5605


	2. Contract No./Type:
    N65126-00-F-0043

    N65126-01-F-0067

	
	3. Period of Performance: 
    Feb 2000 to Feb 2004


	4. Contract Value:
    $3,850,000

	
	5. Contracting POC:
    Ms. Mary L. Dietrich

    Tel: 301-319-1059

    Fax: 301-295-6214

    mldietrich@us.med.navy.mil 

	6. Technical POC:
    Steven P. Reinkemever

    Tel: 301-319-1029

    Fax: 301-295-2485

    spreinkemeyer@us.med.navy.mil 


RGII Technologies, Inc. expertise in Information Security Consulting is demonstrated by the past and current task to develop, implement, and maintain an Information Assurance (IA) program for the Naval Medical Information Center (NMIMC). NMIMC is responsible for improving, developing, and distributing, new information technologies in support of Navy Medicine's commitment to patient care.

NMIMC is the source for primary and specialty care under TRICARE, the Department of Defense Military Health System. Tri-Service Medical Systems Support Center (TMSSC) provides prototyping, implementation, training, and sustainment of medical information systems to the Department of Defense (DoD).

NMIMC tasked RGII to design a development plan with required documentation for the hardware and software to achieve Automated Information System certification and accreditation under Military Health System (MHS) and Defense Information Technology Security Certification and Accreditation Process  (DITSCAP) guidelines for NMIMC and Bureau of Medicine and Surgery (BUMED). The Bureau of Medicine and Surgery (BUMED) provides high quality, economical health care to about 700,000 active duty Navy and Marine Corps members while supporting contingency, humanitarian and joint operations around the world with highly trained, dedicated health care professionals adhering to the principles of Total Quality Leadership. DITSCAP provides implementation guidance to standardize the certification and accreditation process throughout DoD.

RGII developed, implemented, and maintained the Information Security/Assurance program.  The initial activity required the development of a plan and required documentation, hardware, and software to support the formal accreditation process under MHS and DITSCAP guidelines for NMIMC and the Bureau of Medicine and Surgery (BUMED).  This effort included developing and implementing an IA program, including policy; evaluating new system designs for adequate security controls; educating users with Computer Based Training (CBT); establishing internal and external access and authentication technologies; establishing and implementing network intrusion processes and devices; developing and preparing incident response procedures; deploying firewalls; conducting qualitative and quantitative risk assessments; conducting and documenting all processes for system certification; and conducting continuity of operations (COOP) and disasters recovery planning. RGII identified and corrected all security deficiencies necessary to obtain successful MHS certification and Designated Approval Authority accreditation.  Documentation developed included an Automated Information System security plan, risk analysis, risk management plan, contingency plan, Security Testing and Evaluation Plan, certification and accreditation signatory documents, security features user guide, and security test plan and results.  RGII also developed, provided, and assisted in the implementation of a C2 compliant NT network for NMIMC, ensuring that all servers and services reached the appropriate level of security as defined and documented by RGII to comply with DoD guidance.

RGII identified and corrected all security deficiencies to obtain successful MHS certification and designated approval authority accreditation. RGII developed the formal documentation, including: 

· AIS security plan, 

· Risk analysis and risk management plan, 

· Contingency plans,

· Security testing and evaluation plans,

· Certification and accreditation signatory documents,

· Security features user guide, and

· Security test plan and results report.

RGII also developed, provided, and assisted in the implementation of a C2 compliant NT network, ensuring all servers and services achieved the appropriate level of security defined and documented by RGII to comply with Defense Department requirements.

RGII formulated the plan, purpose, and schedule of events for the implementation of a Cisco PIX Firewall and a Windows NT Checkpoint Firewall-1 solution.  Further, RGII developed the policy and requirements for the configuration of the firewall.  RGII also coordinated and implemented the Cisco NetRanger Intrusion Detection System and revised the quality and detail of the ensuing reports.

Additionally, RGII developed countermeasures for all domestic U.S. and overseas intrusion attempts against NMIMC. This included directing and initiating discovery techniques to positively identify the source, the affected workstations and/or servers, and the NMIMC exposure level presented in the scenario. 

RGIIs investigative process included using packet sniffers, reconstruction monitors, configuration port testers, security knowledge base queries and intrusive investigation tools and techniques. These tools included programs such as PING, NSLOOKUP, and web browsers. To evaluate the security strength of the Trusted Computing base, RGII used penetration-testing techniques.

RGIIs case history of continued achievement for the NMIMC contract can be summarized by the changes that occurred to the NMIMC/BUMED network in 1999. These changes were extensive, requiring a complete recertification and accreditation. RGII was tasked to prepare a Plan of Action and Milestones detailing the actions that would be performed as a direct result of the modifications to the network. Within the Plan of Action and Milestone, RGII determined due dates for the required documentation to receive the recertification and accreditation. Using the Information Assurance (IA) tool ‘XACTA’ and the DITSCAP guidelines, RGII completed the certification package and achieved full accreditation in less than 60 days. 

Since achieving C2 Certification and Accreditation in 1999, major changes occurred to the NMIMC/BUMED network, thus, DITSCAP procedures required recertification of the network.  Teaming with the Falkland Group, the RGII Team prepared a Plan of Action and Milestones (POA&M) describing tasks to be performed, and due dates for required documentation to successfully complete actions required for Certification and Accreditation.  Using the Telos XACTA Web C&A tool and the DITSCAP guidelines, RGII completed the certification package and achieved full accreditation (Authorization to Operate - ATO) in less than 60 days.

4 Project Management Approach

Team MarLaw is proud to be currently employing all the TOL required experience and skills on similar contracts.  We have demonstrated success in working with other Joint Medical Information Systems Program Offices and their support contractors including DISA, MHS, TIMPO, TMA, CITPO, SAIC, Oracle, Force 3, and Sun.  We will provide timely responses to security issues and engineering modifications and update requirements to the MHS DITSCAP. We will respond to the service’s security documentation if significant changes to TOL’s system architecture require DITSCAP or to the architectural system documentation reflecting these changes. In addition to the DITSCAP and service security documents the C4ISP will be kept current.  Coordination with other external business partners will be accomplished to ensure adequate infrastructure support is available.  Support in accomplishing the objectives of this Delivery Order will allow TOL to continue its current level of services provided to the beneficiary population and to add functionality identified in the TOL Consolidated Acquisition Management Plan.  

To meet the needs of the TOL PMO, Team MarLaw offers a staff with the necessary skills, past performance and drive to be successful in this environment.  Our staff of seasoned professionals, are proactive and have met the challenges facing other program offices/agencies in security (DITSCAP/AF CON), enterprise architecture (C4ISP), engineering design ,Web (portal) technology, web based training (Oracle 9i), DECC (Team MarLaw operates the helps desk), and technical issues coordination (liaison) and can meet the challenges of TOL.  

Team MarLaw has been providing capabilities and expertise in technical program management, system, software and communications engineering, security support and security documentation and call management centers (technical coordination team) to TMA and MHS since 1996. 

4.1
Task Management (SOW 7.1)

Immediately following contract award the Team MarLaw Program Manager will meet with COR-DO to discuss the delivery order and determine the steps to be taken to perform the work.   The Team MarLaw Program Manager will assume control over all the TOL project staff and oversee the review of deliverables, assuring the quality and technical merit of all services provided.  Our Program Manager will provide daily direction and management of the contract, engineering support, information assurance support, program support staff and corporate resources required.  This includes daily monitoring of project status, tracking and reviewing deliverables, and coordination with contractors, CITPO engineering, logistics, TIMPO, DISA and other essential MHS agencies.
4.2
Meetings, Briefings, White Papers (SOW 7.2)

The Team MarLaw Program Manager will attend meetings related to this delivery order as required.  Team MarLaw will prepare and deliver briefings and white papers as requested by the COR-DO, and follow-up and address actions on behalf of the client or his/her representatives.
4.3
Findings and Lessons Learned (SOW 7.3)
Team MarLaw will submit findings and lessons learned (Deliverable 1) at the conclusion of tasks performed under this delivery order.
4.4
Project Management Plan (PMP) (SOW 7.4) 

Team MarLaw will deliver a detailed and complete PMP (Deliverable 2) within 14 days of contract award which, following Government approval, will be used to control the project.  The PMP will be regularly reviewed and updated as required.  

Our PMP procedures and tools clearly define and fully support specific personnel assignments and responsibilities for all aspects of task order performance and management. These assignments are designed to ensure specific, measurable responsibilities for performance, supervision, management, and quality control, and to further ensure that each individual is fully aware of his or her duties, responsibilities, and government interfaces on the contract. Each task profile provides a detailed work plan that includes a technical approach, performance schedule, milestones, deliverables, quality assurance requirements, acceptance criteria, and staffing assignments. 
A draft PMP is provided as Appendix XX to this proposal.  It is intended that the PMP will be jointly managed by the Government and Team MarLaw and includes the items described below.
4.4.1
Contract Work Breakdown Structure (WBS) and Schedule (SOW 7.4.1)
Team MarLaw will submit a WBS for approval by the Government.  Following approval by the Government, the WBS will provide the baseline for all tasks.  It will define all tasks, activities, and deliverables required under this delivery order.   Team MarLaw’s WBS are based on the DOD MIL-HDBK-881 and form the framework for our Program Manager’s management control system.  
4.4.2
Project Schedule Dependencies (SOW 7.4.2)
Team MarLaw will identify all tasks, deliverables, and milestones requiring government information/activity, and where there are timeline dependencies for subsequent Team MarLaw activities within the WBS.  All schedules and milestones will be prepared in MicroSoft Project and resource loaded. 
4.4.3
Detail Staffing Plan (SOW 7.4.3)
The Team MarLaw PMP will also contain a detailed staffing plan of personnel to be utilized throughout the course of the contract.  The plan will identify each individual, the tasks to be performed by the individual, and the level and percentage of all personnel required to complete this delivery order.  
4.4.4
Performance Based Matrix (SOW 7.4.4)
Team MarLaw will perform to the performance metrics given in Exhibit 4-1.  
	Performance Objective
	Performance Standard
	Acceptable Quality Level
	Monitoring Method
	Incentive

	Provide timely notification on items requiring Government Action
	All events and products requiring government information reported
	Less than 5% of reports delivered late
	Review of logs, databases and metrics
	Performance Evaluation

	Develop a metric(s) defining core process project plan success/performance based matrix including task order performance metrics
	Successful completion of requirements validation
	100% approved by COR
	Baseline, complete
	Performance Evaluation

	Ensure all products & services are in response to validated end-user requirements and consistent with policy
	Meets all BPR & BPI procedures and requirements 
	100% approved by COR
	Baseline, complete
	Performance Evaluation

	Project Management Plan
	Final – 14 days after award Updated Monthly or as needed
	Contents per SOW and ISO 9001:2000
	PM review
	Positive Performance Evaluation

	Quality Assurance Plan
	Final – 14 days after award Updated Monthly or as needed
	Contents per SOW and ISO 9001:2000
	PM review
	Positive Performance Evaluation

	Monthly Progress Report
	5th day of every month per requirements of SOW
	Contents per SOW and ISO 9001:2000
	PM review
	Positive Performance Evaluation

	Security Analysis
	As required by the Project Manager
	Compliance w/MHS security and privacy requirements
	PM review

COR-DO review
	Improved IT Security for TOL, thorough documentation; Positive Performance Evaluation

	DITSCAP 
Documentation
	As required by PM 
	Contents per DITSCAP
	PM review

COR-DO review
	Improved IT Security for TOL, thorough documentation; Positive Performance Evaluation

	Security Assessment Scan
	As required by PM
	Contents per SOW and ISO 9001:2000
	PM review
	Improved IT Security for TOL, thorough analysis Positive Performance Evaluation

	C4ISP
	As required by PM
	Contents per SOW and ISO 9001:2000
	PM review
	Positive Performance Evaluation

	Engineering Analysis
	As required by PM
	Compliance w/TOL & MHS architecture and standards
	PM review
	Positive Performance Evaluation

	Overall - On-time contractual deliverables
	Meets deliverable timelines
	100% of deliverables received on due date as planned ; Contents per  ISO 9001:2000
	PM evaluates against the Project Work Plan 
	Positive performance evaluation; Execute follow-on contract


Exhibit 4-1: Performance Metrics
4.4.5
Quality Assurance Plan (QAP) (SOW 7.4.5)
As an ISO9001: 2000 registered company, Team MarLaw is dedicated to deliver timely quality services that is competitively priced and meet or exceed the TOL PMO expectations.  Our quality system satisfies these objectives through the implementation of a series of standards and procedures and through continuous internal monitoring and review of the performance metrics.  Team MarLaw’s approach to quality assurance is to build in quality.   The QAP will be developed jointly with the government to document the process that will be used to verify and validate quality assurance in compliance with the contract requirements and ensure these requirements meet the government’s expectations.  The QAP includes establishment of capable processes; monitoring and control of critical processes and product variation; establishment of mechanisms for feedback of field performance; implementation of an effective root cause analysis and corrective action system; and a continuous process improvement program. 
A draft QAP is included in Appendix C.

4.5
Monthly Progress Report (MPR) (SOW 7.5)

Team MarLaw will prepare a MPR (Deliverable 3) documenting performance to date and identifying relevant activities, accomplishments, risks, issues and proactive risk mitigation activities undertaken and future performance risks and mitigation anticipated going forward 60 days from the end of the reporting period.  The MPR will include all items described in the SOW Section 4.6.  
4.1 Earned Value Management (EVM) (SOW 7.6)
The Team MarLaw Earned Value Management System (EVMS) Model – Figure 1, will provide the TOL PMO with accurate data for use in monitoring the execution of this program. An EVM Report (Deliverable 4) will provide that months progress and costs and include projections on work to be performed and costs for the following month.  
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Exhibit 4-1:  Team MarLaw Earned Value Management System Model

This program management technique that integrates technical performance requirements and resource planning with schedules, while taking risk into consideration. The major benefit of applying earned value is to use an effective internal technical, cost, and schedule management control system, and to provide timely data for improving management insight. This data is in turn used for determining product-oriented contract status, and projecting future performance based on trends to date. In addition, EVM allows better and more effective management decision-making to minimize adverse effects on the project.  Team MarLaw will maintain the TOL EVMS to ensure compliance with federal and 

DoD regulations and standards as required by the MHS Information Technology Directorate.  The EVM System Industry Standard (ANSI/EIA-748) provides a means for the government to ensure that Team MarLaw: (1) has and uses effective, integrated internal management systems; and (2) provides valid, accurate, and timely data from those systems to both contractor and government managers.  We will use scheduling tools (such as Primavera) to develop and maintain the contract schedule and the TOL Program Office-level schedule of activities.  As the weekly and monthly updates of progress and cost against the contract schedule are received, the Integrated Master Schedule and the schedule summaries will be updated.  

Using the earned value process, Team MarLaw – in conjunction with the TOL PMO – will be able to readily compare how much work has actually been completed to the amount of work planned. This approach allows Team MarLaw to identify any errors or inconsistencies in the schedule. All work is planned, budgeted, and scheduled in time-phased, "planned value" increments constituting a Performance Measurement Baseline (PMB). The planned value, earned value, and actual cost data will provide an objective, quantifiable measurement of performance that allows for trend analysis and the evaluation of any cost estimate at completion within multiple levels of the project. Using EVMS, Team MarLaw will be able to support internal and external reporting requirements and support EVMS for all TOL projects.

4.2 Specific Tasks (SOW 8)
4.7.1
Independent Verification and Validation (IV&V) (SOW 8.1)

Team MarLaw will communicate openly and cooperate fully with any IV&V contractor retained by the Government to review specific products and deliverables of this task, including the provision of all utilization and performance data.  Team MarLaw will design, conduct and document detailed end-to-end technical testing of the solution architecture and interfaces to validate proper technical operation in accordance with the solution test and evaluation plan developed by the RITPO IV&V contractor.
4.7.2
Information Security (SOW 8.2)
Team MarLaw will protect against all unauthorized disclosure of data to protect the privacy of government contractors and private individuals on which information is maintained.  We will ensure that applications meet the features of Identification and Authentication, auditing, and access control, and will employ FIPS 140-1 compliant encryption and digital certificates for Web-based components.  All data maintained by the COTS solution and other modules will be contr4oled and protected as required by the Privacy Act of 1974, DoD 5400.11-R DoD Privacy Program, DoD 5200.1-R DoD Information Security Program Regulation, and Exemptions of DoD 5400.7 Freedom of Information Act Program.
4.7.3
Risk Management (SOW 8.3)
Team MarLaw will develop and deliver 30 days after contract award a Risk Management Plan that describes our risk management program and identifies risks, risk assessments, and risk mitigation strategies.  Identified risks will be assessed by probability and consequences of occurrence, impact on cost, schedule and performance.  This plan will be updated every 30 days.
4.7.4
Transition Support (SOW 8.4)
Team MarLaw will deliver a transition plan 30 days after contract award (Deliverable 7) and the draft plan is included as Appendix D.  This plan will detail the activities and coordination necessary to ensure satisfactory incoming and outgoing transition work from an active delivery order to a follow-on provider.  
4.7.5
Project Security Support (SOW 8.5)
The Team MarLaw Program Manager will be TOL’s project liaison with other program offices, the MHS Information Assurance Office, the developer, TIMPO and DISA as well as various service, command and base security certification organizations to facilitate the security accreditation of the project.  She and her security team will:

· Ensure TOL complies with all applicable MHS, Service and other security and privacy requirements including at the portal access point and across the communication pathways utilized

· Ensure TOL provides adequate security protection for Privacy and all Sensitive but Unclassified, including beneficiary, patient and provider, data

· Review and comment:  on systems design, security and privacy requirements and on system security and design documentation including that required for the MHS DITSCAP and the Air Force (AF) Certificate of Networthiness (CON) process

· Provide guidance and assistance regarding the AF CON process and other service based security processes as requested by the TOL PM

· Provide, by working closely with the existing TOL systems integrator and the Tri-Service Infrastructure Management Program Office (TIMPO), the necessary security analysis, design and testing to support the above requirements.  (Deliverable 8: Security Analysis)  

· Review and evaluate deliverables submitted from project contractors.

Team MarLaw currently provides similar services in support of TIMPO’s security management, including program development and documentation, “review and comment” on current security designs, assisting in lab testing of proposed designs and configurations of security devices.  Other efforts for TIMPO include preparing risk assessments, certification/ accreditation documents, and continued System Security Assessment Agreement (SSAA) documentation. 

4.7.6
DITSCAP Documentation (SOW 8.6)
As demonstrated by our Past Performance examples and resumes, Team MarLaw is an acknowledged expert in the DITSCAP documentation process and will:

· Produce and/or finalize revisions to all required DITSCAP documents for TOL and all documents necessary to comply with the standards required for the AF CON Accreditation, including the Systems Security Authorization Agreement (SSAA) -  (Deliverable 9)

· Use existing documents, to the extent possible, which have already been produced for the benefit of the project.  We will modify those documents to incorporate the comments of the Certification Authority and/or to account for system changes made to TOL during the period of performance including those arising out of any scan findings

· Coordinate all certification and accreditation activities with the Certification Authority, the TOL developer, and the TOL Project Manager
Team MarLaw will meet the requirement of the AF CON assessment process by determining the impacts, risks, and vulnerabilities of fielding a system or application based upon the system/applications particular configuration in a targeted AF environment.  Networthiness parameters that will be assessed in order for the Air Force Communications Agency (AFCA) to make a networthiness decision include:

· Network security.  Network security parameters include those parameters that affect the accessibility of the network to both authorized and unauthorized personnel.

· Network impact.  Network impact parameters are those that influence or affect network performance and operation.

· Compatibility with the IT infrastructure.

· Computer security policy compliance.

We will use the Telos Corporation XACTA Web Certification and Accreditation - C&A™ software tool to accomplish the DITSCAP documentation requirement.  The tool provides the framework for performance of DITSCAP, providing a cost effective, time saving, reduced staffing, and logistically simple solution.  XACTA Web C&A™ will automate the DITSCAP four phase process from information gathering to document generation.  XACTA Web C&A™ provides the guidance, documentation templates, support, and automated utilities needed to collect system and network information.  This enables the Team MarLaw team to conduct a complete, consistent, meaningful, revisable and reusable DITSCAP SSAA. The software features a powerful knowledge base that contains a list of security policies and regulations outlined in the MHS DITSCAP SOP, 
as well as department- and agency-level security regulations including U.S. Army, Air Force, and State Department, systems and components are identified, tests that are prepared and conducted to measure the level of risk. XACTA Web C&A™ continually updates and expands this repository of security regulations to accommodate changes. The product also includes functions that automatically reformat and organize the information collected and results generated throughout the DITSCAP into the appropriate paragraphs, sections, and appendices as required by the TMA.  The Team MarLaw team will produce and finalize required DITSCAP documents for TOL and documents necessary to comply with the standards required for the AF CON, including the SSAA. 
This detailed SSAA, the formal agreement among the Designated Approving Authority (DAA), Certification Authority (CA), User Representative, and TOL Program Manager documents:

· all requirements necessary for accreditation and all security criteria for use throughout the Information Technology (IT) system life cycle; 

· minimize documentation requirements by consolidating applicable information into the SSAA (e.g., security policy, concept of operations (CONOPS), plans, architecture description); and 

· offer a specific DITSCAP plan for TOL.

The SSAA will consolidate the system and security documentation into one master document, eliminating redundancy and potential confusion from existing, multiple documents that currently describe the system, security policy, and system and security architecture.  Team MarLaw will tailor the six chapters of the SSAA to incorporate all existing similar/competing documents as deemed necessary as appendices  (Mission Description and System Identification Environment Description, System Architectural Description, System Security Requirements, Organizations and Resources, the DITSCAP Plan) and/or will provide specific reference to the pertinent document.
Additionally, and at a minimum, the six chapters of the above SSAA will be accompanied by a group of appendices including:  Acronym List, Glossary of Terms, Reference List, System Concept of Operations, Information System Security Policy, Requirements Traceability Matrix, Certification Test and Evaluation Plan, Security Test and Evaluation (ST&E) Procedures, Security Features Users Guide (SFUG), Trusted Facility Manual (TFM), Security Design Document (SDD), Configuration Management Plan, Installation Guide, Rules of Behavior, Incident Response Plan, Contingency Plans, Personnel and Technical Security Controls, Memoranda of Agreement (MOA) for System Interfaces, and Security Awareness Training Program.
As mentioned earlier, Team MarLaw staff fully understands the requirements of this task.  We are currently supporting the AF Surgeon General’s Office and provide the same services as requested by TOL.  Please refer to Section 3, Past Performance for further details.
4.7.7
Security Assessment Scan (SOW 8.7)
Team MarLaw will conduct a scan of TOL, in coordination with a TOL site selected by the COR-DO, and prepare a Security Assessment Scan Report (Deliverable 10).  Team MarLaw will use the Internet Security Systems (ISS) Scanner to determine the appropriate host-based agent, NT or UNIX, and install this agent on the TOL host.  Using the ISS internet scanner, we will scan the TOL network to perform the security assessment and policy compliance assessment.  Our Security Assessment Scan Report will be structured as follows:
· Status of Review

· Purpose

· Background

· Description of TOL architecture

· Installation points for ISS agent

· Summary scan findings

· Findings

· Recommendations

Appendices will include acronyms and the ISS outlook.
Team MarLaw knows that COTS products, typically, are signature based and produce different results. Thereby, effectively precluding accurate and reliable vulnerability testing based on a single product or a single scan. Team MarLaw will use the outline below when either performing or coordinating with the MHS Information Assurance, vulnerability scans and penetration tests. Team MarLaw will coordinate and work with the MHS security team, before/during/after the security scans in developing the necessary Security Assessment Reports (Deliverable 10). Team MarLaw will partner with MHS information assurance, other groups or organizations and independently execute the several Security Assessment Phases listed below, as directed by the TOL client, to produce the Security Assessment Report.  Security scans and reports are done in several phases and utilize more than one product.

Our team will perform a security assessment and policy compliance of the TOL network.  After the results of this scan are collected, and analyzed, a report will be prepared and delivered.  Our Security Assessment Scan template is detailed below as Phase 1:

Phase I: Establishing a baseline of the network and devices being scanned.

· Establish POCs (executive, managers, engineers, support staff)

· Establish how long the testing will take

· Determine the scope of the Vulnerability Tests

· Determine the depth of the penetration testing (Network scanning, Denial of Service, Trojans, Dictionary account passwords, Brute force passwords, Source code attacks, Hashing)

· Identify the resources that will be tested

· Determine the roll-back measures should problems occur during testing

· Determine the number of cycles/phases of testing for the assessment

· Determine what resources have to managed during testing (Account lockout parameters, user-level access, routers, firewalls, IDS)

· Define the types of tools that will be used (ISS Internet Scanner and Host Base Scanner, other COTS products, scripts, etc.)

· Define how the assessment process will be executed (Testing a host based system or network subset, evaluate system resource logs, test roll-back process)

· Install the necessary software and probes for the assessment.

· Produce a living Vulnerability Assessment Report that will include each assessment, trend analysis, and a vulnerability mitigation plan.

· For the Analysis, Team MarLaw will prioritize these findings based on severity

· Establish a mitigation plan based on these findings to eliminate these vulnerabilities

· Provide a comparison between each phase of the Vulnerability Assessment 

Phase II: Scan the systems and the network

· Interview support staff as necessary

· Scan systems

· Document vulnerabilities

· Roll back if necessary

· Perform Penetration testing in stages (if applicable)

· Document Vulnerabilities

· Establish a vulnerability mitigation plan

· Fix the vulnerabilities (if applicable)

· Update the Vulnerability Assessment Report

Phase III: Perform a trend analysis

· Repeat Phase II and establish a trend analysis.

· Update the Vulnerability Assessment Report

Phase IV: Repeat Trend Analysis

· Repeat Phase II and establish a trend analysis

· Complete the Vulnerability Assessment Report more than one product.

Team MarLaw has experience with MHS Information Assurance in scanning and in developing the necessary Security Assessment Scan Reports.  

4.7.8
Command, Control, Communications, Computers, and Intelligence Support Plan (C4ISP) (SOW 8.8)
Team MarLaw is providing a team with the skill sets and experience necessary to perform all required tasks in preparing, drafting, finalizing and maintaining a revised Command, Control, Communications, Computers, and Intelligence Support Plan (C4ISP) for TOL.  (Deliverable 11)  During the preparation stage, team members will analyze and integrate any existing documents into the C4ISP. Team MarLaw will:

· Perform system tests and report the system results to produce a C4ISP that will meet or exceed applicable standards including stimulating standard use scenarios to determine bandwidth needs and impacts on Local Area Networks, Wide Area Networks and other MHS Systems through:
· Data Modeling
· System modeling and integration
· Measuring concurrent usage and connections
· Developing a capacity plan and scalability matrix
· Approximate the daily usage, including maximum usage, for and average site including projective concurrent users for current and projected functions of TOL. 
· Analyze and assess the necessary C4I support for the system to ensure it can perform its designed function through:
· Monitoring daily usage for an average site 
· Evaluating concurrent usage at a given site
· Gauging data patterns and content thresholds through application usage 

· Provide system life-cycle solutions

· Determine the derived C4I support requirements in areas such as operations, development, testing, training, maintenance, and data center operational support and sustainability throughout the development life cycle to include:
· Operational architecture
· Security/Information Assurance
· System Performance
· Information Exchange
· Interoperability Requirements 
· Manpower, training, doctrine and infrastructure.
· Document in detail network diagrams and system architecture documents by capturing:
· System interdependencies
· External interfaces communicating with the TOL system
· Connectivity methodologies
· Document all policies and procedures for managing the project from development through deployment
· Document potential vulnerabilities in the infrastructure and make the appropriate recommendations to enhance existing capabilities.

The following represents our methodology to effectively support the current and future requirements of the TOL environment.  

· Assessments:

· Conduct a Preliminary Assessment within 30 days of contract award 
· Evaluate LAN and WAN topologies
· Evaluate System architecture and infrastructure
· Inventory assets 
· Examine operating system configuration
· Monitor devices to determine network performance issues
· Inventory and assess networked devices and system configurations for optimization
· Audit firewall logs to ascertain improper use or access inbound and outbound between DMZs, trusted and untrusted enclaves
· Audit firewall ACL’s and rule bases for more efficiency
· Make determination and recommendation of architectural re-design if necessary
· Conduct Mid-Term Assessments mid-contract schedule.
· Assess deltas in baseline configuration changes that were made in the Preliminary Assessment

· Conduct a final assessment within 60-90 days prior to end of contract
· Compare the deltas between each Network Assessment

· Report changes, modifications in standards, architectural design, configurations, and product vulnerabilities

· Capacity Planning:

· Determine bandwidth

· Evaluate memory usage per device

· Evaluate CPU utilization per device

· Data space sizing for data

· Determine protocols services that will be used (web, IPSEC, database)

· Establish environmental specifications such as power, rack space, data center space, HVAC, and fire suppression

· Evaluate product support and Mean Time between Failure (MTBF)

· Produce Scalability Metrics:

· Analyze Capacity plan

· Develop scale metric based and usage and system capacity

· Number of users: device: site

· Amount of data: device: site

· Type of data: device: site

· MTBF: device: site

· Product life-cycle

· Establish process for network and system connectivity and access control

· Maintain updated user rights and assignments through user requests

· Verify user rights and roles through management approval and the system design

· Apply user rights and assignments to the network

· Validate user rights through testing account logon, password, and assigned role

Team MarLaw will document all policies and procedures for managing the project from development through deployment and will define:

· Potential vulnerabilities in the infrastructure and make the appropriate recommendations to enhance existing capabilities,

· Processes to be used to define the bandwidth, support, and security requirements.  It will, as a minimum, include:  projected workload (current and future); bandwidth requirements (LAN/WAN); server sizing requirements; number of sites and users per site; Type of transactions (i.e., Appointments, Registration, etc.); size (min, max, average) and frequency of transactions; and recovery, infrastructure support, security, and redundancy requirements,
· Reporting requirements of components in the network and the necessary tools to be used during development as well as the operational environment.
Team MarLaw’s technical staff member, Mr. Supriya Ghosh,  our senior C4ISP expert, is currently supporting the MHS and  was lead author for the C4ISP for a recent ACAT IA program. Mr. Ghosh followed the strictly prescribed outline for the C4ISP written in the DoD 5000.2-R guidance document and prepared and drafted the C4ISP document for release to the DoD C3I Office. As a result, he fully understands how the C4ISP crosses the Operational Architecture, System Architecture, and Technical Architecture and has been responsible for documenting all essential information to include: Program Information, Mission, System Description, Deployment Plans, and Implementation Schedule. 

In summary, he has reviewed all tasks identified in this section and has confirmed his ability to expeditiously accomplish them as well as any other associated requirements.  He will personally ensure that the system will satisfy the DoD Information Technology Security Certification and Accreditation Process (DITSCAP) and other applicable security accreditation standards. 
4.7.9
Engineering Consulting Services (SOW 8.9)
Team MarLaw will provide engineering consulting services to the TOL and assist the COR-DO with identifying the appropriate technical architecture between CHCS, TOL, and other RITPO systems by:

· Working with TOL and legacy CHCS, and other program offices, to:

· Liaise between the two architectures

· Determine their architectural interdependencies and interoperability

· Assist in architectural designs and refreshes

· Maintain updated compliances with DoD regulations and mandates

· Network with other Team MarLaw peers that support other MHS program areas

· Working with CHCS II to develop a technical transition plan as TOL is expected to be integrated into Block 4 of CHCS II through:

· Supporting IPT, WIPT and other working groups associated with TOL or the MHS

· Providing consultative services for both systems integration and communications in: architectural analysis of the existing prototype system, system sizing, performance, scalability, redundancy and fail-over requirements, architectural and integration support for Commercial and Government off the shelf applications and products.  (Deliverable 12).

· Assisting the TOL PMO with preparation and evaluation of statements of work and proposals related to TOL. 

· Providing oversight and support for all program, engineering and security activities of the project.  

· Provide the right balance of engineers with software, security engineer and communications engineers, as well as the project and program management support.  
· Employing the Team MarLaw pool of engineers who currently assists in the development and maintenance of the MHS efforts with DoD’s C4I Surveillance and Reconnaissance Architecture Framework. 
4.3 Deliverables (SOW 9)
Team MarLaw will make the following deliverables electronically to the RITPO COR-DO, prepared in accordance with DOD 500.2-R, and each accompanied by a DD250.
	No.
	Deliverable
	SOW Reference
	Delivered To
	Frequency

	1
	Lessons Learned
	7.3
	COR-DO (EC)
	Quarterly

	2
	Project Management Plan
	7.4
	COR-DO (EC)
	14 days after award

	3
	Monthly Progress Report
	7.5
	COR-DO (EC)
	5th day of the month

	4
	Earned Value Report
	7.6
	COR-DO (EC)
	10th day of every month

	5
	Contract Status Fund Report
	7.6
	COR-DO (EC)
	10th day of every month

	6
	Risk Management Plan
	8.7
	COR-DO (EC)
	30 days after award, updated every 30 days

	7
	Transition Plan
	8.4
	COR-DO (EC)
	30 days after award

	8
	Security Analysis
	8.5
	COR-DO (EC)
	Per PMP

	9
	DITSCAP Documentation
	8.6
	COR-DO (EC)
	Per PMP

	10
	Security Assessment Scan Report
	8.7
	COR-DO (EC)
	Per PMP

	11
	C4ISP
	8.8
	COR-DO (EC)
	Per PMP

	12
	Engineering Analysis
	8.9.1
	COR-DO (EC)
	Per PMP

	13
	Acceptance Criteria Plan
	18
	COR-DO (EC)
	Per PMP


4.8.1
Acceptance Criteria (SOW 18)

Team MarLaw will develop, in negotiation with the Government, an Acceptance Criteria Plan for work performed (Deliverable 13).   This plan will stipulate how performance and progress will be monitored, how work will be accepted and rated, and how discrepancies will be resolved.  
4.4 Government Furnished Equipment (GFE) (SOW 15)
MarLaw will maintain a financial inventory accounting system for all GFE and software, and will provide the COR-DO with the information necessary to manage this task.  If it becomes apparent that there are hardware or software requirements beyond that which is currently available, MarLaw will coordinate those needs with the COR-DO for purchase as appropriate.

4.10
Security Requirements (SOW 16)
If performance of this task requires access to personable identifiable data, Team MarLaw will comply with the Privacy Act of 1974.  All Team MarLaw personnel assigned to this task will be briefed on the provisions of:
1. The Privacy Act, Title 5 of the U.S. Code, Section 552a.
2. DoD 5400.11-R DoD Privacy Program

3. DoD 5200.1-R DoD Information Security Program Regulation
4. FAR Clauses 52.224-1 and 52.224-2
5. Exemptions of DoD 5400.7 Freedom of Information Act Program.
6. All applicable agency rules and regulations.
Team MarLaw will only use identifying data for the designated task, will retain it in strictest confidence, and will prevent its unauthorized duplication, use, or disclosure.  Electronic and written files of data requests will be maintained in accordance with guidelines provided by the Government Task Manager.  All personnel information relating to the project will be destroyed at the conclusion of the tasking.
4.11
Section 508 Compliance (SOW 20)
As an established Federal agency contractor, MarLaw has considerable experience in providing for, and meeting the requirements of:

1. Title 29, U.S. Code, Section 794(d), Section 508 of the Rehabilitation Act of 1973 as amended

2. Title 36, Code of Federal Regulations, 1193, Telecommunications Act Accessibility Guidelines

5 Cost
Appendix A

Resumes
Appendix B

Insert

Project Management Plan

(DRAFT)

6/19/03

Appendix C

Insert

Quality Control Plan (QCP)

(DRAFT)

6/19/03

Appendix D

Insert

Transition Plan

(DRAFT) 

6/19/03

�Need to include 8500.1 and 8500.2.  Common Criteria is not a regulation.  This paragraph will need some work.  Particularly if we are not using the TELOS tool (WEB C&A).  


We also need to find out if this tool has been maintained and updated.  
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