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TRICARE Online Engineering and Security Support
N655538-04-Q-0125

1 Key  Personnel
2 Past Performance

The following describe related DOD support efforts undertaken by RGII within the last three years.  All projects support major Automated Information Systems for implementing mission driven business process improvement and reengineering efforts or provide services directly supporting these major acquisition programs.  Per the SOW, Section 16.B.3, these projects focus on Technical Program Management, Systems Engineering, C4ISP, Information Assurance (DITSCAP and GISRA), execution support, business case and cost-benefit analysis, cost estimation, risk analysis, strategic and program planning, compliance with DoD acquisition regulations (e.g., Clinger-Cohen Act, OMB circulars, DoD 5000.2-R MIAS Acquisition Procedures) and Technical Coordination Team, in accordance with the Government Performance and Results Act (GPRA), and the Federal Acquisition Streamlining Act (FASA).  

2.1 Air Force Surgeon General, Information Assurance Branch, Information Assurance Technical, Management and Assessment Support Services

	Customer:


	USAF Surgeon General
5201 Leesburg Pike
Skyline 3 Suite 1511
Falls Church, VA
	Contractual/Admin POC:
Frank Duggan
Contracting Officer
Phone: 717-605-1481
	Technical POC:
Maj.  Brummett
COTR
Phone: 703-681-4445
Ext:  3014  

	
	Contract Number:
	GS-35F-5165H: Order No. N65538-02-F-0438

	
	Period of Performance:
	09-05-02 to 09-05-07

	
	Contract Amount:
	Base Year  $1,202,981


RGII provides technical and management support for the Information Assurance (IA) Program, the key element of which are the Certification and Accreditation (C&A) program to include a certification lab for Certificate of Networthiness (CON), the Critical Infrastructure Protection (CIP) and other policies and compliance issues to include Health Insurance and Portability Act (HIPAA) and Government Information Security Reform Act (GISRA).

RGII develops policies and procedures, security plans, conducts security training and awareness, CON, security requirements and specifications, risk assessments, test and evaluations, technology evaluations and integration with PKI, VPN, firewalls, Intrusion Detection Systems (IDS), IA web site information repository maintenance, research and evaluation on IA matters, and incident response and reporting. RGII also provides support to DITSCAP/C4ISP security documentation, System Security Authorization Agreement (SSAA) development, tracking and analysis, policy and procedure development and analysis, technical papers, white papers and military staff package preparation, evaluation of applicable standards of the Joint Commission on Accreditation of Healthcare Organizations (JCAHO); HIPAA, GISRA and other regulatory guidance related to Air Force Medical Information Systems, Technology and Security requirements .   

2.2 Tri-Service Infrastructure Management Program Office (TIMPO) – Technical Engineering & Requirements Management

	[image: image3.wmf]Customer:


	US Department of Defense
TIMPO

5205 Leesburg Pike
Suite 1301
Falls Church VA 22041
	Contractual/Admin POC:

Angel Harris
Contracting Specialist
Phone: 703.681.1143
	Technical POC:

Ms. Gail DeNicolontonio
COR
Phone: 703.399.2200

	
	Contract Number:
	GS-35F-5165H, 
MDA906-00-F-0011; DASW01-02-F-0351

	
	Period of Performance:

Contract Amount
	02/00 to 02/05

$4,523,211 ; $ 6,771,221


RGII provides infrastructure planning, design, development, implementation, and sustainment support for the MHS.  Because the MHS mission is conducted in a tri-service managed care environment, the environment requires the extension of MHS AIS services among Army, Navy, and Air Force installations and to managed care support contractors within and among MHS health care regions. RGII conducts technical studies and analysis consistent with life-cycle management principles. Specifically, RGII performs analyses of the available and emerging telecommunication technology, trends, and analyses of how other public and private organizations acquire, manage, and use telecommunications services.

RGII documents the telecommunications architecture for the existing networks, to include the networks’ physical configuration, functional organization, and operational procedures.  We document the formal procedures for managing changes to the telecommunications architecture.  We also define and document the long-range telecommunications architecture with the convergence of voice, video, and data and prepare a transition plan to guide the transition or evolution to that architecture.  This long-range telecommunications architecture document includes a forecast of the future telecommunications needs and service levels of the MHS.

RGII applies technical engineering, contracting, scheduling, project management, and life cycle management expertise with the integration of prevailing information resources and technologies to enhance the overall efficiency of TIMPO operations.  We conduct network readiness assessments at each Military Treatment Facility (MTF) upon completion of the last mile install, LAN upgrade and WAN connectivity to the Defense Information Systems Agency (DISA) Defense Enterprise Computing Center (DECC).  Network testing incorporates the use of network testing software, such as Chariot, and is conducted in support of Automated Information System (AIS) implementations and Government directed projects and programs.  RGII monitors the TIMPO Help Desk Trouble Ticket resolution processes, and advises the Chief Technical Officer (CTO) on the adequacy of Tier 2 and Tier 3 infrastructure problem resolution activities.  

RGII assists in the production of all security related documentation including System Security Plan (SSP), Trusted Facilities Manual (TFM), Security Features Users Guide (SFUG), Security Test Plan (STP), and the Security Test Report (STR).  All documentation will be prepared in accordance with current standards and policies (e.g. Department of Defense Information Technology Security Certification and Accreditation Process [DITSCAP]).  RGII defines and documents the long-range telecommunications architecture with the convergence of voice, video, and data, and prepare a transition plan for the transition or evolution of the MHS infrastructure to that architecture.  This long-range telecommunications architecture document includes a forecast of the MHS’s future telecommunications needs and service levels “to-be” migration architecture, while incorporating industry trends and standards based solutions.  

RGII develops strategic plans, concept of operations documents and standard operating procedures documents and also writes and executes the implementation plan for the Configuration Management Program and the Capacity Planning Monitoring Tool. RGII coordinates, tracks, manages, and executes various studies, projects, and data collection functions for the TIMPO, PEO, and MHS. RGII builds, controls, and maintains various databases in support of the TIMPO mission and customers.  Also, we research and analyze the quality and quantity of metrics available for assessing the efficiency of the MHS infrastructure.

RGII maintains all contract correspondence and provides update to the Contract Management Operations Manual.  We also develop, receive, and accept contract document modifications and close outs.  Our staff manages statements of work, proposals, deliverables, contractor performance evaluations, and all invoices.  This includes monitoring contractor performance and provides recommendations to resolve any performance issues.  

RGII provides services in support of TIMPO’s security management.  This includes “review and comment” on current security designs and assisting in lab testing of proposed designs and configurations of security devices.  We assist in preparing risk assessments, certification/ accreditation documents, and other System Security Assessment Agreement documentation.  We develop and document TIMPO’s security management program. 

RGII collects, consolidates, and collates TIMPO Web page functionality requirements and organizing those requirements into a strategic/long-range Web site management plan for development and management of a fully functional Intranet and Internet interactive TIMPO e-commerce, customer-friendly Web site. RGII develops, maintains, and manages the TIMPO Web site as an Internet site with significant Intranet capability to facilitate the transaction of internal and external TIMPO business.  The Web site is interactive and provides change request forms, CDRL library catalogue, personnel roster, weekly activities reports, links to TIMPO schedules, and links to TIMPO Program Documentation and Feedback (customer service) Forms/Surveys.

RGII provides technical services for computing and communications infrastructure planning and management with a team of task managers, network engineers, functional area (computing and communications infrastructure and program documentation) specialists, and skilled technicians.  RGII coordinates actively with the Government and other designated contractors through established IPTs.  RGII supports TIMPO’s Integrated Baseline Reviews, weekly activities reports, IPTs, Integrated Programming and Planning Requirements Scheduling System, Defense Acquisition Executive Summary Report, lessons learned database, risk management database, Annual Performance Plan Reports, and quality improvement and performance management reports.  We provide acquisition support services and follow the Federal Acquisition Streamlining Act (FASA) 

RGII established standard repeatable quality processes for the TIMPO operations. RGII engineers designed a plan and schedule for ELAN conversions across the MHS saving $8M. RGII engineers actively monitored and managed circuit traffic during the CHCS II OT&E period, ensuring proper  performance and identification of problems.  RGII chaired 57 engineering SKYOPS MTF LAN Upgrade design reviews and financial decision meetings over the past year.

2.3 Naval Medical Information Management Center (NMIMC) Information Assurance Program 
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Customer:
	US Navy
NMIMC
Building 27
8901 Wisconsin Ave.
Bethesda, MD 20889-5605
	Contractual/Admin POC:
Valerie Proctor
Contracting Officer
Phone: 301.319.1189
	Technical POC:
Mr. Dale Edgeington
PM; Phone: 301.319.1257
deedgeington@us.med.navy.mil

	
	Contract Number:
	GS-35F-5165H: 

N65126-99-F-0153, and N65126-01-F-0100

	
	Period of Performance:
	09/99 to 3/03, 06/01 to 09/01 

	
	Contract Amount:
	 $691,000, $127,000


RGII developed, implemented, and maintained the Information Security/Assurance program.  The initial activity required the development of a plan and required documentation, hardware, and software to support the formal accreditation process under MHS and DITSCAP guidelines for NMIMC and the Bureau of Medicine and Surgery (BUMED).  This effort included developing and implementing an IA program, including policy; evaluating new system designs for adequate security controls; educating users with Computer Based Training (CBT); establishing internal and external access and authentication technologies; establishing and implementing network intrusion processes and devices; developing and preparing incident response procedures; deploying firewalls; conducting qualitative and quantitative risk assessments; conducting and documenting all processes for system certification; and conducting continuity of operations (COOP) and disasters recovery planning. RGII identified and corrected all security deficiencies necessary to obtain successful MHS certification and Designated Approval Authority accreditation.  Documentation developed included an Automated Information System security plan, risk analysis, risk management plan, contingency plan, Security Testing and Evaluation Plan, certification and accreditation signatory documents, security features user guide, and security test plan and results.  RGII also developed, provided, and assisted in the implementation of a C2 compliant NT network for NMIMC, ensuring that all servers and services reached the appropriate level of security as defined and documented by RGII to comply with DoD guidance.

RGII formulated the plan, purpose, and schedule of events for the implementation of a Cisco PIX Firewall and a Windows NT Checkpoint Firewall-1 solution.  Further, RGII developed the policy and requirements for the configuration of the firewall.  RGII also coordinated and implemented the Cisco NetRanger Intrusion Detection System and revised the quality and detail of the ensuing reports.

RGII has developed countermeasures for all domestic and overseas intrusion attempts.  This includes directing and initiating discovery techniques to positively identify the source, the affected workstations and/or servers, and the exposure NMIMC may be presented under the current scenario.  RGII’s investigative processes have included using packet sniffers, reconstruction monitors, configuration port testers, security knowledge base queries and intrusive investigation tools and techniques.  These tools have included mundane programs such as PING, NSLOOKUP, and even Web browsers.  RGII has used penetration testing techniques as one method of evaluating the security strength of the Trusted Computing Base (TCB).

Since achieving C2 Certification and Accreditation in 1999, major changes occurred to the NMIMC/BUMED network, thus, DITSCAP procedures required recertification of the network.  Teaming with the Falkland Group, the RGII Team prepared a Plan of Action and Milestones (POA&M) describing tasks to be performed, and due dates for required documentation to successfully complete actions required for Certification and Accreditation.  Using the Telos XACTA Web C&A tool and the DITSCAP guidelines, RGII completed the certification package and achieved full accreditation (Authorization to Operate - ATO) in less than 60 days.

2.4 TRICARE Management Activity, Technology, Management, Integration and Standards

	Customer:
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	TMI&S Directorate MHS OASD/HA
Suite 810
5111 Leesburg Pike
Falls Church, VA
	Contractual/Admin POC:
Angel Harris
Contracting Officer
Phone: 703.681.2830
	Technical POC:
Clarissa Reberkenny

Phone: 703.681.8823
Clarissa.Reberkenny@
tma.osd.mil

	
	Contract Number:
	GS-35F-5165H, ; DASW01-02-F-1119

	
	Period of Performance:
	07/02 – 09/05

	
	Contract Amount:
	$15,400,000


RGII provides direct support to the Director and government staff of the Technology Management Integration and Standards (TMI&S) Directorate, a component of TRICARE Management Activity’s (TMA) Information Management, Technology and Re-Engineering (IMT&R) Directorate.  TMI&S is tasked as the principal organization with the review, coordination, development and implementation of a Military Health System (MHS) enterprise-wide technical architecture. The goal of this architecture is to ensure the standardization and interoperability of Automated Information Systems (AISs) implemented in support of the Information Management needs of the MHS.  In achieving this goal, TMI&S provides support to the MHS Chief Information Officer.  RGII  provides planning and advisory support to TMI&S; coordinate with other organizations to reach agreement and concurrence on findings and recommendations; and present and deliver information in an efficient and effective manner to enhance understanding and dissemination by the MHS CIO.  

RGII proactively analyzes DoD directives and other government publications for impacts to the MHS enterprise programs as well as individual centrally managed AISs.   RGII develops executive level presentations for MHS and Health Affairs (HA) management, including the MHS CIO and ASD/HA, as well as detailed technical briefings for the technical managers.  We participate in meetings that address a variety of issues affecting Tri-Service, centrally managed, and TMA issues.  Our coordination efforts involve representatives of the Service Medical and Line departments, DoD and Purchased Care Contractors.  More detailed examples of RGII accomplishments in each of the five technical tasks follows.
Architecture and Standards.  RGII has provided project management and technical support to the government’s Architecture and Standards (A&S) and Military Health System (MHS) Common Operating Environment (COE) programs through the development and implementation of a technical architecture program throughout the MHS.  RGII leverages its expertise in support of the TMI&S program with oversight of recording medical unique technical standards into the DoD Joint Technical Architecture (JTA), developing and maintaining the technical view products of the MHS, and interfacing with the MHS Enterprise Architecture. 

The RGII A&S team touches all areas of the MHS information technology Enterprise Architecture.  We assist all MHS information technology programs with understanding the DoD JTA, MHS IM/IT policies, and Federal laws and regulations that impact the MHS technical architecture, such as the Information Technology Management Reform Act (Clinger-Cohen) and OMB Circular A-130, “Management of Federal Information Resources.” Our support requires us to track not only the efforts of the JTA, but also those of the centrally managed and Service specific programs.  The quality of cooperation between RGII and the program offices is a strong one that will produce benefits throughout the MHS Enterprise Architecture.  The RG II team also prepares presentations for the MHS Technical Integration Working Group (TIWG), technical products for the MHS Enterprise Architecture Board and, as needed, prepares and submits technical standards change requests to the DoD JTA.  Technical reports such as the 2001 and 2002 MHS/VHA Standards Assessment, and version updates to the MHS Technical View have been of high quality, delivered on time, and within budget requirements.
Integration and Interoperability. RGII has provided planning,  advisory, and technical analysis support for integration and interoperability (I&I) issues to TMI&S and the MHS TIWG.  RG II has leveraged its expertise with technology, DoD requirements, and MHS IM/IT programs to identify impacts, develop recommendations, and coordinate activities. We identify information technology that may enhance business processes, coordinate any analysis, and assist with the presentation and consideration by the Tri-Service Medical representatives and the Joint Medical Information Systems Office at the TIWG. RGII has coordinated the efforts to develop both a technical and impact analysis of the migration from Windows NT to Windows 2000.  RGII has provided both program management and technical support to the NIPRNet connection approval process and to the recent Ports, Protocols, and Services efforts.  We have also provided expertise in developing technical guidance for the MHS concerning operating system, server configuration, and office automation tools.  RGII prepared the presentation of these initiatives to the MHS Enterprise Architecture Board, The Planning Review Board, and the MHS CIO.  All policy documents developed are completed on time and meet the high standards of the client. RGII’s in-depth understanding of the technical and programmatic interfaces between the centrally managed programs has been key to the successful support of the above TMI&S I&I efforts, and reflects RGII’s commitment to work with all parties involved to understand mission needs and recommend appropriate improvements.  

Public Key Infrastructure.  RGII provides technical and program management support for implementation of Public Key Infrastructure (PKI) in the MHS.  RGII has participated in DoD business and technical working groups, organized the monthly MHS PKI Working Group meetings and prepared the MHS PKI/PKE Guidance.  Working closely with the I&I team, the PKI team has coordinated consideration of single-sign on solutions at the TIWG.

Information Assurance.  The MHS has, as part of its mission, the requirement to insure that AISs operate in an environment that protects beneficiary information as well as DoD information from unauthorized parties.  For the past three years, RGII has supported the mission of the MHS Information Assurance (IA) program.  The IA Program touches all aspects of the MHS’s AISs.  Our support has included working with the MHS community of AIS program managers to ensure their products meet IA goals, providing expertise and recommending solutions to complex security issues, developing MHS IA guidance and policy, participating in meetings, providing expertise in implementing DoD guidance, and creating and establishing the MHS’s overall IA program.  Routinely, RGII successfully provides position papers, document reviews, and information briefings to the client with suspenses of a day or less.  To support many of these efforts, RGII leverages its knowledge of the DoD 5000 and 5200 series regulations and directives, OMB Circular A-130, the Health Information Portability and Accountability Act, the Government Information Security Reform Act, and the Government Performance and Results Act.  RGII is solely responsible for initiating and creating the MHS’s Vulnerability Management System. Our team tracks Computer Emergency Response Team (CERT) notices and insures mitigation strategies have been implemented.  The cooperation with other RGII areas in addressing IA subjects such as PKI and a security standards profile has further enhanced the MHS IA program.

Web Site and Database Maintenance. Managing TMI&S information requires in-depth knowledge of the client’s functional requirements, intended audience and user needs, as well as the expertise required to manage the complex back-end databases organizing the data. The RGII Web and Database Support team provides the highly skilled resources required to develop technical solutions to support the diverse MHS environment.  Close coordination with other contractors, the RGII staff, and the clients they support is necessary to ensure the Web site meets both the current and changing needs of the mission.

Consistent and uniform development practices are adhered to that emphasize compliance with DoD policy and guidance, interoperability, and incorporation of industry best practices.  Customized training support and user documentation is provided.  The functionality and user requirements are continually assessed to ensure core requirements are met.  

The most recent development has been the creation of a private web site hosting a ColdFusion application that uses e-mail and SQL Server to facilitate the distributed management of role-based user accounts and to customize the information displayed.  Other databases are also being migrated to this platform to enable greater accessibility while at the same time increasing security.  

2.5 DECC Mechanicsburg
	Customer:
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	Defense Enterprise Computing Center
	Contractual/Admin POC:
Joseph Jurdana
Contracting Officer
Phone: 717.605.4610
	Technical POC:
Denny Hultzapple
COTR
Phone: 717.605.4316


	
	Contract Number:
	GS-35F-5165H, DCA200-01-P-5249

	
	Period of Performance:
	05/01-04/05

	
	Contract Amount:
	$3,291,560


RGII supports 100,000 DECC customers with help desk problem management and customer service operations. Providing 24 X 7 coverage, we provide remedial and technical support to users of DECC computer systems. This performance-based contract supports both mainframe and client-server environments. The operating environment at DECC is volatile as new hardware, software, and application systems are implemented weekly with RGII providing support upon implementation. Supporting ten different programming languages with multiple communications networks  and types including TYMNET, ICPNET, DISN, NAVNET, NOVELL, SNA, PC Anywhere, DYNACOM, LAN, TCP/IP, and INTERNET. 

RGII uses an effective problem management system to capture, diagnose, and resolve a variety of complex, system related problems emanating from a wide variety of hardware and software operating systems and applications. RGII provides the customers with a single point of contact for first level troubleshooting and resolution for all problems associated with data networks, computer configurations, and application software assigned to the DECC.  

[image: image6.emf]RGII provides maintenance (application fault resolution) and customer training for Windows applications and 14 enterprise applications for both the mainframes and the client-servers. We receive and respond to an average of 6,500 calls per month with 93% of the calls closed over the phone. 

RGII provides maintenance of TCP/IP services and associated security enhancements for TCP/IP networks. RGII personnel troubleshoot HTTP pages for Secure Web Access to computers. Our staff helps the clients install Secure Web Access and manage web caching.  RGII personnel troubleshoot problems with FTP from multiple software packages. RGII also troubleshoots DNS for translation problems. RGII personnel support firewall maintenance by providing information to administrators for configuring their firewall to allow access to our systems. We also use firewall incident reports, designed and produced by RGII personnel, to detect problems 

3 Project Management Approach

4 Cost
DECC Metrics�
�
Calls�
Contract Requirements�
Actual�
�
% Completed�
no less than 95%�
96.20%�
�
% Referred�
no more than 5%�
3.80%�
�
% Abandoned�
no more than 10%�
6.30%�
�
Average Delay�
no more than 45 sec.�
13.6 sec�
�
Average Length�
no more than 10 min.�
4.3 min�
�
Prime Hours of Operation (0600-1800)�
�
 Metrics Help Ensure Service Quality
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