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1 Introduction

1.1 Background

The mission of the Office of the Assistant Secretary of Defense for Health Affairs (OASD (HA)) is to provide quality health care to the military beneficiaries.  The TRICARE Management Activity (TMA), a field activity for OASD(HA), manages the programs to accomplish this mission.  Within the TMA, responsibility for Information Management (IM) and Information Technology (IT) resides in the Information Management, Technology and Re-Engineering (IMT&R) Directorate.  The Technology Management Integration and Standards (TMI&S) Directorate is a  component of IMT&R. The TMI&S mission is to establish and interpret policies, guidance and standards in the areas of information technology, architecture and information assurance that further a Military Health System (MHS) common systems operating environment of information technology that optimizes MHS healthcare delivery. 

To accomplish this mission, TMI&S coordinates and collaborates with TRICARE Management Activity/Health Affairs, the Service medical departments, other DoD, and government/industry healthcare and technology/standards organizations to promote interoperability, data sharing and security of automated information systems (AIS) in the MHS global enterprise. 

1.2 Understanding of the Requirements

Since December 1998 RGII has been supporting TMI&S and understands that TMI&S needs knowledgeable and qualified support personnel with MHS healthcare experience to provide overall planning and advisory support.  This includes supporting Architecture and Technical Standards (A&S); Integration and Interoperability (I&I); Identity Protection and Management; Information Assurance (IA); TMI&S and IA Web sites, Databases, and Technical Analysis Support; and Management Control Program.  

As the current TMI&S support contractor RGII fully understands the TMI&S requirements and has demonstrated experience and capability in fulfilling these requirements.  We also have extensive experience with the Tri-Service Infrastructure Management Program Office (TIMPO); Air Force Surgeon General Information Assurance and Resource, Analysis and Support Branches; and Naval Medical Information Management Center (NMIMC).  RGII has a six year working relationship with TMI&S, and thus our working partnership will be seamless and transparent.  RGII will provide:

Technical Management Expertise.  As illustrated in our technical approach, RGII understand TMI&S challenges.  RGII has successfully:

· Developed the first published TMI&S Technical Architecture

· Developed the first set of published MHS IA Policy Guidance documents with supporting implementation documents
· Developed and deployed the first Certification and Accreditation data base

· Established the existing MHS Ports, Protocols, and Services process for compliance with the DoD Ports and Protocols program for enhancement of network security
Lowest Risk.  There is no risk to TMI&S in selecting RGII.  RGII has the dedicated, skilled and experienced staff to continue providing results oriented support to TMI&S.

Best Value.  Our personnel are experienced and cross trained in multiple functional and technical areas in all task areas. 

RGII not only fully understands the requirements, but currently is providing TMI&S with technical and management solutions that address the challenges TMI&S faces.  We have an experienced Program Manager (Mr. Barry McCann) and the qualified personnel to assist TMI&S in providing the required products and services.
RGII will bring TMI&S an exceptionally experienced team to deliver high quality products and services with a commitment to exceed customer satisfaction. The RGII staff also provides an effective technical approach that has delivered exceptional results to TMI&S over the last five years that include:

· Development of the Technical View Architecture 

· Development of the MHS Information Assurance Policy Guidance documents with supporting implementation documents
· Coordination of technical reviews of over two hundred different TCP protocols 

· Design, development, and implementation of the current DITSCAP data base 

The key elements of our technical approach under this proposal include:
· Experienced, dedicated, and knowledgeable management and technical staff that have been providing the highest level of productivity with outstanding performance.

· Single point of contact for clear, unencumbered communications with Mr. Barry McCann as the RGII Program Manager.

· Technical approach that incorporates best practices with repeatable processes, procedures, and tools. 

Under this proposal, RGII will also strengthen our management approach through the implementation of initiatives directed towards enhanced project effectiveness and efficiencies such as: 
· Implementation of an organization wide task management system
· Strengthened recruiting process that identifies and attracts qualified professionals within the MHS community 

· Realignment of resources where appropriate
· Greater utilization of RGII’s certification training programs for the staff 
· 
· Development and implementation of additional performance metrics across functional areas to track and improve RGII’s responsiveness 
2 Corporate Background

RGII Technologies, Inc. (RGII), a wholly owned subsidiary of Computer Horizons Corporation (CHC), specializes in providing high-end, leading edge technology solutions to a myriad of satisfied government customers across nine presidential cabinet-level government agencies. We are International Organization for Standardization (ISO) 9001:2000 registered and our parent company is assessed at Software Engineering Institute/Capability Maturity Model (SEI/CMM) Level 4. RGII was founded in 1990.  Since its inception, RGII has steadily expanded its solutions and service offerings to include Technical Management Support Services, Information Assurance and Security, Program Management, Enterprise Architecture, Engineering and Technology Management, Network Management, and Call Center Management Services, Healthcare IM/IT Management and E-Budget Solutions, with a federal system IT staff of more than 500.  An overview of RGII capabilities is provided in Exhibit 2-1.
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Exhibit 2-1:  Corporate Experience

· 
· 
With a strong commitment and hard working staff supporting TMI&S, we will continue to apply our management capability, leadership and experience in implementing this proposal.  We will provide superior customer service and products to ensure the continued success of TMI&S.  Our cost-effective approach, coupled with our proven technical support track record, make RGII Technologies, Inc., the contractor of choice for providing the finest Technical Management Support to TMI&S over the next four years.

3 Experience 

The skills, experience, and knowledge of the RGII TMI&S team are significant advantages in our ability to provide uninterrupted management and technical support to TMI&S. Our proposed team is composed of dedicated experts who currently are applying the essential management, analytic, quantitative, and qualitative skills to support the TMI&S mission.  Our support to TMI&S will continue to be based on responsiveness, and we will maintain the continuity of our staff and the integrity of our team.  We view each person’s achievement as the team’s success, recognizing that no single individual possesses all the knowledge necessary to support TMI&S.  However, we also recognize that several of our proposed support staff are KEY to our success. Resumes of our Key personnel are provided in Appendix A.
3.1 RGII Staffing Plan 

The RGII staffing plan contains three main components and is designed to provide the maximum benefit to TMI&S.  First, the staff assigned to this project is knowledgeable, experienced, and well qualified for their position.  The staff not only possesses the functional expertise in their specific areas but also have the domain knowledge of the MHS.  Second, RGII has a recruiting process that utilizes the benefits of employee referrals and standard recruiting processes.  Third, RGII provides continuous training to its employees. 
3.1.1 Project Organization
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The RGII managers and senior technical staff will work directly and cooperatively with TMI&S and provide all necessary resources to support the TMI&S mission.  Our Project Organization is shown in Exhibit 3-1.

Exhibit 1.   Exhibit 3-1:  Project Organization

3.1.2 Program Manager
The proposed Program Manager’s experience is summarized in Exhibit 3-2.

Please refer to Appendix A for the detailed resume. 

	Program Manager

	Experience Requirements
	Compliance

	
	Barry McCann

	Education
	BS, Business Administration, Pfeiffer College

	Years of Experience
	30+ Years

Program, Logistics, Contracts and Financial Management; US Navy; Secret Clearance

	Program/Project Development
	TMA TMI&S:  Information Assurance, Integration & Interoperability, Architecture and Standards Projects

Military Health System CHCS Program Office:  CHCS & CHCSII Projects

MHS TMA:  Y2k IV&V Project

US Navy F/A-18X Program Office:  Malaysian F/A-18, DESERT SHIELD/STORM, and Saudi Naval Expansion Projects



	Provided guidance and direction in multiple tasks across functional areas
	YES

	Provided expertise in the management and control of funds and resources
	YES

	Coordinated and managed contract and delivery order tasks 
	YES

	Maintained and replaced staff on contracts 
	YES

	Appropriate knowledge of the DoD organization and hierarchy to understand task relationships to and within the MHS and TMA
	YES


Exhibit 3-2:  Program Manager’s Experience
3.1.3 Task Leaders 

The proposed Task Leader experience is summarized in Exhibits 3-3.1 and 3-3.2.

Please refer to Appendix A for detailed resumes.

	Task Leaders

	Experience Requirements
	Compliance

	
	John Michel
	John Carty

	Education
	BBA, University of Georgia

Post Grad, University of Georgia and University of Maryland

Advanced Software Acquisition Management,  Certificate Information Technology Advanced Management, National Defense University

Extensive Information Technology and IA presentation and publication

Professor, Systems Management, Information Resources Management College, National Defense University
	MS, Operations Research/Systems Analysis, US Naval Postgraduate School

BSE, US Naval Academy

Australian Joint Services Staff College

Industrial College of the Armed Forces

Associate Professor, Mathematics/Statistics, Northern Virginia community College

Assistant Professor Naval Science, University of Utah

	Years of Experience
	27+ Years

Strategic Enterprise IT Business Solutions, Development and Delivery of IT Education, CIO/IT Management Responsibilities, IT Acquisition, IT Architecture and Infrastructure, DoD Information Assurance and National IA Policy / Legislation, Corporate IA Implementation, and Comprehensive Management Principles; DoD; Secret Clearance
	50+ Years

Manpower Analysis, DoD Planning, Programming, Budgeting System Implementation; Computer Modeling; Cost Estimating; Integration & Interoperability; Public Key Infrastructure; USMC

	Lead Team
	YES
	YES

	Responded to tasking and prepared proper responses
	YES
	YES

	Prioritized and completed multiple tasks
	YES
	YES

	Knowledgeable and experienced  in areas of expertise as they relate to the SOW and also knowledgeable with other task areas of the SOW
	YES
	YES

	Communicated and prepared documents for the senior management level and interpreted and analyzed policies to develop guidance and communicate that guidance
	YES
	YES

	Understands the DoD organization and hierarchy within the MHS and TMA
	YES
	YES

	Advised and recommended to program areas related to IT, Engineering, Acquisition, hardware/software engineering, as it applies to the IT policy and guidance established by Federal, DoD, and the MHS
	YES
	YES

	Performed technical and policy analysis activities
	YES
	YES

	Communicated technical and policy analysis results at meetings
	YES
	YES


Exhibit 3-3.1:  Task Leader Experience
	Task Leaders

	Experience Requirements
	Compliance

	
	Nick Didio
	Bob Peterson

	Education
	MBA, University of Florida

BSBA, University of Florida

TQM Training
	MBA, Golden Gate University

BS, Management/CIS, Park College



	Years of Experience
	35+ Years

DoD, MHS, TMA TMI&S, Program Management, Requirements Analysis, Policy Formulation and Review, IA Policy Guidance and Implementation, Policy Brief and Guidance Document Development, Program Implementation and Oversight Transition Planning, System Design, Strategic Planning, Business Process Re-Engineering, Process Improvement; USAF; Top Secret Clearance
	20+ Years

Operations and Managerial performance from Base-Level to National Military Command Center-Level on both domestic and international projects; Commerical and Government Client Management Consulting; 100% Program/Project Management record of on-time/on-budget performance; Budgeting, Extensive IT Project Expereince, Policy Development, Command and Control System Development, Program Definition Studies, Enterprise Architecture Development; Documentation Development for All-Views, Systems-Views, Operational-Views, Technical Standards-Views; Briefs Development, MHS Policy, Federal Health Architecture, MHS EA Board Policy and Guidance Development; USAF; Secret Clearance

	Lead Team
	YES
	YES

	Responded to tasking and prepared proper responses
	YES
	YES

	Prioritized and completed multiple tasks
	YES
	YES

	Knowledgeable and experienced  in areas of expertise as they relate to the SOW and also knowledgeable with other task areas of the SOW
	YES
	YES

	Communicated and prepared documents for the senior management level and interpreted and analyzed policies to develop guidance and communicate that guidance
	YES
	YES

	Understands the DoD organization and hierarchy within the MHS and TMA
	YES
	YES

	Advised and recommended to program areas related to IT, Engineering, Acquisition, hardware/software engineering, as it applies to the IT policy and guidance established by Federal, DoD, and the MHS
	YES
	YES

	Performed technical and policy analysis activities
	YES
	YES

	Communicated technical and policy analysis results at meetings
	YES
	YES


Exhibit 3-3.2:  Task Leader Experience

3.1.4 Senior Systems Engineers and Senior Systems Analysts
The proposed Senior Systems Engineer experience is summarized in Exhibit 3-4.1 and the proposed Senior Systems Analyst experience is summarized in Exhibit 3-4.2.  Please refer to Appendix A for detailed resumes.

	Senior Systems Engineers

	Experience Requirements
	Compliance

	
	Chuck Bowen (SSE)
	Bob Owens (SSE)

	Education
	MS, Industrial Psychology, Troy State University

MS, Systems Engineering, USC

BS, Business & CIS, University of Nebraska

INFOSEC Assessment Methodology Certification
	MA, Public Administration, Auburn University

BS, Business, the Citadel

USAF Armed Forces Staff College

CISM Training

Extensive Disaster Response and National Disaster Medical Systems Training 1993-2000

	Years of Experience
	30+ Years

Technical Architecture Management and Enterprise Portfolio Assurance,  IT System Development and Operations (Government and Commercial);  IT Standards, System and Security Development; MVS, VMS, UNIX, Windows (MHS and Commerical Healthcare); Program and Enterprise Architecture Management Support, Technical Architecture and Standards (Worldwide MHS and U.S. Naval Medicine), TMA TMI&S Senior Systems Engineer for Architecture and Standards and interface to the DoD Information Technology Registry (DISR), and the Federal Enterprise Architecture Program Management Office (FEA PMO) Architecture Plus Seminar; USAF; Top Secret

	34+ Years

Task Management Multiple Projects (OASD HA, TMA TMI&S, VA, MHS, IAWG, HIPAA, DVA); Software Standardization Analysis and Guidance Documentation, Policy Briefs, Shared Health Architecture Standards, Interoperability Standards, Consensus Standards, Compliance Issues on Architecture Standards, IA, DoD; Secret Clearance


	Experienced in area of expertise to be performed in this SOW and related technologies and processes that affect system and management guidance
	YES
	YES

	Communicated and prepared documents and interpreted and analyzed policies and technologies to develop guidance and communicate that guidance to achieve consensus
	YES
	YES

	Understands the DoD organization and hierarchy to understand task relationships to and within the MHS and TMA
	YES
	YES

	Advised and recommended to program areas related to IT, Engineering, Acquisition, hardware/software engineering, as it applies to the IT policy and guidance established by Federal, DoD, and the MHS
	YES
	YES

	Performed technical and policy analysis activities
	YES
	YES


Exhibit 3-4.1:  Senior Systems Engineers’ Experience
	
	Bill Ludington (SSA)
	Hector Torres (SSA)

	Education
	Big Bend Community College

CNA, CCNA, DCA Data Communications Concepts, Configurations, & Network Design; Assembly Programming, CMS1100 Dump Analysis, Telcon Internal Design, Unix SVR4 Menu & Administration 
	BS, CIS, Strayer University

CISM Training

CCNA Training, Strayer University



	Years of Experience
	25+ Years

Program Management (MHS), Formal Policy Development, Engineering Analysis of Technologies and Engineering Processes, Integration Testing Strategies, Policy and Guidance Authoring, Planning and Execution of CVA CM Policies, Operational Engineering Support; US Army 
	23+ Years

Information Assurance, IT Security, Technical Authoring, Policy Authoring, System Engineering Management and Administration, Financial Management, Project Management, SDLC, Network Topology LAN/WAN, Developed 13 MHS IA Policy Guidance and Implementation Guides; US Navy; Secret Clearance

	Experienced in area of expertise to be performed in this SOW and related technologies and processes that affect system and management guidance
	YES
	YES

	Communicated and prepared documents and interpreted and analyzed policies and technologies to develop guidance and communicate that guidance to achieve consensus
	YES
	YES

	Understands the DoD organization and hierarchy to understand task relationships to and within the MHS and TMA
	YES
	YES

	Advised and recommended to program areas related to IT, Engineering, Acquisition, hardware/software engineering, as it applies to the IT policy and guidance established by Federal, DoD, and the MHS
	YES
	YES

	Performed technical and policy analysis activities
	YES
	YES


Exhibit 3-4.2:  Senior Systems Analyst’s Experience
3.1.5 Data Base Administrator’s.
The Data Base Administrator’s experience is presented in Exhibit 3-5.  Please refer to Appendix A for the detailed resume.

	Database Administrator

	Experience Requirements
	Compliance

	
	Joe Ferrari

	Education
	BS, Meteorology/Math/Physics, Belknap College

Business Administration, Niagara University

Postgraduate studies in CIS, St. Peter’s College

CNA Certification Training

Managerial Certification, National Management Association

	Years of Experience
	30+ Years

Program Management, SDLC Development and Design,  Team Lead Web and Database Development (TMA), DITSCAP User and Training Manual Authoring, Database Management (Oracle, SQL), Systems Engineering Requirements and Architecture, Modeling, Test and Integration

	Lead Team
	YES

	Responded to tasking and prepared proper responses
	YES

	Prioritized and completed multiple tasks
	YES

	Prepared functional and detail design papers relative to the database design, and clearly and effectively present these to client representatives
	YES

	Understands data encyclopedia or repository development and maintenance
	YES

	Developed, tuned and maintained active databases
	YES

	Designed, developed, prototyped tested and implemented centralized database systems, distributed database systems and cooperative architectures
	YES

	Used SQL Server 2000, Coldfusion 5, IIS Web Server, Bobby and Microsoft Access 2000
	YES

	Knowledgeable in data modeling techniques, logical and physical data structures, and client/server, including back ends
	YES

	Performed activities related to the administration of computerized databases
	YES

	Consulted and advised users of databases
	YES

	Directed and controlled activities related to database design, implementation and maintenance which included maintaining database dictionaries and systems integration through database design; established policies and procedures pertaining to database management, security, maintenance and utilization
	YES

	Projected long range requirements and advised management on database concepts and functional capabilities
	YES

	Knowledgeable of most phases of database management including access methods, access timing, device allocation, validation checks and statistical methods
	YES


Exhibit 3-5:  Database Administrator’s Experience
3.1.6 Recruiting and Retaining High Quality Personnel

RGII has experienced growth and high customer satisfaction as a result of one overriding factor(the quality of our workforce.  No facet of a corporation’s personality, its management expertise, technical prowess, or past performance can be dissociated from the people involved.  Our ability to identify, recruit, and retain skilled high quality personnel are enhanced by our combination of leadership, salary, benefits, and training.  RGII provides its employees with competitive compensation packages encompassing wages and benefits attuned to the appropriate geographic area.  Exhibit 3-6 illustrates our recruiting process. 
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Exhibit 3-6:  RGII Recruiting Process
RGII advocates and practices Equal Employment Opportunity, and promotes the hiring of applicants based on their qualifications, including minorities, veterans, and handicapped individuals. 

3.1.7 Maintaining Employee Performance

RGII offers full employee training programs and encourages employees to participate.  This training is provided as a combination of internally offered courses, peer training, commercial training, and computer based training.  Recently, RGII funded a week long, after hours, security training course for fourteen staff members.  This class provided the TMI&S RGII security professionals with continuous security training that will prepare them as Certificate of Information Security Management (CISM) professionals.  The RGII TMI&S staff is familiar with MHS and DoD policies and procedures, and will be kept current in their knowledge of DoD policies, plans, processes, and procedures, as each applies to the respective tasks of this delivery order.  
RGII recognizes and provides three types of training:

· Career  - To include new or advanced training within an approved technical or managerial field, and educational reimbursement for degree seeking employees

· Maintenance  - To include refresher courses, version upgrade courses, or any course intended to enhance or keep current, an existing knowledge  

· Certification  - To include any training required to achieve a vendor certification within the approved technical or managerial fields (e,g., CISM, PMI, Microsoft, Novell, Cisco, Lotus, HP)

4 Technical Approach

4.1 Task Management (SOW 2.1)

RGII will provide the excellent requisite combination of support personnel to assure that the necessary skills are in place to complement TMI&S’ existing organizational structure.  As necessary, we will adjust our support personnel to meet TMI&S’ needs in successfully carrying out its mission; providing research and technical analysis; coordinating with other organizations to reach agreement and concurrence on findings and recommendations which further the strategic goals of the MHS; and presenting and delivering information in an efficient and effective manner to enhance understanding and dissemination of the information by the MHS CIO.  RGII’s dedication and commitment to furthering the success of TMI&S has resulted in significant products such as:

· The implementation of an TMI&S private Web site

· The implementation of the DITSCAP Database

· The development of the MHS Technical View products

· The development of the MHS process to review and coordinate Ports, Protocols, and Services (PPS) for compliance with DoD PPS guidance and policy
· The development of 13 Information Assurance Policy Guides for the MHS



The RGII overall approach for managing, tracking and evaluating the performance of this program will be accomplished by a highly qualified Program Manager and Task Leaders.  For the past five years, Barry McCann has been the RGII Program Manager for TMI&S’ technology management and planning support contract, and has a complete understanding of the requirements for this procurement.  Prior to this, he was the RGII Program Manager for the TMI&S Y2K project, supporting the MHS.  Mr. McCann’s long association with TMI&S enables RGII to be very responsive to tasks, as well as to provide quality products based on in-depth knowledge of TMI&S requirements and operations.  As the RGII Program Manager, Mr. McCann will be the single point of contact directing our support efforts and supervising the staff.  Mr. McCann has a proven record of working effectively with TMI&S management, staff, customers, end-users, stakeholders, RGII staff and other TMI&S contractors.  He is a dedicated program manager with DoD and MHS technology program management experience who, along with the RGII Task Leaders, is ready to support TMI&S in its operations to include:

· Architecture and Technical Standards

· Integration and Interoperability (I&I)

· Identity Protection and Management

· Information Assurance (IA)

· TMI&S and IA Web Sites, Databases, and Technical Analysis Support

· Management Control Program (MCP)

RGII follows a disciplined program management approach that has proven successful in meeting the requirements of TIM&S.  Our approach stresses responsiveness and proven capabilities.  This methodology involves: 

· A dedicated, experienced, and knowledgeable staff that provides the highest level of productivity

· A clear definition of tasks and suspense dates

· Coordination with the Services, the MHS PEO and program representatives and other agencies, as necessary

· Thorough research of the topic
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Coordination of draft products with the TMI&S Task Managers (TMs) and technical and peer reviews, which support the on time delivery of a quality product

To assist in this effort and provide greater operational efficiency, the RGII team will employ a Task Management System (Exhibit 4-1), developed by RGII, and currently being used by TIMPO to track activities at the Program Office level.  The system provides a multi-user collaborative environment to manage “Hot Topics” or “Actions,” and will be used to track work requirements in support of TMI&S.  This system will standardize and automate the tracking of RGII action items.
           Exhibit 4-1:  Task Management System
In addition, the system will provide the capability to produce a variety of reports which will be used to keep the TMI&S Director and TMs aware of current and ongoing tasks.  The use of this tool will support RGII’s effective and efficient process to handle, manage, and complete tasks when assigned.  This management tool is provided to support TMI&S at no additional cost.  

The Program Manager is entrusted with the authority to control all contract resources throughout the contract period of performance.  The responsibilities that accompany this authority are described in the following subsections.  Through continual communications with the Director, TMI&S and each TM, the Program Manager will ensure that all client needs are properly addressed.  Additionally, each TL will provide daily interface with the appropriate TMI&S Task Manager and report activities and status to the Program Manager.  This proven process provides an effective and efficient methodology to handle, manage and complete tasks.  RGII will ensure that all team members possess or acquire, at a minimum, ADP/IT III.  Additionally, RGII will ensure that sufficient members of our team possess the credentials to represent and/or accompany the TMI&S TMs to information meetings, conferences, and working groups in which a clearance level of Secret is required.  RGII will have ten of twenty-two employees available with Secret clearances.    
4.1.1 Monthly Performance and Progress Report (MPPR) (SOW 2.1.1)

The Program Manager and individual Task Leaders ensure the contract is executed on time and within budget.  They collectively determine the skills, number of personnel, processes, procedures, and corporate support services required to satisfactorily complete each Task Order.  All employee labor is electronically recorded daily on RGII timesheets.  A summary of all time charged to a Task Order is provided to the Program Manager at the end of each pay period.  All travel, purchases, and other direct costs are endorsed by the Program Manager, and the appropriate TL ensures the accuracy of these items.  Monthly, the Program Manager compares that contract execution versus planned and reports the status to the Director, TMI&S and the RGII Vice President for Information Management Solutions Division.

· RGII will provide a Monthly Performance and Progress Report to document the performance of the contract.  It will include:

· Status of work performed to achieve task order objectives,

· Any risks affecting accomplishment of task order objectives, and

· Actual and cumulative financial information to include accurate and timely billings.
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The report will include several financial views to include: cumulative view, actual view, and forecast view example is provided in Exhibit 4-2.  The report will also capture cost and schedule performance by Cost Element Structure (CES) using the Government-provided Work Breakdown Structure (WBS).  In addition, Other Direct Costs will be shown separately, as well as individual labor hours per employee.  The RGII Program Manager will certify this report for accuracy and will deliver it within 15 days of the end of the period.  (Deliverable 2 – Monthly Performance and Progress Report.)
Exhibit 4-2:  Example 
Monthly Performance and Progress Report (Financials)
4.1.2 Subcontractor Expenditures Plan (Deliverable 3) (SOW 2.1.2)

Not applicable.  RGII does not have subcontractors for this effort.
4.1.3 RGII Advantage

The RGII advantage is grounded in the long-term relationship between TMI&S and RGII.  Through this relationship, RGII understands the intricate details associated with the operations of TMI&S, enabling the RGII Program Manager and Task Leaders to provide a higher level of responsiveness.  The many short turn-around taskings from TMI&S that RGII successfully meets is evidence of this responsiveness.  For example, over the last twelve months the RGII Information Assurance team responded to and closed over three hundred ad hoc tasks.  With an award under this contract RGII will use a proven task management system to track the assignment, execution, and closure of all action items and ad hoc tasks issued by TMI&S.  The tool will capture all action items while restricting reports and views to action item owners and managers.  

RGII’s effectiveness in supporting TMI&S is enhanced by our knowledge and experience with DoD, MHS, and TMA processes and organizational relationships.  The development, coordination, and publication of the MHS Information Assurance Policy Guidance documents with supporting implementation documents are examples.  RGII brings a unique perspective and insight to present and future challenges that face TMI&S.  This is built on our success in creating and developing numerous first ever products for TMI&S such as the DITSCAP Database, the MHS TV-1 architecture products, the Target DoD/VA Health Standards Profile, and the PPS process for MHS.  The high level of quality and productivity that RGII has maintained in the past, as described in the sections below, attest to the dedication, experience, and knowledge that can be expected from the RGII team.  RGII possesses current, in-depth knowledge of the detailed operational requirements of TMI&S, and through this expertise, we will continue to provide quality and efficient support to meet the TMI&S mission.

4.2 Additional Tasks (SOW 2.2)

4.2.1 General Support (SOW 2.2.1)
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The RGII team is a dedicated, experienced, and knowledgeable staff ready to provide the highest level of productivity and responsiveness to this level of effort.  Having broad exposure to all areas of TMI&S operations as well as detailed knowledge of the specific tasks contained in this proposal, RGII has a unique understanding of the intricate requirements for providing general support of working groups, subgroups, and program management across all task areas.  Resources providing general support will be assigned, based on the most efficient process for meeting requirements, and will be permanently assigned.  Attendance by RGII team members at meetings will be held to a level commensurate to the scope and content of the meeting and as directed by the TM.  
4.2.1.1 Working Group Support (SOW 2.2.1.1)

The RGII team has a proven track record of accomplishments providing technical and meeting support for TMI&S working groups and subgroups.  This support includes reviewing working group charters, preparing agendas, reserving meeting rooms, coordinating audio/video teleconference requirements, distributing read-ahead materials, attending meetings, developing meeting minutes, and posting the required working group information to the HA/TMA Extranet.
Further, we understand the intricate coordination required from a variety of different working group members as depicted in Exhibit 4-3 with the Information Assurance Working Group (IAWG).

Exhibit 4-3:  Working Group Support
RGII has assisted the TMI&S IA and I&I Task Manager s with the development of the IAWG and Technical Integration Working Group (TIWG) charters and supported approval of the charter by the MHS Program Review Board (PRB) and obtained the signature of the MHS Chief Information Officer (CIO).  Inclusion of the Enterprise Architecture Board (EAB) in the enterprise governance process resulted in the rewrite of the IAWG charter and the TIWG charter.  RGII facilitated this process.  Supporting the expansion of the working group membership, RGII incorporated the TRICARE Regional Offices (TROs) into the distribution list  of the IAWG and TIWG.  RGII also has extensive experience in supporting TMI&S in the subgroups it sponsors such as the Wireless Working Group, Public Key Infrastructure Working Group, Internet Protocol version 6 (IPv6) Working Group, and the pre-Technical Advisory Group for the DoD Ports, Protocols, and Services program.
RGII is committed to collaborating with the TMI&S Task Manager s to maintain excellent communication and technical support for working groups and subgroups.  This involves preparation of agendas, gathering data and preparing talking papers, briefings, and other documents, taking and distributing meeting minutes, and providing follow-up actions as required.

This support includes, but is not limited to:

A.  RGII will efficiently coordinate meeting locations, ensure adequate facility capabilities, arrange for appropriate and timely speakers, and record meeting proceedings. RGII supports the Chairpersons of the IAWG and TIWG in all aspects of meetings, including scheduling meeting rooms, requesting videoconference and teleconference capabilities, and notifying participants of the schedule.
Facilities for TIWG meetings usually are scheduled by RGII team members in advance, in six-month increments.  We use an on-line reservation form  (https://webapps.tma.osd.mil/ATIC) to request from the Advanced Technology Innovation Center (ATIC) coordinator the Delta Conference Room in the Skyline Complex, Building #3.  After receiving confirmation on the meeting location, the team sends via MS Outlook a recurring meeting notice to the TIWG Associate Members.  MS Outlook automatically posts the notice to electronic calendars.
In addition to the above, our team arranges for Audio/Visual capabilities through the TMA Video Operations Website (http://tricare.osd.mil/vtc) and we operate the on-screen presentation equipment.  Meetings are recorded with a digital audio recorder. The recording is transferred to network drives and copied later to a CD (more information on this process will be presented later.)  Additionally, TIWG proceedings are recorded in VCR format, and the tape is stored in the RGII offices.  The recordings provide historical accuracy and are useful in transcribing the meeting minutes.  Due to evolving technology, we anticipate migrating to a DVD capability.  Furthermore, team members take notes during the meetings, thereby providing even more assurance that the proceedings are recorded correctly.
RGII has extensive experience in coordinating with TMA videoconference, teleconference, and ATIC support personnel.  Team members can reach technicians quickly, because they have long-standing relationships with them.  This enables rapid resolution of problems.
In support of the TIWG meetings, RGII created a 24-page document titled, “Standing Operating Procedure Checklist for the MHS Technical Integration Working Group (TIWG) Meetings”.  This SOP established uniformity in the way the meetings are supported.  Approximately one month prior to each meeting, RGII team members develop a recommended agenda.  We contact persons who will be briefing during the meeting to verify the subject and the amount of time required.  The recommended agenda and a list of issues likely to arise during the meeting are presented to the Chairperson.  
B. RGII developed the facilitator’s notebook for use by the TIWG Chairperson, and is prepared to continue with this innovative product.  The efficiency provided by this document not only prepares the Chairperson for the meeting, but also provides a level of assurance that all items will be addressed and that action items will be monitored to ensure closure.  In addition, RGII has prepared a similar notebook for the TMI&S A&S Task Manager attending other meetings.  Included in this notebook are briefings or materials being presented by the Task Manager.  RGII is prepared to provide this same level of support to other Task Managers.

C.  RGII will coordinate all aspects of read-ahead materials associated with the IAWG and TIWG meetings.  The agenda is posted well in advance in order for presenters to anticipate their involvement, some of which includes providing read-ahead material.  Well before the meeting occurs, presenters are contacted by RGII and are requested to provide read-ahead materials.  Read-aheads are collected and posted to the HA/TMA Large File Attachment E-mail System so that members may access them in preparation for the meeting. As necessary, hard copies of read-aheads will be obtained and made available at the meetings.  After the meetings, historical files of read-aheads are maintained as follows: hard copy filed in RGII’s  Skyline Office, electronic soft copy filed on the TMI&S Private Web Site, and electronic soft copy filed on the S: drive of the HA/TMA network.
D.  RGII has a proven methodology for producing accurate minutes of work group meetings, even in the event of technology failures.  Minutes are prepared soon after the meeting while events are fresh in the minds of participants.  If questions arise concerning the minutes, the RGII methodology provides other sources to confirm the accuracy of information.  This is accomplished through the audio recordings taken at the meetings as well as the VCR recordings taken at the TIWG.  After the initial draft minutes are prepared, they are routed through an internal RGII quality assurance (QA) review for accuracy and formatting.  This ensures that the highest quality product is delivered to the Chairperson.  After incorporation of changes, a final draft is provided to the Chairperson for review.  Based on that review, final modifications are entered, and the minutes are archived for review and approval at the next IAWG or TIWG meeting.  On the day following the initial meeting, audio recordings are saved on the “S” drive of the HA/TMA network.  Quarterly, two sets of these files are copied to a CD, ensuring continual documentation of actual meeting proceedings.
E.  RGII will post and distribute draft minutes as part of the read-ahead materials for the next meeting, as is done now.  At the next meeting, if changes are required after the Chairperson presents the draft minutes for approval, the RGII team will incorporate them and post the final minutes to the TMI&S Private Web Site hosted on the MHS Extranet.  RGII will also maintain a current list and e-mail address of voting and associate members and their alternate representatives to ensure that members are kept current of working group activities.
F.  RGII will support the IAWG and TIWG in creating and delivering technical presentations.  Our team possesses a wealth of experience in support of these working groups.  Our knowledge of the goals, objectives, and strategic direction of the MHS has been a key factor in the RGII success in supporting these groups.  Past topics for which RGII has prepared briefings include:  Federal Information Security Management Act (FISMA); Defense Information Assurance Certification and Accreditation Process (DIACAP); Health Insurance Portability and Accountability Act (HIPAA); Ports, Protocols, and Services; and Radio Frequency Identification.  RGII uses a rigorous internal review process to ensure both form and content of technical briefings are correct.  This QA measure ensures that the briefing will be well-received.  In addition, RGII will support TMI&S Task Managers in preparing briefings for other work group meetings they may attend such as the Federal Health Architecture Interoperability Working Group, DoD Technical Advisory Group, DoD Configuration Control Board, and the EAB.   Our team has expertise in a wide range of presentation products, including the Microsoft Office products such as Word, Excel, and PowerPoint.  

G.  RGII has extensive experience in tracking working group action items of the IAWG and TIWG.  RGII assists in the distribution of action items to working group members and monitors responses, providing follow-up actions when indicated.  Responses are consolidated and presented to the Chairperson.  Currently, RGII uses an Excel file to record action items from the working groups and tracks them until completed.  The Chairperson then receives a monthly report on action items. RGII will provide each Chairperson of the IAWG and TIWG an Action Item Status Report (Deliverable 25) on a monthly basis to include:  meeting dates, topics, and action item status for the past three months.

H.  RGII has over five years of experience in supporting the IAWG and TIWG. With this experience, our team is familiar with various conferences and meetings that potentially could conflict with routine working group meeting dates and times.  This enables us to propose schedules that require minimal changes.  RGII will recommend potential agenda items based on our knowledge of DoD policy and guidance, and our familiarity with TMI&S initiatives that involve technical and engineering issues.  The RGII technical experts research emerging technology subjects such as RFID, wireless, and nanotechnology which potentially could benefit MHS.  When research reveals a technology is potentially useful to MHS, it becomes a candidate topic.  Other topics will consist of current security issues important to the mission of the TMA IA Community, recommendations from TMI&S and members of the working groups, and issues that can be mapped to MHS Goals and Objectives.  RGII will monitor open items of the working groups, and incorporate these items into the meeting agendas.  RGII is familiar with providing a Master Schedule for working groups, and is prepared to develop and maintain a work group Master Schedule including current and projected agenda items for the next 90 days (Deliverable 22). This Master Schedule will be updated quarterly and forwarded to the appropriate Task Manager.
I.  RGII will prepare and disseminate monthly meeting agendas (Deliverable 33) for the IAWG and the TIWG.  As mentioned above, RGII will use its extensive knowledge of DoD, MHS, and TMI&S operations to recommend and develop meeting agendas.  As these are approved by the respective Chairpersons, they will be posted as part of the working group read-aheads on the TMI&S Private Web Site for access by group members. 

J.  RGII will coordinate all aspects of presentations for working group meetings.  RGII will utilize the proposed agendas and the Action Item Status Report to contact presenters to coordinate and schedule presentations.  Agendas will be posted in advance for presenters to anticipate their involvement.  Before the meeting, presenters will again be contacted to provide read-ahead materials.  Presentations are collected and posted to the HA/TMA Large File Attachment E-mail System.
4.2.1.2 Subgroup Support (SOW 2.2.1.2)

A.  The Chairperson of a working group may at times establish subgroups to assist in the accomplishment of the mission.  The RGII team is well qualified to provide expert assistance to subgroup chairpersons, having provided I&I Task Manager with proposed guidelines for creating and monitoring subgroups.  The process defines requirements for establishing a subgroup that includes:
· Establishment of a goal that is compliant with the TIWG mission and charter

· Establishment of a duration for the subgroup 

· Identification of deliverables to be developed by the subgroup

· Documentation of subgroup membership with expertise to accomplish the task

Currently, RGII monitors the activities of the following TIWG subgroups and coordinates a monthly status report to the TIWG. 

· Wireless Working Group (WWG)

· Internet Protocol version 6 Working Group (IPv6WG)

· Public Key Infrastructure Working Group (PKIWG)

B.  RGII will provide the same level of excellent technical support for future subgroup activities as we provide to subgroups under the TIWG.  Our team members participate in these subgroup meetings, report to the TIWG on their activities, and maintain the membership lists.  We provide technical support to the subgroups, at the direction of the Chairperson.  This coordination is vital in promoting interoperability, as it promotes the visibility of technical issues and leads to a rapid, coordinated resolution of issues. 
C.  RGII provides support to subgroups as it does for the sponsoring working groups and will continue to do so under a new contract.  Facilities for subgroup meetings are arranged by RGII and include the use of an on-line reservation form for scheduling the use of the ATIC meeting rooms.  When confirmed, electronic notices of the meeting are sent out and calendars are automatically posted.  Audio/visual capabilities are also coordinated while RGII provides the digital or video recordings for the meetings.  The in-depth experience the RGII staff possesses in supporting working groups and subgroups enables rapid response to unexpected problems, while providing a consistent and trusted service.

4.2.1.3 Program Support (SOW 2.2.1.3)

A.  RGII will be responsive to the needs of TMI&S in providing staff for meetings. We will avoid providing excessive numbers of personnel in order to utilize the staff effectively.  In addition to providing subject matter experts for scheduled meetings, RGII intentionally will train employees to be multi-functional, thus enhancing our capability to provide credible representatives for short-fused, unscheduled meetings when subject matter experts may not be available.

RGII currently supports TMI&S’ participation in various meetings, including those with the following organizations: 

· MHS Information Assurance Working Group (IAWG)

· MHS Technical Integration Working Group (TIWG)

· MHS Engineering Integrated Product Team (E-IPT)

· MHS Internet Protocol Version6 (IPv6) Working Group

· MHS Enterprise Architecture Board (EAB)

· DISR Medical Technical Working Groups (TWG)

· DISR Information Technology Standards Committee (ITSC)

· Federal Health Architecture Interoperability Working Group (FHA IOWG)

· Health Architecture Interagency Group (HAIG) 

· Clinical Data Repository- Health Data Repository (CHDR) Working Group

· DoD Ports, Protocols, and Services (PPS) Technical Advisory Group (TAG)

· DoD PPS Configuration Control Board (CCB)

· Ad hoc meetings called by other organizations, such as the Joint Medical Information Systems Office (JMISO), during which TMI&S presence is necessary

B.  RGII has extensive knowledge of Federal, DoD and Industry policies and guidance germane to the MHS.  As changes occur or new policy and guidance are developed, RGII will review and assess Federal, DoD, and Industry policies and guidance.  We will provide comments and recommendations on the potential impact of these policies to the MHS (Deliverable 23).  For the past five years, RGII has provided this type of analysis for TMI&S with results of strengthening the policies and guidance of the MHS.  The RGII team brings a broad background in engineering, military health, information technology, policy and management. 
C.  RGII will utilize its extensive background and knowledge of the MHS, Federal, DoD, and commercial sectors to conduct research and analysis.  We will prepare recommendations and informational papers for the TMI&S staff on issues affecting the MHS (Deliverable 24).  RGII has an experienced team familiar with the unique organizational relationships that comprise the MHS.   We are cognizant of the intricacies in analyzing and recommending positions on issues impacting the MHS.  Not only has RGII supported TMI&S in researching and analyzing DoD issues, we have also provided analysis of policy and guidance outside DoD, such as recommendations presented by Standards Development Organizations and Department of Health and Human Services Consolidated Health Initiatives. 
D.  RGII prepares briefing materials and other informational papers in supporting TMI&S (Deliverable 26).  On a continual basis, the RGII provides written analyses and briefings to TMI&S.  Topics covered in these briefings and analysis papers include IT standards, IA policies and guidance, and standards profiles for specific systems, such as, proposed Operational View (OV) and System View (SV) products for the MHS EA. The RGII team is well-versed in the process of developing information papers and putting presentations together in a well-formatted, concise style.  RGII will work closely with the TMI&S Task Managers to offer ideas, concepts, and wording in the development of presentations to meet the needs of the TMI&S Task Managers.  Past support for TMI&S briefings has included presentations at the IAWG, TIWG, MHS EAB, and the Information Technology Standards Committee (ITSC).

E.  RGII will support the development, maintenance and revisions of the MHS policies and guidance documents, such as, MHS IA Policy/Guidance Manual, IA Implementation Guide and MHS IM/IT Technical Guidance Documents (Deliverable 27).  RGII developed the IA Policy/Guidance Manual and all of the newly created IA Implementation Guides.  Furthermore, RGII has prepared policy and guidance documents supporting I&I and A&S areas of interest, such as technical standards usage and Configuration Management of technical standards changes.  The proposed RGII staff has extensive knowledge and experience in drafting, revising, and processing of MHS policy/guidance, and working with other DoD agencies in clarifying higher level instructions and directives.  
F.  The RGII team will provide support for ad hoc tasks.   RGII will coordinate meetings, conference rooms, on-line schedules, and read-ahead materials for ad hoc meetings.  Data calls will be supported as directed by TMI&S, with RGII performing all follow-up actions, as required.  All ad hoc tasks in support of TMI&S will be handled quickly and professionally.

G.  RGII will provide technical support to TMI&S staff members.   Technical support will include research, review, and analysis in order to enable the TMI&S staff to meet workgroup, special project, and external inquiry requirements and deadlines.  Our experience and organizationally-diverse staff is key in providing customized support tailored to the specifics of the individual government employee, work process, content, or context. 

4.2.1.4 RGII Advantage

RGII has an experienced and dedicated team to provide superior Working Group, Subgroup, and Program support to TMI&S.  Resources providing this general support will be assigned based on the most efficient process for meeting requirements.  Contract support at meetings will be held to a level commensurate to the scope and content of the meeting and as directed by the Task Manager.  RGII has demonstrated a commitment to collaborating with the TMI&S Task Manager to maintain excellent communication and technical support for working groups and subgroups.  Over the past five years RGII has successfully supported over one hundred working and subgroup meetings.
4.2.2 Architecture and Technical Standards (A&S) (SOW 2.2.2)
The RGII A&S team has a long, extensive, and well-documented history of providing top quality consulting and programming services to the government.  The RGII A&S team is uniquely qualified to fulfill the requirements of this contract, as demonstrated by its successful multi-year history of providing direct support to the TMI&S Task Manager.  The RGII A&S team brings many years of first-hand experience and extensive knowledge of Federal and DoD instructions, directives and a background of working at the DoD, Federal, and local levels to the table in supporting the MHS mission and its business processes.

The RGII A&S team is a team of seasoned professionals who possess extensive first-hand commercial, military, medical and information technology experiences and skills from the tactical/operational level to working with management at senior and executive levels.  

Ever ready to support changes to established MHS Enterprise Architecture products and reports, the RGII A&S team conducts the necessary research and mapping required to align the existing MHS EA products with current and future needs from the multiple sources the MHS receives guidance and direction.  The RGII A&S team has a full working knowledge and understanding of the enterprise architecture requirements at all levels such as the Federal Enterprise Architecture (FEA) and Federal Health Architecture (FHA), two examples of our knowledge and experience supporting the Task Manager for Architecture and Standards at the Federal level. 

At the DoD level, the RGII A&S team will maintain currency in the following architectures, frameworks, and business practices, including other Federal and DoD requirements, that are essential to conducting the business of the TMI&S Directorate and the MHS:

· Global Information Grid (GIG)

· Net-Centric Operations Warfare (NCOW) Reference Model (RM)

· Net-Centric Enterprise Services (NCES)

· DoD Business Enterprise Architecture (BEA)

· DoD Architecture Framework (DoDAF) 

· Medical nomenclature sets used in the healthcare industry

For example, based upon the Office of Management and Budget Circular A-130, the RGII A&S team designed and developed a security standards profile for the MHS.  Our RGII A&S team first assessed categories of security information which would be most beneficial to the MHS, designed a template utilizing the service areas of the DoD Technical Reference Model, established criteria for the parameters of standards inclusion, and prototyped the security architecture product.  

4.2.2.1 Technical Standards Support (SOW 2.2.2.1)

The RGII A&S team will support the Task Manager at the Federal and DoD levels at technical standards committees and working groups such as the DoD Information Technology Standards Committee (ITSC) and the FHA Interoperability Working Group. 

For five years the RGII A&S team monitored the DoD Information Technology Standards Registry (DISR) and commercial standards bodies for standards advances and developments for changes affecting the MHS Enterprise Architecture, making recommendations for the implementation of standards as required. Additionally, based upon technical reviews and analysis of current and emerging standards, the RGII A&S team wrote change requests for updating all medical standards in the DISR and its predecessor, the DoD Joint Technical Architecture.
A.  The RGII A&S team will take advantage of the many opportunities to provide the Architecture and Standards Task Manager the results of the in-depth analysis of various healthcare and service oriented architecture standards, rules, industry practices, and government requirements.  The RGII A&S team takes every available advantage to gather the information necessary to analyze the medical standards the Task Manager is responsible to the ITSC for maintaining currency in the DISR.

B.  The RGII A&S team understands the needs for determining the attributes of technical standards that are a necessity to support the MHS EA such as communications, information, and information processing, web-based, security, network and system management, data representations and medical-unique standards.
The RGII A&S team will analyze the attributes of technical standards and apply this analyses against an understanding of where standards are employed within the MHS which results in the type of quality research critical to assessing the technical architecture of the MHS.  We accomplish this by applying our extensive understanding of technical architecture with an organization-wide awareness of the TMA. 

C.  The RGII A&S team fully understands the complexity and criticality of “getting it right the first time” in conducting research, staying abreast of government and industry advances in healthcare technical and data standards affecting the healthcare industry, and providing accurate, up to date information to the TM.  The RGII A&S team knows where to research current standards and identifies engineering Internet sites, maintains membership in industry recognized standards organizations such as Health Level 7, and corresponds directly with several of the Standards Development Organizations (SDOs) to maintain current information. 

D.  The RGII A&S team has extensive knowledgeable of Federal, DoD and Industry policies and guidance and their potential impact of these policies on the MHS Architecture and technical standards.  The RGII A&S team will maintain currency in the review and analysis of in-place and emerging Federal legislation and guidance through a number of information sources. 

The RGII A&S team is well-trained and fully prepared to review, assess and provide comments and recommendations on Federal legislation and guidance. The RGII A&S team has extensive knowledge of Federal and DoD requirements and instructions, plus staff with an extensive background in engineering, military, health, information technology, policy, and management.

E.  The RGII A&S team will provide timely support to the Task Manager for Architecture and Standards in preparing documents, presentation graphics, spreadsheets and other necessary briefing and support materials in support of the TM’s requirements for attendance at working groups.  Draft presentations, consisting of full color tailored graphics, charts, text and tables, will be used to support the Task Manager to arrange ideas and the flow of the work being developed. Final briefings and documents approved by the Task Manager will be included in the tabbed notebook prepared for the Task Manager prior to each working group meeting. 

The RGII A&S team is well-versed in the process of developing information papers and putting presentations together in a well-formatted, concise style.  Typically, all briefings are prepared using the Microsoft Office Suite of products. The RGII A&S team works closely with the Task Manager to offer ideas, concepts, wording and word selection in the development of the slide presentations and prepared briefings. 

The RGII A&S team will prepare briefings for TMI&S to present at meetings of working groups and committees, such as those listed above. Past performance includes developing briefings and presentations that the Task Manager for Architecture and Standards has presented at the Federal and DoD agency levels.

F.  The RGII A&S team will provide quick response to requests for reviews of DoD policies and to assess the impact of these policies on MHS IT and the Enterprise Architecture by providing updates, summaries, and comments.  For example, the RGII A&S team submitted comments to the Task Manager on the “X.509 Certificate Policy for the United States DoD” and a proposed update to the MHS guidance for Video Teleconference Standards (VTC).

G.  The RGII A&S team will review and analyze health care standards being developed by commercial and government organizations and make recommendations to the Task Manager for their incorporation into the MHS Enterprise Architecture Target Technical Standards Profile.  The RGII A&S team has prepared Change Requests (CRs) for forwarding to the appropriate ITSC TWGs with which to incorporate a number of healthcare IT standards into the DISR.

H.  The RGII A&S team will research and review new technologies, IT products and standards for their potential adoption and use within the MHS.  For example, RGII conducted extensive research on HL7 standards and the development status of the HL7 Version 3 standards that are based on XML.  During the previous two years the RGII A&S team investigated standards that pertain to web-based services and the emerging Service Oriented Architecture (SOA) concept spelled out in the DoD Architecture Framework (DoDAF).  Examples of web-based standards currently being investigated by the RGII A&S team include:

a. Web Services Description Language (WSDL)

b. Universal Description, Discovery, and Integration of Web Services (UDDI)

c. Simple Object Access Protocol (SOAP)

I.  The RGII A&S team fully understands the importance of the DISR and its impact on the MHS, and that the continuing goal is to maintain an MHS Target Technical Standards Profile that consists of DISR-mandated standards in every respect possible. 

The RGII A&S team will support the Task Manager with standards reviews, CR preparation and development, briefing preparation, attending meetings and working groups and analyzing meeting notes and briefings in order to facilitate standards compliance across the MHS.  The   working groups and the ITSC and DISR are important vehicles with which to manage the technical standards process. 

The primary purpose of the DISR is to establish and promote interoperability and supportability between DoD IT systems.  The DISR provides a compendium of IT standards with which new and upgraded IT systems must be designed to comply with.  DoD Directive 4630.5, “Interoperability and Supportability of Information Technology (IT) and National Security Systems (NSS),” May 5, 2004, states “Use of the DISR is mandated for the development and acquisition of new or modified fielded IT and NSS systems throughout the Department of Defense.”  (Paragraph E2.1.6)

In order to support the Task Manager in promoting MHS compliance with the DISR in new or modified MHS systems, the RGII A&S team will provide guidance regarding IT standards to the MHS IT program offices, the PEO, and other TMA directorates that are involved in the acquisition of MHS IT systems.  When directed by the Task Manager, the RGII A&S team will continue to assist representatives from these organizations in using the DISRonline profiling tool in the preparation of standards profiles for MHS systems.

The RGII A&S team drafted a waiver process procedure, “Waiver Process for the Use of Emerging and Retired Department of Defense (DoD) Information Technology Standards Registry (DISR) Standards within the Military Health System (MHS).”  This draft document outlines the process for submitting a waiver from use of a non-mandated DISR standard in MHS automated systems.  While the process is still in draft format, the RGII A&S team stands ready to provide the necessary support to the Task Manager in carrying out the next steps in the vetting process for eventual adoption.  The process consists of only seven steps as listed, and is clearly articulated in Exhibit 4-4 below:
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J.  The RGII A&S team understands and has significant demonstrated experience with the MHS and DoD update and maintenance processes for managing the medical standards listed in the DISR.  The RGII A&S team understands the processing schedules for each process and how they fit together.  The RGII A&S team recommends updates to existing standards, and is prepared to recommend additional standards for the DISR prior to the beginning of the development cycle for new DISR release.  The RGII A&S team will develop its recommendations to present to the Task Manager using sound justification and analysis to demonstrate and justify the benefit to the MHS. 

The RGII A&S team will support the Task Manager’s efforts to coordinate reviews and obtain approvals of the change requests by the MHS TIWG, the MHS EAB, and the DoD ITSC with support such as participating in meetings, developing briefing slides for presenting the change requests, and formulating written positions on comments resulting from the reviews.  Any changes in direction or content desired by the Task Manager are made prior to the products being submitted to the TIWG and the MHS EAB for approval.  This process ensures the MHS EA is current and accurately reflects and fulfills the needs of the TMA. 

The RGII A&S team will also take action to enter the change requests into the DISR Change Request Tool for the Task Manager and support the Task Manager with the recommendations for entering the MHS TIWG recommendations into the DISRonline tool.  RGII will then develop complete change requests, following the current form provided by the DISR Change Request Tool, for each approved recommendation and submit them to the Task Manager for comment. 

For five years RGII has recommended appropriate written changes to the medical standards and, per Task Manager direction, wrote all of the change requests for updating the medical standards in the DISR, as well as in its predecessor, versions 4.5 and 5.0 of the DoD Joint Technical Architecture (JTA).(Deliverable 4) 

4.2.2.2 MHS Enterprise Architecture Support (SOW 2.2.2.2)

4.2.2.2.1 Technical Standards View (SOW 2.2.2.2.1)

The RGII A&S team will identify technical standards for the centrally managed systems developed, updated and maintained by the TMA.  The RGII A&S team has reviewed approximately 600 CRs in each of the last 4 cycles of the DISR CR process.  The RGII A&S team will work diligently to monitor the DISRonline in order to eliminate any possibility where change requests generated through the DISRonline database could result in negative impacts upon the MHS.

The DoD Architecture Framework (DoDAF) facilitates the development of architecture products in compliance with the Clinger-Cohen Act (CCA) of 1996 and Office of Management and Budget (OMB) guidance such as Circular A-130, “Management of Federal Information Resources.”  The CCA, also known as the Information Technology Management Reform Act, recognizes the need for agencies to reassess business processes and focus on capital planning and performance-based measurement by mandating agencies to maximize the potential of technology to improve performance.  The CCA requires federal agencies to integrate IT investment plans and performance measures into the budget process.  RGII is a leading contractor in providing effective support to the MHS business process while complying with the letter and intent of the CCA.  Specific support provided by the RGII A&S team in validating these requirements to TMI&S includes, but is not limited to: 

· Business Management Modernization Program Portfolio Data Calls and Reviews

· Formulating IT Exhibit 300 review and scoring criteria

· Supporting processes to select, manage and evaluate the results of IT investments 

· Submitting annual reports on progress in achieving goals with budget submission 

· Linking IT performance measures to MHS programs, and 

· Revising mission-related processes before making significant IT investments.
Our team is uniquely positioned to accomplish this task because of the processes the RGII A&S team abides by to guide the development of the MHS technical architecture products. 

A.  The RGII A&S team will interface with key responsible managers in the TMI&S, IM and JMIS organizations, attend working groups, and conduct research and analysis as necessary to understand the requirements of the MHS EA. Using the evolutionary process that begins with the examination of the existing MHS System Baseline Technical Standards Profiles and the future MHS systems requirements, the RGII A&S team works directly with the Task Manager for Architecture and Standards to develop the products and reports for the MHS Enterprise Architecture Technical Standards.
B.  The RGII A&S team will develop and maintain the MHS Baseline Technical Standards Profile (TV‑1) and the MHS Target Technical Standards Profile (Target TV-1) (Deliverables 5 and 6) under the direction of the Task Manager.  With a thorough understanding of the requirements and current profiles, both DoD and non-DoD sources, the RGII A&S team ensures these sources are reviewed for changes, requirements, new needs statements and profiles, and updated standards from industry. 

The MHS Target TV-1 reflects the “To Be” architecture for the MHS.  All standards in the Target TV-1 are selected from the DISRonline and as much as possible are limited to mandated standards with only minimal exceptions.  The RGII A&S team consults an extensive list of sources of IT standards to establish selection criteria for recommending standards in the Target TV‑1, Exhibit 4-5. 
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The MHS Baseline TV-1 consolidates the technical standards currently implemented by eighteen (18) MHS centrally managed systems listed in the DoD Information Technology Program Registry (DITPR).  The TV-1 is based on standards profiles received from the program offices for MHS centrally managed systems that support the MHS and are identified in the SV of the MHS EA.  Under the direction of TMI&S, the RGII A&S team constructed the TV-1 in accordance with guidelines contained in the DoD Architecture Framework, Version 1.0, dated 9 February 2004.

The DISR is the overarching reference model for the selection of technical service areas, technical services, and standards reported in the MHS Baseline TV-1.  The standards listed in the Baseline TV-1 represent the means by which MHS centrally managed systems have implemented all or part of a technical service.  

The MHS Target TV-1 has two distinct sections.  Section I identifies IT standards that are relevant to the design and operation of IT systems and have particular relevance to the MHS EA.  These standards establish uniform engineering and technical requirements for processes, procedures, practices, and methods.  Section II lists policies and guidance that pertain to the implementation of Target TV-1 standards, as well as, technical and security requirements for the acquisition (or upgrade) of MHS centrally-managed systems.

The RGII A&S team conducts the following steps of research and development when preparing the Technical Standards View products for review and eventual release:

· Research all aspects of the technical standards under consideration

· Review and understand all official CRs under review by the ITSC Technical Working Groups

· Review all remaining standards to include Mandated and Emerging standards that exist on current Technical Standards View documents

· Review, prepare and develop inputs for updates to MHS guidance documents, and
· Coordinate and discuss changes and updates with the Task Manager, preparing the documents for vetting through the formal adoption process.
In addition to developing and maintaining the MHS Baseline Technical Standards Profile (TV‑1) and the MHS Target Technical Standards Profile (Target TV-1) under the direction of the Architecture and Standards TM, the RGII A&S team will continue to provide development and maintenance of the newly developed MHS Target TV-1 Cross Reference Matrix.  The RGII A&S team developed the matrix in response to the need for verification and validation of standards used by the MHS Enterprise Architecture.  This document provides standards reference and use support to systems, operations, and technical architects.  The cross reference matrix is unique for the MHS staff in that it provides the “at a glance” status of any particular standard listed on the Target TV-1 relative to the DISR, Business Enterprise Architecture (BEA) TV-1, Human Resources Management (HRM) TV-1, Net-Centric Operations and Warfare (NCOW) Reference Model (RM) Target TV-1 and the FEA Technical Reference Model (TRM) met with wide acceptance and from within the MHS community and it is expected that it will provide continued use in future updates to MHS systems and the development of the Enterprise Architecture as it keeps pace with many RM and TRM updates.

Where necessary, the RGII A&S team has, and will continue to, provide value-added assistance to the program office personnel in developing standards profiles.  The RGII A&S team is ever available to provide one-on-one support in person or by telephone, through discussion and demonstration, in the use of the DISRonline standards profiling tool.  The RGII A&S team is also prepared to continue to provide draft samples of previous profiles for examples and internet web addresses (i.e. the Ports, Protocols, and Services (PPS) site providing information regarding the use of specific PPS) for look-up and research in support of the program offices’ development of their unique system profiles.

The MHS Baseline Standards Profile (BSP) is a product the RGII A&S team developed for TMI&S.  The MHS BSP is similar to the MHS TV-1 in that the BSP contains the same Service Areas, Services, and standards listed in the MHS TV-1, with the additional benefit being that it identifies the specific MHS centrally managed system(s) that implement each listed standard.  This product has proven very helpful in the past for managers and staffers who would need a way to find a listed standard and then be able to quickly see which system(s) lists the standard as being implemented.  
To maintain its knowledge of current and emerging standards that impact the health care industry, the RGII A&S team will continue to monitor and research the work being done by major Standards Development Organizations (SDO).  Such analysis activities involve conducting web-based searches and retrievals, maintaining contacts with SDO staff throughout the industry that are intimately familiar with standards development activities and reviewing drafts of standards and related documents when they become available.

As can be seen in Exhibit 4-6 below, the RGII A&S team carefully follows a technical standards product development methodology where multiple references are used.  DoD reference review sources are the Global Information Grid and the Department of Defense Architecture Framework (DoDAF), which includes the BEA, DISR, and the NCOW RM; while the non-DoD sources referenced also include the Standards Development Organizations, FEA and FHA TRM. Coupled with these sources and reference models, the existing and future needs and for the next version of the products are drafted and coordinated. 
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C.  The RGII A&S team will develop the MHS Technical Standards Forecast (TV-2) (Deliverable 7) with the same meticulous attention to detail as explained in the above description with regards to the development of the Technical Standards profiles.  The TV-2 reflects the status of selected existing and emerging technology standards of interest to the MHS.  The MHS TV-2 is an informational tool to report on standards of interest during the MHS IT systems acquisition life cycle.  The RGII A&S team has used, and will use, the following reference sources, as a minimum, in developing the TV-2:

· MHS Systems Technology Forecast (SV-9)

· DoDAF

· DoD Information Technology Standards Registry (DISR)

· Medical standards identified in the DISR

· NCOW

· DoD BEA Technical Standards Forecast (TV-2)

· DoD GIG Architecture, Version 2.0

· FEA

· Other DoD and Federal requirements, and

· Those new technology areas of interest to the federal government and to the development of the MHS.

D.  The RGII A&S team will construct the TV-2 in accordance with guidelines and templates provided in the DoD Architecture Framework.  The Task Manager then submits the TV-2 to the MHS Technical Integration Working Group (TIWG) for review and then to the MHS EAB for final approval.  After final approval, the product will be released for publication in the MHS EA. 

The RGII A&S team will also maintain and demonstrate knowledge of medical nomenclature sets used in the healthcare industry by continuing to research the medical code sets used by MHS systems and by querying the TMA program offices as to which code sets were being used by their IT systems.

The RGII A&S team will also monitor the work of the E-Gov Consolidated Health Informatics group, which has adopted certain medical code sets, such as Logical Observation Identifiers Names and Codes (LOINC).  

The RGII A&S team has established points of contact in the Health Level Seven (HL7) organization, the International Council for Commonality in Blood Banking Automation, Inc. (ICCBBA), the National Council for Prescription Drug Programs (NCPDP) and the National Electrical Manufacturers Association (NEMA). Furthermore the RGII A&S team has reviewed the working drafts of many standards including relevant commentary from these and other standards bodies and organizations. 

The RGII A&S team will report the results of these investigations to the Task Manager on an as-requested basis, and recommend incorporating relevant findings in the MHS TV-2. The following table lists the major SDOs that develop and maintain standards impacting the health care industry.  Examples of standards developed by the SDOs are listed in Exhibit 4-7:

	Name of Healthcare Standards Development Organization (SDO)
	Acronym
	Example of Healthcare Standard Maintained by SDO

	American National Standards Institute
	ANSI
	The ANSI ASC X12N electronic data transaction series.  (Mandated by the Health Insurance Portability and Accountability Act of 1996 (HIPAA) final rule.)

	Health Industry Business Communications Council (HIBCC)
	HIBCC
	Universal Product Number (UPN) System, 1996.

	Health Level Seven
	HL7
	HL7 Application Protocol for Electronic Exchange in Healthcare Environments, Version 2.4, October 6, 2000.

	International Council for Commonality in Blood Banking Automation, Inc.
	ICCBBA
	ISBT 128, Bar Code Symbology and Application Specification for Labeling of Whole Blood and Blood Components, Version 1.4.0, June 2001.

	Institute of Electrical and Electronics Engineers
	IEEE
	IEEE 1073, Point of Care Medical Device Communication Standards.

	International Organization for Standardization
	ISO
	ISO 11073-00000, Health informatics – Point-of-care medical device communication – Framework and overview.  (This is the ISO equivalent to IEEE 1073.)

	National Council for Prescription Drug Programs
	NCPDP
	NCPDP Telecommunications Standard, Implementation Guide, Version 5.1, September 1999. (Mandated by HIPAA final rule.)

	National Electrical Manufacturers Association
	NEMA
	Digital Imaging and Communications in Medicine (DICOM), 2003, PS 3.1 through PS 3.16.


Exhibit 4-7:   Major Healthcare Standards Development Organizations

E.  The RGII A&S team will maintain and update the MHS Technical Standards Configuration Management Plan (Deliverable 8).  RGII recognizes that successful Configuration Management applies all four principles of CM: Configuration Identification, Configuration Control, Status Accounting, and Audits. The Configuration Management (CM) Plan for the Military Health Systems (MHS) Enterprise Architecture (EA) Technical Standards View (TV) products is intended to provide guidance and understanding regarding the control, functionality, practical discipline and methodology used to govern MHS EA TV products.

All MHS EA TV Products are maintained and updated in accordance with the directions in the MHS Technical Standards Configuration Management Plan.  Control guidelines are implemented to govern development and modification of MHS TV products.  These guidelines include but are not limited to version numbering, naming conventions, file storage location, TV Product Version and Comments Log, and the Validation Log. 
F.  The RGII A&S team will submit a summary of changes on each technical standards product in the MPPR (Deliverable 2) to include all summary items for the technical standards products that have changed during the month. 

Additionally, the RGII A&S team will maintain detailed and summary change reports for all technical standards products. Detailed change summaries are also provided to the Task Manager as a part of the review process when technical standards products are being reviewed for update. An example of one such detailed summary the RGII A&S team has used is where a list of standards that were added to the MHS Target Technical Standards Profile (Target TV-1) was provided to the Task Manager showing, the standards that were added to the profile, and the rationale for the addition.

G.  The RGII A&S team is prepared to undertake those tasks required to support TMI&S and the Task Manager in the EA planning, development and management process.  Fully familiar with supporting the Architecture and Standards Task Manager in the EA process, the RGII A&S team understands the requirements, coordination and vetting process to be undertaken in maintaining an EA with the scope and responsibility of the MHS.

Furthermore, to assist in the planning, development and management processes, the RGII A&S team is prepared to support the Task Manager in the planning, development and management process goals and activities as required.  For example, a potential solution for tracking and managing the ongoing development process of technical standards products that was previously used is in the form of a Gantt chart.  

H.  The RGII A&S team will conduct the scheduled periodic reviews of the technical standards products taking into careful consideration the development and publishing cycles of the MHS EA, the tri-annual DISR updates and other releases and updates of other Federal and DoD Technical Reference Models, in accordance with the MHS Enterprise Architecture release schedule.  Furthermore, the RGII A&S team is familiar with the DoD directives and instructions pertinent to EA development and will ensure all resources are reviewed during the review process.  Finally, the RGII A&S team will prepare written recommendations with justification for updates, changes and deletes being provided to the Task Manager in a clear, concise, format.  When directed by the Task Manager the RGII A&S team is prepared to provide these products and other related documents to the designated personnel as part of the vetting process and provide assistance supporting the update and publication cycle (Deliverable 9). 

I.  The RGII A&S team is very familiar with the BEA and NCOW Reference Models, GIG Architecture and other DoD requirements necessary to ensure systems reviews are thorough, meeting all compliance requirements of the BEA and MHS EA. The RGII A&S team keeps up-to-date documentation for reference to ensure the most current directives, instructions and policies are used during the review process.

J.  The RGII A&S team will provide professional consulting support to the MHS EAB MHS Working Groups, and other engineering groups, such as the Engineering-Integrated Product Team, the IPv6 Working Group, and others.

K.  The RGII A&S team will review, the operational and systems architectural views verifying the technical architecture is consistent with the MHS mission requirements. Noted changes or updates are reviewed and researched for impact on the MHS technical view and added once a determination of applicability is established. Changes and additions to products and other issues will be coordinated with the Chief Enterprise Architect, the Information Management Directorate (IMD) and the Joint Medical Information Systems Office (JMISO) architecture teams and the Task Manager as necessary. The RGII A&S team will formulate, and recommend solutions for discussion, coordination and implementation. Furthermore, the RGII A&S team will provide briefing presentation (slides) and other support to the Task Manager during the vetting process. 

4.2.2.2.2 Information Assurance (IA) Enterprise Architecture Support (SOW 2.2.2.2.2)

A.  The RGII A&S team will provide IA guidance and policy support to the MHS Chief Enterprise Architect.  The team has briefed the EAB on IA topics, IA Certification as an example, which are pertinent policy evolutions that will impact the enterprise.  The RGII A&S team will ensure support provided is coordinated with the Chief Enterprise Architect, Information Management Directorate (IMD), and the Joint Medical Information System Office (JMISO) architecture teams, and other TMA offices as necessary for all MHS IA architecture requirements.
B.  The RGII A&S team will report on IA Enterprise Architecture support in the MPPR (Deliverable 2).  The report will detail activities that continue efforts to incorporate IA into architecture products across the enterprise.
C.  The RGII A&S team has developed a tool for assessing information assurance in currently available MHS architecture products. The tool is based on Business Management Modernization Program (BMMP) IA Guidance Document, Version 2.0 Draft, 31 Aug 04, and “best practices.” It was used to provide an assessment of the IA Component of the MHS EA Version 4.0. The tool provides the MHA IA Program office with compliancy or opportunities to enhance compliancy with Federal, DoD, and MHS IA policies, procedures and guidance. 

In addition, the RGII A&S team developed assessment of DoD Architecture Framework (DoDAF) products used to support the DoD Information Technology Security Certification and Accreditation Process (DITSCAP) in OASD(HA)/TMA. The assessment tool was used to assess the information assurance component of the Composite Health Care System (CHCS) II and Theater Medical Information Program (TMIP) architecture products. The RGII A&S team will use the tool to provide guidance to the other MHS architects on the IA requirements that should be incorporated into their respective architecture views.
4.2.2.3 RGII Advantage

RGII has a knowledgeable and dedicated staff with over five years of TMI&S A&S experience that can provide a DoD health architecture perspective in the development of the Federal Health Architecture and to the National Coordinator for Health Information Technology.  The RGII A&S team is well recognized for their innovative and creative use of a variety of techniques in the development, maintenance and presentation of the MHS Technical Architecture.
The RGII A&S team understands the technical standards used within the MHS as demonstrated through its research efforts, development of the Technical Architecture Profile, aggregation of medical standards employed within the MHS into a single catalogued repository, impact assessment of Federal legislation and DoD guidance, and support of the technical analysis comparison of standards between the MHS and the Veterans Health Administration (VHA).
4.2.3 Integration & Interoperability (I&I) (SOW 2.2.3)

RGII will assist TMI&S with an ongoing effort that encompasses technical oversight of the MHS program to ensure integration and interoperability.  The support we provide will include the review and analysis of proposed technical solutions for:

· Soundness of approach

· Compliance with standards and policies

· Reflection of industry best practices

· Satisfaction of functional requirements

· Ability to integrate with existing DoD and MHS Architectural and Technical Standards

· Other review criteria, as appropriate

The analyses we provide will include issues related to areas such as:

· Interface requirements

· Technical performance characteristics

· System implementation and design approaches

· Network and infrastructure issues

· MHS Enterprise Architecture Board (EAB) tasks

· Operating system and application software characteristics

· Ports and protocols usage

· Use of wireless technology

Particular emphasis will be placed on providing overall technical support to TMI&S, and specific assistance to the Chairperson, TIWG.  Representative tasks include:

· Technical review and analyses of assigned topics

· Preparation, administration, and follow up of TIWG and other meetings as requested

· Review and analyses of draft documents with collection and compilation of comments when assigned

· Support for taskings from the MHS EAB, particularly taskings related to the Technical Insertion Process (TIP) and Technology Readiness Assessments (TRAs)

· Support for taskings from the MHS Program Review Board (PRB)

The support we will provide is delineated in more detail in the following paragraphs, which should not be viewed as all-inclusive.  Rather, the descriptions provided below are typical because integration and interoperability matters impinge upon every aspect of IM/IT, and the RGII team fully understands the impossibility of providing a complete, detailed listing of each task to be performed.  Tasks assigned to the RGII team will be entered into the RGII Task Management System which was discussed in paragraph 4.1. 
4.2.3.1 Technical Support (SOW 2.2.3.1)

Technical issues arise from various sources, for example, from the TIWG meetings, from the EAB meetings, and as a result of ad hoc taskings assigned.  RGII is dedicated to providing excellent technical support to TMI&S in the areas of workgroups, special projects, external inquiries, and executive support.  We are flexible and have a deep appreciation of the need to accomplish the mission.  RGII provides cooperative and dedicated support that is thorough, responsive and technically correct.  Furthermore, support from the RGII team is provided in a spirit of teamwork with collaboration across the MHS.  

RGII supports the Task Manager in addressing these issues by researching the subject and providing comments and recommendations on a government-approved format. Rationale is provided for each entry; informal daily contact keeps Task Manager advised of progress; and before a product is delivered to Task Manager it is staffed internally throughout the appropriate RGII staff to ensure that a quality product is delivered.  This internal staffing is a quality assurance system that avoids contention with other projects and works out potential.  RGII team members will review and provide recommendations on technical issues impacting the MHS Information Technology Program.  Typical issues include:

· Emerging technology

· Government and industry best practices

· Web services

· Systems engineering solutions, which promote net-centricity

· Goals of the MHS Enterprise Architecture

· Solutions that mitigate vulnerabilities  

The RGII team will support daily operations of the TMI&S Director in meeting TMI&S mission area requirements.  Our team will develop Technical analyses on IM/IT issues, including:

· Identification of potential benefits to the MHS

· Viable alternatives

· Risk mitigation strategies

· Recommended actions  

Analyses will be presented in the form of information papers and briefings to ensure timely communication of the material in a format specified by the Task Manager.  Tasking include:
A.  The RGII I&I team reviews and assesses Federal, Department of Defense (DoD), and industry technical policies and guidance documents for their impact to the MHS.  The documents are compared with existing documents and are summarized in papers submitted to the TM.  When replies are required by the originator, they are prepared and submitted as a proposed answer in the proper format, ready for signature by the Task Manager.  For example, Technology Readiness Assessment (TRA) is a complex process established by DoD to ensure that major programs are ready to move into the next phase of their acquisition cycle.  RGII I&I team members followed the DoD-level checklist while conducting the TRA for CHCS II, Block 2 in preparation for Milestone C.  More on this effort will be discussed later in this proposal.

In supporting TMI&S, the RGII team members participate in various working groups, as directed by the Task Manager.  We support the TIWG and its sub-groups: Wireless Working Group, Public Key Infrastructure Working Group (PKIWG), and the Internet Protocol version 6 (IPv6) Working Group.  We also support and attend other meetings, such as the Enterprise Architecture Board (EAB), Information Assurance Working Group (IAWG), Federal Health Architecture (FHA) Interoperability Working Group, and Engineering Integrated Product Team (IPT).  In support of the DoD Ports, Protocols, and Services (PPS) program, we participate in the DoD Technical Advisory Group (TAG), pre-TAG, and DoD Configuration Control Board (CCB) meetings.  We gather data and prepare documentation for the MHS input to this vital program.  Talking papers, briefings, and other documents are prepared in advance and submitted to the Task Manager for use during the meetings.  Notes are taken and follow-up action is initiated when required.

B.  TMI&S looks into the future through its Technology Insertion Process.  This process involves selection of potentially useful new and emerging technologies.  RGII I&I team members routinely review journals to identify potential technology candidates with the potential for usefulness in MHS, and to recommend research topics to the Task Manager.  Upon approval of a topic by Task Manager, it is researched and recommendations are submitted.  If the Task Manager finds the topic worthy of further consideration he places it on the TIWG agenda.  After approval by the TIWG (and subsequently, the EAB), the new technology is authorized for use by Joint Medical Information Systems Office (JMISO) developers.
Members of the RGII I&I team have supported this process since the initiation of this project.  We have drafted the guidelines and policy documents, recommended the topics for research, and conducted the research.  Wireless is an example of a technology that has been reviewed by the RGII I&I team.  The topic was researched by RGII team members and was briefed to the TIWG.  Based in part on this effort, the Wireless Working Group was reactivated and provides periodic updates to the TIWG.  RGII’s I&I team participation in this process will ensure MHS centrally managed systems will remain the forefront of modern medicine.

C.  RGII I&I team members currently participate in the Ports and Protocols, Wireless Policy, IPv6 and other subgroups.  The RGII I&I team will do so at the direction of the I&I Task Manager.  They will report to the Task Manager on their activities.  This support is often manifested subtly in informal liaison among members of groups and between subgroups.  This support will continue under the contract awarded for this proposal.  This participation is vital in promoting interoperability; it promotes the visibility of technical issues and leads to a more rapid, coordinated resolution of those issues.

D.  For over the past four years, our team members have coordinated on a daily basis with representatives from all of the Service Medical Departments, JMISO, MHS centrally managed Programs, and the VHA.  Close relationships have been established.  To MHS, support by the RGII team ensures issues get solved faster; information gets disseminated faster and delivered to the right people.

E.  RGII, in support of TMI&S, developed the MHS EAB Technology Readiness Assessment (TRA) Standard Operating Procedure (SOP), and will continue to support the evaluation of TRAs as directed by the MHS EAB.  We understand that our duties will include support of the processes described below, but are not necessarily limited only to these.  

· Coordinating the input from the specific program office

RGII will coordinate future TRA submissions in the same manner it coordinated the submission of the CHCS II Block 2 TRA.  RGII will maintain contact with the program manager or designee and will follow the DoD-level checklist while conducting the TRA.  We will ensure that all steps have been followed by the Program Office and that all information required for an evaluation and assessment has been submitted to the Enterprise Architect.  This will permit the TRA to be conducted by the TIWG in an expeditious and timely manner.  

· Maintaining the MHS EAB Standard Operating Procedures (SOP) section on TRA

As mentioned earlier, RGII, in support of TMI&S, developed the MHS EAB Technology Readiness Assessment Standard Operating Procedure.  When new versions of DoD’s Technology Readiness Assessment Deskbook are released, RGII will review and compare the documents to the previous version to identify changes and new requirements.  RGII will develop draft documents that incorporate the changes and assist the TIWG Chairperson in routing the assessments through the MHS approval process.

· Coordinating TIWG discussions and recommendation

RGII developed a checklist that was followed in managing the approval process for the CHCS II, Block 2 TRA in FY 2005.  The checklist is based on DoD requirements for TRAs.  We supported TIWG discussions and, in response to TM, forwarded the TRA recommendation to the EAB.  RGII will use this checklist to ensure that all required actions occur during future TRA reviews and recommendations.

· Maintain knowledge of DoD TRA requirements and processes

RGII will review DoD documents that specify TRA requirements and processes as they are updated, to identify changes.  We will notify the I&I Task Manager of changes that require modifications to the MHS EAB TRA SOP.

F.  The RGII team will support working groups, such as the TIWG, Wireless Working Group, and IPv6 Working Group as a matter of course for the past several years.  Additionally, our team members have supported Task Manager's participation in other groups, such as the Engineering IPT, the EAB, and the PRB.  As part of this, we prepare technical papers and analyses on issues scheduled for discussion or vote.  Our goal is to prepare Task Manager fully for subjects likely to arise during the meetings.  

G.  The RGII I&I team has reviewed documentation, test reports, briefing materials, and metrics on a daily basis.  They are reviewed, researched, and vetted to other team members.  Comments are collected, correlated, and provided to Task Manager, as directed, in an approved format.  

H.  The RGII team is intimately familiar with MHS technical policies and guidance documents.  Thirteen IA Implementation Guides either have been published or are in the process of being published.  The RGII team members drafted those documents in accordance with guidance received from TMI&S.  The guides are consistent with the policies and guidance issued from higher DoD organizations and they are tailored to the exacting requirements of the MHS.  The TRA and the TIP document examples of this process. RGII developed these documents and use them in our day-to-day support of TMI&S.

I.  RGII will continue to play a significant role in providing reports and responses to data calls initiated by Federal, DoD, and Service-level organizations.  Such reports include the annual FISMA report, and the IT Registry data.

J.  RGII I&I team members routinely assess and evaluate technical system requirements in support of Task Manager.  The assessments and evaluations are vetted internally among team experts to ensure correctness and consistency, while at the same time avoiding duplication with other projects.  The vetting process includes obtaining comments on architectural matters and compliance with standards.

K.  RGII team members  will assist in the development of Enterprise Architecture Technical Guidance by reviewing the documents for consistency with Ports, Protocols, and Services (PPS) Requirements and I&I matters involving elements such as Radio Frequency Identification (RFID), Wireless, and Internet Protocol version 6 (IPv6.)  We prepare comments and recommendations for submission to the TM, as directed.

L.  RGII uses a systems approach to solving problems.  Before any analysis is accomplished on specific elements of a problem, RGII first looks at the overall effect of an issue on the MHS as a whole.  RGII also collaborates across other functional areas, including information assurance, identity management, and architecture and standards to ensure that issues are analyzed for a comprehensive impact.  This global perspective allows us to identify opportunities for consolidation and implementation of technical efficiencies that enhance I&I.
RGII team members are dedicated to providing excellent technical support to TMI&S in the areas of workgroups, special projects, external inquiries, and executive support.  We are flexible and have a deep appreciation of the need to accomplish the mission.  We provide cooperative and dedicated support that is thorough, responsive and technically correct.  Furthermore, support from the RGII team is provided in a spirit of teamwork with collaboration across the MHS.

4.2.3.2 Technical Integration Working Group (TIWG) Support (SOW 2.2.3.2)
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The RGII team will support the activities of the TIWG, maintain the TIWG charter, and provide technical support to the TIWG Chairperson in the same outstanding manner as it has for the past several years.

The MHS TIWG is the technical arm of the MHS EAB.  Its mission is to conduct in-depth reviews of technical and engineering issues related to MHS information.  RGII will support the Chairperson of the TIWG in all aspects of TIWG meetings, including scheduling meeting rooms, requesting videoconference and teleconference capabilities, and notifying participants of the schedule.  The TIWG routine is cyclical; several of the complex activities that team members participate in are depicted in Exhibit 4-7.  We understand that support of the TIWG will include, but not be limited to:







Exhibit 4-7:  TIWG Guidance    
A.  Coordination with a wide circle of knowledgeable offices is vital in a technological environment.  On a daily basis, RGII team members contact Service representatives to receive their views and to alert them to anticipated and existing requirements.  This coordination is conducted with MHS Program Executive Office (PEO) staff, VHA representatives, DISA action officers, and others in order to gather data and requirements and to evaluate their solutions.  We process this information and pass it along to the Task Manager.  RGII’s long standing professional relationships with other members in the IT community ensures that TMI&S activities are widely coordinated throughout the activities of the medical community of interest.
Our team maintains lists of voting members and non-voting associate members of the TIWG.  The lists enable members to conduct liaison with other members and with subgroups of the TIWG.  As changes occur among the membership, RGII team members contact the affected offices and collect information.  This information is used to update the List Servers. The List Servers are used to share information with TIWG members; they contain the email addresses of voting members and non-voting associate members.  These lists are readily accessible. Their accuracy and accessibility enhance coordination and liaison among the members; this direct liaison on issues leads to more rapid resolutions.

B. When ongoing MHS IT Working Groups and IPTs identify technical issues, the RGII team quickly initiates action to research them and provide recommendations to the Task Manager.  This activity keeps the Task Manager apprised and prepared to respond quickly to internal and external inquiries.

For the past several years RGII team members have reviewed MHS Automated Information System (AIS) documents, test reports, status reports, briefing materials, and benefit matrices.  We have analyzed them for consistency with MHS technical objectives, prepared comments, and submitted them to the TM.  Our familiarity with the MHS guidance documents and MHS IA Implementation Guides, drafted by RGII, uniquely qualify us to bring a holistic approach to coordinating MHS results with MHS objectives.

RGII will support the TIWG in creating and delivering technical presentations.  Our Team members possess a wealth of experience in support of the TIWG.  Our team has expertise in a wide range of presentation products, including the standard Microsoft Office products such as Word, Excel, and PowerPoint. Their knowledge of the goals, objectives, and strategic direction of the MHS has been a key factor in RGII success.  Presentations by our team are concise, complete, and technically correct.  Upon receiving a task to prepare a briefing, RGII team members commence immediately either to create it or to assist in its creation.  As preparations proceed, they invoke a rigorous internal RGII review process to ensure that both form and content of the materials are proper.    
4.2.3.3 TIWG Subgroup Support (SOW 2.2.3.2)

A.  The Chairperson of the TIWG may at times establish subgroups to assist in accomplishment of the mission.  The RGII team recommended to the Government a set of proposed guidelines for creating and monitoring subgroups.  The process, which subsequently was accepted, requires that each subgroup:

a. Establish a goal that is compliant with the TIWG mission and charter
b. Establish a duration for the subgroup 
c. Identify deliverables to be developed by the subgroup
d. Document subgroup membership with expertise to accomplish the task
RGII team members monitor the activities of subgroups and coordinate a monthly status report to the TIWG.  Currently, three subgroups exist:

e. Wireless Working Group (WWG)
f. Internet Protocol version 6 Working Group (IPv6WG)
g. Public Key Infrastructure Working Group (PKIWG)
Our team members will participate in these subgroups, report to the TIWG on their activities, and maintain membership lists.  We will provide technical support to the subgroups, at the direction of the Chairperson of the TIWG.  This support always is provided in the same vein as support provided to the TIWG and often is manifested more subtly in informal liaison among members and between subgroups.  The requirements of TMA are foremost in the coordination of issues among subgroups and the TIWG.  This coordination is vital in promoting interoperability; it promotes the visibility of technical issues and leads to a more rapid, coordinated resolution of those issues.

B.  RGII team members understand that issues arise from time to time that are difficult, if not impossible, to forecast.  This understanding applies fully to support provided for subgroup activities.  Task Manager coordinates matters in a very broad field that includes interoperability and integration.  Reliance on subgroups is a necessity insofar as accomplishing objectives.  The RGII team supports not only the major working groups, but also, as directed by I&I Task Manager, the many subgroups and IPTs in MHS. 
4.2.3.4 Ports and Protocol Working Group (SOW 2.2.3.4)

A.  The RGII I&I team participates in the DoD PPS Program as illustrated in Exhibit 4-8.  Within the dashed box highlights the stages where RGII supports and provides significant input.  The purpose of this program is to provide a framework for managing ports, protocols, and services within DoD information systems that communicate across the Defense Information Systems Network (DISN).  DoD Instruction 8551.1, “Ports, Protocols, and Services Management (PPSM)” states that PPS that are visible to DoD-managed network components shall undergo a vulnerability assessment, be assigned an assurance category in the PPS Assurance Category Assignments List (CAL), be appropriately registered, be regulated based on its potential to cause damage to DoD operations and interests if used maliciously, and be limited to only the PPS required to conduct official business.
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Exhibit 4-8:  RGII Support to DoD PPS Program
B.  RGII experts will review the PPS documentation for the TMA TM.  These reviews will be conducted in different ways, depending on the documentation under review.  These documents may include:

· Draft and final DoD Instructions and Directives

· Draft and final DoD CIO Memoranda

· Strategic Command (STRATCOM) Joint Task Force – Global Network Operations (JTF-GNO) technical policies in the form of Warning Orders and Fragmentation Orders

· PPS Vulnerability Assessments

Documentation will be reviewed for impact to:

· TMA centrally managed programs

· TMA programs that are not centrally managed

· TMA local area network

· TRICARE Contractors

C.  PPS Vulnerability Assessments are reviewed for risk to the DoD, as a whole.  This is accomplished through the DoD Ports, Protocols, and Services Management Process (PPSMP).  The PPSMP is one aspect of network perimeter defense for DoD internet protocol (IP) networks.  The vulnerability assessments identify the security limitations of PPS.  Known countermeasures to limit the vulnerability are identified in this process. This review is performed by the DoD Technical Advisory Group (TAG).  The vulnerability assessments will be reviewed for technical risk by RGII team members.  Comments will be provided to the MHS Government representative for review, approval, and submission to the DoD TAG.
D.  RGII team members will coordinate PPS reviews with members of the Architecture and Standards team for Task Manager-related issues.  If issues cannot be resolved, they are escalated, via Task Manager, to the level where resolution can occur.
E.  Our team will coordinate the technical review of the PPS with POC’s from the Service Medical Departments and the MHS Joint Medical Information Systems Office.  Our Team members will:

· Create review templates
· Send review taskings to the POCs
· Consolidate and de-conflict technical comments
· Review final products with Task Manager
· Transmit TM-approved documentation to the DoD PPS Management Office
The foregoing will accomplish the scheduling of an MHS pre-TAG meeting, which RGII team members will coordinate and support on behalf of the Government.

F.  In addition to participation in DoD TAG activities, the RGII team members also support the Task Manager in executing duties associated with the DoD PPS Configuration Control Board (CCB).  We actively participate, on behalf of the Task Manager, in aspects of the DoD PPS CCB, by:

· Assigning technical tasks to the TAG, on behalf of the Task Manager
· Creating Draft DoD Policy on PPS issues
· Establishing focused Working Groups to address issues
· Reviewing and approving PPS vulnerability assessment recommendations from the TAG
· Modifying TAG input to address operational impact to DoD programs
· Preparing final PPS vulnerability assessment recommendations to be presented to the DISN Security Accreditation Working Group (DSAWG)
RGII also assists the government Task Manager in the registration of PPS in the DISA-managed PPS registration database. This DoD requirement is identified in DoDI 8551.1.  RGII has registered systems and applications that reside on:

· The TMA Network - Falls Church

· The TMA Network - Aurora

· TRICARE Regional Office – South

· TRICARE Regional Office – North

· TRICARE Regional Office – West

· Other TMA systems

The JMIS Office coordinates closely with the RGII I&I team to report those systems which JMIS registers.  Registration is performed on the DISA-managed PPS registration database. Access to the database is accomplished through the Secret Internet Protocol Router Network (SIPRNET).  RGII understands that access to this database, other PPS related information, and special meetings of the DoD TAG and CCB will require a Secret security clearance.  RGII will continue to provide personnel with clearances that can provide this service for the government.

G.  RGII provides a monthly status report to the TIWG.  This report is delivered to the Task Manager for review and approval one week prior to the TIWG and addresses:

· MHS PPS registration activities
· DoD TAG/CCB activities
· Draft and final DoD Instructions and Directives
· Draft and final DoD CIO Memoranda
· Strategic Command (STRATCOM) Joint Task Force – Global Network Operations (JTF-GNO) technical policies in the form of Warning Orders and Fragmentation Orders
· Potential impacts of PPS activities on MHS programs
The RGII I&I team members have been involved with the DoD PPS program since its inception, and they have established a superior relationship with top level managers.  RGII will combine technical knowledge with general knowledge of TMA and the MHS to identify benefits and risks, to propose alternative technical solutions, and to develop sound recommendations that address PPS issues as they arise.  In this regard, RGII I&I team will provide advice based on impact to MHS. 

4.2.3.5 Wireless Working Group (SOW 2.2.3.5)

A.  The RGII I&I team members will attend DoD meetings and maintain expertise with Wireless technology and guidance and ensure that MHS complies with guidance from higher headquarters.

RGII participates in DoD meetings related to Wireless, maintains expertise with the technology, and stays abreast of DoD Guidance. This expertise is maintained by keeping up with the technology via the World Wide Web, articles published in the trade magazines, and DoD guidance/directives/ Security Technical Implementation Guide (STIGS).  

B.  RGII I&I team members drafted and are prepared to maintain Implementation Guide # 6, Wireless Local Area Networks.  The maintenance will be performed through researching current and emerging wireless standards and analyzing the applicability of that research to the MHS.  Upon Direction from the Government, RGII I&I team will draft and staff updated versions of this guide through the TIWG, IAWG, and, if so directed, to the EAB and beyond. 
C.  The RGII I&I team will prepare project status reports for TIWG as required and directed by Chairperson, TIWG.  TIWG is kept up-to-date on project status via the Wireless Working Group, the IPv6 Working Group, and the PKIWG.

4.2.3.6 Internet Protocol, Version 6 (IPv6) (SOP 2.2.3.6)

A.  RGII I&I team members will attend DoD meetings and maintain expertise with DoD IPv6 guidance and will ensure MHS compliance with DoD policy/guidance to the maximum extent possible.  RGII I&I team members assisted the MHS with the development of the MHS IPv6 Transition Plan and has coordinated MHS guidance that provided direction to program managers on IPv6 planning and testing.

RGII I&I team participates in MHS meetings related to IPv6 Working Group, maintains expertise with the technology, and stay abreast of DoD guidance. This expertise is maintained by keeping up with IPv6 technology via the World Wide Web, articles published in the trade magazines, attendance in the North American IPv6 Summit, and DoD CIO guidance documents.

B.  The RGII I&I team will co-ordinate activities with the TIMPO IPv6 manager as required and as directed by the Chairperson, TIWG.  The RGII I&I team participates in and provides input to the monthly meeting of the MHS IPv6 Working Group.

4.2.3.7 Other Subgroups Of The TIWG Formed To Handle Specific Tasks (SOW 2.2.3.7)

A. The RGII I&I team will attend DoD meetings as directed by Task Manager to maintain expertise and ensure MHS compliance to the maximum extent possible.

B.  The RGII I&I team will coordinate activities with appropriate groups within MHS/TMA as directed by the Chairperson, TIWG.

4.2.3.8 NIPRNet System Network Approval Process (SNAP) Requirement (SOW 2.2.3.8)

The RGII I&I team will provide support to TMA to ensure that DISA NIPRNet SNAP requirements are satisfied.  The support that will be provided is described in detail below.  This support will include, but not be limited to:

A.  The RGII I&I team will support TMA in NIPRNet CAP activities.   Support personnel will monitor and report SNAP information for compliance with connectivity requirements that permit DISA to maintain integrity of the networks.  During the past 5 years the RGII team helped TMI&S, Army, Navy, and Other POCs maintain an awareness of the level of Circuit Approval process (CAP) compliance on the networks to which TMA-funded NIPRNet circuits are connected.  RGII I&I team continually coordinate with Service Medical and Other POCs for the purposes of understanding requirements, correcting deficiencies, and updating the SNAP database.  Constant monitoring of the database and persistent sending of reminders to the POCs ensured that compliance remained at a consistently high level (99.3% in 2004 and 99% through June 2005).  
B.  Stability flows from experience, and the lengthy experience that the RGII team offers in SNAP activities came about as a result of working shoulder-to-shoulder, year-in year-out, with DISA in providing technical support.  Familiarity with databases is part of that experience, and members of our team are intimately familiar with the SNAP database and information on connect/disconnect orders maintained by DISA technicians in the Telecommunications Certification Office Support System (TCOSS).  RGII conducts daily liaison with the SNAP Support Center on CAP activities to maintain the accuracy of TMA data in the SNAP database.  When the database shows an area of noncompliance, RGII verifies the status with the appropriate POC.
While SNAP is the fundamental database used in NIPRNet CAP activities, the RGII I&I team maintains a local tool, separate from SNAP.  This tool contains information solely on TMA-funded NIPRNet circuits, and automatically provides up-to-date data that is used to calculate several metrics used in preparing Deliverable 10.  The metrics include:
· Number of circuits with expired Authority To Connect (ATC) or Initial Authority To Connect (IATC)
· Identification of circuits whose ATC/IATC will expire within the next 90 days
· Number of days until current accreditation expires
· Number of circuits in compliance with FISMA requirements
Our I&I team has prepared presentations on the NIPRNet CAP requirement.  These presentations have been used by both RGII and Government personnel to brief the TIWG, the TMI&S Director and Staff, the MHS CIO, and the ASD for Health Affairs.  The MHS CIO used portions of these presentations during meetings with the DoD CIO Council.  Information in these briefings include:

· Status of TMA-funded NIPRNet circuits

· NIPRNet CAP process

· Impact to MHS programs

· NIPRNet CAP registration process

Our I&I team prepared briefing materials on these subjects and they are ready to speak on this subject with very short notice.
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C.  The RGII I&I team has monitored and reported on CAP activities for almost five years, providing a high level of expertise with connectivity requirements.  The team is dedicated and will provide uninterrupted service.  The RGII I&I teams are experienced and knowledgeable enabling TMA to maintain a 99%, or higher, compliance rate with connectivity requirements

RGII I&I team will generate reports, based on the SNAP database, showing TMA-funded NIPRNet circuits for the categories Army, Navy, and Other (TROs and Managed Care Providers), as well as circuit-specific information.  By mutual agreement (USAF/TMA), USAF independently reports compliance for Air Force Medical 
Exhibit 4-9:  Typical Weekly Report of CAP Activity
circuits, therefore TMA is not required to report on USAF circuits.  A typical weekly report is shown in Exhibit 4-9.  The weekly report will use metrics to provide up-to-date data on status.  The metrics will include number of circuits with expired Authority To Connect (ATC) or Initial Authority To Connect (IATC).
D.  On a monthly basis, RGII team members will generate a monthly 30-60-90 Day Pending Expiration SNAP report on circuits whose accreditations are within a 90-day window for expiration.  The metrics will include the number of days until accreditation expires and the number of circuits with expired ATC or IATC.  A typical example of a pending expiration report chart is shown in Exhibit 4-10.  In addition to official notifications to the POCs of impending expirations at the 30-, 60-, and 90-day points, many informal emails are sent to the POCs by the RGII team, and telephone calls occur daily.   
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Exhibit 4-10:  Typical 30-60-90 Day Pending Expiration Report
Numerous contacts are made in efforts to secure compliance as expiration dates approach.  Team members continue to notify the POCs of expirations, and impending expirations until action is taken either to renew the accreditation or to terminate the circuit.  RGII consistently monitors CAP activities and has submitted 100% of the monthly 30-60-90 summaries on time.  No summary was submitted late during the previous five years.  
E.  RGII is familiar with the requirements of FISMA as they relate to MHS Certification and Accreditation issues.  In 2004, DISA added to the SNAP database a capability to track compliance with FISMA security review requirements (annual testing of the Contingency Plan, annual Security Test & Evaluation).  RGII developed a chart for the monthly SNAP report to indicate the level of compliance with FISMA.  The metric used is the percentage of circuits that comply with all FISMA requirements.  If a FISMA requirement is not met, a circuit is non-compliant.  At any given point RGII can provide an accurate compliance picture to TMA managers.  RGII coordinates the provision of technical assistance to Service Medical and Other POCs in explaining FISMA requirements to Site Information System Security Managers and in ensuring that the Site POCs keep their NIPRNet circuits in compliance with FISMA requirements.  RGII has increased the level of FISMA compliance for TMA funded circuits to over 90% through persistent monitoring and communication with the circuit POCs.  RGII plans to maintain this high level of MHS compliance with FISMA requirements.

RGII understands the DITSCAP process and are familiar with the tools available to POCs.   Since manpower turnover occurs at the sites, as well as within DISA, over the past several years RGII team members often educated newly assigned Government persons with the Network Certification Approval Process (CAP) requirements and provided assistance in locating and understanding the references that established the requirements.  We responded rapidly to each request for assistance.  

TMA tracks approximately 116 circuits (number fluctuates, depending on (activations/deactivations) and maintains a higher level of FISMA compliance than a number of other DoD components.  In fact, no agency that tracks more than 100 circuits has a compliance rate higher than TMA.  
4.2.3.9 RGII Advantage

RGII is proud of its contribution to the integration and interoperability program within TMI&S.  Our dedicated staff has provided excellent technical support to ensure the integration and interoperability of the MHS IM/IT components.  The RGII I&I staff has been characterized as flexible with a deep appreciation of the criticality of the mission.  RGII has provided dedicated support for over five years that is thorough, responsive and technically correct. Accomplishments include:

· Guided the MHS to ninety-eight percent and higher NIPRNet CAP compliance over the last two years

· Coordinated and performed technical reviews of over two hundred different TCP protocols and services since the inception of the program in June 2004

· Provided significant technical contributions to TMI&S that led to the “Excellence in Implementation” award for work done on the DoD Ports, Protocols, and Services (PPS) Program
4.2.4 Identity Protection and Management (SOW 2.2.4)

The RGII team has the foundation, experience, and expertise in Program Management support in the areas of Public Key Infrastructure (PKI), Public Key Enabling (PKE), Health Insurance Portability Accountability Act (HIPAA), Information Assurance (IA), and Personal Identity Verification (PIV) to support TMI&S in the development and implementation of an Identity Protection and Management strategy for the MHS. Identity Protection and Management is a key strategy of the DoD; it provides a unifying thread that ties together a number of related areas.  The trend throughout government and industry is moving toward adoption of Identity Management as a dominant strategy in the business of Information Management/Information Technology, and we envision MHS in the forefront of that movement.  RGII employs cutting edge methodologies and technologies to successfully establish Identity Management and Protection procedures, as set forth in DoD, NIST, HSPD-12, and FIPS publications. We intend to support TMI&S in the implementation of DoD initiatives, which address core issues such as access control, authentication, authorization, accountability, validation, and revocation of certificates. Importantly, in the spirit of HSPD-12, a credential must be issued based on sound criteria supplied by a single, highly reputable source. An individual’s identity credential must be compatible with physical and logical access control systems, strongly resistant to fraud, physical tampering, counterfeiting, terrorist exploitation, and must be able to weather the scrutiny of mandated regulatory compliance with privacy issues.

A.  On a day-by-day basis, the RGII team provides management, research, and analytical support to the MHS Enterprise Architecture systems and partners across the MHS.  The team assures MHS compliance with DoD PKI-PKE requirements.  The RGII processes include researching documents for compliance with Federal policy and guidance issued by higher authority, and for consistency and comparing those policies and guidance with existing MHS documents.  Subsequently, we prepare comments and recommendations for submission to the Task Manager.  Members of the RGII team conduct briefings, research, and analyses, as requested by Task Manager.  We research the subject throughout DoD publications, technical journals, TRICARE System Manuals, the World Wide Web, and Gartner research libraries.  Often this work supports the MHS Technology Insertion Process (TIP). Data is gathered, analyzed, and presented along with recommendations to the Task Manager, usually in the format of White Papers.  This is a continuing task which requires daily support, and we look forward to continuing it under a contract awarded as a result of this proposal.

B.  Members of the RGII team provide technical analysis and management support to analyze standards and Federal policy guidance in support of MHS.  This support is focused on implementation of DoD PKI, Identity Protection initiatives, processes, and policies. RGII has reviewed technologies such as Single Sign On (SSO), Smart Card Technology, Personal Identity Verification (PIV) Cards, Role Based Access Control (RBAC), Online Certificate Status Protocol (OCSP), and has reported the findings to the Task Manager and interested parties.  
C.  The RGII team assesses MHS activities to determine how those activities align with Federal, PKI/PKE, and identity protection and management requirements.  When DoD milestones are updated, PKI/PKE will affect virtually every MHS activity. The RGII team routinely coordinates and supports analyses of MHS activities as they relate to PKI issues and identity protection and management. We review documents such as the X.509 Certificate Policy, DoDI 8500.2, and DoDD 1000.25.  We provide comments and recommendations to Task Manager in support of efforts to ensure that mandated PKI/PKE requirements are addressed in MHS programs.  This support is vital in order for TMI&S to remain current in PKI/PKE matters. 
D. The RGII team will maintain liaison with PKI PMO and related working groups for more than four years. Over that period, professional relationships were developed with key managers and technical personnel. Information obtained from these informal contacts has proven valuable in the conduct of MHS business. The team has attended PKI/PKE and Identity Protection and Management conferences and has maintained communication with personnel they met at those conferences.  
E.  The RGII team will maintain liaison with VHA representatives on PKI/PKE issues, specifically with participating members of the VHA group who participate in the PKI Working Group (PKIWG). As a result of this interaction, communications related to MHS activities and identity protection and management initiatives have flowed both ways. The RGII team has maintained liaison with VHA representatives for many months.  Activities include the full spectrum of IM/IT functions, including PKI/PKE. This VHA connection continues to keep VHA and MHS programs moving in the same direction; it contributed strongly to the binding of MHS and VHA in a closely coordinated IT architecture.  

 F.  RGII team will participate and contribute to Identity Protection and Management meetings, PKI Conferences, and various working groups.  Our team confers with many individuals, both from within the Government and from industry, to gain knowledge on PKI and ID Protection and Management programs. The team has provided to the Task Manager comprehensive notes of sessions (Deliverable 11) attended.  These papers are filed as part of the reference library maintained on the TMI&S file server.  

G.  The RGII team will coordinate meetings involving TRICARE contractors and MHS JMISO program offices to facilitate interoperability, cross certification, and functional requirements definitions.  Matters such as e-Authentication, Family PIN, SSO, and other concerns of Identity Management were addressed during these meetings.  Routinely, the RGII team reviews JMISO, Program Office, and HA/TMA Network documents in support of PKI/PKE. These reviews ensure that DoD policy is implemented among the centrally managed systems of MHS.  These reviews ensure a consistent, compliant approach to PKI/PKE throughout the MHS.  They ensure proper implementation, documentation, and coordination.  
H.  The RGII team is familiar not only with the content but also with the formats of documentation prepared in support of the Task Manager. Various formats are invoked, such as analyses, point papers, white papers, policy implementation guides, and others.  RGII has drafted and maintained documentation describing MHS policy and guidance for PKI and ID protection and management (Deliverable 27).  The Identity Protection Implementation Guide and the PKI Implementation Guide are examples.  We know the formats, we understand MHS usage of this documentation.

I.   The RGII team will produce ID protection and management documentation in the form of white papers, position papers, research papers, and findings (Deliverable 24).  The documents were delivered to the PKIWG, TIWG, and Task Manager as required or directed.  RGII has conducted research and analysis, made recommendations, and delivered white papers and senior level presentations on PKI/PKE, DoD Policy with regard to ID Management and Protection, and the tools to facilitate the Policy mandated by HSPD-12 and FIPS 201.  

4.2.4.1 Technical and Administrative Support for PKI Implementation (SOW 2.2.4.1)

The RGII team has provided technical and administrative services as a Registration Authority (RA)/ Local Registration Authority (LRA) to TMA for the past several years.

Our team members are familiar with the coordination and implementation guidance for PK-enablement of servers.  We will research PK-enablement technologies and will continue to be available to guide TMA activities and personnel toward resources that provide PK enablement policies and procedures.

Our team members have knowledge, expertise, and practical experience with implementation and management of Smart Card technologies.  With the expected advent of PIV cards we anticipate producing documentation and implementation guidance on the transition from CAC cards to PIV cards.  This documentation will address challenges arising from the retirement of legacy systems and the replacement of applications.  RGII team members will adhere to identity information doctrine set forth in Homeland Security Presidential Directive 12 (HSPD 12).  Our team will support TMI&S in the implementation of this directive.  We will collaborate with TMA activities to ensure an effective and efficient implementation.  We will support the TMA plan to life-cycle-manage the re-certification of servers, as well as the new blade server project which is moving toward implementation.

A.  The RGII team will provide technical and administrative support to the TMA PKI Task Manager since inception of the TMA certification program.  We have participated in the management and oversight of PKI registration activities within TMA and MHS centrally managed programs for the last four years.  RGII will provide this service in the future, and there will be no loss of productivity and control because our team is already trained and functioning.  

B.  Two members of the proposed RGII team are qualified as Registration Authorities (RAs).  In the issuance of certifications, these team members provide the primary support to the Task Manager, who is the designated RA for TMA. Our team members have issued more than 400 certifications.  RGII will coordinate LRA activities conducted in Aurora, in addition to performing LRA functions in Falls Church.  RGII will work with Government personnel to develop and produce the first approved TMA Certification Practice Statement (CPS).  Our team collected and presented information required by DISA during an audit of TMA RA/LRA activities in 2004 resulting in a passing grade.

C.  The RGII team will update and develop current CPS and any future CPS as PKI and smart cards evolve and HSPD-12 with its associated standards (SP8000-73,SP8000-76,etc.) are required at the direction of the TM, following the template developed by DoD Certificate Policy for the US Department of Defense; X.509.  The CPS then was submitted to the Certificate Policy Management Working Group (CPMWG) at DISA, for review and approval (Deliverable 12).

D.  The RGII team coordinates with the DoD PKI and Washington Headquarters Services (WHS) PKI support teams.  We have developed close working relationships with those assigned to the WHS PKI teams, allowing for a more efficient and responsive turnaround on requests and taskings.  The RGII team also provides expertise to the DoD PKI PMO for PKI enhancements and milestone requirements while participating in senior level meetings like the Identity Protection and Management Senior Coordinating Group (IPMSCG) and the DoD PKI Integration and Architectural Working Group (IAWG).  
E.  The RGII team will comply with the security requirements dictated by the reference CPS, and reflected in the TMA CPS.  RGII has been instrumental in developing and implementing CPS security measures in support of PKI activities since the beginning of the TMA RA Program in 2002.  These measures are strengthened by the development of additional security steps required in the 2005 update of the TMA RA CPS.  Based upon the updated CPS, new checklists will be developed, additional administrative steps will be introduced, and coordination will be improved in anticipation of a DISA Audit in the year 2006.

F.  RGII will support annual and periodic compliance audits by the parent Certification Authority by adhering to the tenets of the CPS.  RGII participated in the first DISA Audit.  This inspection in 2004 resulted in TMA being awarded a passing score.  This is the highest score possible in this audit.  RGII is preparing for the next audit by paying close attention to requirements laid out in the past audit and by coordinating with DISA to make certain we adhere to requirements.

G.  RGII team members who function as RAs will support HA/TMA Network, JMISO, Centrally Managed Programs, and TMA Programs to ensure that program managers receive the help they require.  Particular attention will be paid to mobile code signing certificates for software, digitally signed documents, and other technical requirements; in addition to supporting the PK-enablement of DoD Private Web servers with DoD Certificates which will continue to receive support.  RGII will research and advise program managers of new and evolving standards as DoD enhances security requirements.  We will develop new approaches to “pass the word” with improved efficiency and effectiveness. 

H.  RGII spaces have housed the TMA RA equipment and files since the inception of the program.  Security procedures that meet the standards of the approved TMA RA CPS are in place and have satisfied the DISA Audit requirements of 2004.  RGII constantly checks with DoD, as well as its own internal security staff, to ensure that the TMA RA Workstation is in an environment that meets the CPS and Audit requirements.  

I.  RGII will continually update the PKI RA software, as recommended by DISA, and we will coordinate hardware, software, and network connection maintenance with TMA network operations as required.  The RGII team works closely with persons who have systems administration responsibility for the RA software and equipment.  The RA works with the Systems Administrator (SA) who is tasked with updating and checking the technical condition of the RA hardware and software.  The RA makes certain that security settings on the RA unit are up to date and that the updating activity is recorded in the audit logs as dictated by the TMA RA CPS.  The RA also works with Government technical staff to make sure that security standards are met in the operation of RA equipment on the HA/TMA Network.  

J.  RGII will track certificates issued, maintain lists of POCs, and anticipate the arrival of expiration dates in a certificate database.  Associated with this activity, our team members have collected information provided by TMA components to plan for future installations.  Based on the history of certificates we have already issued, the fact that certificates must be reissued every three years, and the data collected regarding future installations, we have plotted a monthly demand prediction through 2008.  This model predicts the months of extreme activity.  RGII uses this information to assist system administrators and program managers in preparation for certificate issuance and re-issuance. 

The database is also kept in other than electronic means as dictated by the TMA RA to ensure the availability of accurate records in case of equipment failure. These tracking steps insure that there is a comprehensive record of all RA activities. The RGII team will continue to maintain and enhance this record keeping, assuring that RA operations will continue to be done in an accurate and timely manner.  

RGII will utilize its Task Management System to track action items at the Identity Protection and Management team level to assure the Task Manager that all tasks are addressed efficiently and timely.

The RGII team will provide technical and administrative support to TMI&S, meeting the needs and requirements without loss of efficiency due to training, start-up, and acclimatization of personnel who do not fully understand the TMA requirements or business processes.

4.2.4.2 RGII Advantage

RGII has the necessary foundational experience and expertise in PKI, PKE, HIPAA, PIV and IA to better assist TMI&S in the development and execution of an Identity Management strategy for the MHS. Identity Protection and Management is a key strategy of the DoD and provides a unifying thread across these domain areas.
4.2.5 Information Assurance (SOW 2.2.5)
The RGII team continues to strengthen our IA support in response to the requirements and challenges of the IA Program Office.  In 2004, the IA team completed nearly three hundred ad hoc tasks.  As of August 25, 2005, the RGII IA team closed one-hundred eighty-seven (187) tasks with a consistent and timely performance rate for ad hoc and recurring tasks.  The RGII IA team has demonstrated an ability to work closely with the IA Program Office in responding to frequent and ongoing MHS IA challenges.  

During the period of performance, the RGII IA team developed and managed of the Information Assurance Vulnerability Management (IAVM) process throughout TMA.  The RGII team established role as a provider of vulnerability management services has helped build strong working relationships between contractors, support personnel, the Program Executive Office (PEO), and the Services.  In addition, RGII IAVM personnel work closely with the DISA to improve service to TMA and other sites, and ensure that TMA’s needs and perspectives are represented in discussions about the future of VMS.  These close ties allow the RGII team to work collaboratively with all participants in the IAVM process and increase efficiency. 

Recently, the RGII IA team has supported the MHS FISMA reporting requirement.  The RGII IA team briefed the IAWG on the MHS process for verification of FISMA fields in the IT Registry - the initial and final reporting guidance and status of the compilation efforts.  The RGII team understands the MHS environment and the need to facilitate IA awareness through the IAWG, which has resulted in agendas that provide critical content in a timely fashion.

4.2.5.1 Policies and Research (SOW 2.2.5.1)

A.  The RGII IA team has developed the MHS IA Policy Guidance and thirteen supporting MHS IA Implementation Guides that have been published or are in the approval process.  The RGII team has developed the MHS IA Implementation Guide review process (Exhibit 4-11), for currency and timely refreshment (Deliverable 31).  By continuous review of IA policy, the team will identify external catalyst for change.  Monitoring TMA organizational structure and process will serve to determine any internal drivers for modification.  Coordination through various TMA working groups and boards will ensure corporate buy-in.  This process will guarantee that the MHS IA Implementation Guides are current and reflect the latest DoD and TMA guidance.  We will develop, update, and maintain policies and procedures to assess compliance witht eh MHS IAP (Deliverable 31).  The RGII team assisted in the development of the IMT&R Annual Performance Plan Metrics that are used by IMT&R divisions for reporting compliance with FISMA and serve as a primary indicator of compliance with DoD and MHS IA policy.  
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Exhibit 4-11:  MHS IA Implementation Guide
B.  Federal, DoD, and Service-level directives, policies and guidance, serve as the foundation of the MHS IA Program.  The RGII team has developed the MHS IA Policy Guidance with thirteen supporting Implementation Guides in order to assist in compliance with MHS IA Program Office requirements.  The RGII team will ensure that the MHS IA Policy Guidance and the supporting Implementation Guides remain compliant with changing Federal and DoD Policy.  The RGII IA team has demonstrated the skill to analyze DoD IA policy and provide the TMI&S Director TMI&S and the MHS IA Program Office with succinct and accurate interpretations of applicable guidance and impact to the MHS.  Having established a partnership with ASD (NII), the RGII IA team can readily seek clarification of policy issues and provide determination of applicability to the MHS IA Program.  With an in-depth knowledge of emerging DoD policy, the RGII IA team is set to support implementation throughout the MHS Community.  By providing continuity and stability, the RGII team will facilitate policy implementation during a period of organizational change.  
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C.  The RGII team has developed the MHS IA Policy Guidance and thirteen supporting Implementation Guides to ensure compliance with Federal, DoD MHS, and Service-level directives, policies and guidance.  The IMT&R Annual Performance Plan Metrics, which were developed based on input provided by the RGII team, are a compliance driver for IMT&R components.  The RGII team’s knowledge of other compliance mechanisms, FISMA Reporting, CND Assessment, and Exhibit 300s, provides continuity in the development and maintenance of policies, guidance, and procedures. 
Exhibit 4-12:  IA Policy and Guidelines Development Process
D.  The RGII team is keenly aware of the chain of command and the distinctly different influences on the MHS by different levels within the chain.  Federal law and federal policy that apply to agencies will drive the development of DoD policy.  However, it is the publication of DoD policy by ASD(NII)/DoD CIO that triggers compliance by TMA and MHS.
Nonetheless, awareness and full understanding of federal law/policy is essential to a “forward-leaning” organization that is ready to respond and ready to adapt to DoD policy that implements federal law/policy.  The RGII team is committed to “leaning-forward” and being positioned to recommend changes to internal TMA/MHS policies/procedures, where the authority exists, to ensure MHS policy changes are consistent with new directions forecast by changing federal law/policy.  The RGII IA team is prepared to build upon its experience and provide policy solutions to issues such as evolving Security Requirements driven by Homeland Security Presidential Directive 12, new requirements for IA Training, Certification, and Workforce Management based on DoD 8570.1-M (draft), DoD Information Assurance Certification and Accreditation Process and other emerging guidance.  We are positioned to continue providing research, analysis, impact assessment, recommendations, and policy/guidance development.

E.  The RGII IA team will support the TMI&S staff by analyzing the impact of a wide variety of government documents on the goals and objectives of the MHS IA Program Office.  The DoD 8570.1-M (draft) is a good example of how the RGII team “leans forward” in anticipation of new guidance.  This manual will create the accountability mechanisms to support the professionalism of the DoD IA workforce as described in DoDD 8570.1, dated 15 August 2004.  We have been proactive in analyzing this manual, assessing it’s impact on the MHS IA Program, and predicting the significance of it’s impact on the TMA budget. In addition to our own analysis and presentations, we identified this as being a topic of significant impact and with government approved scheduled the ASD(NII)/DIAP author of the directive and manual for a presentation to the IAWG.

F.  The RGII IA team will research, review and analyze commercial health care IA requirements that impact the MHS IA Program. While many IA requirements derived from governmental bodies affect commercial health care. IA requirements the same as the MHS, there are additional professional, standards setting organizations that drive the commercial health care IA requirements independently. We will remain vigilant to these changing requirements because of the need for close interaction and interoperability of MHS with civilian health care organizations.  An example is the Veterans Health Administration (VHA) making its electronic health record (EHR) available to private medical groups and individual doctors at virtually no-cost. While this does not create a requirement that directly affects the commercial health care industry, it will eventually create a defacto standard with which MHS must be familiar as we seek compatibility and interoperability with commercial providers.

G.  The RGII IA team have reviewed and analyzed commercial health care security countermeasures that impact the MHS and partner IA implementation.  Using such sources as Gartner, the team identify “best practices” in the implementation of IA in the commercial health sector and the potential impact of emerging security practices to the MHS and partners in health care delivery.  Through the HISM, the team will gain insight into TRICARE contractor IA issues that impact implementation across the enterprise.  The RGII IA team will support the TMI&S staff by analyzing the impact government documents of all varieties have on the goals and objectives of the MHS IA Program.  RGII will craft presentations, information papers, or any other documentation necessary for the MHS IA Program Office to achieve their goals.

H.  The RGII IA Team will research IA best practices across the industry to ensure that the MHS IA Program Office receives timely and pertinent implementation recommendations.  Utilizing Gartner, CIO and CSO Knowledge Management sources as well as resources from other government agencies, the RGII team will gain insight into advances in information assurance.  In addition, the unique relationship that the RGII team has with the National Defense University permits unparalleled access to this resource.  

I.  The RGII team will take a proactive approach to investigating new IA technology, its impact to the MHS, and make recommendations for implementing appropriate products (Deliverable 32) to the MHS community through the auspices of the IAWG. RGII has been aggressive in monitoring the “state of the market” in IA products and solutions.  As a concurrent duty, one of our team members is specifically directed to maintain currency with the “state of the market” regarding technology.

4.2.5.2 Information Assurance (IA) Guidance and Assistance (SOW 2.2.5.2)

A.  RGII will serve as a close advisor to the Director, MHS IA Program in order to assist in providing the MHS CIO, Contracting Officers, Contracting Officers Representatives, Program Executive Officer, Lead Agents, TMA Directors, TMA Program/Project Managers, and MHS contractors with guidance concerning all aspects of Information Assurance.  RGII will assist in crafting official written guidance, as well as informal group or one-on-one assistance, in order to further the needs of the MHS IA Program Office and the entity to which they are giving assistance.  A recent example includes updating the Information Assurance language in the TRICARE Systems Manual to ensure MHS contractors have clear guidance regarding new requirements for IA Training and Certification.  In addition, the advice provided to members of the program offices in the development of the Information Assurance section of the Exhibit 300 demonstrates the level of interaction that achieves programmatic success.  

B.  RGII will further document IA standards, requirements, assessments, and other associated material in order to provide a complete description of MHS’s status for compliance with the IA program.  RGII will assist in collecting data, contacting POCs, analyzing polices, and giving any other support necessary to give the MHS IA Program Office as clear an understanding of current compliance levels as possible within the MHS.

C.  RGII will assess IA standards and protocols and make recommendations concerning IA standards and protocols to ensure the security of the MHS networks and MHS information.  

D.  The RGII IA team will coordinate with any organization necessary to collect and analyze data that has any impact on MHS IA requirements for network security implementation procedures.  

E.  The RGII IA team will ensure that all current and emerging IA standards are fully understood and presented to the client if any impact is found to the MHS.  The RGII IA team works closely with the RGII A&S team in the review of current and emerging technical standards.  The client will be informed of any impact through information papers and briefings that give a high level synopsis of the impact and any recommended action. An example would be the publication of new standards in special publications from the National Institute of Standards and Technology (NIST).  We remain highly attuned to NIST and DISA for any new publication that would trigger our analysis and assessment for impact to MHS.

F.  RGII will take a proactive approach to analyzing IA products and technology, drafting briefs and information papers (Deliverable 26) concerning its impact to the MHS, and, if the impact warrants, introducing appropriate products to the TMA community through the auspices of the IAWG.

4.2.5.3 Program Support (SOW 2.2.5.3)

A.  The RGII team will provide management support for the development and coordination of the IA Program throughout the TMA/DoD IA community.  RGII support will include the expertise of its knowledgeable staff, meeting support, developing and presenting briefs, and creating information papers.  We also understand the unique nature of the MHS and recognize that much of what TMA publishes as policy, has the status of only guidance for the AISs and networks developed, managed, and operated by the Services.  Thus, the foundational analysis and the reasoning behind guidance documents must be sound, compelling and persuasive as to win voluntary compliance by the services rather than direct compliance.  For elements of the IAP that are on contract to the TRICARE Contractors, the RGII IA team will ensure coordination through HISM.  
B.  The RGII team will ensure the incorporation of all necessary MHS, DoD, Service-level, and Federal policies into the MHS IA Program, including the DoD 8500 series, HIPAA Security final rule, NIST Pubs, OMB Guidance, etc.  Compliance with the requirements embedded in all these documents will ensure the availability, integrity, confidentiality, non-repudiation, and authentication of patient information. 

C.  RGII will continue to provide support by drafting, editing, reviewing, commenting, and providing all manner of analytical support, to comply with DoD policies.  We will also remain vigilant for changes and updates to Federal Policy and Service directives, policies and guidance.  Our goal will be to ensure MHS IA policies incorporate and comply with new DoD policies and if DoD/MHS policy were to ever conflict with Service policies, we would foster supportive dialogue with the services to deconflict the policy/guidance. 

D.  RGII have historically supported the IA Task Manager in providing reports and responses (Deliverable 13) to data calls initiated by Federal, DoD, and Service-level reports.  We will initiate, draft, review and comment on such reports to include the annual FISMA report, IT Registry data calls, and the IT-300 reports.  By providing IA Subject Matter Expert support in the review of the Information Assurance section of the OMB Exhibit 300s, the RGII team ensures that the responses are acceptable to the reviewers and achieve the desired scores.  RGII’s thorough understanding of the Exhibit 300 IA section is exhibited by the guidance developed by the RGII IA team, which synthesized OSD guidance.  The support provided by the RGII Team resulted in five of the six Exhibit 300 submissions receiving a perfect score of five for the Information Assurance section.  Working with the Network Operations Division, the RGII IA team helped develop the TMA responses for the DIAP Computer Network Defense Assessment.  The RGII IA team has successfully implemented processes that have improved the accuracy of FISMA elements of the IT Registry and FISMA reporting requirements.  With an in-depth understanding of these key IA program reporting requirements, RGII is well positioned to provide the MHS IA Program Office with continued quality support and stability.  

E.  All activity involving tasks, both in progress and completed, assigned to the RGII IA team will be documented and delivered to the Task Manager on a monthly basis (Deliverable 2) so the client can remain abreast of RGII’s progress and realign priorities as desired.  To support this requirement, RGII has developed the IA Ad Hoc Task list.  It permits continuous tracking of numerous task requirements; helps ensure tasks are completed in the specified time frame; and provides the MHS Program Office with a succinct means of reviewing ongoing activities.  The RGII IA team will migrate the Ad Hoc list to the RGII Task Management System in order to enhance the management of MHS IA Program requirements.  
F.  The RGII IA team provides the MHS IA Program Office on a monthly basis with an electronic document entitled, “The Information Assurance Primary Links Guide,” which has descriptions and links to all major IA related Federal, DoD, Services, standards, policy, and guidance.  Client recommendations are incorporated into this document to ensure a complete and accurate library of IA documentation.  The RGII IA team will migrate this resource to an IA electronic folder.  The folder will contain other research products approved by the Director, MHS IA Program.    

G.  RGII has fostered an open and cooperative relationship with representatives from the Services, MHS PEO, Program Offices, the Veterans Health Administration, and many other TMA community members.  RGII will gather and analyze IA data, requirements, and other IA information (e.g., FISMA data calls, new Federal/DoD/Service-level requirements/documentation) in coordination with these representatives.  The RGII team is an active participant in DIAP meetings regarding FISMA and the IT Registry.  The RGII team represents the MHS IA Program Office at one weekly meeting, eight monthly meetings, and three quarterly meetings, all of which foster communication across the MHS community.  The team develops notes that provide a concise synopsis of the IA issues discussed.  In addition, the RGII team has developed a relationship with the Services, MHS PEO, and Program Offices to facilitate the accuracy of the FISMA data elements in the IT Registry.  A coordinated exchange of information as a result of this cooperative relationship has resulted in dramatic improvement in data quality.

H.  The RGII team will conduct IA technical feasibility studies and evaluations of new technologies and their potential use in the MHS.  In the event an IA solution is identified as potentially of interest for adoption, the RGII team would propose a shared evaluation of the technology, with the IAWG focused on the IA portion of the solution and the TIWG focused on the technical portion of the solution.  Neither evaluation alone would be sufficient to reach a conclusion about adopting the technology; rather each evaluation would contribute to the decision about whether to deploy the solution.

I.  The RGII team is acutely aware of the concerns with compliance and data quality in the DoD IT Registry (ITR).  Using our extensive knowledge of the ITR which was gained through FISMA reporting, we will provide unrivaled support to ensure that TMA, TRICARE Contractors, and JMISO program offices are aware of the status of their compliance with FISMA requirements in the ITR and the quality of their data.   

In preparation for quarterly and annual FISMA reports, the RGII team will provide feedback to system owners to identify deficiencies in ITR FISMA data fields.  Our feedback report to system owners routinely triggers corrective actions.  Also, we have developed an executive report which provides system owners a list of information items with dates set to expire within 90 days.  This increased awareness by system owners reduces the potential for expired items.  

Our team conducts a comprehensive review of the TMA Component of the IT Registry (Exhibit 4-13) after each quarterly update and a system review is conducted as new systems are added or FISMA fields changed.  In the timeframe during the preparation of the FISMA report, almost daily reviews are conducted to ensure compliance and data quality requirements are being met.  Knowledge gleaned from our FISMA reporting experience has prepared RGII to facilitate the incorporation of TRICARE Contractors into the IT Registry.
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Exhibit 2.   Exhibit 4-13:  IT Registry Support Process
The RGII IA team developed the IT Registry FISMA review process.  Through the team’s efforts, a marked improvement has been achieved in FISMA data quality.  By identifying erroneous or missing elements and providing direct and comprehensive feedback to the “system owner”, the RGII IA team is able to push for corrective action in order to meet reporting guidelines. 

4.2.5.4 Provide Meeting Support for the Information Assurance Working Group (IAWG) (SOW 2.2.5.4)

The RGII team will support the activities of the IAWG, and provide technical support to the IAWG chairperson.

This support shall include, but not be limited to:

A.  The RGII IA team, in coordination with the RGII Program Support team, will ensure that the general support requirements for the monthly IAWG meetings will be accomplished in accordance with the guidance of the Director, MHS IA Program.  The RGII IA team will develop the agenda, propose guest speakers, provide assistance to the Chairperson and coordinate tasks.  
B.  The RGII IA team will maintain a current list of all IAWG voting and associate members and their alternate representatives to ensure that all members are kept current of IAWG activities.  RGII will maintain three distribution lists to maintain distinction between the levels of membership: Voting members, Associate members, and Contractors. 

C.  The RGII IA team will disseminate Federal, DoD, MHS, and Service-level policies at the request of the IAWG Chairperson for information, review, or approval purposes.  If comments are being requested of the IAWG members, RGII will consolidate the comments before submitting them to the Chairperson for review.  The RGII IA team performed this task during the staffing of the MHS IA Implementation Guides.  The Team disseminated the documents, collected and reviewed the comments, provided disposition recommendations, maintained configuration management and provided responses to the IAWG members.  In some cases face-to-face meetings with IAWG members were arranged to facilitate comment management.  This experience will ensure that future dissemination and coordination of policy and guidance will be accomplished in a professional manner.
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D.  The RGII IA team will ensure that representatives from the CIOs of the Service Medical Departments, Program Executive Office, Program Offices, TMA Directors, and TROs are included on all IAWG emails and informed of all IAWG activities (Exhibit 4-14).  Their participation in the IAWG will be encouraged by regular requests to present and provide insight and feedback concerning IAWG activities.  With the creation of regional offices, the RGII IA team supported the expansion of the IAWG membership by incorporating the TROs into the distribution list and ensuring notification of all activities.  In addition, the RGII team facilitates IAWG coordination and participation with other working groups such as the TIWG, and external partners, such as the TRICARE Contractors and the VA.  Finally, the RGII team coordinates IAWG products with the PRB and the IMPC as needed.






Exhibit 4-14:  DoD ASD, Health Affairs 






Organizational Chart
4.2.5.5 Support Information Assurance Vulnerability Alert (IAVA)/Information Assurance Vulnerability Management (IAVM) and Computer Emergency Response Team (CERT) Activities (SOW 2.2.5.5)

A.  IAVA CERTS are published by the RGII IA team upon release to all TMA system administrators registered within the Vulnerability Management System (VMS), and to all TMA contractors responsible for managing IAVA compliance.  The RGII team has established a primary and secondary coordinator who will publish security advisories, information security alerts, and information security bulletins to the MHS components; and track receipt and compliance responses of all affected programs and contractors within TMA.  These notices will be published through a variety of channels thereby achieving useful redundancy to ensure successful communication.
B.  Since 2001, the RGII  IA team  has provided consistent support and oversight of the TMA Information Assurance Vulnerability Management (IAVM) process on behalf of the MHS IA Program Office, while proactively expanding the range and scope of IAVM participation and control.  The RGII team will provide weekly status reports to the MHS IA POC that describes the compliance of TMA centrally-managed systems, and TRICARE contractors.

C.  The RGII team will be responsible for daily monitoring of IAVM compliance within the VMS and for all TMA contractors through established process and procedures that ensures proper oversight.  Through a well established and tested process, RGII will continue to track and verify the responses provided by the MHS components to the individual IAVA/IAVM and CERT submissions as depicted in Exhibit 4-15 below.  A monthly report is submitted that captures the extent of participation in the IAVM process, and compliance across the TMA organization (Deliverable 14).
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Exhibit 4-15:  IAVA/IAVM and CERT Process

D.  Status reports that detail compliance will be provided, at a minimum, on a weekly basis to the MHS IA Program Office and MHS CIO.   The status of TMA compliance is reported to US STRATCOM through the VMS system.  Reports to the DIAP and DoD CIO are coordinated through US STRATCOM.  The RGII team will provide oversight to the VMS system to ensure accurate reporting of the TMA IAVA status to the Office of the Secretary of Defense (OSD)

E.  The RGII team has established the position of MHS IAVM Coordinator.  This position monitors IAVM compliance for centrally managed systems and contractors on a daily basis, and communicates directly with Program Managers and system administrators to inquire about compliance status, reiterate requirements of the IAVM process, and encourage continued asset registration.  The status of these efforts is reported continually to the client.  The RGII TMA IAVM Coordinator will track IAVM participation using the VMS, working in conjunction with the Defense Information Systems Agency (DISA) and TMA personnel.  The RGII team will facilitate the use of the VMS and its VCTS functionality by continuing to register all users responsible for reporting IAVM compliance in the system.  VMS registration forms will be reviewed by the IAVM Coordinator for accuracy and then submitted to the TMA Privacy Office for verification of security information before being delivered to MHS IA Program Office for final approval prior to user account creation.

F.  Acting in the capacity of MHS IAVM Coordinator, the RGII IA team will notify TMA program offices and contractors of vulnerability alerts, bulletins, and technical advisories that apply to hardware and software on MHS IS and networks, and those of its contractors.  The MHS IAVM Coordinator, and a designated backup, will publish these notices, track receipt and compliance responses of all affected programs and contractors.  The RGII team will continue to provide assistance in registration and compliance.  
G.  Through the established responsibilities of the MHS IAVM Coordinator, RGII will provide new IAVM participants with DISA - created computer-based training for IAVM and use of the VMS.  The MHS IAVM Coordinator works with the JMISO and DISA to alert users to live training events.  RGII has developed standardized documentation regarding the IAVM process for use throughout TMA.  A TMA-specific Implementation Guide and Handbook have been developed, fully documenting the IAVM process and encapsulating the guidance of multiple policy documents into single references.  In addition, a “desk-top” standard operating procedure has been developed and is currently fully operational.  

4.2.5.6 Additional Deliverables for Information Assurance (IA) (SOW 2.2.5.6)

A.  Given an ever increasing emphasis on IA, RGII realizes that a variety of requirements will arise that demand an immediate response.  These responses need to be developed under close scrutiny, yet with the appropriate speed to accommodate timely coordination, dissemination, and implementation.  The IA team leverages its expertise by organizing collaborative teams designed to accommodate the quick action and resolution of complex, high visibility tasks.  The RGII team will develop a variety of informational papers (Deliverable 24) to support the MHS Implementation of Federal, DoD, MHS, and Service-level Information Assurance requirements.  The RGII team has demonstrated this capability by providing information papers on GAO reports, NIST and FIPS documents, and other articles of interest.  The information papers provide the MHS IA Program with insight into information assurance practices that can enhance the assurance of TMA.  

B.  The RGII team has become adept at short-fused tasks occasioned by queries from outside entities.  Our multi-disciplined staff is able to respond quickly because each individual is capable of crafting cogent, well-reasoned replies on a variety of subjects.  The RGII team assisted the TMA Network Operations staff in crafting responses to the DIAP on the CND Assessment.  In response to a DIAP query regarding the scope of the MHS as defined in a GAO Report, the RGII team developed a briefing and coordinated a meeting to resolve the issue.  RGII will continue to provide high quality responses and recommendations (Deliverable 15) that address external queries.  
4.2.5.7 RGII Advantage

During the current contract period of performance, RGII has partnered with the TMI&S IA Director to address the ever changing IA guidance, policy, procedures, and approach to better support the IA function within TMI&S.  As a result, RGII in conjunction with the IA Director, identified process improvement areas and implemented successful strategies to ensure compliance with the myriad of standards that govern IA in the MHS community.  
The RGII IA team has a history of high productivity with closing nearly three hundred ad hoc tasks in calendar year 2004.  In calendar year 2005 as of July 21, the RGII IA team has closed one hundred eighty-five tasks with an 80% on time completion rate for ad hoc tasks as well as a consistent, timely performance on recurring tasks.  The RGII IA Team has demonstrated an ability to respond quickly to MHS IA Program task and provide quality responses.  RGII will provide the MHS IA Program Office with continued quality support and stability during a period of organizational transition.  

Other achievements over the past three years include the development and management of the  IAVM process throughout TMA.  RGII’s established role as a provider of vulnerability management services has helped build strong working relationships between contractors, support personnel, the Program Executive Office (PEO), and the Services.  In addition, RGII IAVM personnel work closely with the DISA to improve service to TMA and child sites, and ensure that TMA’s needs and perspectives are represented in discussions about the future of VMS.  These close ties allow RGII to work collaboratively with all participants in the IAVM process and increase efficiency. The IA team will continue to leverage its experience and knowledge of the MHS to continue to provide exceptional IAVM services to TMA.  

Recently, the RGII IA team has supported the adherence to the MHS FISMA requirement.  The IA Team briefed the IAWG on the MHS process for verification of FISMA fields in the IT Registry - the initial and final reporting guidance and status of the compilation efforts.  RGII understands the MHS environment and the need to facilitate IA awareness through the IAWG, which has resulted in agendas that provide critical content in a timely fashion.  

4.2.6 TMI&S & IA Web Sites, Databases, and Technical Analysis Support (SOW 2.2.6)

TMI&S provides online connections to two distinct Web sites - one private and one public.  The public Web site. accessed through the Internet, provides information pertaining to TRICARE services.  The private Web site, accessed through the Extranet Web server residing on the Health Affairs Office Automation (HAOA) network, is restricted to permissions-based users only. The RGII Web/Database team will continue to provide support for the TMI&S public and private Web sites, databases and IT technical analysis support including design, development, and maintenance. 

The RGII Web/Database team will bring subject matter expertise and software tools to ensure the highest quality levels of design, development, testing, and operations/maintenance of the TMI&S public and private Web sites and Databases.  We will employ standard and customized versions of the latest commercial-off-the-shelf (COTS) software packages to develop the highest cost-effective processes, reports, management tools, and user-friendly operations.  We will utilize our experience and expertise in tools, including dot Net (.Net) applications, SQL Enterprise Manager, SQL Query Agent, SQL 7.0 and 2000, Microsoft Word, Access, and Excel, ColdFusion (5.0) ® for Web page logic and development, Adobe Photoshop ® for graphics and images, Dreamweaver ® Ultradev for Web development and design, Firework ® for graphics, Microsoft’s MS Word ® for production reports, and Watchfire’s Bobby 5.0 ® software for Section 508 compliance.

4.2.6.1 TMI&S Web Site Support (SOW 2.2.6.1) 
The RGII Web/Database team will continue to provide support for the TMI&S public and private Web sites including  design, development, and maintenance for the Web sites and monthly reports (Deliverable 16).  The RGII Web/Database team will continue to develop new and dynamic reports in the private Web sites that are in Microsoft Word ® format as well as using dot Net (.Net) technology to efficiently build Web sites with maximum, user-friendly capabilities.

The RGII Web/Database team will: 

· Design, develop, and maintain hypertext markup language (HTML) Web pages and the latest ColdFusion Markup Language (CFM), that are technically compatible with the HA/TMA Web servers and DOD authorized browsers.  We have the technical experience in performing this task, and bring over twelve years of cumulative experience directly related to supporting TMI&S, and are highly skilled in developing dynamic Web pages that are compatible with HA/TMA ColdFusion® server, the SQL Database server, the Web servers and all other DoD authorized browsers.

· Design, develop, and maintain HTML Web pages that include HA/TMA and industry standard identifications tags, such as page titles, page descriptions, page POC, page review and updates.  

· Design, develop, and maintain graphical images used on HTML Web pages. 

· Design, develop and maintain HTML Web pages that are compliant to Section 508 of Public Law 102-569.  We will use the latest state-of-the-art software, including Watchfire’s Bobby 5.0, ® to ensure Section 508 compliance for all new development as we have already accomplished with the current Web site.

· Maintain Web Site information current by attending and participating in periodic meetings (monthly, quarterly) with TMI&S Task Managers and RGII Task Leaders to discuss Web site information updates and required changes.  RGII currently conducts twice a month meetings to discuss, documents and update Web Site information.

· Design, development and maintenance of security and access controls as appropriate for the private Web sites through administration of user permissions and privileges for the private Web sites and databases. 

· Provide a Monthly Reports of all Web Site Information Modifications. (Deliverable 17).  The RGII Web/Database team will provide a monthly report on all technical modifications and updates to the TMI&S’s public and private Web sites, including a summary of the design, development, and maintenance.

In addition, the RGII Web/Database team will provide the Task Manager a Monthly Report of Authorized and Guest Users for the Private TMI&S Web site.  This report will be updated by the DITSCAP database dynamically as the status of Web users is updated; and it can be sorted per a current monthly basis in real time.  We will provide, refine and expand this report to include TMA’s Architecture and Standards, Integration and Interoperability, and Information Assurance users.  

4.2.6.2 TMI&S Database Support (SOW 2.2.6.2)
RGII knows from first-hand current experience that database design, development, and maintenance are an essential supporting element of the TMI&S mission. We will design, develop, and maintain all the various databases necessary to support the TMI&S using standard HA/TMS tools, and in compliance with DoD, Federal and MHS Information Security Requirements. This support will includes:

· Programmatically controlled security to prevent unauthorized access to data. 

· Form based Graphics User Interface (GUI) to prevent users from directly accessing data tables.

· Flexible reporting that allows users the ability to programmatically control reports at runtime.

· Advanced search features to provide flexibility in locating data.

· Compaction and backup of the database on a weekly basis.

· Creation and maintenance of user manuals and training guides.

· Provide a minimum user population with application support and user training, as required.

· Maintain a record of configuration changes for all the TMI&S databases supported, and provide the Government with a report of the TMI&S Databases Modifications on a monthly basis (Deliverable 18). RGII is currently providing this support for the Technical Integration Working Group (TIWG) and the Unclassified but Sensitive Internet Protocol Router Network (NIPRNet) – Exhibit 4-16, located on the shared government network “G” drive; the Technical Architecture (TA) database located on the shared government network “S” drive, and the DITSCAP database residing on a government private Web server.  
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Exhibit 4-16: NIPRNET Tracking Database

4.2.6.3 IA C&A Database Support (SOW 2.2.6.3)
RGII will maintain an Information Assurance database to store the MHS DoD Information Technology Security Certification and Accreditation Process (C&A Process) information. We will continue to work closely with the government and IA team to provide perpetual development and modification of the IA database, designing and developing new reports for incorporation as required by the government. Each new IA C&A Database Report will be developed and delivered within one week after final government acceptance of the report format (Deliverable 19). Database Support will include, but not be limited to, the following activities:

· Data will be tracked at multiple levels.

· Due date, percentage completed, and date returned will be tracked for each iteration of documentation review.  Date received will be color coded according to due date.

· Multiple iterations of data entries will be tracked.

· Due dates and actual dates will be tracked for each activity, and all dates will be archived to track “slippage”.

· “Miscellaneous” LOEs and travel costs will be tracked.

· New data elements will be added to help track the C&A Process more closely.

· New forms will be developed as needed to input data based on C&A Process.

· New reports will be developed to make effective use of the data being tracked.

· User training will be provided on the IA Database as required. 

· The IA Database User’s/Training Manual will be maintained, and updated quarterly or as directed by the Government, to reflect changes made to the structure of the IA Database (Deliverable 20).  
4.2.6.4 Technical Integration Working Group (TIWG) Database Support (SOW 2.2.6.4)
RGII will maintain the office automation and Access database for the TIWG, including an electronic folder containing the history of all meeting notes and agendas for all TIWG meetings.
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Exhibit 4-17: TIWG Tracking Database

4.2.6.5 Technical Standards Database Support (SOW 2.2.6.5)
RGII will maintain the MHS Technical Standards Database in MS Access (Exhibit 4-18).
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Exhibit 4-18: Technical Standards Database

4.2.6.6 Other Database Support (SOW 2.2.6.6)
Our experienced TMA and MHS database experts will design, develop, and maintain other database office automation support as directed by the Task Manager to include documentation and reporting requirements for all new databases and database upgrades (Deliverable 21).
RGII Advantage

RGII provides TMI&S with the advantage of current hands-on knowledge, expertise, and thorough understanding of the dynamic requirements for continued design, development, and maintenance of the TMI&S Web sites.  The RGII Web /Database team has maintained continuity throughout the current support effort, is expertly tuned to the specific needs, and is propos of the client.  

4.2.6 Management Control Program (MCP) (SOW 2.2.7)

The MCP ensures mission and program objectives are efficiently and effectively accomplished; programs and resources are protected from waste, fraud, abuse, mismanagement, and misappropriation of funds; controls exist which govern the organization’s activities; laws and regulations are followed; and financial reporting is reliable as viewed in the MCP Conceptual Model (Exhibit 4-19).


RGII has in-depth knowledge of the TMI&S MCP having supported the program for the past two years.  The experienced and knowledgeable RGII staff will provide the highest level of productivity and responsiveness to TMI&S .

Exhibit 4-19:  MCP Conceptual Model
A major product of the MCP is the IMT&R Annual Statement of Assurance (ASA) model (Exhibit 4-20)
Exhibit 4-20:  MCP Annual Statement of Assurance

RGII has consolidated and drafted the TMI&S input for the ASA for the past two years and, therefore, has the expertise to continue this in the future.  RGII understands what must go into the 
ASA, and how to meet the requirements of the IMT&R submission.  In addition to the ASA, Vulnerability Statements of the TMI&S MCP Assessable Units must be completed.  RGII has coordinated the completion and submission of these Vulnerability Statements, and will provide the necessary support of this effort.  RGII also coordinated the updating and revision of the functions and activities of the TMI&S Assessable Units, and provided guidance on the completion of Risk Assessments for these units by TMI&S staff members.

RGII will, as directed, represent TMI&S at the monthly IMT&R MCP meetings, as well as other meetings called to discuss specific TMI&S MCP activities.  As required, RGII will develop briefings in support of TMI&S presentations and MCP action items.

4.2.6.1 RGII Advantage

The intimate knowledge RGII has of the TMI&S MCP and the IMT&R MCP process provides for a high level of responsiveness and support.  RGII brings experience and knowledge that cannot be matched by any of our competitors.  RGII has also demonstrated their responsiveness in supporting the MCP requirement.  This was demonstrated in RGII’s response to the shorten timeframe for submission of the last two ASA reports, yet through the dedication and responsiveness of RGII, both reports were submitted ahead of schedule.

5 Past Performance

RGII offers a unique blend of outstanding, relevant capability, and experience. Our Past Performance significantly demonstrates our corporate ability to execute the proposed work for TMI&S in a cost-efficient manner, delivering products that exceed expectations, and exercise approaches – both management and staff, that encourages and obtains TMI&S satisfaction and collaboration.

Our program management staff, advisors, and technical experts have successfully supported TMI&S and the MHS in the past with Y2K Independent Verification and Validation and as the incumbent for the proposed MHS Technology Management, Policy, Guidance, Standardization and Planning Support. 

RGII’s success is a direct result of building upon two important assets—personnel and performance, with management processes that incorporate a complete framework of contract compliance, quality assurance and controls, and best client partnership practices. Likewise, each of these projects clearly demonstrates a commitment by RGII to deliver quality products and services to our clients.

Throughout the last eight years our support services have been demonstrated in a wide array of customer contracts.  RGII uses disciplined, repeatable processes and procedures to ensure quality. Moreover, our strong commitment to total customer satisfaction sets us apart from other companies and drives us to continuously improve our techniques and results in timely delivery of cost-effective products and services, exceeding our clients’ expectations. 

RGII has described four (4) references for Past Performance in Appendix B and summarized in Exhibit 5-1 below.
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Exhibit 5-1:  Past Performance Summary

Appendix B describes related DoD support efforts undertaken by RGII within the last three years.  All projects described in this section support major Automated Information Systems for implementing mission driven business process improvement and reengineering efforts or provide services directly supporting these major acquisition programs.  These projects have focused on Architecture and Standards, Integration and Interoperability, Identity Protection and Management, Information Assurance, Web site, Database and Technical Analysis, and Management Control Program (MCP) support.  RGII’s commitment to the delivery of quality products and services within schedule and budget has been clearly demonstrated by our past performance. Quality assurance is considered an integral element of all of our project plans, starting with contract proposal preparation and continuing through project completion. Quality assurance is not an afterthought or an independent task and as such, the following procedures are consistently incorporated into RGII products and services:

· Our project teams conduct daily in house meetings to review progress and evaluate cost, schedule, and technical (quality) performance.
· All contract deliverables are subjected to a quality review prior to submission.
· Our Program Manager will meet daily with the government task manager to review RGII progress and obtain performance feedback.
· Our Task Leaders will meet daily with their government counterparts to review taskings, provide status of contract deliverables and ad-hoc tasks and obtain performance feedback  
· Our Quality Assurance Manager will independently evaluate our processes, deliverables, and overall performance.
· At least monthly, our Quality Assurance Manager will meet with the Client Task Manager (or designee) to request an independent quality rating from the perspective of the client.
· Our Program Manager will assemble all cost, schedule, and technical performance data at the end of each month.  The data will be evaluated to score our overall performance, determine trends, identify problem areas, and implement necessary corrective action plans.
· Our cost, schedule, and technical (quality rating) performance will be presented and evaluated in our Monthly Progress Reports.
· Our performance measurement plan includes continuous feedback from the client.  Client inputs regarding performance metrics, strengths, problems, and suggested changes will point the way toward continued improvement.
6 Quality Control 

6.1
Introduction
The RGII Quality Control/Assurance Manual provides documented policies and procedures under which we operate in accordance with ISO 9001:2000 and the SEI/CMM Level II/III quality and requirements standards. The purpose of the TMI&S Quality Control Plan (Deliverable 30) is to document the policies and procedures that RGII will use to monitor and provide oversight of the work performed by the RGII team that will continue to provide Management Support for Architecture and Technical Standards; Integration and Interoperability; Identity Protection and Management; Information Assurance, Web and Database support, and a Management Control Program for the TMI&S Directorate in support of the Military Health System (MHS) Chief Information Officer (CIO). An initial Quality Control Plan/Approach is documented in this section and a final plan will be delivered within thirty days after contract award.  The quality control processes described herein, developed over the past 15 years at RGII, provide a structured repeatable approach, and are well documented and fully implemented throughout the company.  

RGII is dedicated to deliver timely quality services that are competitively priced and meet or exceed the TMI&S Directorates expectations.  Our quality control approach satisfies the objectives through the implementation of a series of standards, procedures and continuous internal monitoring and review of the performance metrics.  Our approach to quality control is to build in quality by continually verifying and validating our compliance with the contract requirements, and ensuring that we are exceeding the government’s requirements and expectations through direct government feedback and survey response.   The RGII quality control approach includes: 1) establishment of capable processes 2) monitoring and control of critical processes 3) establishment of mechanisms for feedback of performance 4) implementation of an effective analysis and corrective action system and 5) continuous process improvement program.

RGII was founded on the principle that providing quality products and services to its customers is essential for RGII growth.  RGII has been eminently successful in adhering to this principle and has therefore grown progressively since its incorporation.  We also believe that an effective organizational structure that provides monitoring and oversight to the RGII team as depicted in Exhibit 6-1, from the RGII CEO to the RGII team, is crucial to the fulfillment of this principle and key to the development and implementation of a sound contract Quality Control Plan.

Exhibit 6-1:    Monitoring and Oversight for the TMI&S Management Support Contract

6.2
Responsibility and Authority

Chief Executive Officer.  Mrs. Kathryn B. Freeland is the CEO of RGII and has executive responsibilities and authority.  She is responsible for the RGII Quality System and seeks out feedback directly from the client via scheduled meetings to ensure customer satisfaction with the quality of service.  In addition to managing the company and directing business development to support stable and prosperous growth, she provides vision, guidance, framework, and policy for RGII.

Vice President.  Mr.  Kenneth Kmiec is the Vice President for the Information Management Solutions Division. He promotes and provides corporate-wide quality control on contract deliverables; and provide technical and administrative insight into existing, follow-on, and new business.  He monitors the resolution of customer reported quality problems, promotes continuing improvements in the Quality Control System, and reviews and approves selected deliverables. He reports to the CEO and manages business operations, financial performance, client satisfaction, and enhancing project management effectiveness and efficiency.  Mr. Kmiec assigns the Program Managers (PM).

Program Manager. Mr. Barry McCann, Program Manager, is an experienced professional who was chosen to supervise and coordinate the quality control operations with the Task Leaders.  The Program Manager coordinates the efforts of the Task Leaders by promoting teamwork and avoiding duplication of effort.  He monitors, reviews and endorses contract deliverables and management documentation including RGII’s Management Plans, Monthly Progress Reports, Security and Engineering analysis, documentation, and utilization reports, and forwards them to the VP for approval.  He monitors the performance of contract by scheduling and conducting in house contract reviews.  He monitors costs by evaluating, endorsing and forwarding travel and other direct costs requirements to the VP.  He reviews and revises deliverables. He also meets daily with the government COR to ensure quality leads are maintained and/or exceeded on an ongoing basis.  

Task Leaders.  Our Task Leaders are experienced individuals chosen by the Program Manager and VP. They serve as the liaison between RGII and the TMI&S contract officials with respect to contract technical and administrative matters, management decisions, and concerns.  The Task Leader supervises the activities of the team personnel.  They monitor, control, and provide technical assistance to the project team personnel; review and direct the daily activities of the project team; and provide first level quality control of contract deliverables.  They directly supervise the project team personnel, continually monitor their performance, and inspect deliverables (including ad-hoc) prior to forwarding them to TMI&S.

The requirements of the tasks, the skills and experience necessary to successfully execute the tasks and procedures outlined in the Quality Control plan will ensure that service levels exceed the required levels throughout the period of performance.  This will ensure that the government’s quality assurance program which surveys the quality of products and services delivered by RGII, exceeds performance requirements.  

RGII’s Quality Control Approach addresses the processes, procedures, and metrics that will 

· Assure quality while meeting milestones and timeline dependencies for subsequent activities;

· Predict successful outcome within cost and on schedule;

· Minimize spelling, grammatical or punctuation errors and assuring accurate content; 

· Minimize duplicative Government reviews of deliverables, briefings, guidance documents and informational papers;  

· Manage resources across task areas to eliminate duplicate efforts and maintain quality in completing assignments.

· Manage this order to achieve the established standards set forth in the Government-provided performance standards.

Exhibit 6-2:  Quality Control Approach 
As shown above in Exhibit 6-2, this approach provides RGII the proactive quality control methodology that will provide the COR with verifiable input for the government’s quality assurance program and Past Performance Information Assessments.  

6.3
Processes, Procedures, and Metrics 

6.3.1
Processes

An important feature of achieving quality is the ability to measure both process quality and product quality, and to provide quantitative feedback from the process and from testing innovative ideas and technologies.  Our quality process includes:

· Full and Open communication with and between the government and the RGII team;

· Planning the work;

· Working the plan;

· Defining and controlling work processes;

· Reviewing the process to ensure adherence and to identify process defects for correction and process improvement;

· Reviewing the products to evaluate achievement of the objectives, requirements, and customer satisfaction through the use of  “peer-to-peer”reviews, General Support team reviews, Task Leader reviews, program manager reviews and RGII management reviews;

· Continuing improvements/Total Quality Management is practiced through specific program processes, such as all-hands meetings, open door policy, and peer review.

The review process begins with clear requirements and guidelines established through a work plan.  The RGII team maintains a continuous diary of steps taken, methods used, intermediate results, problems encountered, problem resolutions, coordination, and other implementation information. To minimize duplicative Government reviews of deliverables, briefings, guidance documents and informational papers, the government Task Manager and the respective RGII Task Leader will discuss their understanding of the task and required suspense. Task Leaders will progressively meet/discuss the development of the required document(s) with the Task Managers.

To minimize spelling, grammatical or punctuation errors and assure accurate content, the RGII team will use “peer-to-peer” reviews, General Support Team reviews and Task Leader reviews as well as the software tools provided on the government network. 

Our daily RGII Program Manager and Task Leader interactions and weekly group Program Manager to Task Leader meetings where “suspense” status and new or changing dependencies will be reviewed discussed and monitored to assure quality while meeting milestones and timeline dependencies for subsequent activities. RGII will use our RGII Task Management System to monitor requirements. 

To managing resources across task areas, eliminating duplicate efforts and maintain quality in completing assignments the RGII Program Manager will maintain oversight of resource utilization across tasks areas to eliminate duplicate efforts by assigning a Task Leader with primary responsibilities and the supporting roles of the other Task Leaders. Individual Task Leaders will ensure their respective Task Manager has “buy-in” before a consolidated product is delivered.

Although the delivery of quality reports is a team effort, the primary responsibility for the technical soundness of reports and documents for TMI&S rests with the Program Manager, who ensures that qualified personnel are assigned as document authors.  The Program Manager manages report preparations from outline to final production and ensures that guidance, policy, directives, and reports (documents) are prepared following a deliberate methodology to ensure that technical and administrative direction issued by TMI&S is embedded prior to final delivery.  

6.3.2
Procedures 

Internal Quality Control, Inspection, and Peer Review System

RGII’s internal quality control, inspection, and peer review feedback system facilitates internal and external monitoring and auditing of deliverables and performance.  The Program Manager will lead and manage the RGII team in accordance with established RGII documented policies and procedures contained in the Quality Assurance Plan and RGII’s internal Program Management Plan.  The Program Manager initiates and coordinates project management principles, quality control, inspection, and feedback to enhance the quality of services and products and only assign qualified personnel responsible for authoring and reviewing (peer review) deliverables.

The deliverable inspection process is shown in Exhibit 6-3.  In order to ensure that the quality inspection of deliverables does not adversely impact schedule, the Program Manager will plan five working days for inspection, review and editing of deliverables.  If the five-day requirement is not permissible, the Program Manager will identify special review requirements to allow for adequate reviews.   

Exhibit 6-3: Deliverable Inspection and Peer Review Process

In-Progress Reviews

In-Progress Reviews address cost, schedule, or performance issues related to the contract and obtain customer feedback.  They are conducted periodically as described in the contract or as required by the customer.  The quorum for these reviews include the government Project Manager and Task Managers, the COR, the RGII Program Manager and Task Leaders. Feedback from the reviews is taken by the Program Manager to initiate corrective action.  Program Manager Presentations and minutes associated with operations reviews are quality records and are maintained in the deliverables files.

Customer Satisfaction Surveys

The annual RGII Customer Satisfaction Survey, Exhibit 6-4, is the internal mechanism used by which areas of performance are graded.  The survey and the respective results are maintained as quality control records by the corporate quality management representatives.  The results are shared with the VP and PM to share with the team while ensuring corrective action is taken on problem areas, if applicable.    
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Exhibit 6-4:  RGII Performance Survey Form

6.3.3
Metrics

RGII values its reputation for being a first-class, award winning information technology company and is committed to developing and implementing effective performance measurements.  It is through such measures that RGII remains a high-performance organization.  Our performance measures are driven by RGII’s Seven Guiding Principles:

· Earn Our Clients’ Respect

· Partner with Our Customers

· Ensure Superior Performance

· Deliver Quality & Value

· Operate with Integrity

· Keep Costs Competitive

· Value Our Greatest Asset: Our Employees

Performance metrics are the comparison of actual levels of performance to pre-established target levels of performance.  RGII utilizes performance metrics information at all levels of management to provide a view of current, past and future levels of performance, drive continuous improvement, measure overall effectiveness, and chart the progress being made on organizational activities as well as customer-driven activities.  Data collected is then used as a management tool to ensure an unsurpassed level of performance, to establish accountability for performance at all management levels, and to identify opportunities for re-engineering and reallocation of resources if and where required.

Performance incentives are a fair Government management tool to reward RGII on its ability to provide skilled resources and services to support the technical functions of TMI&S.  The ultimate goal of the RGII Quality Control Approach is to provide reliable and skilled services, with a “can do” attitude, to assist TMI&S in its mission supporting Military Health.  

Exhibit 6-5 outlines the RGII control metrics and performance incentives.  Our approach is one of partnership with TMI&S, linking TMI&S Performance Standard matrix to our Quality Control Matrix.  

	Task
	Indicator
	Standard
	Max Error Rate
	Method of Surveillance
	Incentive

	1.  Provide MPPR
	Completed accurately and on time
	Delivered no more than 2 days past due date 
	One MPPR delivered later than 2 days past due date per year 
	Observance and feedback from PM, COR, and TMs
	Positive Performance Evaluation

	2.  Respond to high priority meetings
	TMI&S mission requiring on-site support is available
	Response to TMI&S staff member within 15 minutes of a request
	Respond later than 15 minutes once per month
	Observance and feedback from TMI&S staff
	Positive Performance Evaluation

	3. Customer support request for PKI Certificate


	Completed accurately and on time
	Requests done within 3 working days without TMI&S revision
	Two requests can be completed in more than 3 working days per year
	Tracking log reviewed by the TM
	Positive Performance Evaluation

	4. Track and report NIPRNet Compliance
	Completed accurately and on time
	Reports completed weekly and submitted to Task Manager on day required
	One report per month can be submitted later than day required
	Observance and feedback from TM
	Positive Performance Evaluation



	5. Provide working group master schedules
	Completed accurately and on time
	Completed quarterly for a 90 day period and submitted to working group chair or designee on day required 
	One master schedule per year can be submitted later than required
	Observance and feedback from TM
	Positive performance evaluation

	6. Maintain Information Assurance User’s/Training Manual
	Completed accurately per quarterly update
	Two pages need to be changed per quarterly update
	No more than 8 pages need to be changed per quarterly update
	Manual reviewed by the TM
	Positive Performance Evaluation

	7.  Ensure DOD Information Technology Registry (DISR) medical standards are reviewed and updated in accordance with Government requirements
	Completed accurately and on time
	DISR change requests conform to Defense Information Systems Agency (DISA) and TMI&S requirements
	One DISR change request per quarter can be incomplete and  submitted to the Task Manager later than required
	Observance and feedback from TM
	Positive Performance Evaluation

	8. Distribute, track and report IAVA & CERT Compliance
	Completed accurately and on time
	Reports completed as required and submitted to Task Manager on day required
	One report per month can be submitted to the Task Manager later than required
	Tracking log reviewed by the TM
	Positive Performance Evaluation




Exhibit 6-5:  RGII Quality Control Metrics
6.4
Expected Results

RGII believes that the most important driver of breakthrough improvement is leadership, creativity, and innovation which provides for quality services and products. Our executives lead and mentor their people in the right directions and assure that their actions are linked to quality performance. They deploy resources to the highest impact areas and not try to solve every problem in the company. To accomplish this, they are trained and experienced in the use of improvement methodologies and on how to integrate these methodologies into an overall business improvement strategy in support of TMI&S. Our repeatable processes are defined, documented, standardized, and integrated, and will yield quality products for TMI&S that are consistent and manageable.  RGII uses processes embedded with sound technical practices and will use it to exceed the needs of the task.

7 Deliverables 
Exhibit 7-1contains the deliverables that will be provided as part of this proposal.

	Deliverable
	Proposal Ref
	Title
	Dist
	E
	H
	Deliverable 

Due Date

	1
	8.5.2.2
	Non-Disclosure Agreement.
	AM

COR
	
	1

1
	Prior to performing any work on this task.

	2
	4.1.1
4.2.2.2.1F

4.2.2.2.2B

4.2.5.3E
	Monthly Performance and Progress Report.
	AM

COR
	1

1
	1

1
	NLT 45 DACA
And NLT 15th of each month

	3
	4.1.2
	Subcontract Expenditures Report.
	AM

COR
	1

1

	1

1
	N/A

	4
	4.2.2.1J

	Architecture & Technical Standards.

Written Recommendations for Proposed DISR Changes.
	TM

COR

	1

1

	1

0

	As Directed


	5
	4.4.2.2.1B
	Architecture & Technical Standards.

Maintain the Baseline Technical Standards Profile.
	TM

COR

	1

1

	1

0
	As Directed


	6
	4.2.2.2.1B
	Architecture & Technical Standards.

Maintain the Target Technical Standards Profile.
	TM

COR

	1

1

	1

0

	As Directed


	7
	4.2.2.2.1C
	Architecture & Technical Standards.

Maintain Technical Standards Forecast.
	TM

COR

	1

1

	1

0

	As Directed


	8
	4.2.2.2.1E
	Architecture & Technical Standards.

Maintain & Update the MHS Technical Standards Configuration Management Plan.
	TM

COR

	1

1

	1

0

	Semi Annual

	9
	4.2.2.2.1H
	Architecture & Technical Standards.

MHS Enterprise Architecture Updates.
	TM

COR

	1

1

	1

0
	Expected Semi-Annually

	10
	4.2.3.8C
	NIPRNET SNAP.

Provide SNAP Status Report.
	TM

COR

	1

1

	1

0

	Weekly

	11
	4.2.4F
	PKIWG

Attend and provide meeting support/conference summaries or reports.
	TM

COR

	1

1

	1

0

	As Directed

	12
	4.2.4.1C
	PKI RA/LRA

Update the TMA RA and LRA Certificate Practice Statement (CPS).
	TM

COR

	1

1

	1

0

	As Directed

	13
	4.2.5.3
	IA Program Support

Reports and responses to Federal, DoD and Service- level data calls in support of IA initiatives.
	TM

COR

	1

1

	1

0

	As Directed


	14
	4.2.5.5C
	Support IAVA & CERT Activities. Track and verify the responses provided by the MHS components to the individual IAVA and CERT submissions.

	TM

COR

	1

1

	1

0

	As Directed

	15
	4.2.5.6B
	Develop IA Responses and Recommendation to queries from the MHS PEO, Program Managers, Directors and Contractors.
	TM

COR

	1

1

	1

0

	As Directed

	16
	4.2.6.1


	TMI&S Web site Support. 

Maintain and Update TMI&S Web sites.
	TM

COR

	1

1

	1

0

	Monthly

	17
	4.2.6.1G
	TMI&S Web Site Support. Provide Government 

Reports of all Web Site information modifications.
	TM

COR

	1

1
	1

0

	Monthly


	18
	4.2.6.4F
	TMI&S Database

Report of the TMI&S Databases Modifications.
	TM

COR

	1

1

	1

0

	Monthly

	19
	4.2.6.7J
	TMI&S Database Support and Develop New IA Database Reports.
	TM

COR

	1

1

	1

0

	Weekly- As Directed


	20
	4.2.6.7
	TMI&S Database Support. Maintain IA Database User’s Training Manual.
	TM

COR

	1

1

	1

0

	Quarterly or as directed


	21
	4.2.6.12
	Other Database Support

Design, develop and maintain additional database office automation support and supporting databases or/or upgrades as needed.
	TM

COR

	1

1

	1

0

	As Directed


	22
	4.2.1.1H
	General Support

The Contractor shall develop and maintain a work group Master Schedule including current and projected agenda items for the next 90 days.
	TM

COR

	1

1

	1

0

	Quarterly


	23
	4.2.1.3B
	General Support

Review and assess Federal, DoD and Industry policies and guidance for potential impacts to the MHS.  Provide comments and recommendation on the potential impacts of these policies to the MHS.
	TM

COR

	1

1

	1

0

	As Directed


	24
	4.2.1.3C

4.2.5.6A

4.2.4I 
	General Support

Provide research and analysis, recommendations and informational papers (white papers, position papers, investigation research, and findings) to support the MHS implementation of Federal, DoD, MHS, and Service level requirements.
	TM

COR

	1

1

	1

0

	As Directed


	25
	4.2.1.1G
	Action Item Status Report.  Provide meeting support, minutes, and Action Item Status Report.
	TM

COR

	1

1
	1

0
	Monthly

	26
	4.2.1.3D

4.2.5.2F 
	General Support

Prepare briefing materials or other informational papers to support TMI&S.
	TM

COR

	1

1
	1

0

	As Directed


	27
	4.2.4H

4.2.1.3E
	General Support

Develop, maintain and revise MHS policy and guidance documents.
	TM

COR

	1

1

	1

0

	As Directed


	28
	8.8.1
	Option Item:  Incoming Transition Plan.
	AM

COR

	1

1

	1

1

	

	29
	8.8.2
	Option Item:  Outgoing Transition Plan.
	AM

COR

	1

1

	1

1

	

	30
	6.1
	Quality Control Plan.
	AM

COR

	1

1
	1

1
	With Proposal
30 DACA

	31
	4.2.5.1A
	Develop, update and maintain procedures to assess compliance with the MHS IAP.
	TM

COR

	1

1
	1

0
	Quarterly

	32
	4.2.5.1I

	Investigate new IA technology; understand new IA products and provide recommendations for implementation within the MHS.
	TM

COR
	1

1
	1

0
	As Directed

	33
	4.2.1.1I
	Prepare and disseminate monthly meeting agendas.
	TM

COR
	1

1
	1

0
	As Directed


Exhibit 7-1 Deliverables Table
8 Other Contract Requirements 

8.1 Place of Performance
RGII will perform all contract activities at the RGII facility located at the Skyline Building Complex Falls Church, Virginia.  The address is 5111 Leesburg Pike, Suite 300, Falls Church, Virginia 22041.  This facility is within 15 minutes from the TMI&S office.
8.2 Period of Performance
RGII understands the period of performance for this contract to be:

· Base Year:  1 October 2005 – 30 September 2006

· Option 1 – October 2006 – 30 September 2007

· Option 2 – October 2007 – 30 September 2008

· Option 3 – October 2008 – 30 September 2009
8.3 Organizational Conflict of Interest

There is no real or perceived Organizational Conflict of Interest. RGII is a Category 2 vendor amd has no Category 1 or 3 contracts. The signed copy of the TMA Organizational Conflict of Interest certification statement is contained in Appendix C.  

8.4 Information Assurance
General Security Requirements.  RGII will establish appropriate administrative, technical, and physical safeguards to protect any and all Government data, to ensure the confidentiality, integrity, and availability of government data.  As a minimum, this will include provisions for personnel security, electronic security and physical security as listed in the sections that follow:

8.4.1 Health Insurance Portability and Accountability Act (HIPAA)
RGII will comply with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) (P.L. 104-191) requirements, specifically the administrative simplification provisions of the law and the associated rules and regulations published by the Secretary, Health and Human Services (HHS) and the published TRICARE Management Activity (TMA) implementation directions. This includes the Standards for Electronic Transactions and the Standards for Privacy of Individually Identifiable Health Information. RGII will comply with all HIPAA-related rules and regulations as they are published and as TMA requirements are defined (including security standards, identifiers for providers, employers, health plans, and individuals, and standards for claims attachment transactions).
8.4.2 Personnel Security
RGII will comply with DoD Directive 8500.1, Information Assurance, DoD Instruction 8500.2, Privacy Act Program Requirements (DoD 5400.11), DoD Health Information Privacy Regulation (DoD 6025.18-R) and Personnel Security Program Requirements (5200.2-R). 

RGII will fulfill the following personnel security requirements:

· RGII  will notify the TMA Privacy Office when a non-U.S. citizen has been submitted for an investigation. RGII will Initiate, maintain, and document minimum personnel security investigations appropriate to the individual’s responsibilities and access to MHS Sensitive Information (SI).
· RGII will immediately report to the appropriate government representative if any employee filling a sensitive position receives an unfavorable National Agency Check (NAC) adjudication, or if information that results in an unfavorable NAC becomes available.  RGII will notify the TMA Privacy Office within five working days if at any time an employee has privileges revoked to a DoD data or system data because of security concerns.
· RGII will immediately deny access to any automated information system (AIS), network, or MHS SI information to the employee if, at any time, the individual receives an unfavorable NAC adjudication, or if directed to do so by the appropriate government representative for security reasons.
· RGII will ensure all personnel receive information assurance (AI) training before being granted access to DoD AISs/networks, and/or MHS SI information.
· RGII will ensure all personnel are designated as ADP/IT-I, ADP/IT-II, or ADP/IT-III where their duties meet the criteria of the position sensitivity designations.  Each employee will complete and submit the SF 85P, “Questionnaire for Public Trust Positions,” fingerprint forms, and such other documentation as may be required by the Office of Personnel Management (OPM) to open and complete investigations.  
· RGII will ensure all employees receive the appropriate security investigations and are favorably adjudicated for their designated positions.
· RGII will ensure all employees complete DoD information assurance training, annually.
8.4.3 Electronic Security
RGII will develop and maintain the DITSCAP documentation for all RGII systems/networks with a physical or logical connection to a DoD DITSCAP certified network. RGII will modify the DITSCAP documentation as needed to identify security risks, how security risks are addressed and the specific mitigation strategies. RGII will cooperate with and assist the Government’s (MHS) DITSCAP C&A Team during all phases of the C&A process by providing documentation in accordance with the MHS DITSCAP C&A team schedule. RGII will also put in place processes that provide and ensure at least a C2 level of security protection for any contractor-owned contractor-operated (COCO) AISs/networks that process DoD Sensitive Information (SI).
8.4.4 Information Systems (IS)/Networks Physical Security
RGII will employ physical security safeguards for IS/Networks involved in processing or storage of Government Data to prevent the unauthorized access, disclosure, modification, destruction, use, etc., and to otherwise protect the confidentiality and ensure use conforms with DoD regulations.  RGII will support a Physical Security Audit performed by the Government of the contractor’s internal information management infrastructure.  

RGII will correct any deficiencies identified by the Government of the contractor’s physical security posture.  RGII will follow all requirements in the MHS Information Assurance Policy regarding physical security, once the draft policy is formally approved and released.
8.5 Enterprise Architecture
RGII will adhere to the goals, standards, guidelines, products and processes established and approved by the MHS Enterprise Architecture Board, Chief Enterprise Architect or higher level of authorities 

8.5.1 Dissemination of Information/Publishing
RGII will not disseminate or publish, except within and between the Contractor and any subcontractors or specified Integrated Product/Process Team (IPT) members who have a need to know, of information developed under this order or contained in the reports to be furnished pursuant to this order without prior written approval of the TMA Task Manager or the Contracting Officer.  TMA approval for publication will require provisions which protect the intellectual property and patent rights of both TMA and the Contractor.

8.5.2 Identification of Contractor Employees
RGII employees attending meetings, answering Government telephones, and working in other situations where our contractor status is not obvious to third parties will identify ourselves as such.  RGII will ensure that all documents or reports produced by contractors are suitably marked as contractor products or that RGII participation is appropriately disclosed.

8.5.2.1 Badges
RGII personnel will wear their company badges during all meetings.  RGII personnel shall wear TMA provided contractor badges in Government spaces during the performance of this order.

8.5.2.2 Non-Disclosure Agreement
RGII personnel will sign one version of the Non-disclosure statement (Deliverable 1), as required, on behalf of the company and will ensure that all staff assigned or performing on this Delivery Order execute and adhere to the terms of the agreement.
8.6 Government Furnished Equipment/Information

RGII will require the use of the Government Furnished Equipment (GFE) listed in Exhibit X , keys/codes for access to government facilities, as well as network connectivity on the HA/TMA network to ease the sharing of information with TMI&S.  We will maintain a detailed inventory accounting system for GFE and provide an updated report in the MPPR (Deliverable 2)
	Vendor ID
	Model Number ID

	Gateway
	2000 P5-200

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	DHM

	Dell
	Inspiron 7000 Laptop Computer

	Dell
	Inspiron 7000 Laptop Computer

	Dell
	Inspiron 7000 Laptop Computer

	Dell
	Inspiron 7000 Laptop Computer

	Dell
	Latitude Laptop Computer

	Hewlett-Packard
	LaserJet 4300 DTN

	Xerox
	Phaser 6200 Color Printer

	Hewlett-Packard
	Scanner

	Panasonic
	Cassette Transcriber, 2 each

	Daewoo
	TV/VCR Combination

	Polaroid
	LCD Projector

	Linksys
	Wireless-G Notebook Adapter

	Linksys
	Wireless-G Notebook Adapter

	Linksys
	Wireless-G Notebook Adapter

	Linksys
	Wireless-G Broadband Router

	Dell
	Inspiron 7500 Laptop Computer

	Hewlett-Packard
	LaserJet 8150N

	Xerox
	Phaser 6250


8.7 Key Personnel

RGII will have all key personnel available October 1, 2005.  RGII agrees that prior to removing, replacing, or diverting any of the specified individuals, we will notify the affected Project Manager, Task Manager and COR reasonably in advance and provide the plan to ensure the requirements of the contract are met and acceptable to the Government.  

8.7.1 Hours of Work

RGII will ensure staff coverable during the customer agency normal hours of 0800 to 1700 each business day (excluding ten official Government holidays).  

8.8 Transition Plan

8.8.1 Incoming Transition 

As the incumbent, RGII will not require an incoming transition or Start-up Plan (Deliverable 28). If awarded, the RGII team will continue to operate under their existing roles and responsibilities. 

8.8.2 Outgoing Transition 

RGII will submit a transition or Phase-Out Plan within thirty days following notification of intended termination.  

The Phase-Out Plan to ensure a smooth transition to the new contractor’s support model. The following items will be included in the Phase-Out plan (Deliverable 29):

· Coordination with Government representatives for each task area, 

· Review, evaluation and transition of current support services,

· Inventory and transition historical data, e.g. memos, letters, correspondence, regulations, reports, documents, and the contract document library,

· Review and transition government approved training and certification process, 

· Orientation phase and program to introduce Government personnel, programs, and users to the Contractor's team, tools, data/databases, methodologies, business processes, and business processes,

· Inventory and transition agreement documents, e.g., software licensing agreements, Memorandum of Agreements/Understanding, and Inter Service Agreements,

· Inventory/Transfer Government Furnished Equipment (GFE) and Government Furnished Information (GFI) assets,

· Review, evaluate and transition current program management items such as: hardware/software, equipment, procedural manuals/guidelines, and operation instructions, 

· Review/transition lessons learned and metrics captured during the period of performance, and 

· Prepare Customer Satisfaction Survey.

RGII will establish a Transition Team, lead by the Program Manager and Task Leaders, to oversee and insure a smooth transition.  RGII will begin working with the new contractor to review documentation, equipment logs, and hardware and software inventories to affect an orderly knowledge transfer. 

Appendix A – Resumes

BARRY MCCANN – PROGRAM MANAGER

SUMMARY
Over 30 years of program, logistics, contracts and financial management, research, and analysis experience in projects ranging from major acquisition programs such as the Military Health System (MHS) Composite Health Care System and the U.S. Navy F/A-18 aircraft to the Saudia Naval Expansion Program.  Currently serves as Program Manager supporting DoD Health Affairs in the areas of Information Assurance, Integration and Interoperability, Architecture and Standards, and Web development.

EDUCATION
B.S., Business Administration, Pfeiffer College
EXPERIENCE
RGII Technologies, Inc.  (Feb 1999 - Present)
Program Manager

Provides program management support to the Technology Management, Integration, & Standards (TMI&S) Directorate of the Department of Defense’s (DoD) TRICARE Management Activity.  Manages a team of 28 personnel providing planning and advisory support for the development and implementation of MHS Information Technology policy to foster integration, data sharing, and security within the MHS. Support consists of research and analysis of laws, regulations, and best practices; development of point papers, policies, briefs, and technical solutions for MHS information assurance; development of an enterprise-wide technical architecture; and support for integration and interoperability programs 

Served as Program Manager for the Year 2000 (Y2K) Independent Verification and Validation (IV&V) Project.  Responsible for providing Y2K IV&V services to the MHS TRICARE Management Activity (TMA).  Provided oversight to a team of 15 responsible for reviewing system documentation, assessing each system’s readiness for Y2K, and preparing reports for the TMA Y2K project office.  The reviewed documentation included Y2K management plans, test plans, test results, system data element dictionaries, user’s manuals, contingency plans, software and hardware configuration information, and other material provided as evidence of a system's compliance status.

Mastech Corp.  (May 1994 –Jan 1999)

Team Leader, Division Leader, Program Manager 

Progressed from Team Leader, to Division Leader and finally to Program Manager supporting the DoD Health Affairs Composite Health Care System (CHCS) Program Office and the Clinical Business Area.  Program Management included Operations, Acquisitions, and Logistics support to the CHCS Program Office.  Responsibilities included managing all facets of support to include, but not limited to: development of a Test and Evaluation Master Plan for the CHCS II automated information system, the creation of statements of work, analysis of delivery order proposals, formulation of government negotiating positions, and development and deployment of hardware and software for the operations and maintenance of the CHCS system at MHS Medical Treatment Facilities (MTFs) worldwide.  Additionally, established an independent government cost estimating team to prepare costing estimates for all program office task statements; this included establishing procedures, training, and actual costing.

tg Bauer Associates, Inc.  (Oct 1993 - Apr 1994)
Program Manager 

Provided program management support to the Naval Air Systems Command, F/A-18 Program Office, FMS division (PMA-265).  Assisted the Malaysian F/A-18 Program Manager in the implementation and sustainment of a multimillion-dollar major weapon systems program.  Responsible for providing overall program information on all facets of the program including program management, financial and budgetary data, and acquisition management.  Monitored the program for financial accuracy based on budgetary information developed.  Recommended actions to correct payment overages and shortfalls.  In support of program information/dissemination requirements, developed recommended charts, reports and briefing materials summarizing program requirements, status, special issues, decisions and actions required.  Attended meetings, and developed summary information to include meeting minutes, identifying technical, cost and schedule issues, actions and milestones.
United State Navy (20 Years)—

Naval Air Systems Command (1991 – Sep 1993)
Business and Finance Manager 
Analyzed, developed and executed requirements for the Integrated Logistics Support of the U.S. Navy F/A-18 aircraft platform.  Developed and funded installation of engineering change proposals on all fleet assets, based on aircraft and modification kits availability.  Directed logistic element managers (i.e. support equipment, training, technical data/publications, spare parts, maintenance/repair) in the development, budgeting and funding of logistics support requirements.  Identified requirements and assisted the Naval Air Depots in establishing depot support for the fleet assets. 

Saudia Naval Support Program (1988 –1991)
Business and Finance Manager 

Provided Program Management support to the Navy's F/A-18 Malaysian Program Manager.  Support included supervising a contractor support team of six personnel and providing program management support ranging from procurement to logistics support for the aircraft.

Financially managed thirty-four FMS cases with a value of $7.8 billion, personally serving as case manager for twenty-two of the accounts.  During Operations DESERT SHIELD/STORM, oversaw the development of an additional 29 FMS cases involving major procurement projects valued at over one billion dollars.  Developed a $436 million, three year budget for the Royal Saudi Naval Forces (RSNF) considering all aspects of the USN/RSNF program. Through reconciliation efforts of old FMS cases, identified over $60 million of surplus funds that could be reprogrammed for new or ongoing efforts for the RSNF.  Provided Contracting Officer Technical Representative support.

Navy Regional Finance Center (1984 –1988)
Director, Commercial Accounts Department

Directed the Commercial Accounts Department for the Navy Regional Finance Center.  Supervised over 90 personnel, both military and civilian, in the payment of thousands of Navy contracts, resulting in an annual workload of over 300,000 invoices valued at $20 billion.  Instituted bill paying procedures to reduce/eliminate overtime usage while simultaneously reducing interest penalties by 50%.

Represented Navy contracts/bill paying activities as an ad hoc member on the Comptroller of the Navy's Prompt Payment Task Force.  Instituted changes to Navy Acquisition Regulations to accommodate the Prompt Payment Act requirements.

Security Information

Secret Clearance

Professional Affiliation
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LEON JOHN MICHEL, III –TASK LEADER INFORMATION ASSURANCE

SUMMARY
Over 18 years experience in the management of information technology (IT) as a strategic driver in enterprise-wide business solutions.  Nine years experience in the development and delivery of information resource management education. In-depth knowledge of the Chief Information Officer’s responsibilities. Served as a division manager of a large multi-functional information technology support organization. Significant experience in the IT acquisition life cycle. Insight into architectures as components of information infrastructures. Comprehensive understanding of the philosophy and practices of today’s leading management principles. Extensive experience in the analysis and development of policy. In-depth knowledge of the managerial issues of implementing a corporate-wide information assurance (IA) program. Have briefed senior leadership on information assurance and information technology initiatives. Knowledgeable of the Common Criteria. Wide-ranging experience with the DoD Information Assurance Program.  Extensive erudition of national IA policy and legislation.  Knowledgeable of MHS IA program and the relationship to DoD.
EDUCATION
Post Graduate Work (Computer Systems Management), University of Maryland University College, Adelphi, MD

Advanced Software Acquisition Management, National Defense University, Fort McNair, DC 

Certificate Information Management, National Defense University, Fort McNair, DC

Certificate Information Technology Advanced Management Program (IRM 302), National Defense University, Fort McNair, DC 

Post Graduate Work (Business), University of Georgia, Athens, GA 

B.B.A, University of Georgia

EXPERIENCE
RGII Technologies, Inc.  (2004 - Present)

Task Leader

Manage a six-person team of IA analysts supporting the Military Health System (MHS) Information Assurance Program.  Administer the MHS Information Assurance Vulnerability Management (IAVM) program providing oversight of enterprise-wide patch compliance.  Provide analysis of Federal and DoD policy for implementation in the enterprise.  Compile agency’s submission to the Federal Information Security Management Act (FISMA) report.  Coordinate the agency’s response to the Computer Network Defense (CND) Assessment Survey.  Develop MHS Information Assurance Policy and Guidance.  Organize the monthly MHS Information Assurance Working Group meetings.  Analyze National Institute of Standards IA special publications and information processing standards for application to the enterprise.  Review the IA section of MHS Exhibit 300 submissions to the Office of Management and Budget (OMB).  Define the IA Component of the MHS Enterprise Architecture.  

Senior IA Analyst
Member of a team supporting the MHS TRICARE Management Activity (TMA) Technical, Management, Integration and Standards Division (TMI&S) which manages the IA program.  Provided consultation skills related to developing processes to solve enterprise-wide IA issues.  Recommended strategies; assisted in the development of IA architectures, policies, and guidelines.  Analyzed evolving national policy and legislation and determined the impact to the MHS.  Evaluated commercial and federal IA best practices and determined the applicability for incorporation into the MHS IA program.  Analyzed healthcare initiatives for implications to the IA program.  Coordinated IA related activities with the appropriate government subject matter expert, as well as other organizations and Military Medical Departments.

National Defense University (1995 – 2004)

Professor of Systems Management in the Information Resources Management College
Managed the following courses:  Building the IT Business Case, Advanced Software Acquisition Management, Information Technology Acquisition, Interoperability for the C4I Infosphere, Assuring Information Infrastructures, and Future Directions in Software Management.  Taught various courses to include Advanced Information Systems Acquisition, Homeland Security, and Enterprise Architectures for Managers.  Subject matter area of expertise in process models and software organizational maturity. Managed various teams that developed curriculum to meet stake holder’s needs.  Member of a team developing a Critical Infrastructure Projection Curricula for the NATO and Partnership for Peace National War Colleges.  Member of the DoD Critical Infrastructure Protection Integration Staff.  Represented the National Defense University at the Critical Infrastructure Assurance Officer’s Council.  College expert on information infrastructure assurance, key asset identification, and national policies on critical infrastructure protection. 

Defense Intelligence Agency (1992 – 1995)

Chief of the Development and Integration Division of the National Military Intelligence System Center
Responsible for multi-faceted IT services to the agency.  Managed a multi-million dollar acquisition program to implement an enterprise-wide business system to manage the human, logistical, financial, and educational resources of the agency.  Responsible for major hardware and software upgrades to an Intelligence Community mission critical message processing system.  Led the effort that acquired a worldwide client server system to support the General Defense Intelligence Program.  Member of a Software Capability Maturity Model process group.  Provided sustainment services for a variety of the agency’s business systems.

United States Total Army Personnel Command (1988 – 1992)

Information Management Officer for the Adjutant General Directorate
Provided unqualified IT support to a functionally diverse service agency.  Responsible for transforming the organization from a primarily paper based business environment with minimal mainframe access to a distributed computing environment with automated business processes.  Responded to Desert Shield and Desert Storm requirements, by managing the development of information systems to support casualty processing and reporting, military awards determination, and policy dissemination.

Supreme Headquarters Allied Powers Europe (1984 – 1988)

Software Engineer
Automated Data Processing Support Group supporting Nuclear Planning and Operations. Designed, developed, and implemented software applications that met user requirements for planning and tracking the delivery of weapons to designated targets.  Implemented micro-computer based front-end applications.  Designed and developed World Wide Military Command and Control applications for North Atlantic Treaty Organization (NATO) force integration with U.S. assets.

Security Information

Secret Clearance

Accomplishments

Publications:

· Michel, L., (1998, May). Slaying the software Dragon. Crosstalk, The Journal of Defense Software Engineering.  

· Michel, L., (2002, January). CIO update: the expanding responsibilities. Crosstalk, The Journal of Defense Software Engineering. 

· Baker, L. and Michel L. (2002, April). Education, information technology and the ‘software crises.’ The DoD Software Technews.

Presentations:

· Michel, L. (1999) Assuring Information Infrastructures. Department of Agriculture Security Symposium. Washington DC

· Michel, L. (2000) Defending Cyberspace, Architecture Plus Seminar, Washington, DC.  

· Martin, M. and Michel, L., (2000). Information Assurance. Federal Database Colloquium and Exposition. San Diego, CA.

· Michel, L. (2000). Education for Information Technology and Information Assurance Professionals. Software Technology Conference. Salt Lake City, Utah.

· McGeary, D. and Michel, L. (2000). Educating the Chief Information Officer Workforce.  Software Technology Conference. Salt Lake City, Utah.

· Michel, L. (2001). Defending Cyberspace: A Public Private Partnership. Marcus Evans SecurIT Summit. Tampa Bay, FL. 

· Michel, L. (2002) Education for Information Technology and Information Assurance Professionals.  Software Technology Conference. Salt Lake City, Utah.

Michel, L. (2003) Convergence of IA and Homeland Security Strategies (Panel Member) E-Gov Information Assurance Conference.  Washington, DC.
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JOHN J. CARTY – TASK LEADER, INTEGRATION & INTEROPERABILITY

SUMMARY

A business executive with an extensive background in manpower analysis; DoD Planning, Programming, and Budgeting System implementation; computer modeling; cost estimating; and supporting the Military Health System (MHS) in the area of Information Management/ Information Technology (IM/IT).  Currently supports the Military Health System as the RG II Task Lead for both the Integration and Interoperability (I&I) team and the Public Key Infrastructure (PKI) team in support of the Technology Management, Integration & Standards (TMI&S) Division, TRICARE Management Activity (TMA) at the Skyline complex in Falls Church, VA.  Earlier experience gained while serving on the Joint Staff, in Joint Commands, and on other high level staffs provides a background especially suited to communicating policy and guidance to the diverse elements that make up the components of the MHS.  Years spent in command and staff billets have inculcated in him a deep appreciation of how things get done in TMA.  His analytical background is directly transferable to integrating centrally managed systems and ensuring their interoperability with other systems and applications across the MHS. 

EDUCATION

Master of Science, Operations Research/Systems Analysis, US Naval Postgraduate School, 
Monterey, CA
Bachelor of Science, Engineering, US Naval Academy, Annapolis, MD
Australian Joint Services Staff College, Canberra, Australia
Industrial College of the Armed Forces, Washington, DC
EXPERIENCE

RGII Technologies, Inc. (2001- present)

Task Leader, TMI&S I&I

Coordinated efforts of a three-man team in support of the Integration and Interoperability Directorate.  Supported the monthly TIWG meetings by executing tasks such as preparing recommended agendas, coordinating presentations, supervising the distribution of read aheads, preparation of minutes, and distribution of documents to the group members.  Prepared briefings for the Government Task Manager to present to other working groups, such as the EAB and the IAWG. Reviewed policy documents and prepared  technical papers, such as procedural guides and SOPs, and specifications for hardware and software purchased with DHP funds.  Responded to short-fuse requirements such as providing comments and analyses on SOWs, SOPs, and various documents addressing technical matters and interoperability.

Coordinated efforts of a three-man team in support of the PKI/PKE Directorate.  Supported meetings of the PKIWG by supervising the execution of tasks such as arranging quarterly meetings, recommending agendas, coordinating presentations, distributing read aheads, preparing minutes, and distributing documents to the group members.  Supervised the execution of duties by a Registration Authority, who conducts activities such as those associated with issuance of hardware certificates for TMA and preparation and maintenance of the TMA Certificate Practice Statement (CPS) manual.  Supervised preparation of limited tests/demonstrations in the ATIC to showcase capabilities of  technologies such as the Certificate Based Network Logon (CBNL) application.  Prepared supporting briefings and papers for the Government Task Manager to present at meetings such as the TIWG and the IAWG.  Responded to short-fuse requirements, such as providing comments and analyses on SOWs, SOPs, and various documents addressing PKI/PKE, single sign on (SSO), authentication, certification, smart card, and other subjects
NMCI Team Lead
Supported the Navy Medicine migration toward adoption of the Navy Marine Corps Intranet (NMCI) as the provider of choice for IT.  In that capacity, organized the NMCI support team from the ground up. Prepared briefings and presented them at high levels throughout the Navy Department.  Prepared nationwide rollout schedules, established systems to supervise the preparation of legacy applications lists and databases, designed and issued data calls, attended stakeholder meetings, arranged and conducted video teleconferences.  Facilitated daily meetings with the NMCI contractor and drafted numerous plans.  Work on NMCI resulted in receipt of awards, culminating in designation of the NMCI Team as the 2004 Team of the Year.

In addition to executing NMCI duties, also organized and initiated Navy Medicine’s approach to managing the Functional Area Manager (FAM) duties for rationalizing software applications required to accomplish the mission, and managed the NMCI Waiver Process.  Additional duties entailed management of Navy Medicine’s participation in several large databases, such as DADMS and ISF Tools.

DiStasio Associates, Ltd., Washington, DC (1996-2001)
Consultant
Served as a consultant with an independent business management and development consulting firm in support of the TRICARE Management Activity located in Washington. Supported a large scale Office of the Secretary of Defense (OSD) Health Affairs (HA) project by producing independent cost estimates for the procurement of health care systems. Additionally, prepared a cost estimating SOP for agencies supporting the Clinical Business Area of Health Affairs. Trained other cost estimators and conducted statistical analyses of sensitive data in support of decision makers. Due to the sensitive nature of health care data, the work occurred  in a framework of information security that assured privacy. 

EDS, Washington, DC (1984-1995)
Director, Advanced Systems
After the merger of EDS with General Motors, developed common-interest business activities between the two companies.  Marketed hardware and software to the government, participated in writing large-scale proposals, coordinated with subcontractors in building proposal teams, and presented the EDS approach to systems integration to high level government officials and business executives.   

U.S. Marine Corps (1958-1984) 

Headquarters Marine Corps
Served as Secretary of the General Staff (SGS), Headquarters Marine Corps, which entailed the coordination of activities of the Office of the Chief of Staff.  Duties of the SGS included determining the flow of staff documents, managing information, establishing deadlines, scheduling staff meetings, prioritizing the development of strategic positions, and conducting many other activities associated with integrating information into large staffs. Correlated policy initiatives at the highest level, ensuring consistency with existing policies and procedures prior to presenting them to the Chief of Staff for approval.
The Pentagon

Served as PPBS Officer for the Command, Control, and Communications Directorate, JCS.  Assembled and coordinated budget input from the Commanders-in-Chief of the Joint Commands to ensure the achievement of DoD’s Command, Control & Communication Systems (C3S) goals. Work in this capacity called for preparing documents, gathering data, shepherding the budget, and supporting the POM process to ensure the allocation of assets to satisfy requirements. As a result of this work, became familiar with major milestones of the acquisition process and the requirement for protection of sensitive information throughout the budget cycle. 

Other

Commanded units commensurate with grade and specialty—rifle platoon, weapons platoon, shipboard detachment, rifle company, infantry battalion—and served on military staffs at every level. Staff expertise centered on manpower analysis. Designed and built computerized models to simulate the effect of executive decisions on manpower levels, and supervised contractors in the construction of other models. Analyzed USMC manpower and personnel databases. Wrote extensively and employed large automated information systems on a daily basis. Pervasive experience in the functions of command, operations, and staff work.
Academic Experience

Northern Virginia Community College, Arlington, VA:  Associate Professor Mathematics/Statistics

University of Utah, Salt Lake City, UT:  Assistant Professor – Naval Science
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NICHOLAS DIDIO, II – TASK LEADER GENERAL SUPPORT/MCP

SUMMARY
A senior business manager and analyst with extensive experience in program management, requirements analysis, transition planning, system design, strategic planning, business process reengineering, process improvement, and other techniques that significantly contribute to the achievement of business objectives.  Experienced with policy formulation and review, senior management coordination, and program implementation oversight.  Demonstrated ability in building business partnerships in government, health care, and communication environments.  An effective team leader who is adept at resolving problems across interdisciplinary functional areas.  Possesses current knowledge of the Technology Management, Integration and Standards Management Control Program and Department of Defense/Veterans Health Administration Sharing efforts, having provided lead support in these areas over the last three years.  Has in-depth knowledge of the Department of Defense/Military Health System/TRICARE Management Activity medical community and organizational relationships having worked at each level in senior management positions.  Having broad experience in MHS operations, assisted with the development of the MHS Information Assurance (IA) Policy Guidance, IA Implementation Guides, and numerous other policy and guidance documents.   
EDUCATION
MBA, University of Florida, Gainesville, Florida

BS, Business Administration, University of Florida, Gainesville, Florida

Corporate Information Management

Total Quality Management Awareness

EXPERIENCE
RGII Technologies, Inc.  (2002 - Present)

Task Leader

Provides senior level, Military Health System (MHS) consultation for RGII staff supporting a government contract.  Serves as Task Lead of the Resource Pool, providing administrative support for all RGII staff supporting government client.  As Task Lead for the Management Control Program, provides support to ensure management controls are in place and properly functioning to ensure that obligations and costs are in compliance with applicable laws and that funds, property, and other assets are safeguarded against fraud, waste, abuse, and mismanagement.  Prepares the TMI&S portion of the MCP annual statement of assurance.  Served as Task Lead for MHS/Veterans Health Administration (VHA) information sharing initiative, with emphasis on analysis of technical, security, information, and data standards to support interoperability between interagency automated systems.  Prepared annual Standards Progress Report and analysis of standards.
Didio Consulting, Oakton, Virginia (2001-2002)

Management Consultant
Performed analysis of the MHS and the military Services information assurance business processes by researching existing procedures, surveying working environment, and interviewing staff members.  Prepared implementation plans to guide new changes and improvements in operations.  Analyzed technical standards used by the DoD and the Veterans Administration medical functions to determine automated information sharing capabilities, and prepared report of findings.
DynCorp Information Systems, Chantilly, Virginia (1999 – 2000)

Business Analyst 

Managed the modernization of the Naval Theater Medical Information Program-Maritime, functional management process to bring it to a state of-the-art level of capacity.  Identified functional requirements for over 30 business areas supporting wartime medicine.   Reviewed and edited operational documents to implement the Theater Medical Information Program-Maritime for Navy Medicine.  Used reengineering knowledge to identify new process for handling correspondence and requirements within the division.

GTE Government Systems Corporation, Chantilly, Virginia (1998 – 1999)

Deputy Project/Task Manager
Directed the inventory of over 380 U.S. Navy medical and dental facilities worldwide to capture PC and server hardware and software assets in support of Y2K effort.  Developed visit schedule and directed travel to sites.  98% of site visits completed ahead of schedule.  Developed Statement of Work, contract proposal, and Management Plan for project. 

Office of the Assistant Secretary of Defense (Health Affairs), Washington, DC (1994-1998)

Director, Functional Management and Integration (1996-1998)

Deputy Director, Functional Management and Integration (1995-1996)

Chief, Health Care Management Division (1994-1995) 

Progressively responsible positions held culminating in the Director position where responsibilities included directing a staff of 20 professionals with $5.13 million budget to integrate functional requirements and standardize data elements for 123 MHS system applications.  Orchestrated the facilitation of over 20 tri-service business process reengineering work groups, identifying improvements in medical department operations throughout the DoD, and providing new functional requirement candidates for automated systems enhancements.  Streamlined process for data standardization resulting in over 1000 data elements being standardized in 120 days versus 18 months.  Managed all administrative and personnel support for Directorate ensuring all tasks assigned to subordinate departments were completed thoroughly and on time.  

United States Transportation Command, Scott Air Force Base, Illinois (1992-1994)

Chief, Medical Regulating Processes 

Directed administrative functions affecting the peace/wartime use of global assets to assign patients to referral hospitals.  Represented organization on a major business process reengineering effort, analyzing all aspects of worldwide patient regulation and evacuation for the DoD.  All recommendations of team were briefed and accepted by senior management to include Commanders-in-Chief and military Service Chiefs.  Saved the organization a projected $500K and eliminated the use of 2 separate systems by designing and integrating a new global hospital referral and patient movement system (TRAC2ES). 

Office of the Joint Chief of Staff, Scott Air Force Base, Illinois (1988-1992)

Director/Deputy Director Armed Services Medical Regulating Officer 

Directed joint staff of 15 Army, Navy, Air Force and Department of Veterans Affairs military and civilian personnel designating referral hospitals for over 60,000 Department of Defense patients within the United States involving 120 medical facilities.  Provided system management for the worldwide Defense Medical Regulating Information System, coordinating system user requirements and approving change requests.  Worked with the Federal Emergency Management Agency, Department of Veterans Affairs, Public Health Service, and state disaster preparedness representatives to plan and coordinate disaster support throughout the United States.  Served as technical expert to medical regulating on the national level National Disaster Medical System subcommittee for exercise planning.

Community Hospital and Ambulatory Care Clinic, U.S. and Overseas (1971-1988)

Chief Operating Officer/Department Head 

Provided executive leadership and directed health service programs including plans and operations, supply, profit and loss (P&L) responsibility, determining staffing requirements, construction, biometrics, and patient administration for entire facility.  Possess in-depth knowledge having held Department Head positions in all areas of administration including resource management, budget, logistics, personnel, and patient affairs.  
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ROBERT W. PETERSON – TASK LEADER, ARCHITECTURE & STANDARDS

SUMMARY

Goal and team oriented professional with 20 years of extensive management and leadership experience. A “go to” person with roots stemming from a 22-year military career with experience garnered from multiple international assignments and US experience from the base level and culminating at the National Military Command Center with operations and management responsibility for workcenters in the Pentagon and the Defense Information Systems Agency. Additional corporate background in Management Consulting for government and commercial clients on programs ranging from $1.2 million to $34 million with a 100% record of on-time, on-budget project delivery. Project Management and leadership experiences include presale, proposal and negotiation, budgeting, project management, installation, delivery and acceptance of large and small, domestic and international IT projects. Specifically sought out for technical military knowledge, policy development, hardware/software knowledge, and complex analytical abilities – example: team lead in the design, deployment and installation of a $34 million Command and Control System for a foreign government client.  Hand-picked by an international team to lead a joint military Program Definition Study that included requirements gathering, design and Enterprise Architecture development and documentation for All-Views, Systems Views, Operational Views and Technical Standards Views.  A proven team leader with excellent team-building, client development, communications, briefing and managerial skills; capable of multi-tasking in independent, group and team environments – example: developed waiver process and configuration management process for standards development for DoD Military Health System (MHS), policy and guidance development work for Federal Health Architecture, DoD-level information technology standards committee, and MHS Enterprise Architecture Board policy and guidance development and review documents. An experienced presenter – developed and delivered written, slide and briefing presentations at the ministry/department level, flag level and below, and for client and public audiences. 
EDUCATION

MBA, Management, Golden Gate University, 1989

BS, Management/Computer Information Systems (Summa Cum Laude), Park College, 1985

AS, Computer Science, Park College, 1985

AAS, Workcenter Management, Community College of the Air Force, 1983

EXPERIENCE

RGII Technologies, Inc.  (2004 - Present)

Task Leader

Manager and team lead for Architecture and Standards (A&S) Team in support of the Technology Management, Integration & Standards (TMI&S) contract.  Develops, manages and maintains information systems technical views, standards, systems profiles and provides research, engineering support and expert recommendations to the client in support of the tri-service TRICARE Medical Activity (TMA).  Researches, develops, and maintains technical view products for TMA consisting of the Military Health System (MHS) Baseline Technical Standards Profile (TV-1), MHS Baseline Standards Profile (BSP), MHS Target Technical Standards Profile (Target TV-1), MHS Technical Standards Forecast (TV-2) and MHS target technical standards cross reference matrix.  Developed the new technical view, the MHS Target TV-1, for approval and inclusion in the current Version 4.0 of the MHS Enterprise Architecture.  Provided engineering, review, and staffing support to the Government Technical Task Manager in the development and production of the Technical View products for the MHS Enterprise Architecture, version 5.0 to include supporting the client in the research, design and development of the new MHS Target Technical Standards Profile (TV-1) and the new MHS Target Technical Standards Cross Reference Matrix.  Developed rationale for new supporting products and guidance in support of the client to include a waiver process to more effectively continue the use of necessary technical standards in MHS IT systems that were previously loosely managed and a configuration management plan used in the design and development of technical architecture standards products and reports.   Manager for three direct report and two contractor staff.

Independent Management Consultant (2001-2004)

Booz Allen Hamilton, Inc., Bangkok, Thailand
Management Consultant/Subject Matter Expert 

Conducted research to prepare, write, and deliver the firm’s proposal to conduct the technical assistance project for the Thailand Ministry of Information and Communications Technology, Technical Assistance for the government Information Network: Ministerial Operations Centers and E-Government Project Proposal.  The proposal, completed on-time within the 6-day window, provided the background, organization, and program development for the technical assistance; provided the technical approach and work plan with implementation schedule; identified qualified project staffing and availability; provided program budget and experience and qualifications justifying the firm as a key competitor.

Right Management Consultants, Bangkok, Thailand
Managing Consultant
Country Managing Consultant with profit and loss (P&L) responsibility, conducted business development efforts, developed new clients, prepared and delivered global resource consulting engagements to clients in career transition, talent management, leadership development and organizational performance.  Showed bottom line profits in FY02 and FY03. Secured four new accounts in CT and OC. Delivered more than a dozen programs to local and multi-national clients. Brought on three new staff bringing the office staff to five consultants.  Provided training to and managed four Associate Consultants. Certified in the Birkman Profile and Coaching Method.

Booz Allen Hamilton, PTY, Ltd, Canberra, Australia
Management Consultant/Subject Matter Expert
Joint Command and Control System (JCCS) Project Definition Study (PDS), New Zealand Ministry of Defense – Consulted with clients providing business development support, expert strategy, project management, policy, and management information systems knowledge and support to deliver completed project definition study on time and within budget. Co-led technical writing and development of the JCCS PDS methodology and architecture development, supported capability gap analysis, and developed solutions analysis, recommendations and supporting documentation.

World Wide Demil, LLC, McLean, Virginia

Director, Asia Marketing

Developed leads and opportunities to penetrate the Asia market; identified potential operations site.  Conducted and maintained on-going market development investigations; identified leads and opportunities for government involvement; identified three potential demilitarization location sites.

Sun Microsystems, Inc., Bangkok, Thailand (1999-2001)

Sr. Technical Consultant/Project Manager
Strategy and project management responsibilities for presales, sales P&L, engagement management, project management and follow-up consulting, service and maintenance work for the region including Thailand,  the Philippines, Indonesia, Vietnam and Brunei.  Led SunPS presales support, project management, implementation, and follow-up consulting services. Coordinated more than two dozen proposal efforts during FY2000–01. Awarded engagements delivered totaling in excess of $4M (U.S.).  Provided consulting and project management in the win and on-time, on-budget delivery of a $2.5M engagement for the design, integration, installation, test, and acceptance of an Internet Service Provider (ISP) in Bangkok. Developed SOW and assisted technical lead winning a US$70k follow-on contract, and managed the project relocation the new ISP operations site.  Developed, justified, and was awarded $242K in corporate investment funding from the Sun Special Projects Review Committee for the development of an initial pilot architecture and infrastructure project for the Thailand Ministry of Finance.  Capture manager for an Internet Service Provider contract with a large Indian corporate client. Developed proposal, conducted client presentations and negotiate with client retaining a Letter of Intent for services and equipment valued at $7M.  Conducted SWOT Analysis workshop for key staff focusing on customer support and better-coordinated sales and delivery strategies.

Booz-Allen Hamilton, Inc., McLean, Virginia and Bangkok, Thailand (1993-1999)

Management Consultant
Responsible for marketing new clients and to design, develop, operate, manage and review Command, Control, Communications, Computer and Intelligence (C4I) architecture, systems, requirements analysis, implementation, installation, operations, and operational and evaluation programs.  Managed and coordinated system-wide budget, delivery schedules, staff, contractors, maintenance and repair for multiple projects from $100K to $34M.  On-site technical manager and Integrated Product Team (IPT) manager for the 3-year, $32M Royal Thai Supreme Command (RTSC) Command, Control, Communications and Intelligence (C3I) System.  Marketed client, led proposal effort leading to contract award, and delivered the $1.2M Royal Thai Air Force General Management of Computer Information Systems Contract.  Key consultant on an eight-month information technology development project for the Royal Thai Air Force Masterplan for Information Technology Project.  Co-authored Terms of Reference for the Royal Thai Air Force's Master Plan for Information Technology Four-Year Technology Implementation Plan under a separate contractor.  Task leader for 4-month Capabilities Assessment Report and the Technology Assessment Report for the United States Army Information Systems Command.  Senior technical writer for the RTSC Command, Control, Communications and Intelligence (C3I) System Masterplan.

U.S. Air Force (1985-1993)

Communications-Electronics Officer
U.S. Air Force, Communications-Electronics Officer, Joint Data System Support Center, Defense Information Systems Agency, The Pentagon, VA 

Officer in Charge, National Military Command Center Computer Operations Branch and Defense Information Systems Agency Telecommunications Center
943d Communications Squadron, Pope AFB, NC, Officer in Charge, Programs and Resource Management Branch and the Computer Operations Branch (included: Base Computer Section and Base Telecommunications Center.  Directed operations and managed staff.  Base COMSEC Custodian.

Language Proficiency

English: Speaking, Reading, Writing: Native tongue

Thai: Speaking: Fair, Reading: Some; Writing: Beginning

Software

O/S: MSWindows (XP, ME, 98, 95, 3.1), Unix shell

Productivity: Microsoft Office Suite (XP and earlier), Star Office Suite (6.0, 5.2), Microsoft Project 2000, 2003, Visio 2000, Adobe Acrobat 6 Professional, Micrografix Flowcharter

Browsers: Outlook, Netscape, Opera

Security: Norton SystemWorks, Internet Security Professional, Firewall, Antivirus

Specialty: Popkin System Architect, DOORS

Certifications

Coach in the Birkman Profile and Coaching Methodology, 2002

Security Clearance

Top Secret/SCI (SBI and poly) (thru 1993; last updated by DISCO, April 1991). Automatically downgraded to SECRET in 1995.

Affiliations

Project Management Institute (2001 – present); Vice President, Programs: 2002 (Bangkok Thailand Chapter)

Armed Forces Communications Electronics Association (AFCEA) (1987 – present)

Military Officers Association of America (1993 – present)

The American Legion (1993 – present)

Air Force Association (1985 – present)
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CHARLES A. BOWEN  –  SENIOR SYSTEMS ENGINEER A&S

SUMMARY

Seasoned engineer with executive skills spanning over 20 years of experience in technical architecture management and enterprise portfolio assurance and over 30 years in information technology system development and operations in government and commercial environments.  Technical background includes standards, system and security development in MVS, VMS, UNIX and Windows environments within the military and commercial healthcare environment.  Recently provided program and enterprise architecture management support to the Office of  the Secretary of Defense for Health Affairs, United States Navy’s Bureau of Medicine and Surgery and Naval Medical Information Management Center, where duties included enterprise architecture management support, technical architecture and standards expertise for worldwide military healthcare systems and U.S. Naval Medicine specific systems.  Currently supports the OSD (HA) Tricare Management Activity (TMA) Technology, Management, Integration and Standards (TMI&S) Architecture and Standards as the Senior Systems Engineer for Architecture and Standards and interface to the DoD Information Technology Registry (DISR), and the Federal Enterprise Architecture Program Management Office (FEA PMO) ArchitecturePlus Seminar.

National Defense Industrial Association (NDIA) Certification #749, Enterprise Architecture Configuration Manager. 

EDUCATION

MS, Industrial Psychology, Troy State University, Alabama

MS, Systems Engineering, University of Southern California

BS, Business and Computer Systems, University of Nebraska
EXPERIENCE

RGII Technologies, Inc. (2002-present)
Senior Enterprise Architecture and Standards Engineer 
Provides Enterprise Architecture and Standards support to the Technology Management, Integration, & Standards Directorate of the Department of Defense’s (DoD) TRICARE Management Activity.  Multi-tasks include DoD, business partner related healthcare, and operational medicine environments for and between numerous agencies including the Assistant Secretary of Defense (Health Affairs) (ASD(HA) and the TRICARE Management, Integration and Standards (TMI&S Military Health System (MHS) Technical Standards tools and applications. Work with the five A & S Technical Standards tools including the Technical Standards View (TV-1), Target TV-1, Technical Standards Forecast (TV-2), MHS Baseline Standards Profile (BSP), MHS Target Technical Standards Cross-reference matrix. Supported the development of  the new technical view, the MHS Target TV-1, for approval and inclusion in the current Version 4.0 of the MHS Enterprise Architecture.  Provided engineering, review, and staffing support in the development and production of the Technical View products for the MHS Enterprise Architecture, version 5.0 to include supporting the client in the research, design and development of the new MHS Target Technical Standards Profile (TV-1) and the new MHS Target Technical Standards Cross Reference Matrix.  Developed rationale for new supporting products and guidance in support of the client to include a waiver process to more effectively continue the use of necessary technical standards in MHS IT systems that were previously loosely managed and a configuration management plan used in the design and development of technical architecture standards products and reports. 
 Provided DITSCAP testing for the U.S. Navy’s Central HIV Management Service (HMS).  HMS is a PKI secured, Web-enabled management of the Navy’s worldwide HIV Service.  Instrumental in HMS receiving a certified Authority to Operate (ATO) and provided post accreditation configuration control.  Engineered the architecture control and change management program to include performing all inventories, providing version control for all documents and system changes for the HIV Management service.
With success in developing the HIV Service’s configuration management program, was asked to build the Claimancy-wide Enterprise Architecture Management program.  Beginning with the Headquarter for Navy Medicine (BUMED) and the Naval Medical Information Management Center, authored Navy Medicine’s Statement of Policy for Enterprise Architecture and Portfolio Management, Charter for Navy Medicine’s Governance Board and Navy Medicine’s Enterprise Architecture Management Plan and operating procedures.  Built the structure for centralized asset management and change control of all IT resources for the 77 major sites and 400 subordinate activities for Navy Medicine.
SPARTA (2001-2002)
Senior Healthcare Enterprise Architect 
Joint architect for the security engineering methodology implementation for the DoD Information Technology Security Certification and Accreditation Process (DITSCAP) to the Secret and Below Interoperability (SABI) Process.  Led a security certification and validation team verifying the adequacy of system security controls for a number of classified Secret to unclassified systems for the Secret and below interoperability program.  Physically assessed and reviewed every Secret-to-unclassified connection throughout European Command for standardization and configuration control.  Reviewed, at code level, the Air Force Wing Command and Control System.  Advised National Institute of Standards and Technology (NIST) on the Department of Health and Human Services (DHHS) adopted security matrix for Health Systems certification.   Chaired the security committee for the Washington Area Healthcare Council (80 commercial hospitals in the Washing Area).  Performed numerous security vulnerability and configuration conformance assessments including for local hospitals and healthcare facilities.

KPMG LLP (1999-2000)
Senior Enterprise Security Auditor 

Broad base of Enterprise Architecture and Information Risk Management experience.  As the Security Product Champion and senior security auditor for one of the big five accounting firms, developed the enterprise security assessment technology in current use and performed assessments on national and international manufacturing, banking, and healthcare industry.  Focused on the areas of standards adherence, security and conformance policy, portfolio assurance, architecture requirements traceability and technical specifications, physical and logical access to computer systems, computer system operations, disaster recovery and back-up, business management and performance measurement,  and change management.  The following is a representative list of personally performed security assessments/audits and general control reviews:

· U.S. House of Representatives

· Commander in Chief Europe, Joint Analysis Center and EUCOM HQ

· National and State: AMTRAK, State of Virginia (DMV and other agencies), WV, PA, MD 

· Manufacturing:  Kennametal Company, Alcoa, Autometrics

· Banks:  First Union, Hilltop, NC financial 
· Pharmaceutical:  Aventis Behring
· Hospitals – UMMS, St Mary’s, Stella Maris, Loudoun

KPMG’s senior security auditor for security control reviews for e-business policy, methodology and modeling.  Team Leader that developed enterprise architecture policies and procedures for three fortune 100 companies and several leading financial institutions.  

Grumann Data Systems, Inc. and  Matrix,LLC. (Consultant)(1988-2000)
Standards, Migration and Transition Director  
Chief Enterprise Architect and Transition Manager for the Defense Logistics Information System.  Migrated a Burroughs DMS database with 54 major applications and over 24 million items to an IBM DB2 environment.  Database had to be bridged and synchronized daily for three years.  Used CCC for configuration control of all applications.
Served as the lead security officer in support of the Assistant Secretary of Defense for Command, Control and Communication (Information Assurance) Major Automated Information System Review Council (MAISRC) programs.  Provided security life cycle management analysis for Defense security systems. 

Lead Security Technology Consultant for the Defense Information System Agency’s Information Security Technical Services Contract.  Participated in and managed numerous security tasks involving the four key programs: DISN, DMS, GCCS, GCSS.  Served as the Lead Security Officer and Change Control Consultant for major DISA programs in support of the Center for Information System Security. Reviewed the adequacy of proposed security safeguards being designed into the Federal Bureau of Investigation’s new Single Integrated Information and Operations Center. Supported a “tiger team” that provided the Chief Information Officer for the U.S. Postal Service with a prioritized list of systems needing immediate security attention and the roadmap for their successful security upgrading including a strong security accounting system.

U.S. Air Force (1968-1988)
Computer Officer 

Chief Migration Architect of the Pentagon’s mainframe computers.  Directed the $187 million capital replacement of the multilevel secure systems to an IBM environment (16 MULTICS, 5 GCOS migrating to IBM MVS/ESA DB2).  Migrated the Pentagon’s budget applications from a MULTICS environment to an IBM DB2 database.  Database had to be mirrored and bridged daily to ensure valid information for Congress. Used numerous configuration tools to include compliers designed specifically for Pentagon environment.  Authored and read security architecture paper to the National Academy of Science, Woods Hole, MA.
Served as the Director of the Office of Secretary of Defense and the Air Staff Microcomputer and Information Training Center.  Taught and managed over 45 separate classes in microcomputer technology and security.
Certifications & Affiliations

INFOSEC Assessment Methodology Certification

Member, Healthcare Compliance Association

Member, Privacy Officer Association

Charter Member, National Colloquium for Information Security Education

Member, National Defense Industrial Association

Certified Information Security Manager (CISM) Training, July 2005

Security Clearance

Top Secret/SI SSBI with NSA-administered Lifestyle Polygraph
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ROBERT H. OWENS –  SENIOR SYSTEMS ENGINEER IPM/PKI

SUMMARY

Seasoned leader with intimate knowledge of the DoD, MHS, and TMA organization and hierarchy, with executive skills spanning over 34 years in healthcare related business including MHS, TMA, Services, interagency business partner related healthcare, and operational medicine support environments. Multi-task manager of multiple projects for and between numerous agencies including the Assistant Secretary of Defense (Health Affairs) (ASD(HA)), TRICARE Management, Integration and Standards (TMI&S) for DoD/Veterans Administration (VA) Shared Health Architecture standards, the Department of the Navy Functional Area Management Program including Military Health System (MHS) applications, the TRICARE Management Activity (TMA) Information Assurance Work Group (IAWG) and  Health Insurance Portability and Accountability Act (HIPAA) Security initiative, and military healthcare and operational medicine planning among all military Services, the Department of Veterans Affairs (DVA), and other federal and state agencies. As a result have current knowledge and experience in security and privacy related technologies and processes affecting system and management guidance as illustrated in the work done in developing in the Procedures, Policies, and Practices Work Group for HIPAA Security and Privacy produced by TMA. Worked with MHS and military service information management offices on data and system support requirements determination; project management for HIPAA Security and Privacy Rule implementation, and project management support to other Information Management/ Information Technology (IM/IT) efforts.  Provided expert advice and recommendations to the Department of the Navy Functional Area Management (FAM) Program as the Navy Medicine lead support to the FAM Lead under the Navy Medical Information Management Center (NMIMC).  Produced analysis and guidance on the standardization of software for Navy Medicine, a schedule for reducing authorized use to standards based applications, centralized purchase acquisition strategies to execute portions of that guidance, and presented the results in a briefing on behalf of the Navy Medicine CIO to Navy Medicine unit CIOs and MHS counterparts. Retired military officer/health care administrator who served in diverse military organizations and produced excellent results. Experienced in communicating, preparing documents, interpreting and analyzing policies and technologies to develop guidance and communicate that guidance via consensus building with military, interagency, civilian, and international organizations and professionals in many environments from producing the TMI&S Target DoD/VA Health Standards Profile between DoD and VA to developing and implementing the National Disaster Medical System (NDMS) Integrated Medical COMUS Medical Operations Plan (ICMOP) at U.S. Joint Force Command.  Currently work with ASD (HA) on DoD/VA Shared Health Architecture standards doing technical and policy analysis in interoperability standards, and prepared the Target DoD/VA Health Standards Profile utilizing that work effort.  This product has been used by TMIS to reflect consensus standards used between DoD and VA, and was mapped to the Federal Enterprise Architecture (FEA) Technical Reference Model (TRM).  Previously worked with the Navy Medical Information Management Center (NMIMC) and the MHS on system reporting on compliance issues involving interoperability and architecture standards, information assurance and DITSCAP certification/FISMA reporting, MHS and Navy medical applications data, etc. as they relate to business area planning within the DoD and the federal government.  Have previously worked at ASD(HA) on the Corporate Information Management (CIM) initiative where the MHS participated in a federal level business process and re-engineering initiative identifying process and data models, information flows, etc. across DoD and among its external business partners in cooperation with TMA program offices and systems.

EDUCATION

Masters Degree, Public Administration, Auburn University at Montgomery, AL

B.S., Business, The Citadel - The Military College of South Carolina, Charleston, SC

Industrial College of the Armed Forces, Fort McNair, Washington, DC

Armed Forces Staff College, U.S.A.F., Montgomery, AL

EXPERIENCE

RGII Technologies, Inc.  (2000 - Present)

Project Manager/Team Lead, Falls Church, VA
Collaborated with DoD, TRICARE Management Activity (TMA), Veterans Health Administration (VHA), and industry standards resources to update, maintain, and identify interoperability standards and issues fostering exchange of health information between the DoD healthcare community and its business partners.  Performed research on security standards including identity protection and management standards, and coordinated use with VHA counterparts.  Promoted use of mutually acceptable interoperability standards and agreements in the development and/or procurement of software solutions by TMA program offices, and evolving use of an electronic healthcare record within these various healthcare communities.  Facilitated and documented resolution of issues impacting  standards, and supported proliferation of these standards and lessons learned to other federal agencies and the healthcare industry at large, both national and international.  Tracked tasks, performed research, produced papers and briefings, attended meetings and provided summaries, and supported TMI&S in coordination across programs. Produced and maintained the Target DoD/VA Health Standards Profile and associated documentation.  Integrated effort into DoD/DVA Shared Health Architecture document, completed research, provided recommended input to principal, and attended the Health Architecture Interoperability Group with principal.  Work was used to support other initiatives including DoD input to the Federal Health Architecture (FHA) Interoperability Working Group, Department of Health and Human Services (DHHS). Completed training towards Certified Information Security Manager (CISM) certification. 

Project Manager/PM Support, Naval Medical Information Management Center, Bethesda, MD
Managed Department of the Navy (DON) Applications and Database Management System (DADMS) database for Naval Medicine including FISMA reporting and Common Access Card (CAC) technology, recoding and tracking of system data in the DoD IT Registry and the DoD Information Technology Portfolio Registry (DITPR).  Supervised and performed data research and update of the database via TMA and associated program offices.  Developed and presented briefings.  Represented client and documented meetings.  Analyzed Naval Medicine IT software requirements and integrated into the DON Functional Area Management (FAM) Program for Naval Medicine as one of over 20 FAMs in the Navy.  Designed databases to acquire data, conducted analysis of current and future IT needs within Naval Medicine, and recommended courses of action to leadership for adoption.  Developed and managed projects for the Information Technology Services (ITS) Directorate, NMIMC, including initiation of the HIPAA program, with specific emphasis on HIPAA Security Rule implementation via the TMA Information Assurance Work Group (IAWG).  Designed and developed Website and content update tools with dynamic database support.  Produced project schedules, deliverable tracking products, analytical reports and papers, meeting minutes, and task lists.  Contributed to, conducted, and facilitated meetings for the client including face-to-face and eRoom Web-based environment forums, etc.  Participated in TMA IAWG on behalf of NMIMC in a multi-Service, multi-agency HIPAA Security policy, procedure, and practice work group (P3WG) mapping forum including policy issues between MHS partners.  Worked on Integrated Product Teams (IPTs) on HIPAA Security and Privacy rules.  Participated in MHS-level forums integrating federal level IT programs. Contributed to DoD Business Management Modernization Program (BMMP) meetings between Navy Chief Information Officer (CIO), Service medical department, and TMA equivalents.

United States Air Force Medical Service Corps (1970-2000)

Deputy Surgeon/Senior Medical Planner, U.S. Joint Forces Command (formerly U.S. Atlantic Command), Norfolk, VA (07/96 – 07/00)
Represented Command and Surgeon.  Managed and supervised Directorate operations and administration, and developed Command policy and programs supporting joint force provider and trainer, joint integration (IMIT) and experimentation (ACTD) efforts, application and evolution of joint interoperability standards, joint requirements development, JTF Civil Support, CONUS casualty reception including USPHS and DVA, and disaster medical response including terrorism/weapons of mass destruction (WMD) executed through four Commands and four field operations. USJFCOM point of contact for the National Disaster Medical System including DVA and USPHS/OEP.

Director, Joint Regional Medical Planning Office, HQ First U.S. Army, U.S. Army Forces Command, U.S. Joint Forces Command, Fort Meade, MD (07/93 – 07/96)
Formulate, interpret, and implement policy for CONUS casualty reception and domestic response including WMD. Regional Director and U.S. Air Force Advisor.  Managed 19 state region and DC while coordinating with three other regional offices and two headquarters commands.  Collaborated with Services and MHS partners including VA (HQ/Regions/VISNs) and U.S. Public Health Service including their role in the National Disaster Medical System (NDMS).

Senior Medical Readiness Analyst & Team Lead, Medical Functional Integration Management Office, OASD/HA, Falls Church, VA (05/90 – 07/93)
Participated in Corporate Information Management (CIM) MHSS initiative including reengineering studies, data and systems analysis efforts, and legacy/ future systems development efforts.  Formulated goals, objectives, strategies, and business case proposals.  Designed theater information support system proposals. Coordinated actions and resolved issues.  Defined MHS functional information requirements for the year 2000 including the NDMS and VA partners, including data model and systems.  Participated in data definition and standardization efforts.  Team leader developing initiatives into planning and policy documents.  Architect and advocate for strategy to develop standard systems.  Identified ways military healthcare management information systems could effectively support operations from the USA to the area of need during peace, transition to war, and war.

Training

Certified Information Security Manager (CISM) training, 28 Hours, August 2005

Project Management software training, 16 hours, 2002

Disaster Response & National Disaster Medical System training including Terrorism/Weapons of Mass Destruction /Homeland Defense, various, 1993-2000

Computer Skills

Software:  Microsoft Office Suite
Publications

“National Emergency Medical Evacuation System,” National Defense University, 1988

Security Clearance

Top Secret (TS)/(SCI), February 1988

ADP-2 level certification
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WILLIAM J. LUDINGTON – SENIOR SYSTEMS ANALYST I&I

SUMMARY

Program management/technical professional with extensive experience in the area of Automated Information systems and telecommunications within the Department of Defense (DoD) Military Health System (MHS).  Experienced performing analyses on technologies and engineering processes, and using these to prepare formal policies for the DoD.  Extensive knowledge on Federal, DoD, and MHS policies identifying potential impact to deployed systems.  
EDUCATION

Big Bend Community College
Training

· DCA Data Communications Concepts

· DCA Concepts and Configurations 

· Data Communications Network Design


· Assembly Programming


· CMSllOO Dump Analysis



· Telcon Internal Design

· Basic Unix SVR4 Menu Operations

· Unix SVR4 Administrative Operations

· CISCO Certified Network Administrator Training

EXPERIENCE

RGII Technologies, Inc., Falls Church, VA (1999-Present)  

Senior Analyst

Provide project management support to the Department of Defense (DoD) Health Affairs TRICARE Management Activities (TMA) Integration and Interoperability (I&I) Team.    Responsibilities include providing guidance to military and civilian Project Officers from Army, Navy, and Air Force.  Interface with various DOD and non-DOD persons to perform evaluations of new technologies for potential impact to deployed systems.   Review integration testing strategies to ensure compliance with DOD Standards.  Perform analyses on project documentation to ensure with DOD and Military Health System (MHS) standards.  Author various agency level technical policy and guidance documents that require the signature of the MHS Chief Information Officer. Represent Government client in various DoD level Integrated Product Teams (IPT) and working groups that affect policy throughout DoD. 

CTA Incorporated (1997–1999)

Senior Analyst/Configuration Management Specialist/Deployment Engineer
Provided operational engineering support to DoD Health Affairs Clinical Business Area (CBA). Responsibilities included interfacing with military representatives from Army, Navy, and Air Force, and supported these proponents in the following areas:  Project Officer for a $2M Configuration Management (CM) Delivery Order; Project Officer for a $38M worldwide computer facility operations delivery order; Authored and provided technical review of Task Statements and Proposals; Reviewed and recommended disposition of contract deliverables; Review schedules to ensure successful completion of projects; Planned and executed the CBA CM policies in accordance with Mil Std 973; Coordinated, planned, assisted in design of a hardware procurement database.

Booz Allen & Hamilton (1995-1997)

Senior Communications Engineer/Configuration Management Analyst/Consultant
Provided operational engineering support to DoD Health Affairs Composite Health Care System. Responsibilities included interfacing with military representatives from Army, Navy, and Air Force and supporting these proponents in the following areas: Project Officer for a S2M CM Delivery Order; Technical review of task statements and task package proposals; Reviewed and recommended disposition of contract deliverables; Voting member of Configuration Management meetings, CCB and systems assessment meetings; Provided technical analyses of system baseline engineering change proposals; Ensured baseline systems complied with the CBA Configuration Management Policies in accordance with Mil Std 973; Capacity planning and system performance analysis; Network and Systems technology assessments; Coordinated, planned, and assisted in design of a hardware procurement database.

Computer Data Systems Inc. (1995)

Senior Communications Specialist
Provided communications software analysis support for a CDSI Customer at the Washington Navy Yard.  Responsibilities included communications software installation, configuration, and implementation. Provided technical advice on communications networking. Troubleshot a multi node WAN using network monitoring software.  Designed large communication network including EANs, Routers, Bridges, etc.  Configure and troubleshoot SEA devices that connected to the WAN.

Unisys Corporation (1987-1995)

Senior Systems Analyst
Provided communications software analysis support to the United States Army Concepts Analysis Agency. Responsibilities included communications software installation, integration, configuration, implementation, and dump analysis. Provided technical advice on communications networking.  Installed and configured Network cards for PCs on the LAN.  Troubleshot network problems using network-monitoring software.  Taught and documented user systems.  Designed large communication network including LANs, Routers, Bridges, etc.

U.S. Army (1976-1987)

Communications Operations Specialist
Last four years of service position was the senior technical advisor on all matters relating to the operation and performance of two Unisys Front End communication processors.  Responsible for system planning, configuration, and software generation of the United States Army Recruiting Commands nationwide network.  Involved in the planning, installation, and troubleshooting of a nationwide X.25 communications network consisting of eleven nodes and over 450 users.

Certifications

Novell Certified Netware Administrator (CNA)

[image: image16.png]The signature below serves as a letter of commitment for this contract.

Signed: _%?/ £ % - Date: 50 ’4ﬁ9579m5






HECTOR M. TORRES – SENIOR  SYSTEMS ANALYST IA

SUMMARY

Strong Information Assurance background in DoD and HA; Information System Security; proficient policy writer; technical writer, wide range of skills in system engineering management and administration, project management, financial management, problem solving, and integrated systems; twenty years U.S. Navy achievements, information systems, database management, and personnel administration; keen knowledge of the System Development Life Cycle; proven skills in information system analytical skills; excellent task/personnel manager; strong communication skills; thorough understanding of network topology, routers and switches.  Developed thirteen Military health system (MHS) Information Assurance (IA) policy guidance implementation guides.  Drafted the MHS Incident Security Response Standard Operating Procedures (SOP) and checklist.

EDUCATION

BS, Computer Information Systems, Strayer University

Certified Information Security Manager (CISM) Training, July 2005

CISCO CCNA Certification, Strayer University (75% Completed)

EXPERIENCE

RGII Technologies (2002-Present)

Senior Information System Security Analyst
Responsible for providing technical guidance on Information Assurance(IA)/Information System (IS) Security requirements for protecting sensitive information in accordance with the Federal Information Security Management Act 2002 (FISMA), Department of Defense (DoD) Information Technology Security Certification and Accreditation Process (DITSCAP), National IA Certification and Accreditation Process (NIACAP), and Health Insurance Portability Accountability Act of 1966 (HIPAA).  Develops, updates and maintains IA/IS security architecture, policies and procedures ensuring compliance with DoD, HIPAA and other Federal IA regulations.  Provides analyses of Federal, DoD, Service level IA standards and requirement and analyzes impacts to the Military Health System (MHS).  Identifies IS security requirements, IA best practices and emerging standards in accordance with DoD’s Defense-in-Depth strategies while enhancing existing security posture of the MHS IA program. Analyzes and assesses mission goals commensurate with technological advances.

ACS, Government Services Inc. (Navy Annex) (2000-2002)

Information System Security Manager/Senior Production Support Technician
Responsibilities included conducting on site risk assessment visits reviewing current IS security practices, Contingency of Operation Plans (COOPs) and security administration procedures. Developed and implemented new risk assessments techniques.  Conducted IS security training seminars in compliance with DoD IA policies IS security directives.  Consolidated risk assessment findings and determined system accreditation.  Responsibilities included drafting, publishing and implementing new IS security policies and notices, and maintenance of the IS security manuals.  Globally monitored 35 HP 3000/9xx (COBOL) processors of the U.S. Navy's primary automated personnel accounting legacy systems and analyzed databases and system backup functionality utilizing REFLECTIONS COTs and FTP.  Remotely monitored all daily production processes, implemented and executed IS security application to combat IS intrusion and hackers.  Reorganized the Technical Support Section. Supervises 4 technicians.

Acuity Technology Services, PSINet, Herndon, VA (1999-2000)

Project Manager/Senior System Analyst
Responsibilities included certifying 849 servers for Y2K compliant. Developed and implemented test plans. Connected client-server platforms together for functional testing.  Conducted server inventories and physically accessed various servers (NT, HP, Sun, Intergix, etc.) to installed Y2K patches. Utilized FTP, CAC cards, Telnet sessions and COTS as alternative remote logon methods. Supervised 3 technicians.

Acuity Technology Services, MCI WorldCom, Arlington, VA (1999)

Senior System Analyst/Senior Tester
Responsible for assuring the Automated Registration Server met Y2K requirements. Responsibilities included system analysis, test plan development, flow charting, reviewing and changing code (C and C++), writing Unix shell scripts, IV & V and regression testing on midrange platform (Sun Solaris E350), complying with CM requirements. Utilized Oracle SQL/SQLPlus to develop supporting documentation.

Government Solutions Group (ACS) Inc. (1998-1999)

Senior System Analyst/Senior Tester
Developed Y2K methodologies, providing QA and IV & V business processes. Assignment included working on a $120 million dollar contract specializing in program analysis and software process development in accordance with ISO 9000 standards; providing software testing management on the Navy’s automated personnel accounting legacy system.  Front runner in completing full Y2K cycle software/operating system testing certification in compliance with DOD regulations. Responsible for test platform organization, modification and maintenance of production related job streams of the HP 3000 MPE/iX version v.c.55.00, or higher.  Subject Matter Expert in the development of Source Data System Y2K Contingency Test Plan. Supervised 3 individuals.

U.S. Navy Recruiting Headquarters Inspector General’s Office (1996-1998)

Lead Waiver Branch and Policy Analysts/Investigator (IG)
Designed and developed Microsoft Access database for reenlistment historical data for over 3,000 Navy enlisted waivers, which resulted in an increase in efficiency. Developed over 200 templates for official Navy correspondence.  Provided user training for hardware/software products such as Windows 95, P.R.I.D.E. and R-TOOLS. Revised recruiting policies and implemented changes to the U.S. Navy Recruiting Manual.  Approved and disapproved enlistment waivers throughout the nation for veterans to reenter the Navy. Traveled nationwide investigating recruiter irregularities in areas of malpractice, sexual misconduct, harassment, quality of life and substance abuse.

USS Chosin (CG 65), Pearl Harbor, HI (1993-1996)
 

Personnel Officer and SDS Database Administrator/Site Manager
Participated in all phases of the implementation of SDS IIIA LAN aboard ship.  Installed software and set up various microcomputers for data transmission via SALTS, MRSAT, PCDMRS.  Designed and prepared technical requirements and reports utilizing VISIO and MSACCESS charts and graphs to record results.  Established and implemented terminal security measures.  Prepared emergency contingency plans.  Accountable for the overall administration of the ship’s office, supporting 401 crewmembers. Was responsible for direct management of 35 crewmembers. Reorganized the administrative department resulting in an increase in customer service.

Personnel Support Activity, Pearl Harbor, HI (1989-1993) 

Database Security Manager/Database Administrator/Site Manager
Responsibility included HP3000 MPE/IX (OpenView) database and system maintenance.  Identified and resolved peripheral hardware, software applications and network mainframe connectivity problems.  Performed reconfigurations, workstation relocation, and installs. Implemented functional user training via PC and continuously facilitated and trained to over 500 personnel on the Source Data System (SDS) user training.  Responsible for IS process improvement presentations utilizing VISIO and PowerPoint. Developed emergency security contingency plans.  Monitored system security reports, provided security training, developed and maintained personnel security records. Issued User Ids and passwords.

Patrol Squadron Six, Barbers Point, Hawaii (1983-1989)

Cryptologic Communication Maintenance Custodian
Responsible for programming top secret encryption codes on communication hardware devices and various encryption cards.  Analyzed, issued and destroying TOP-SECRET communication system material while accurately maintaining and monitoring TOP-SECRET inventories.

Personnel Support Activity, Wahiawa, HI (1980-1983)

Assistant Database Administrator
Responsibilities included data processing, data warehousing (backups), system monitoring, and trouble shooting hardware and software on CADO System.  Developed DFD flowcharts to track data error patterns.
Technical Courses

· System Analysis and Design

· C Language

· C++ Object Oriented Programming

· UNIX Operating System, VI Editor

· QBASIC 5.0/VISUAL BASIC W/ADO

· Introduction to Networking

· Introduction/Programming CISCO Routers

· Oracle 8i/PLSQL/SQL+/Developer 2000

· Programming MsAccess

· HTML/ Microsoft Front Page 

· Basic Computer Programming and Problem Solving

· Software Engineering and Software Development Life Cycle
Military/Tech Training (Certificates)

· PNC(AW)/E-7, USN(Ret.) Date:  07/31/98

· Windows 95, MS Word 6.0/7.0

· MS Access/Excel

· Word Perfect 5.0/6.1

· DOS 2.0/MS-DOS

· Site Manager/DBA Crs. (HP Open View)

· Instructor and coordinator, Total Quality Management Crs. 

· TQM Course, Ed Demming 14 points     

· Facilitator, Standard Code of Conduct Crs. 

· JCL/OS390 (CICS) Online Error Correction for DOD Pay Database 

· Seven Habits of Highly Effective People

· Personnel Administration School 

· Instructor, Leadership Management Education & Training Course

Operating Systems/Languages

· SunOS, 3yrs

· Windows 2000, 1 year

· Windows NT, 4yrs

· Unix, VI Editor, 3yrs

· MPE V/iX, (HP OpenView) , DBA, 12yrs

· MS-Windows XX,  8yrs

· VB/QBASIC, 2yrs

· DOS, MS-DOS 3.0, 6.22, 9yrs 

· OS390/JCL, 2yrs

· CISCO OS, 2yrs

DBMS/RDBMS/4GL

· Oracle 8i.x/7.xx, 3yrs

· Reflection, 4yrs 

· MSAccess,  4yrs,  

· DBASE III/IV, 11yrs 

· Tivoli Problem Management, 3yrs

· C & OO C++, 3yrs

· PLSQL, 3yrs

Project Management System/Tools

· VISIO, 4yrs

· MS Project Pro, 6yrs

· MS Exchange Mail/Outlook, 8yrs 

· MS Access, 4yrs

· MS PowerPoint, 8yrs

· MS Word, 8yrs

· WP5/6.x, 12yr

Clearance

Secret (Interim)

Affiliations

Member of the Alpha Sigma Lambda Honor Society of Strayer University, member of the American Legion, member of the Stafford County Little League Baseball Association.
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JOSEPH J. FERRARI, JR. – DATABASE ADMINISTRATOR

SUMMARY

Over thirty years of program management (PM) and technical experience in information technology (IT) and government programs, including systems engineering and development, mainframe/client server migration and integration, Oracle/UNIX operating systems, object-oriented databases, testing, configuration management (SQA, ANSI standards), and business process re-engineering (BPR).  Currently leads the Web and Database Development Team, and projects long range TMA mission requirements towards prioritized Web and database functional enhancements and management reports.  Provides technical direction to the team in the areas of SQL Web and Database servers, ColdFusion 5.0, Bobby, and Microsoft Access applications.  Develops quarterly updates to the DITSCAP Database User’s/Training Manual that serves as the definitive training guide to the C&A contractors.

Directed programs in commercial telecommunications and government contracts in aerospace, defense, transportation, weather, environmental, and energy.  Skills include the following:  Program Management – life cycle development, BPR, CM/QA, Cost Center (P&L), line management; Data Base Management – projected long range requirements to meet concepts, enhancements, and functional capabilities and is thoroughly knowledgeable in access methodology, security validation, and statistical audits. Telecommunications – fixed/mobile wireless, DSL, VSATs, T1/E1, Frame Relay, ATM, ISDN; Information Technology – systems engineering requirements, architecture, modeling, test, integration; Mainframes – IBM, UNIVAC, VAX, HP; PC’s: Mac & IBM; Servers (Cisco, SQL, Compaq); Environments/Systems/Networks – Microsoft, Windows 95/NT, UNIX, Oracle 8.x/9.x, Sun Solaris; Applications/Operations – Visual Basic (VB 5.0), SQL, Perl/CGI, SAP, C/C++, HTML, Sybase, Novell; Business Development – marketing, proposal management, and technical writing.

EDUCATION

BS, Meteorology (minors in Math, Physics), Belknap College, 1969

Niagara University, Business Administration (30 semester hours), 1964-1965

St. Peter's College, Computer Science courses (MS level), 1978

Delaware Technical & Community College, AA program in Environmental Engineering, 1972

EXPERIENCE

RGII Technologies, Inc.  (2003 - Present)

Database Administrator

Initiates and directs higher levels of developmental and operational support interfaces with both the government client and the certification and accreditation (C&A) support contractor.  Based on new C&A support requirements prioritizes and directs enhanced functional and maintenance support in the operations of the database and Web sites within the Extranet.  Thoroughly knowledgeable in data archiving, dictionaries, and repository functionality.  Greatly expanded the functionality and reporting capabilities of the DoD Information Technology Security Certification and Accreditation Process (DITSCAP) Database; and planned and directed multiple system upgrades to meet dynamic changes in requirements for both RG II Technologies and the C&A support contractors, as directed by the customer.

Provides quick response to customer’s C&A operational and functional inquiries.  Provides extensive updates to the DITSCAP Database User/Training Manual and database reporting procedures.  Directs continuing enhancements to the existing auditing functions within the DITSCAP Database.  Provided expertise in SQL Server 7.0 and 2000 Cold Fusion (5.0), IIS Web Server, Bobby, and Microsoft Access 2000 applications.

M2 Consulting, Inc. (2002-2003)

Senior Consultant

Supported a major business process reengineering (BPR) project for AOL Time Warner Cable’s (TWC) Road Runner services.  Directed IT requirements development, standardized business cases, and modeling practices to help facilitate the coordination, planning, development, delivery, operations, channel support and evolution of the Time Warner Cable Commercial Services’ Road Runner Business Class (RRBC) brand of broadband products and services.  Provided strategic recommendations that helped Time Warner Cable Commercial Services (TWC-CS) attain quarterly and year-end revenue projections and increases in its competitive market alignment.

SOZA and Company, Inc. (2001-2002)

Project Manager

Directed the business process re-engineering (BPR), development, and implementation of a new enterprise-wide backbone telecommunications network (Universal Telecommunications Network, or UTN) for the United States Department of Agriculture (USDA), Office of Chief Information Officer (OCIO).  Led a matrix design team for integration and re-engineering of current networks into an USDA enterprise-wide backbone, and performed technical and business requirements assessments and cost benefit analyses.  Developed service level agreements (SLAs), recommended alternative system functional and architecture approaches, and evaluated security procedures and managed services solutions.  Developed the UTN Program Management Plan (PMP) and Business Process Reengineering (BPR) Plan, the Baseline Security Requirements (BLSR) document (including policies/procedures for the OCIO), functional and systems requirements documents (FRDs/SRDs), Configuration Management (CM) Plans, Implementation Plans, and Integration Test Plans.  These contributed significantly to the successful government approval of design phase funding for the project through the Capital Planning Investment Control (CPIC) process.

UUNET/WorldCom, Inc. (2000-2001)

Senior Project Manager III

Directed the development, test, and implementation of internal (order entry) and vendor software (e.g., Arbor, Portal, Lawson, Siebel), middleware (Vitria firmware), and hardware for both new product lines for Internet and wireless communications and for customer support/production (provisioning, billing) of legacy systems.  Managed full life cycle development of new bundled services for dial, fixed/mobile wireless, and DSL product lines.  Defined requirements, managed schedules, and supervised the development, testing, and implementation teams for administrative/operational support.  Managed development/testing of internal and vendor-supplied upgrade production software for UUNET/WorldCom legacy product lines for Internet and wireless services. Developed requirements and coordinating customer set-up with Product Marketing and Helpdesk teams (Remedy) for customer service/help desk support, Web access, and production problem resolution.  Successfully implemented network products and services in Mobile Wireless Access (MWA) for high priority WorldCom projects for Wholesale/Reseller (e.g. Earthlink) and Corporate (e.g., General Motors Corporation) customers.

ADC Telecommunications (2000)

Senior Project Manager

Directed day-to-day operations on a variety of telecommunications projects for Internet providers, Local Exchange Carriers (LECs) and Competitive Local Exchange Carriers (CLECs).  Supervised software development and operations, testing, database development, network records analysis, and network solutions implementation.  Lead the development of Business Support Systems/Operations Support Services (BSS/OSS) programs; integrated ADC’s broadband services and vendor products from CommTech, Saville, Telcordia, Metasolv (TBS), and Lucent Technologies.  As customer liaison representative, assisted the sales team on new business opportunities, marketing, and proposals.

ATS, Inc. (1998-2000)

Senior Analyst

Directed system and software development, deployment, and maintenance for the Single Family Assessment Subsystem (SASS) as part of the major oversight program for HUD’s Real Estate Assessment Center (REAC).  Directed development of software in an e-commerce environment for Oracle-based on-line applications for database integration to provide competitive loan rate and home market analysis for public inquiries.  Provided both management and technical support to the multi-disciplinary team of three companies for a mainframe to Internet/Web service development effort; this was through Oracle-based front end applications.  Performed requirements analysis and documentation (including JAD sessions), configuration, architecture design and modeling (NT 4.0, Netscape 4.7, UNIX 3.5, Solaris, Sybase 11.5, SQL & Compaq 5000 servers, ERwin 4.0), and integration testing (IV&V, system plans, scripts).  As development lead, responsible for the following: (1) coding systems to meet functional and system requirements (Oracle, Cobol, SQL, HTML, Cold Fusion); (2) network security access (S/W development and technical/cost assessment of vendor supplied programs); and (3) creation of system test environments, test scripts and plans, documentation, and reports, along with life cycle and system requirements and development documentation.  Established system and functional requirements documentation (SRDs/FRDs) for the secure, Web-based network.  Established configuration and baseline control (PVCS, ClearCase) for hardware and software integration with new Web-based interactive system; directed and developed overall test procedures, and test plans and results documentation.  My team efforts facilitated the successful integration into the operational (O&M) phase.

Disclosure, Inc. (1998)

Senior Manager/Group Leader

Directed the GUI Development Group for Disclosure’s Global Access (GA) Program, utilizing CGI scripting in Perl, Java scripting, and HTML in a UNIX environment.  Directed development of GUI interfaces and Web/operational software for an interactive Web service to provide financial and investment information on-line.  Managed schedules, provided technical guidance and interfacing support; and developed requirements, both within Disclosure’s Technology Division, and with external worldwide financial customers.  Was Lead Technical Manager for the GA Project’s Web desktop research tool for financial and business information (including GA Demand’s client services, and GA products for GA’s 200K+ subscribers).  Provided technical expertise for all phases of development and production; GUI interfaces (Perl/CGI, Java, HTML), server software development (C/C++, Forte), testing, financial services database development (Sybase, SQL), and requirements analysis/development for sales/marketing.

The Babcock Group (1990-2000)

Information Technology (IT) Director and Consultant (Co-Founder)

Developed programs and business base that served a broad range of corporations and agencies requiring expertise in aerospace (NASA), environmental engineering (NASA, EPA, DOD – Army Environmental Center, technology assessments/feasibility, telecommunications (Internet/Intranet) for FAA Code 400, and business process re-engineering (BPR, life cycle costing).  Developed SQL query programs designed to integrate legacy systems with new data tables and Web access for the Department of Energy (DOE).  Directed system architecture engineering of a mainframe to client server system for NASA Headquarters and for regional and state offices for USGS.  Directed multiple development and test teams; directed and planned software builds/releases and subsequent configuration baselines and software quality assurance (CM, QA, PCS, IVPCS).  Had full budget (P & L) responsibility for these projects.  As subcontractor Program Manager (PM), directed systems engineering and development programs with expertise in IT and telecommunications (Voice, Data, Internet) and business process re-engineering (BPR, life cycle methodologies/costing) for Year 2000 upgrades, software upgrades, commercial (COTS) technology, and information and relational databases (forms, reports) for NOAA/NWS, FAA, and Sprint/Global One.  Identified market opportunities and pricing strategies with account teams.  At Global-One (now Equant), managed provisioning, life cycle management, and phased product development (64K through 19.2 access, PVCS, Cisco routers, servers, switches) of domestic and international voice/data telecommunications projects, including Frame Relay, ATM, X.25, and TCP/IP protocols for networks.  Directed the Managed Bandwidth Service (MBS) expansion of backbone circuits (T1/E1) for Europe, including provisioning, testing, and installation.  

Directed conceptual/technical and interface studies for satellite voice and data communications utilizing VSAT and Internet platforms to both government agencies and commercial clients; performed interface studies of satellite voice and data communications utilizing VSAT and Internet platforms (NOAA/NWS).  Systems development and migration of a telecommunications and PC network for Justice (DOJ); migrated mainframe based  (open VMS) networks (TCP/IP, UNIX) through client servers (Cisco).  Quality (QC) procedures and C++ coding, through MS Access shell, of large, interactive FoxPro data base (Windows 95, Oracle operating systems) development for environmental and health care clients.    Directed satellite communications (VSAT, SATCOM) engineering requirements, system architecture (in C/C++, Visual Basic, UNIX, Windows), and cost analyses for FAA air traffic control modernization and NOAA remote air weather sensing.  Completed detailed telephone requirements analysis/cost assessment for PBX, CENTREX, and T1/T3 for the American Red Cross, National Center.

Guided environmental risk assessments and Access-based Cost-To-Complete analyses for DOD (Army's AEC in Aberdeen, MD) for base closure and remediation; evaluated all federal (CEQ/NEPA) and State regulations and cleanup or control technology for all 5,000 sites at these 120 installations.   Managed all environmental impact statements and assessments (EIS's/EA's) for NASA's "El Coqui" sounding rocket campaign in Puerto Rico; and this included endangered species survey/study, NEPA/RCRA compliance, and wetlands creation under the CEQ regulations (40 CFR).  Performed environmental technology evaluations and regulatory compliance for DOT programs, such as commercial space transportation. 

Science Applications International Corp. (SAIC) (1988-1995)

Senior Project Manager

Directed support (technical plus P & L) of NASA Space Physics Division’s Suborbital Program ($60M annual budget for sounding rockets, long-duration balloons).  Developed mission readiness and review management plans, along with safety and contingency plans for science missions aboard various suborbital (sounding rockets and long-duration balloons) and Space Shuttle launch vehicles.  Managed NASCOM telecommunications (DSN, voice/data, VSAT) systems engineering, architecture, and requirements analyses, client servers operations for e-mail and information networks (MIS) in Mac/OS, Oracle and DOS/UNIX (LANs/WANs, gateways), flight programs management/data base administration (DBASE IV, MS Project, MIS), mission requirements, and strategic management plans.  Directed and facilitated User Working Groups and Peer Review sessions for science research payloads; provided logistical and technical conferencing support for science mission per reviews, and facilitated these user working groups and Code S peer reviews for science research announcements.  Developed management guides and research announcements for Code S Student Launch Program, and administered the grants programs.  Program Manager, Spartan Program ($8M) missions (Space Shuttle payload and contingency planning).  Received a NASA letter of recommendation.  Managed environmental impact statements and assessments for NEPA/RCRA regulatory compliance for NASA's CRRES sounding rocket campaign at the U.S. Army Kwajalein site, Republic of the Marshall Islands, including hazardous materials and facilities operations on sensitive coral atolls.

As Information Systems (IS) Project Manager on the NOAA/NWS ASOS Aviation Demonstration Program, managed and developed Lotus-based data management and archiving network for the ASOS automated meteorological observation data under a variety of operating systems (Novell, Windows 95/NT, DOS/UNIX).  As IT engineer, initiated and directed VSAT telecommunications mission needs statements, SATCOM technology feasibility studies, cost benefit analyses (CBAs), system architecture development and integration (Novell, Windows 95), and voice and data telecommunications evaluations for weather/radar terminal products and air traffic control interfaces for DOT/FAA.

NOAA/National Weather Service (NWS) (1988)

Contracting Officer Technical Representative (COTR)

Directed the network architecture development, testing, and installation of the NOAA Weather Wire Service (NWSS) Upgrade Program ($250M program) data dissemination network  (VSAT, in a UNIX operating system); successfully managed project installation, on time and under budget.  Developed policies and agreements (public information commercial sales and dissemination to vendors).  Managed strategic planning and contractor milestones of site surveys, testing, and installations for transponders and terminals for this VSAT network.

Lockheed (LEMSCO) (1983-1988)

Mission Manager

Directed matrix team of 120+ engineering/operations personnel (IBM, UNIVAC, VAX mainframes) for data production/archiving, operations, hardware and satellite maintenance (MO&DA); and managed hardware/software development and integration (using COBOL, Ada, or C) at NASA/GSFC.  As the Quality Engineering Manager, directed, developed, and implemented all configuration policies and procedures for hardware and software implementation, approval for engineering change requests, test scenarios, data archiving, documentation (e.g. Interface Control Documents, or ICDs), and implementation and administration of NASA Configuration Control Board (CCB) procedures.

Systems & Applied Sciences (SASC) (1980-1983)

Senior Systems Engineer

Directed environmental and system engineering analysis for NAVAIR 370G on MIL-STD’s/MIL-SPEC’s, development phases, testing, implementation, and operability of twenty-three (23) Naval weapon systems.  Co-author, Environmental Influences on Naval Weapons Systems; recommendations for global weapon designation implemented with the Navy's Space and Naval Warfare Command.  Performed requirements analyses for in initial conceptual phase for FAA’s modernization of its ATCC Program and the Next Generation Radar (NEXRAD) integration between FAA and NOAA/NWS.

Professional Training Courses

CNA Certification Training, 1995-1996

Certified Manager, through the National Management Association (NMA) courses, 1983-1985
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Appendix B – Past Performance

1. TRICARE Management Activity – Technology Management Integration and Standards Support Services
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Award Date: 
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Ms. Clarissa Reberkenny                            

Project Manager

Length Of Service:  3 years

Clarissa.Reberkenny@tma.osd.mil
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Contract Number: 
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Ms. Stephanie Boyles, COR
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 12 May 2000
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$15,402,074 / $4,385,260

Length Of Service: 1 year

$3,765,247

15 May 2000 - 15 June 2001



Customer:  Technology Management Integration and Standards Directorate

 


Description of Work

With a team consisting of a program manager, senior advisors, IA/security experts, information systems engineers and analysts, data base administrators, and Web page designers, RGII supports the daily operations of the Technology Management, Integration and Standards (TMI&S) Directorate in support of the TMA mission – to provide quality health care to our military beneficiaries.  The Technology Management, Integration and Standards (TMI&S) Directorate, a component of TRICARE Management Activity’s (TMA) Information Management, Technology and Re-Engineering (IMT&R) Directorate, is tasked as the principal organization with the review, coordination, development and implementation of a Military Health System (MHS) enterprise-wide technical architecture. The goal of this architecture is to ensure the standardization and interoperability of Automated Information Systems (AISs) implemented in support of the Information Management needs of the MHS.  In achieving this goal, TMI&S provides support to the MHS Chief Information Officer.  The TMI&S effort is divided into five technical tasks, Information Assurance (IA), Public Key Infrastructure (PKI), Architecture and Standards (A&S), Integration and Interoperability (I&I), and Web Site and Database.  RGII assists with the operation and reporting requirements of the Management Control Program (MCP), specifically with completion of the Vulnerability Assessment, Risk Assessment, and any metrics reporting requirements. RGII provides direct support to the Director and to the government staff in charge of each of the five tasks. Requirements of the contract are to provide planning and advisory support to TMI&S; coordinate with other organizations to reach agreement and concurrence on findings and recommendations; and present and deliver information in an efficient and effective manner to enhance understanding and dissemination by the MHS Chief Information Officer (CIO).  RGII team members actively participate in a variety of issues affecting Tri-Service, Centrally Managed, and TMA issues.  Throughout its support for TMI&S, RGII proactively analyzes DoD directives and other government publications for impacts to the MHS enterprise programs, as well as individual centrally managed Automated Information Systems (AIS).  RGII advises TMI&S on the impacts of new programs to the MHS; drafts IA, I&I, and PKI policies for TMI&S; develops the technical architecture products for the MHS; and designs and maintains databases to support TMI&S operations to include DoD Information Technology Security Certification and Accreditation Program (DITSCAP) documentation of TMA and TRICARE Contractor systems.  Further, RGII provides all necessary support for the Information Assurance Working Group and the Technical Integration Working Group.  This includes logistical arrangements for meetings, development of suggested agenda items, coordinating presentations, and monitoring and coordinating responses from the Services and other members of the working groups to action items.  Our coordination efforts for other activities involve representatives of the Service Medical and Line Departments, DoD, and Health Services and Support Contractors.

RGII was successful in performing Management Support for TMI&S.  As such, our services are mapped to the TMI&S objectives listed in the Solicitation.
1. Task Management

Provided a single overall point of contact to ensure tasks are completed efficiently, accurately, on time, and in compliance with the requirements; that Task Leader were available to the government Task Managers; and that the correct resources were applied, added, and deleted as required during the task as individual items within the task evolve. Submitted a monthly report that accurately reflected accomplishments, challenges and a financial status (burn rate).

2. General Support (TIWG/IAWG)

Provided meeting (group and subgroup) support for facilities, agenda, members listings, read aheads, minutes, briefings, track action items, and chairperson requirements. 

Provided Program Support including meetings, review/assess policy and guidance, research and analysis, briefings, develop/maintain MHS policy, adhoc tasks.

3. Architecture and Technical Standards 

Provided support services for policies, directives, and standards implemented by Federal legislation, DoD, and maintained awareness of changes or new activities occurring in the Federal Enterprise Architecture (FEA) (including the Federal Health Architecture (FHA)), the Global Information Grid (GIG) Architecture, the Net-Centric Operations Warfare (NCOW) Reference Model and Enterprise Services (NCES), DoD Business Enterprise Architecture (BEA), DoD Architecture Framework (DoDAF), and medical nomenclature sets used in the healthcare industry. Provided Technical Standards Support, MHS Enterprise Architecture Support (including Technical Standards View and Information Assurance (IA) Enterprise Architecture Support). 

Technical Standards Support - Provided direct support as necessary to TMI&S' ongoing participation in Federal and DoD Information Technology Standards Registry (DISR), technical standards committees and working groups. Provided analysis and recommendations for the implementation of technical standards in so far as the impact on the Information Management, Technology and Reengineering (IMT&R) roles, responsibilities, and MHS information systems. 

4. Integration and Interoperability (I&I)

Provided support services encompassing all aspects of technical oversight and analysis of MHS programs to ensure integration and interoperability of the MHS IM/IT components for emerging technology; Government and industry best practices; web services; systems engineering solutions, which promote net-centricity, the goals of MHS Enterprise Architecture, and solutions that mitigate vulnerabilities. Provided support services for the activities of the Technical Integration Working Group (TIWG) and subgroup- maintained the TIWG charter and provided technical support to the TIWG chairperson. Supported the Ports and Protocol Working Group, Wireless Working Group, Internet Protocol, Version 6 (IPv6), and the NIPRNet System Network Approval Process (SNAP) Requirement

5. Identity Protection and Management

Provided Program Management, technical and administrative support for Identity Protection and Management Technologies which has evolved from Public Key Infrastructure (PKI) – including certificate tracking. 

6. Information Assurance (IA)

Provided program support services for the maintenance and enhanced implementation of the MHS Information Assurance Program (IAP) for policies research, IA guidance and assistance, program support (including FISM and  IA technical feasibility studies and evaluations of new technologies and their potential use), DoD IT Registry support to ensure TMA, TRICARE Contractors and JMISO are in compliance with IT Registry reporting requirements, meeting support. Supported Information Assurance Vulnerability Alert (IAVA)/Information Assurance Vulnerability Management (IAVM) and Computer Emergency Response Team (CERT) Activities. Developed IA Technical Documentation, informational papers (white papers, position papers, investigation research, and findings) to support the MHS implementation of Federal, DoD, MHS, and Service-level Information Assurance requirements. Developed IA responses and recommendations for MHS PEO, Services Program Managers, Directors, and Contractors on queries from Federal, DoD, Services. 

7. Web Sites, Databases, and Technical Analysis 

Provided technical support to TMI&S for Web sites, databases and IT analysis including design, development, maintenance and analysis. 

8. Management Control Program (MCP)

Provided support services for the operation and reporting requirements of the MCP with the completion of the Vulnerability Assessment, Risk Assessment, and metrics reporting requirements. 

Number, type and severity of any quality, delivery or cost problems in performing the contract, the corrective action taken and the effectiveness of the corrective action

There were no quality, delivery or cost problems in performing the contract. The contract value increases were a result of increased depth of current taskings (i.e. VHA/Sharing). RGII effectively managed (directing resources), coordinated and maintained a cooperative relationship with government staff and TMI&S customers. RGII provided quality service and timeliness of deliverables. 

Quality:

The quality of our work can be summarized in the following quotes from letters of commendation and appreciation from TMI&S Director and staff:

“To you and your staff convey, I my personal appreciation.  Without your support this task couldn't have succeeded to this degree.”  Bill Jarvis
“I would like to extend my appreciation to members of your staff who provided outstanding support …” Clarissa Reberkenny
“These individuals have demonstrated exceptional professionalism, knowledge, and responsiveness to Technology Management, Integration and Standards …” Clarissa Reberkenny
Delivery:

All deliverables were on time.
Cost Problems Avoidance:
Throughout the duration of the project, RGII avoids and prevents contract scope problems (i.e. underestimating performance effort, unplanned taskings, short fuse quick response requirements, delay in obtaining government responses) by closely monitoring processes, assessing the impact, and reporting contract scope issues as soon as they are known. Our goal is to identify and mutually resolve scope issues before they impact the project. If one does arise, the Program Manager would report scope issues to the TMI&S Director, COR and Contracting Officer as soon as they are identified and again during project status meetings. At which time, RGII and TIMPO would jointly discuss impact mitigation alternatives and workarounds including  postponing further work on the task or deliverable, deferring the work because it has little or no impact on completion, establish a “hard” cut-off date for receipt of external inputs, or  stop all work until the input is received and reschedule all remaining task/deliverables. In developing workarounds, RGII would make a best effort to identify solutions that do not increase contract cost and schedule. Contract modifications would be used only as a last resort.

The Degree to which performance reflects a management approach encourages customers satisfaction and collaboration: 

RGII goes the extra mile to ensure it integrates the entire MHS team of military, government, and other contractors to produce a consolidated and fully collaborated product dealing with enterprise architecture, interoperability and/or information assurance issues. 

We thoroughly understand the unique requirements and have partnered with TMI&S to achieve success quicker and more efficiently than could have without us.  

We have created an environment in which our skills are used to enrich opportunities by stimulating and broadening personal, intellectual and cultural growth both within our organization and in that of our customers.

Documented citation for proposed staff follows:
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2. Naval Medical Information Management Center Technical Management Support

[image: image21.emf]Contract Number:

 N00140-04-F-0351

POC:

Award Date: 

1 June 2004

Ms. B.J. Edgerly, Task Manager

Length Of Service: 1 year

bjedgerly@us.med.navy.mil 

1 June 2004 through 8 April 2005

(O)301-319-1264 (F)301-295-3485

Contract Number:

 N65126-04-F-0018

Ms. Faye Naylor, COR

Award Date :

13 November 2003

fenaylor@us.med.navy.mil

Length Of Service: 1 year

(O)301-319-1225 (F)301-295-3485

13 November 2003 - 19 October 2004

Contract Number:

 N65126-01-F-0067

FTE: 

Twelve/Three

Award Date :

15 February 2001

Value: 

$1,673,460 / $732,490

Length Of Service: 3 Years+C4

$4,662,000

15 February 2001 - 12 November 2003

Customer: Naval Medical Information Management Center 


Description of Work

RGII provided expertise in Program Management, Operations Management, Administration, Legacy Applications Management, Technical Services, System Engineering, Facility and Schedule Coordination, Functional Analysis, and Technical Writing to NMIMC and its directorates, especially supporting the Information Technology Services Directorate, BUMED, the Navy Medical Chief Information Officer, and Claimancy 18 activities. RGII provided technical support for existing and emerging NMIMC programs for Claimancy 18; Support of NMIMC’s mission and core services with enhancement of NMIMC’s services to Claimancy 18; and technical support services in identification of future programs and projects. RGII provided expertise in various aspects of information technology program development, acquisition and budget process management, functional task and portfolio development, integrated logistics support, and life cycle management theory and processes. Also, Continuity of Operations Plan (COOP); End User Device (EUD) Procurement – Desktops, Laptops, and Servers; NMCI v. Navy Medical requirements; Enterprise Security Support; Wireless Networking; Standards and NMCI Waiver Processing;  Functional Area Managers/ Defense Application Database Management System – Taxonomy mapping; Presentation Support for Navy Medical System conferences; Finance and acquisition document preparation; POM and Budget Portfolio Support; Mission Specific Business Plan and Human Capital Strategy development support, Risk Mitigation Planning, FISMA compliance, Security incident documentation, and Internal Forms Updating 

RGII was successful in performing Management Support for NMIMC. As such our services are mapped to the TMI&S objectives listed in the solicitation.

1. Task Management

Provided a single overall point of contact to ensure that tasks were completed efficiently, accurately, on time, and in compliance with the requirements; that project leaders were available to the government Task Managers; and that the correct resource were applied, added, and deleted as required during the task as individual items within the task evolve. Submitted a monthly report that accurately reflected accomplishments, challenges and a financial status (burn rate).

2. General Support 
Provided Navy Medicine meeting (group and subgroup) support for facilities, agenda, members listings, read aheads, minutes, briefings, track action items, and Navy requirements. Provided Program Support including meetings, review/assess policy and guidance, research and analysis, briefings, develop/maintain Navy Medicine policy, and ad-hoc tasks. Prepared technical briefings on network infrastructure, hardware, software and respective upgrades. Maintained records of meeting minutes and a list of actions items as well as responsible party for follow up and reporting.
3. Architecture and Technical Standards
Provided support services for Navy medicine policies, directives, and standards implemented by Federal legislation, DoD, and maintained awareness of changes or new activities occurring in the Federal Enterprise Architecture (FEA) (including the Federal Health Architecture (FHA)), the Global Information Grid (GIG) Architecture, the Net-Centric Operations Warfare (NCOW) Reference Model and Enterprise Services (NCES), DoD Business Enterprise Architecture (BEA), DoD Architecture Framework (DoDAF), and medical nomenclature sets used in the healthcare industry. Provided Technical Standards Support, MHS Enterprise Architecture Support (including Technical Standards View and Information Assurance (IA) Enterprise Architecture Support). 

Technical Standards Support - Provided direct support as necessary to NMIMC’s ongoing participation in Federal and DoD Information Technology Standards Registry (DISR), technical standards committees and working groups. Provided analysis and recommendations for the implementation of technical standards in so far as the impact on Navy Medicine’s roles, responsibilities, and MHS/Navy information systems. Reviewed new technologies and software, prepared and presented briefings including recommended usage within Navy Medicine.
4. Integration and Interoperability (I&I)

Provided support services encompassing all aspects of technical oversight and analysis of Navy and MHS programs to ensure integration and interoperability of the Navy/MHS IM/IT components for emerging technology; Government and industry best practices; web services; systems engineering solutions, which promote net-centricity, the goals of MHS/Navy Enterprise Architecture, and solutions that mitigate vulnerabilities. Provided support services for the activities of the Technical Integration Working Group (TIWG) and provided technical support to the TIWG Navy representative. Supported the Ports and Protocol Working Group, Wireless Working Group, Internet Protocol, Version 6 (IPv6) Working Group. Coordinated the collection of information from responses to datacalls throughout Navy Medicine. Captured, reviewed, set up databases as part of the Information Data Repository (IDR), and the web interfaces to make the information available to NMIMC, BUMED, and the MTFs that provided the information (aggregate results for all, Rule Based Access Control on UIC provided). 
5. Identity Protection and Management

Provided Program Management, technical and administrative support for Public Key Infrastructure (PKI) and PKI certificate tracking. Assisted the NMIMC Project Manager in monitoring and reporting the progress of PK enablement for private web servers within Navy Medicine. 
6. Information Assurance (IA)

Established NMIMC IA Program. Provided program, maintenance and enhanced implementation support for Navy Medicine’s IAP)for policies research, IA guidance and assistance, program support (including FISMA and IA technical feasibility studies and evaluations of new technologies and their potential use). So are in compliance with IT Registry reporting requirements, meeting support. Supported Information Assurance Vulnerability Alert (IAVA)/Information Assurance Vulnerability Management (IAVM) and Computer Emergency Response Team (CERT) Activities. Developed IA Technical Documentation, informational papers (white papers, position papers, investigation research, and findings) to support the MHS implementation of Federal, DoD, MHS, and Service-level Information Assurance requirements. Developed IA responses and recommendations for MHS, Services Program Managers, Claimancy 18 on queries from Federal, DoD, Services.

7. Web Sites, Databases, and Technical Analysis 

Provided technical support for NMIMC Web sites including Navy Medicine On-Line (NMO), Technology Integration, Email services, NMCI informational for Navy Medicine, NMCI Waiver, and Active Directory web sites. HTML, XML, Macromedia, Dreamweaver, Coldfusion, and a host of other tools were used to develop NMIMC’s web presence. Additionally, there were hooks to SQL and ORACLE databases for exposure to the field, and IT analysis including graphic image design, development, and maintenance on data call pages, along with analysis for enhancement and compliance with Section 508.  

8. Management Control Program (MCP)

Provided support services for the operation and reporting requirements for Vulnerability Assessment, Risk Assessment, and metrics reporting requirements. RGII staff managed the Telephony Project, Patient Appointing System, Configuration Assurance Project, Enterprise Architectural Assessment Project, IT Assets (Patriot’s Choice) Program. Additionally, RGII managed the SCOUT program which controlled, distributed, and tracked the licensing of all Microsoft products within Navy Medical ($10.2 million assets).
Number, type and severity of any quality, delivery or cost problems in performing the contract, the corrective action taken and the effectiveness of the corrective action

There were no quality, delivery or cost problems in performing the contract. 

Quality:

The quality of our work can be summarized in the following quotes from commendation and appreciation from NMIMC’s Commanding Officers and staff :

“Your staff at NMIMC has set the standard for all contractor support and have made the difference in providing quality service.”  CAPT Sidney Rogers, CO NMIMC
“Extraordinary personal dedication and ‘Can Do’ attitude were critical in establishing NMIMC as the central clearinghouse for DADMS with Navy Medicine.” CAPT N. D. Yamodis, CO NMIMC
“Thanks for the quick response!” Debi Bartholomew, NH Camp Lejeune
“RGII is the model contractor” B. J. Edgerly, NMIMC
“Provided information clearly and accurately.” Dave Wulf, NMIMC
Delivery:

All deliverables were on time.
Cost Problems Avoidance:
RGII avoids and prevents problems (i.e. underestimating performance effort, added tasks, short fuse quick response requirements, delay in obtaining government responses) by closely monitoring processes, assessing the impact, and reporting contract scope issues throughout the duration of the project. RGII’s goal is to identify and mutually resolve scope issues before they impact the project. If one does arise, the Program Manager would report scope issues to the NMIMC Project Manager and Contracting Officer as soon as they are identified and again during project status meetings. At which time, RGII and NMIMC would jointly discuss impact mitigation alternatives and workarounds including postponement of further work on the task or deliverable, deferring the work because it has little or no impact on completion, establish a “hard” cut-off date for receipt of external inputs, or stop all work until the input is received and reschedule all remaining tasks/deliverables. In developing workarounds, RGII would make a best effort to identify solutions that do not increase contract cost and schedule. Contract modifications would be used only as a last resort.

The Degree to which performance reflects a management approach encourages customers satisfaction and collaboration: 

Working in an environment where each contractor knew their respective company’s capability, “spontaneous teaming” with other contracted vendors also was encouraged to resolve Navy medicine IT/IM issues that surfaced or evolved.  This teaming occurred among the various support contractors without direct interface with the customer resulting in a high level of collaboration among the various contracted support staff.  Additionally, customer satisfaction “check the pulse” type meeting were often held with the RGII Vice President and the government POCs, as well as quarterly visits from the RGII CEO.
Documented citations for proposed staff follows:
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3. TriService Infrastructure Management Program Office – Technical Management Support

[image: image24.emf]Contract Number:

 DASWO1-02-F-0351

POC:

Award Date: 

27 February 2002

Ms. Gail DiNicolantonio, COTR

Dates of Performance: 3 years

Gail.DiNicolantonio@tma.osd.mil

27 February 20002 - 31 December 2004 (O)703-681-6123 (F)703-681-9012

Mr. Romme Burch, COR-DO

Contract Number: 

W81XWH-05-F-0134

romme.burch@tma.osd.mil

Award Date: 

29 December 2004

(O)703-681-6123 (F)703-681-9012

Dates of Performance: 3 years

FTE:

 Seventeen / Fourteen

1 January 2005 - 31 December 2008

Value: $6,771,221 / $11,724,000

Customer: Tri-Service Infrastructure Program Management Office


Description of Work

With a staff of program managers, senior systems engineers, information systems planners, functional area analysts, and principal information engineers. RGII provided technical management support and conducts technical studies and analyses consistent with life-cycle management principles. Specifically, RGII provides infrastructure planning, design, development, implementation, sustainment, business process re-engineering support, and Planning, Programming and Budgeting Systems for the MHS. We perform analyses of the available and emerging telecommunication technology, trends, and analyses of how other public and private organizations acquire, manage, and use telecommunications services.  Because the MHS mission is conducted in a tri-service managed care environment, the environment requires the extension of MHS AIS services among Army, Navy, and Air Force installations and to Managed Care Support Contractors within and among MHS health care regions.

RGII provides services in support of TIMPO’s security management in conjunction with the One Air Force One Network initiative and associated CON processes.  Examples and types of support provided  include representing TIMPO as a voting member of the MHS Infrastructure Configuration Control Board (MI-CCB), designing and developing a critical hub and spoke VPN architecture for deployment throughout Europe in conjunction with the AF CIP effort.  RGII also provides  “review and comment” on current security designs and assists in lab testing proposed designs and configurations of security devices.  We assist in preparing risk assessments, certification and accreditation documents, and other System Security Assessment Agreement documentation.  We develop and document TIMPO’s security management program.  

RGII documents the telecommunications architecture for the existing networks, to include the networks’ physical configuration, functional organization, and operational procedures.  We document the formal procedures for managing changes to the telecommunications architecture.  We also define and document the long-range telecommunications architecture with the convergence of voice, video, and data and prepare a transition plan to guide the transition or evolution to that architecture.  This long-range telecommunications architecture document includes a forecast of the future telecommunications needs and service levels of the MHS.

RGII was successful in performing Management Support for TIMPO. As such our services are mapped to the TMI&S objectives listed in the Solicitation.

1. Task Management

Provided a single overall point of contact (Technical Program Manager) who ensured tasks were completed efficiently, accurately, on time, and in compliance with the requirements; that Task Leader were available to the government Task Managers; and that the correct resources were applied, added, and deleted as required during the task as individual items within the task evolve. Submitted a monthly report that accurate reflects accomplishments, challenges and a financial status (burn rate).

2. General Support (TIWG/IAWG/IPR/IPv6)

Provided meeting (group and subgroup) support for facilities, agenda, members listings, read aheads, minutes, briefings, track action items, and TIMPO Representative requirements.
Provided Program Support for meetings, review/assess policy and guidance, research and analysis, briefings, develop/maintain MHS policy, ad-hoc tasks.

3. Architecture and Technical Standards 

Provided support services for policies, directives, and standards implemented by Federal legislation, DoD, and maintained awareness of changes or new activities occurring in these areas including the Federal Enterprise Architecture (FEA) (including the Federal Health Architecture (FHA)), the Global Information Grid (GIG) Architecture, the Net-Centric Operations Warfare (NCOW) Reference Model and Enterprise Services (NCES), DoD Business Enterprise Architecture (BEA), DoD Architecture Framework (DoDAF), and medical nomenclature sets used in the healthcare industry. Provided support for the MHS Technical Standard, MHS Enterprise Architecture (including Technical Standards View and Information Assurance (IA) Enterprise Architecture Support).
Technical Standards Support - Provided direct support  to TIMPO’s ongoing participation in Federal and DoD Information Technology Standards Registry (DISR), technical standards committees and working groups. Provided analysis and recommendations for the implementation of technical standards in so far as the impact on TIMPO’s roles, responsibilities, and MHS information systems. 

4. Integration and Interoperability (I&I)

Provided support services encompassing all aspects of technical oversight and analysis of MHS programs to ensure integration and interoperability of the TIMPO and MHS IM/IT components for emerging technology; Government and industry best practices; web services; systems engineering solutions, which promote net-centricity, the goals of MHS Enterprise Architecture, and solutions that mitigate vulnerabilities.
Provide support services for the TIMPO activities of the Technical Integration Working Group (TIWG) and subgroup and provide technical support to the TIWG TIMPO representative. Supported the Ports and Protocol Working Group, Wireless Working Group, and Internet Protocol, Version 6 (IPv6) – provided direct support for the MHS Chairperson at TIMPO).

5. Identity Protection and Management

Provided Program Management and participated in the technical and administrative support for Identity Protection and Management Technologies including Public Key Infrastructure (PKI). 

6. Information Assurance (IA)

Provided Information Assurance support to TIMPO to ensure the infrastructure deployed by TIMPO in support of the MHS mission meets or exceeds the IA requirements of the DoD as set forth in DoD Directive 8500.1, DoD Instruction 8500.2 and other application regulations. RGII provided engineering support to ensure that TIMPO IA products delivered to the MHS incorporate the latest advances in IA technologies, principles, practices, and are properly certified in accordance with US Government certification standards such as the NIST Federal Information Processing Standards (FIPS) and the National Information Assurance Partnership (NIAP) Common Criteria standards for product certification. RGII also completed the requirements for DITSCAP for TIMPO’s Multipurpose Lab that duplicates equipment configurations currently deployed in the field. This enables scenario testing that emulates real-life deployments and successfully obtained the authority to operate (ATO).

7. Web Sites, Databases, and Technical Analysis 

Provided technical support to TIMPO for Web sites (Private and Public), databases and IT analysis including design, development, maintenance and analysis. For example, updated website content for TIMPO 1) Document Library; 2) Contact Database; 3) WIRE Reports; 3) MI-CCB Calendar; 4) Inventory Database; 5) TDY Calendars.  Updated the programming code to support the MI-CCB re-engineering effort and provided account creation support for the Oracle Collaboration Suite. Conducted technical studies and analysis in the form of white papers for 1) JMISO PKI Server Certificate Requirements and 2) JTF-GNO Technical Bulletin 05-011 Operational Impact to Active Directory Compromise
8. Management Program 
Provided support services for the operation and reporting requirements with completion of Vulnerability Assessment, Risk Assessment, last mile, and metrics reporting requirements. 

Number, type and severity of any quality, delivery or cost problems in performing the contract, the corrective action taken and the effectiveness of the corrective action

There were no quality, delivery or cost problems in performing the contract. 

Quality:

The quality of our work can be summarized in the following quotes from commendations and appreciations from TIMPO’s Program Manager and staff:

“The RGII team continues to make significant contributions to improve the implementation of the communications and computing infrastructure.” Wayne Speaks, TIMPO
“We have great confidence in his expertise and attention to detail. When he says a project is complete, we know without a doubt, providers will have access to the critical information needed to take care of this country’s soldiers, airmen, sailors and marines.” Richard Foster, CAPT,MSC, USN
“Your support to TIMPO is recognized on many projects, including, Local Area Network (LAN) upgrade, Composite Health Care System II (CHCS II), Business to Business (B2B) Gateway, and the Virtual Private Network (VPN). You most recent support of the VPN project has occurred both during and outside of normal duty hours. Service of this quality given with such routine dedication to customers is recognized and appreciated.”  Vaseal Lewis, COL MS, USA
“The RGII team is an integral part of TIMPO’s life cycle support of the world wide MHS communication and computing infrastructure required to provide Department of Defense healthcare.”  Jim Bussell - TIMPO
“Outstanding survey! Explained all terms, procedures, questions, etc.  Much greater level of confidence in validity of report than past engineering surveys.  Great job! “Lon Thompson, NH New England
 “This was one of the most professional operations I have seen. The crew came in gave a good brief and started to work.  They were very good about not interfering with daily operations. The information received at the out brief was complete and informative. It was a pleasure working with this team”  Ron Stanger - Chief, Network Operations-Madigan

Delivery:

All deliverables were on time.
Cost Problems Avoidance:
RGII avoids and prevents problems (i.e. underestimating performance effort, added taskings, short fuse quick response requirements, delay in obtaining government responses) by closely monitoring processes, assessing the impact, and reporting contract scope issues throughout the duration of the project. Our goal is to identify and mutually resolve scope issues before they impact the project. If one does arise, the Program Manager would report scope issues to the TIMPO Project Manager and Contracting Officer as soon as they are identified and again during project status meetings. At which time, RGII and TIMPO would jointly discuss impact mitigation alternatives and workarounds including  postponing further work on the task or deliverable, deferring the work because it has little or no impact on completion, establish a “hard” cut-off date for receipt of external inputs, or  stop all work until the input is received and reschedule all remaining task/deliverables. In developing workarounds, RGII would make a best effort to identify solutions that do not increase contract cost and schedule. Contract modifications would be used only as a last resort.

The Degree to which performance reflects a management approach encourages customers satisfaction and collaboration:
The RGII advantage is grounded in the skills of the RGII Program Manager, who possesses strong combination of skills in both management and engineering disciplines. Our PM is capable of identifying and reacting to requirements in less time than our competitors. Fully qualified holding a management degree, certifications in systems engineering and networking, hands-on technology experience in excess of 15 years, and a proven track record of supporting the MHS with direct program and technical management experience with TIMPO, the RGII PM has a clear vision of the functional requirement, the available technology, and integration efforts required to achieve customer satisfaction while continually monitoring cost, schedule and performance.

4. Air Force Surgeon General – Information Assurance / Resource, Analysis and Support

[image: image25.emf]Contract Number:

 N65538-02-F-0438 (IA)

POC:

Award Date: 

5 September 2002

Capt George Onyenyeonwue

Length Of Service: 5 years

george.onyenyeonwue@pentagon.af.mil

5 September 2002 - 4 September 2007 (O)703-681-6059 (F)703-681-6050

Major Samuel Washington

Contract Number: 

N65538-03-F-0306 (RA&S) 

samuel.washington@pentagon.af.mil

Award Date: 

21 August 2003

(O)703-681-4137 (F)703-575-0856

Length Of Service: 5 years

FTE:

 Nine /  Six

21 August 2003 - 20 August 2008

Value: $6,734,162 / $3,733,542



Customer: Air Force Surgeon General


Description of Work

RGII provides Resource Analysis and Support (RA&S) management and information systems engineering SME support services for the U.S. Air Force Medical Service (AFMS) Chief Information Office.  RGII provides integration, plans, and projects of the four branches of the office: Technology, Information Assurance, Knowledge Management, and CHCS II deployment.  RGII prepares and delivers issue and decision papers concerning current developments and technologies that potentially impact the operations of information systems for the AFMS.

RGII develops and maintains the complete project schedule for the institutionalization of Total Cost of Ownership (TCO) of Information Technology for the 75 AFMS sites including a compiled history of lessons learned.   RGII provides technical analysis, evaluation, and reports of financial, operational, administrative, and asset data gathered for the TCO studies, and presents results of analysis as briefings or white papers to upper level commanders for the Surgeon General.

RGII also represents the Air Force as the Air Force (AF) Military Department Representative by acting as the Air Force liaison to the Clinical Business Area (CBA) in all technical and functional aspects regarding the Composite Health Care Systems (CHCS).  We support the AF by maximizing the effectiveness and economy of the organization by improving organizational policy development, decision-making, and program/project management through expert knowledge of CHCS and other legacy systems.  RGII works directly with Medical Treatment Facilities (MTFs) and contractors to ensure proper execution of contracts with regards to hardware and software maintenance.  We support contractors in scheduling MTFs for product deployment, as well as hardware/software upgrades and training.  RGII personnel assist the CBA and its support contractor in planning and developing cost effective/efficient ways of doing business, and developing Technical Statements of Work (TSOW) to accomplish hardware/software maintenance, site staffing, training, systems engineering support, implementation support and helpdesk support, and meeting the standards of the D/SIDDOMS contract.   RGII directs multi-level CHCS support contractor staff responsible for requirements analysis, design, configuration management, and AF requirements traceability.  RGII performs the analysis of interdependencies and coordinates technical schedule integration.  RGII addresses vulnerabilities in electronic networks and develops mitigation plans.  RGII also provides resource management oversight by researching existing policies, procedures, and standards and developing alternative policy IA and Information Management architectures, which maximize current resources while preparing for future DoD mandates.

RGII provides technical and managerial support for the Information Assurance (IA) Program, key elements consist of the DoD Certification and Accreditation process (C&A), and the Air Force’s Certificate of Noteworthiness process (CoN).  RGII also provides the Air Force Surgeon General’s IA Program with security policy and development, security guidance, security reviews and implementation of all security requirements mandated by DoD and Air Forces regulations to the entire Air Force Medical environment.  RGII represents the Air Force IA Branch on numerous working groups and boards as the Subject Matter Experts, which consist of Military Health Services PKE/PKI Working Group, Critical Infrastructure Protection Program Group (CIP), the Senior Air Force Management Team (SAMT), and the Military Health Services Information Assurance Board. 

RGII was instrumental in establishing the Air Force’s Medical Systems Network Risk Assessment Certified Lab, RGII employee’s personnel skills, certifications, and the preparation of the certification package were the key elements for this major milestone awarded to the Air Force’s Medical environment.  RGII conducts security training and awareness, risk assessments, test and evaluations, technology evaluations and integration with PKI, VPN, firewalls, Intrusion Detection Systems (IDS), IA web site information repository maintenance, research and evaluation on IA matters, and incident response and reporting. RGII creates the DITSCAP and C4ISP security documentation for specific medical systems and applications that are designed and developed to go on the Air Force’s Medical network.  

Inclusive to the DITSCAP process RGII reviews all Certification and Accreditation packets that are done by other agencies for the Air Force Network.  RGII also provides the Air Force Surgeon General with technical papers, white papers and military staff package preparation, evaluation of applicable standards of the Joint Commission on Accreditation of Healthcare Organizations (JCAHO); HIPAA, FISMA and other regulatory guidance related to Air Force Medical Information Systems, Technology and Security requirements. 

Another major accomplishment for the RGII Information Assurance Staff assigned to the Air Force Surgeon General CIO, was the preparation and award of the Security Policy and Compliance Assessment Lab.  Again the award was based on the preparation of the packet, RGII employee’s skill levels and certifications and the technical competence of the IA group personnel.  This is a major award to the Air Force’s medical environment considering that the Air Force Communication Agency has only awarded three other organizations throughout the entire Air Force with this certification.

Another tremendous milestone was the establishment of the Audit Team, the DoD Inspector General commended RGII Information Assurance Audit Team members for their efforts in the Implementation of the Federal Information System Management Act (FISMA) for FY03 at Selected MTFs, reports and recommendations were made to the other Services to follow the Air Force approach to improving controls in their respective MTFs.  RGII members were the key players in the development and execution of the FISMA mandated reviews.  Team members also coordinated with implementation teams for the OCTAVE information security risk assessments at the Major Command (MAJCOM) level.

RGII was successful in performing Management Support for AFSG. As such our services are mapped to the TMI&S objectives listed in the solicitation.

1. Task Management

Provided a single overall point of contact to ensure tasks are completed efficiently, accurately, on time, and in compliance with the requirements; that Task Leader easily available to the government Task Managers; and that the correct resources are applied, added, and deleted as required during the task as individual items within the task evolve. Submitted a monthly report that accurate reflects accomplishments, challenges and a financial status (burn rate).

2. General Support 
Provided meeting (CHCS, CITPO, RITPO, MTF and MilDep) support for facilities, agenda, members listings, read aheads, minutes, briefings, track action items, and chairperson requirements for hardware and software upgrade deployment, sparing,  and lab maintenance.
3. Architecture and Technical Standards 

Provided support services for both policy and execution divisions of the AF Surgeon General’s Modernization Directorate to develop, review, evaluate, and implement AF policies, directives, and standards mandated  by Federal legislation, DoD instruction or directive, and maintained ready knowledge of changes or new activities  in key Enterprise Architecture initiatives including the Federal Enterprise Architecture (FEA) (including the Federal Health Architecture (FHA)), the Global Information Grid (GIG) Architecture, the Net-Centric Operations Warfare (NCOW) Reference Model and Enterprise Services (NCES), DoD Business Enterprise Architecture (BEA), DoD Architecture Framework (DoDAF), and medical nomenclature sets (Ontology) used throughout the healthcare industry. Provided Technical Standards Support, by coordinating AF technical standards issues with the MHS Chief Architect and reviewing and commenting on new technologies emerging in the health automation environment.  Provided AFMS representation to MHS Enterprise Architecture support groups (managing Operational, Systems, and Technical Standards Views and Information Assurance (IA) Enterprise Architecture Support) and the MHS Enterprise Architecture Board.  Provided support for the review, coordination and recommendations for incorporation, update, or deletion of the standards within DISR pertaining to AFMS.  This coordination occured with both MHS and AF line organizations. Coordinated technical architecture activities with the operational and systems organizations within AF and MHS providing a wider perspective on the Architecture integration and potential impact of technical standards modification.Reviewed the Data Standards Configuration Management Board Concept of Operations, discussed the document with the AFMS Chief Architect, and responded to TMA with AF impacts, suggested modifications, and subsequent concurrence.  Thoroughly familiar with the operations of the working and subworking groups and the support required for conducting their meetings.  Maintained a working knowledge of the "as-is" and "to-be" views of the technical architecture and the development of the transition plan to evolve smoothly from one to the other.

Provided support services to evaluate systems requirements and develop architecture views required for the certification of significant AF Medical programs’ modernizations by the newly established DoD Investment Review Boards. 

4. Integration and Interoperability (I&I)

Provided support services for AF technical oversight and analysis of MHS programs to ensure integration and interoperability of the AF/MHS IM/IT components for emerging technology; Government and industry best practices; web services; systems engineering solutions, which promote net-centricity, the goals of AF/MHS Enterprise Architecture, and solutions that mitigate vulnerabilities.  Provide support services for the activities of the Technical Integration Working Group (TIWG) and subgroup. Provide technical support to the TIWG AF representative. Supported the Ports and Protocol, Wireless, and the Internet Protocol, Version 6 (IPv6) Working Groups.

5. Identity Protection and Management

No support services provided
6. Information Assurance (IA)

Provided program support services for the maintenance and enhanced implementation of the AFSG Information Assurance Program (IAP) for policies research, IA guidance and assistance, program support (including FISMA). Collected and reported data from seven applications program managers concerning information assurance compliance status to update the DoD IT Registry. Conducts C&A audits using DITSCAP, MHS and AF policy and procedures Supported Information Assurance Vulnerability Alert (IAVA)/Information Assurance Vulnerability Management (IAVM) and Computer Emergency Response Team (CERT) Activities. Developed IA Technical Documentation, informational papers (white papers, position papers, investigation research, and findings) to support the MHS implementation of Federal, DoD, MHS, and Service-level Information Assurance requirements. Developed IA responses and recommendations for AFSG, MHS PEO, Services Program Managers, Directors, and Contractors on queries from Federal, DoD, and the Services.
7. Web Sites, Databases, and Technical Analysis 

Provided technical support to AFSG web site, databases and IT analysis including design, development, maintenance and analysis for Surgeon General’s Requirements for Operational Capabilities Council (SGROCC) including “What’s new,,,,,” and cross-references, initiatives and keyword searches.
8. Management Program 
Provided support services for the operation and reporting requirements with the completion of Risk Assessment, metrics reporting, Business System Modernization registration and Acquisition Portfolio Analysis and Reporting.

Number, type and severity of any quality, delivery or cost problems in performing the contract, the corrective action taken and the effectiveness of the corrective action.
There were no quality, delivery or cost problems in performing the contract.
Quality:

RGII uses disciplined, repeatable processes and procedures to ensure quality.  Moreover, it is our strong commitment to total customer satisfaction that sets us apart from other companies.  It drives us to continuously improve our techniques and results in timely delivery of cost-effective products and services that exceed our clients’ expectations. RGII provides quality services from the beginning of each project and not inserted later.
Delivery:

All deliverables were on time.
Cost Problems Avoidance:
RGII avoids and prevents problems (i.e. underestimating performance effort, added taskings, short fuse quick response requirements, and delay in obtaining government responses) by closely monitoring processes, assessing the impact, and reporting contract scope issues throughout the duration of the project. Our goal is to identify and mutually resolve scope issues before they impact the project. If one does arise, the Project Manager would report scope issues to the corresponding Air Force client and Contracting Officer as soon as they are identified and again during project status meetings. At which time, RGII and the Air Force would jointly discuss impact mitigation alternatives and workarounds including postponing further work on the task or deliverable, deferring the work because it has little or no impact on completion, establish a “hard” cut-off date for receipt of external inputs, or stop all work until the input is received and reschedule all remaining task/deliverables. In developing workarounds, RGII would make a best effort to identify solutions that do not increase contract cost and schedule. Contract modifications would be used only as a last resort.

The Degree to which performance reflects a management approach encourages customer satisfaction and collaboration:
We bring an exceptionally experienced team and management staff that delivers high quality products and services that are second to none.

The key elements of our approach include:

Partnership between the AFMSA/SGRTS management and RGII

Experienced, qualified, and seasoned support staff

Similar concurrent work with DoD Health Affairs (TRICARE Management Activity – TMA), Bureau of Medicine and Surgery – BUMED, and Air Force Surgeon Generals Information Assurance Branch HQ 

Proven best practices knowledge base and repeatable methodologies, processes, procedures, and tools

Technology reviews and recommendation of Internet/Web-based tools to automate and/or improve the efficiency of the IT Security Program 

Single point of contact for clear, unencumbered communications

Full corporate-level commitment focused on successful execution and complete AFMSA/SGRTS satisfaction

Appendix C – Organizational Conflict of Interest

TRICARE Management Activity (TMA) has categorized all its non-purchased care requirements into three broad categories, as defined below, for purposes of identifying, avoiding or mitigating against Organizational Conflicts of Interest (OCIs) in accordance with FAR Subpart 9.5.  These categories are defined as follows:

Category 1:  TMA Internal Support:  Services, which, by their very nature, give the Contractor access to extensive data about the contracts of all other TMA Contractors.
Category 2:  Program Management Support:  Services which assist TMA in planning and managing its activities and programs.  This includes, for example:  requirements analysis, acquisition support, budget planning and management, business process reengineering, program planning and execution support, and independent technical management support.

Category 3:  Product Support.  Services or end items required to meet the mission requirements of TMA’s non-purchased care activities and programs.  This includes, for example:  concept exploration and development; system design; system development and integration; COTS procurement and integration; internal development testing; deployment; installation; operations; and maintenance.

Contractor participation in more than one of these areas may give rise to an unfair competitive advantage resulting from access to advance acquisition planning, source selection sensitive or proprietary information.  Furthermore, Contractor participation in more than one area may give rise to a real or apparent loss of Contractor impartiality and objectivity where its advisory or planning assistance in one area potentially affects its present or future participation in another area.

The purpose of this categorization is to accomplish the following three objectives: (1) to inform prospective Offerors that TMA presumes that award of a contract or order in the subject category will give rise to real or apparent OCIs with respect to requirements in the other two categories; (2) to assist current Contractors and prospective Offerors in developing their own business strategies regarding participation in TMA requirements and in identifying and, where possible, avoiding or mitigating against OCIs; and (3) to ensure that all current Contractors and prospective Offerors are afforded the maximum practicable opportunity to compete for all TMA requirements consistent with the restrictions required under FAR Subpart 9.5 and sound business practices.

For purposes of identifying, avoiding and / or mitigating against OCIs, TMA will examine all its non-purchased care requirements and acquisitions regardless of the cognizant contracting activity (e.g., DCC-W, GSA, other agency Multiple Award Schedules, etc.) or the type of contract vehicle used (e.g., FSS order, Fair Opportunity competitive order under Multiple Award ID/IQ Contracts, competitively negotiated awards under FAR Part 15, etc.).

Each TMA non-purchased care solicitation will therefore be designated as falling within one of the three above defined categories.  The work called for under this contract/order has been categorized by TMA as a non-purchased care task as;  

Category 2:  Program Management Task

TMA will administer this clause for purposes of award eligibility for each solicitation as follows:

An Offeror that has never provided support to TMA in any of the categories is eligible for award in any category without any further action required under this clause.

An Offeror that provides or has provided support to TMA in only one category of work and has never supported TMA in any other category (a single-category Contractor) is eligible for award for any future requirement in that single category without further action under this clause. 

A single-category Offeror/Contractor wishing to submit an offer in a different category, or any Offeror/Contractor which now provides or previously has provided support in more than one category, must include the following as part of its offer:

Perform a comparative analysis of the potential new work against all current and previous work performed in support of TMA in any category other than that of the new work being offered.  The comparative analysis must be included in the proposal for the new work, and must include a statement certifying whether the Contractor believes that its performance of the proposed new work would create a real or apparent OCI.  If the Contractor believes that no real or perceived OCI will result from an award of the proposed work, no additional action by the Contractor is required. 

If the Offeror/Contractor believes that a real or apparent OCI may exist as a result of an award, the Contractor shall also submit an OCI Avoidance or Mitigation Plan with its proposal. 

Inclusion of the comparative analysis and OCI Avoidance or Mitigation Plan will not be counted against any offer page limitations otherwise stated in the solicitation.

The Contracting Officer (and when applicable the appropriate program office, acquisition manager, and legal counsel) will review the comparative analysis and, if provided, the Avoidance or Mitigation Plan, in accordance with the requirements of FAR Subpart 9.5 (Organizational Conflict of Interest) to determine whether award to that Offeror would be consistent with those requirements.  If it is unilaterally determined by the Contracting Officer that no OCI would arise or that the OCI Avoidance or Mitigation Plan adequately protects the interests of the Government in the event of award to that Offeror, the Offeror will be determined, for purposes of this clause, to be eligible for award. 

If the Offeror/Contractor knows of no OCI in accepting work under this contract, it shall certify its OCI status and submit the certification at the end of this clause with its proposal and any later award, if awarded the contract. The Contractor shall also obtain a similar certification of OCI status from all subcontractors, teaming partners or consultants prior to tasking any such party under this contract. The Contractor shall appropriately modify and include this clause, including this Paragraph, in all consulting agreements and subcontracts of any tier to preserve the rights of the Government.

For breach of any of the above restrictions or for nondisclosure or misrepresentation of any relevant facts required to be disclosed concerning this contract, the Government may terminate this contract, disqualify the Contractor from subsequent related contractual efforts, and pursue any remedies as may be permitted by law or this contract.

Prior to a contract modification involving a change to the Statement of Work, or an increase in the level of effort or extension of the term of the contract, the Contractor shall submit any applicable organizational conflict of interest disclosure or an update of the previously submitted disclosure or representation.

The Offeror/Contractor should review the considerations below in determining whether or not a conflict of interest exists.

Does the Offeror or any intended subcontractors, teaming partners, proposed employees, or affiliates have Unequal Access to Information?  Would award to the Offeror result in the Offeror having the opportunity to access nonpublic information that may give the Offeror a competitive advantage in a later competition for a Government contract? Specifically, will the Offeror/Contractor have access to any of the following information:

Budget(s), or Budget Information?

Acquisition Sensitive Information related to the procurement process to include, but not limited to Acquisition Plans, Requirements, Statements of Work, or Evaluation Criteria?

Does the Offeror or any intended subcontractors, teaming partners, proposed employees, or affiliates have “impaired objectivity” because the Offeror’s ability to render impartial judgments may be compromised because of its conflicting role(s) on this effort and other Government contracts?

Do “biased ground rules” exist?  Most commonly, this would include a situation where the Offeror has, as a Government Contractor, written specifications or a statement of work for this effort, which could skew competition in favor of itself?

Is the Offeror aware of any other information relating to this proposed contract/order, which could reasonably be construed as creating an OCI?

RGII is a Category 2 vendor and has no Category 1 or 3 contracts.  RGII certifies to the best of its knowledge its OCI status below:

 FORMCHECKBOX 

No real or perceived OCI, as defined in FAR 2.1 and discussed in FAR 9.5, will result from an award of the proposed.

 FORMCHECKBOX 

A real or apparent OCI may exist as a result of an award and therefore an appropriate OCI Avoidance or Mitigation Plan is attached (Offeror shall include an appropriate OCI Avoidance or Mitigation Plan, as required by this clause, with its proposal to the Contracting Officer). 
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Figure 4-2:  Action List Database





Figure 4-4 – Working Group Support























Exhibit 4-6:   MHS EA Technical Standards Product and Report Development Process





Exhibit 4-5:  MHS Technical Standards Profile and Product Information Sources








Exhibit 4-4:   (Draft) Proposed MHS Waiver Process for the 
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