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1. Introduction and Executive Summary

RGII Technologies brings demonstrated technical excellence and successful 
information technology services to the contracting environment, which ensures the availability of outstanding support services to the Federal Housing 
Finance Board. We make a Corporate Commitment of customer respect, performance excellence, support operations with integrity, cost consciousness, and building a successful partnership with our customers.

1.1 Introduction

RGII Technologies is pleased to present this unsolicited proposal to the Federal Housing Finance Board (FHFB) who faces some very important decisions regarding acquisition of quality information services. In our role as the Federal Housing Finance Board support contractor, RGII Technologies will be marshaling resources and, as needed, subcontractors to apply experience, personnel, and automated support for Federal Housing Finance Board user requirements and to provide quick response to user problems. The scope of the Federal Housing Finance Board effort demands a superior approach for managing these resources based on the following factors:

· Efficient use of project resources

· Effective integration of team members with the Federal Housing Finance Board organization

· Skilled personnel in all staff positions

· Appropriate, proven management tools for providing decision‑making information

· Clearly defined responsibilities for each project organization component

· Established procedures and lines of communication for identifying and resolving problems

· A strong business working relationship with Federal Housing Finance Board counterparts

· Corporate commitment

The most important factor influencing our management approach is the overriding need to understand the Federal Housing Finance Board's critical problems and the changing requirements of the FHFB employees. The RGII Technologies management approach supports a commitment to the precepts described above and emphasizes this important factor. RGII must understand and solve FHFB’s need for telecomputing by how best to support the employee who gains remote access through dial-up from home as well as the mobile employee who may need information through dial-up or wireless means. While making information more accessible to the employee, another growing issue is the need to provide information security to insure that information is only available to legitimate users. These issues are partly addressed through our understanding of and ability to support migration to Windows 2000 and the application of other security measures. By the very nature of our ability to provide your employees the computing ability to work at anytime form anywhere dictates that we must provide support on a 24X7 basis, perhaps through a Call Center for initial screening. Finally, our understanding must encompass web technology as an effective means of delivering internal and external applications and data to the FHFB employee.

Collectively, this approach portrays a technical management program, which will define the requirements and work deliverables and schedules based on our experience, capability, and a firm understanding of the complex task at hand.

RGII proposes that FHFB issue a Blanket Purchase Agreement (BPA) to RGII with a zero dollar value using our GSA Schedule as the basis of pricing, prices that have already been determined to be fair, reasonable, and competed. FHFB can award this BPA against our GSA Schedule under FAR 8.404(b)(4). The award can be made with no dollars funded, with no minimum, and no commitment on FHFB’s part. FHFB could then place T&M, labor hours, or FFP task orders against this BPA. This type of arrangement allows the FHFB to implement a process for receiving IT support that “works better and costs less”. We have included a sample BPA at Appendix A that you may find helpful.

1.2 RGII Profile

RGII is a woman-owned small business headquartered in Annapolis, Maryland.  Established in 1990, the company has grown to employ over 225 professionals supporting customers from 16 locations nationwide.  RGII is a recognized leader providing high quality information technology and business process services. RGII’s past success is a direct result of building upon two essential assets—performance and personnel.

RGII’s Management Process incorporates a complete framework of contract compliance traceability, quality assurance and controls, and best client partnership practices implemented by our Program Manager. RGII is a financially sound and fiscally responsible company and is fully prepared to provide support for your information technology needs.
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RGII’s ability to deliver professional services that meet or exceed customers’ expectations is demonstrated by the steady growth in our revenues and the satisfaction of our clients. RGII possesses significant depth of personnel, capabilities, and directly relevant contract experience gained by providing information technology support services for over ten years.  A summary profile is shown in Exhibit 1.

Exhibit 1:  Summary Profile.  RGII provides a solid, proven, low-risk services provider.
RGII Technologies, Inc. is positioned by the quality and experience of its management staff to grow into the best provider of professional services in the information technology, engineering and communications industry. The diversity of skills and depth of expertise reflected across our four divisions indicate our success to date. The Federal Housing Finance Board contract will benefit from this strategy as we can offer the project support from the skills across the entire company.

RGII Technologies, Inc.'s flat corporate organization is presented in Exhibit 2.
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Exhibit 2: RGII Technologies Inc. Corporate Organization

The Networking & Information Technology Solutions Division, headed by Janet Swisher, provides, operations and maintenance support; local area network (LAN) and wide area network (WAN) design, installation, operation, and maintenance; office automation systems: and related information management support. These systems are designed to ensure inter​operability of heterogeneous networks and computers while using off‑the‑shelf software and hardware, and resulting in turnkey systems acceptable to the end users. The division has extensive experience in the integration, installation and implementation of secure data networks. This division, RGII’s largest division, is providing Help Desk support to FHFB. Primary support to FHFB will come from this division.

The Engineering and Technical Services Division provides DoD weapon system engineering support; information resource management support; and command, control, communications, and intelligence support. In furnishing these services, the division provides complete logistics engineering, program management support services, logistics planning support, CAD/CAM drawings, statement of work specification development, site surveys, local support agreement development, and complete installation and maintenance services to ensure complete support of client requirements. In furnishing these services, the group provides complete systems planning, installation, operations, and maintenance support as well as a full spectrum of engineer and other services to ensure total support for the customer.

The Information Systems & Technology Management Division is available to provide expertise to the FHFB in areas of software development, database design IV&V, information engineering and system integration services. The group provides strategic planning, Information Requirements Studies (IRS), Business Process Re‑engineering (BPR), Management Information Systems (MIS), Corporate Data Base, and Decision Support Systems development. The Division provides mission-​oriented management services involving ADP and engineering support services, computer and data center operations, and maintenance. These services include computer center operations; data entry; decision support systems and tools; database design, development, administration and maintenance; management information systems support; systems programming; IV&V; applications support, and design, integration and installation of ADP/T facilities, including the transition and conversion of existing ADP facilities and systems. This division also provides aviation-engineering support to the Federal Aviation Administration at the Atlantic City Technical Center in New Jersey.

Program Management Services and Support offers support services in the Medical arena.  RGII can assist clients with medical facilities and needs through the latest medical technologies and industry developments.

We estimate that the RGII is operating at 95 percent of capacity with our assigned personnel. That means we could accept a task order and immediately assign five to ten personnel to that task without hiring additional personnel. RGII achieves this flexibility by having project team staff available for FHFB to assign to major projects. These project teams are an application development team, and information assurance team, and a network engineering team. These teams of experts are designed to come in, do the job quickly through their expertise, and move on to the next project. The teams are not designed to remain on site with a customer nor assigned to a single contract. The approach of leaving these highly qualified personnel on-site is not cost efficient nor effective use of personnel. As our project teams move from project to project, any sustainment support provided to FHFB can call on the project teams as needed. It is RGII’s personnel expertise that allows us to manage these highly qualified teams among contracts and customers while consistently presenting the staff with challenging, satisfying work.

Each program/project is managed by a division structure with the Program/Project Manager vested with the authority and responsibility to manage the project's operations, budget and subcontractors to accomplish the client's stated objectives and mission. Through this broad base of skills and capabilities, RGII Technologies, Inc.'s clients are assured that experienced and qualified personnel provide total system service. Because of our high level of technical and management expertise, the company is consistently able to provide superior services in a cost‑effective manner.

1.3 Management Approach

Federal Housing Finance Board Program Manager, Ms. Janet Swisher, a corporate Vice President, will report to Ms. Freeland, our CEO, through the Chief Operating Officer. This reporting structure ensures that Ms. Swisher has full access to all corporate resources and the program will receive frequent top management review and assistance. 

RGII Technologies, Inc. has a comprehensive program management approach that, together with our experienced staff, produces superior performance and guarantees responsiveness. RGII Technologies, Inc. has successfully managed and executed diverse types of contracts (Requirements, Level‑of‑Effort, Time and Materials, Task Order, Incentive Award and Firm Fixed Price) for numerous Federal agencies.

The structure of RGII’s proposed project organization will be depicted in resulting task orders generated using this contract. The proposed organizational structure will be based on the combination of RGII's evaluation of the varied requirements of the Federal Housing Finance Board and RGII’s management's extensive experience in organizing and operating several support projects similar in size, environment, and requirements to that specific task. The following considerations will govern the structuring of this organization:

· Providing for management control and visibility in the continuing performance of each organizational element

· Grouping of functions to provide the maximum application of skills and knowledge

· Providing the required degree of flexibility to ensure continued effective performance

· Providing the Federal Housing Finance Board with well‑defined points of contact which have the appropriate authority and resources to be responsive to FHFB's requirements

· Maintaining project controlling functions including quality control, planning, milestone schedules, reporting, and cost control

· Establishing short, direct lines of communication within the project and to corporate offices

· Providing definition to each organizational element, a degree of autonomy, and a firm sense of direction and leadership in each functional area.

The strength of the RGII Technologies organization is derived from the authority vested in the company's management team and the corporate support provided to that team. Managers at each level possess the authority and reporting relationships commensurate with their assigned project responsibilities. The appropriate assignments of managerial authority, combined with the short direct chain of communication to the Corporate Executive Office, enable RGII Technologies to provide direction and technical support in a timely, responsive, cost‑effective fashion.

Ms. Swisher will provide corporate support to the program. This commitment of top-level management is an indication of the high priority that RGII Technologies has given the program. Ms. Swisher has over fifteen years of management experience in technical, systems integration, software development, and data processing facility operations programs. Her participation will ensure that the program receives the high-level priority and corporate resources needed for success. Her experience managing a similar IT support contract with the National Oceanic Atmospheric Administration provides an excellent base to assist FHFB in determining cost effective assets to address each task at FHFB.

Based on RGII Technologies' past experience, projects the size and scope of this one require extensive coordination and cooperation between the RGII Technologies organization and the client organization. It is RGII Technologies' intent to establish and maintain a close‑knit team relationship with the Federal Housing Finance Board while providing a firm sense of direction and supervisory control over all contract personnel.

Ms. Swisher is responsible for all managerial planning associated with the proposed effort. In conjunction with the Federal Housing Finance Board for specific tasks under the contract, she will:

· Define immediate and short‑term (one year) requirements and develop work plans and schedules

· Develop long‑range project goals and plans, and if necessary, identify changes in resources that must occur to support these plans, continually update and refine plans as goals and conditions change, and maintain responsibility for assuring that these goals and plans are in consonance with those of the Federal Housing Finance Board.

· Develop and maintain the short‑ and long‑range plans for the Federal Housing Finance Board in accordance with Federal Housing Finance Board Directives in the individual Delivery Orders.

Ms. Swisher has overall responsibility for technical performance, including work in process, program assignments, plans, deliverables, and personnel conduct to ensure effectiveness and quality performance. She provides direction to the program team to ensure that the Federal Housing Finance Board's and RGII Technologies' standards are met.

1.4 Statement of Objectives

RGII proposes that the FHFB adopt the Statement of Objectives contained in the following subparagraphs. From this general statement, specific statements of work for task orders would be developed by FHFB and issued as required.

1.4.1. IT Policies & Procedures 

Demonstrate knowledge of policies, directives, and standards implemented by Federal legislation, FHFB, and industry consensus that impact FHFB systems technical architecture. Maintain awareness of changes or new activities occurring in these areas.  

Provide direct support to efforts of managing standard architecture elements and adopting appropriate Federal and industry standards for information management systems.

· Develop, maintain and coordinate technical architecture and standards related documents for internal and external use;

· Support FHFB staff with research, analysis, document preparation, presentation and brief preparation;

· Write and/or co-author technical documents with FHFB staff members; 

· Assist FHFB in its educate and inform task in an effort to obtain consensus of technical architecture.

Develop standard operating manuals covering requirements such as network operations, telecommunication procedures, security implementation for automation systems, HW and SW supported, Help Desk operations, performance metrics, disaster response, and recovery procedures and processes. 

1.4.2. Information Assurance

Assist FHFB in the development and implementation of an Information Assurance Program (IAP):  

· Assess the effectiveness of the current Information Assurance Program 

· Develop Information Assurance (IA) architecture.

· Validate security assessments and risk management functions for the associated networks.

· Provide Information Assurance guidance to System managers.

· Assess, coordinate, and recommend security standards and protocols to be used for the interconnection of networks.

1.4.3. Help Desk Operations

Provide a Help Desk that will improve reliability and service, at a cost that represents good value. The Help Desk functions as a single point of contact for all FHFB customers to identify problems, request information, and check status of information technology services and may use a Call Center to provide 24X7 Tier 1 support.  The Help Desk must have the resources available to provide support to the user at a level that will help ensure that the user’s downtime (lost productivity) is kept to an absolute minimum.  Leverage reasonable technologies to permit the customers to be more efficient in reporting problems, determining status of outstanding trouble calls, requesting support, and requesting and receiving education and training assistance.  The overall objective shall be satisfied by:

· Meeting or exceeding customers’ expectations in providing quality and timely IT support that enables them to perform their mission-related functions.

· Providing FHFB with the benefit of best practices, collaboration, and benchmarking with acknowledged industry leaders in the IT services.

· Identify, initiate, and execute programs to isolate costs and define future goals for FHFB, which shall foster financial savings or enhance functionality for the same cost.

· Clearly defining performance measures for all services that are based on industry standards and customer requirements, and regularly reporting actual performance against these measures to FHFB management.

1.4.4. Telecommunications (Network Engineering)

Ensure all telecommunication services are operating reliably and efficiently.

Perform studies to upgrade telecommunications and data networks. Provide engineering recommendations for network and telecommunications initiatives and upgrades such as voice over IP, remote access, network access authentication, modem service, routers, switches, etc. Provide review, recommendations, and cost effective alternatives on all network initiatives to FHFB.

Implement FHFB approved telecommunication initiatives and upgrades, such as:

· Provide reliable and efficient remote access to the FHFB network via a secure connection from any location, worldwide via a single 1-800 access number.

· Provide Help Desk support via telephone for mobile users.

· Provide Help Desk support to mobile users via remote control software

· Provide access to FHFB network printers from any location via the Internet.

· Build in redundancy for mobile computers for remote access to the FHFB network.

· Reduce the need for dialing into FHFB network by implementing e-mail and file synchronization.

1.4.5. Network Operations Management  

Operate and maintain all network equipment components. Provide centralize coordination of distributed resources to monitor, control, and manage the distributed computing environment. Schedule and coordinate with all parties performing activities in the environment. Network support shall include, but is not limited to performance of the following functions: 

· Provide services for Network Operations Management which includes switches, routers, bridges, hubs, gateways, network servers, CSU/DSU' and Internet dial in communications connectivity. 

· Acquire and install required software patches. 

· Provide troubleshooting capabilities to resolve problems.

· Monitor overall network health.

· Provide server maintenance and administration. Provide day-to-day operations and maintenance for routers, switches, bridges, and hubs.

· Provide monitoring, troubleshooting, and regular diagnostic testing and maintenance services.

1.4.6. Intranet/Web System Support

Develop and implement a web strategic plan for managing information over the web to include:

· Build a web-management platform.

· Build in redundancy to ensure performance and accessibility of the resources.

· Enforce synchronization to maintain 24/7 access to mission critical information and data.

· Protect against malicious and denial of service attacks.

· Provide web access to e-mail from any location and any Internet connected computer.

· Provide access to Help Desk resources for problem solving and/or requesting assistance via the Internet.

· Web-enable legacy FHFB information resources and applications into intranet and Internet resources. Integrate new resources into intranet and Internet interfaces.

· Develop/Manage FHFB’s website, to include development of web systems and web-based applications using leading technologies.

· Web-enable the Help Desk function for reporting trouble, checking problem status, and accessing information on FAQs, “how to” articles, and solutions to most common problems.

1.4.7. Training

Provide routine familiarization for all new products and services, as well as for any changes to the IT environment.  Schedule classes based on FHFB needs using call analysis, customer surveys, and feedback reports to train the customer with operating systems, applications, utilities, hardware, and information security.  Develop a training plan and conduct the training in any format most suitable for customer learning (over-the-shoulder, hands-on, or classroom setting).

1.4.8. Document Management

Develop and implement a data management system within the FHFB network with the intent of moving to a paperless environment. This objective supports establishing, operating, maintaining, documenting and delivering records and files generated or in use. Support includes:

· Implementing electronic routing and production control procedures for input data, internal processing, electronic signatures, and output disposition. Input may be by imaging or directly from electronic file.

· Collecting, merging, researching, updating, integrating and migrating data as a specialized form of data entry or data conversion into database management systems for archival purposes. It involves decision making and judgment in selecting, extracting, classifying, formatting and sequencing data to be entered into the system to support the retrieval function, but does not involve analysis of data. 

· Designing and implementing special screen formats to facilitate data entry, management, and retrieval.

1.4.9. Wireless Communications

Assist FHFB in designing, developing, and implementing a wireless network. Support includes:

· Research and recommend to FHFB a strategy and architecture to move FHFB to a wireless communications environment and support mobile employees gaining FHFB network access from any location.

· Implement any approved wireless communications and network.

· Maintain and support wireless communications as an adjunct to network management.

· Build in redundancy for alternative means of accessing the FHFB network.

· Infuse new technology into the wireless environment.

2. Technical Approach

Listening to our customers, understanding their needs, and resolving their problems efficiently and expeditiously are central to our strategy to ensure FHFB information technology success.

This section of our proposal addresses each of the nine functional areas of the Statement of Objectives and summarizes RGII’s approach and methodologies to accomplish typical tasks.

· IT Policies & Procedures (Section 2.1)

· Information Assurance (Section 2.2)

· Help Desk operations (Section 2.3)

· Telecommunications (Network Engineering) (Section 2.4)

· Network Operations Management (Section 2.5)

· Intranet/Web System Support (Section 2.6)

· Training (Section 2.7)

· Document Management (Section 2.8)

· Wireless Communications (Section 2.9)

Under each functional area, we introduce project summaries that substantiate our experience and capabilities.  

Our approach portrays a technical program, which defines FHFB’s work requirements, deliverables, and schedules based on our experience, capability, and a firm understanding of the complex FHFB task at hand. The most important factor influencing our approach is the overriding need to understand the Federal Housing Finance Board's critical problems and the changing requirements of the FHFB employees. RGII must understand and solve FHFB’s need for telecomputing by how best to support the employee who gains remote access through dial-up from home as well as the mobile employee who may need information through dial-up or wireless means. We must solve how best to provide telecommunications (networking) and wireless communications. While making information more accessible to the employee, another growing issue is the need to provide information security to insure that information is only available to legitimate users. These issues are partly addressed through our understanding of and ability to support migration to Windows 2000 and the application of other security measures. By the very nature of our ability to provide your employees the computing ability to work at anytime form anywhere dictates that we must provide support on a 24X7 basis, perhaps through a Call Center for initial screening. Finally, our understanding must encompass web technology as an effective means of delivering internal and external applications and data to the FHFB employee.

2.1 IT Policies & Procedures

With the renewed push for Government organizations to further integrate their systems toward open systems, organizations must explore methods and develop plans for implementing industry standard solutions within their organizations. We mention some of the key standards that will be major design influences below.

Open System Interconnection (OSI) is a seven-layer model for communications and information systems design and development.  The implementation of OSI-compliant products is an important step in the evolution of a seamless environment.  Most, if not all, evolving standards and products use the OSI model as a basis for design.

Asynchronous Transfer Mode (ATM) is a communications protocol for very high-speed communications of voice, data, video, and other services on a consolidated communications network.  ATM technology is quickly gaining strong support as the protocol of choice for the next generation of consolidated services high-speed networks.

The Synchronous Optical Network (SONET) is a protocol for high-speed metropolitan communications across a fiber-optics network.  SONET-based products are designed to perform public-carrier connection of widely distanced LANS.  The SONET protocol can be the basis for implementing high-speed connectivity between systems that comprise the integrated storage systems for some information systems.

The Integrated Services Digital Network (ISDN) is a protocol for implementing simultaneous voice and data services over a single digital communications channel through a digital PBX.  With a suitably equipped digital PBX in place, using ISDN may be an effective way to provide medium- speed, switched communications across local and wide areas.

RGII has expertise in evaluating organization workflows and current systems, as well as developing strategies for integrating open systems and industry standards methods into the existing and planned systems.  For National Oceanic Atmospheric Administration (NOAA) Resource Technology Center (RTC), we studied the needs of the assets management group with respect to the various external customers with whom RTC regularly shares data to determine an effective way to integrate their legacy system with standard systems used by their customers.  We found that integrating their DB2 application with an SQL client-server database application allowed us to use the SQL system as a bridge for the various systems.

Our approach to information resources policies and procedures is built on the insights and concepts of building an integrated information technology strategy.  The critical components to effective information technology planning are:  (1) a well-defined and fully-documented vision of the future; and, (2) a plan for achieving that vision based on an understanding of the current state of information systems and technology and (3) contributions of proposed information technology projects to organization priorities.  The planning approach should provide framework to ensure information systems and technology contribute to organization goals and to optimize the investment in information technology and resources.  The most effective way to represent the future of information technology is through a set of four interlocking "architectures" which together represent the target state of information resource use and management for an organization.  These architectures are:

· Information Architecture — depiction of organization data and processes and their interactions, functionally based and implementation-free

· Business Systems Architecture — aggregations of business processes and data stores

· Technical Architecture — a hardware, software, and telecommunications platform to support the target business systems architecture

· Information Management Organization (IMO) Architecture — functions and capabilities required to support strategic information technology objectives.

These architectures are linked to provide a consistent approach and vision. For example, the Business Systems Architecture (BSA) represents the implementation of data and processes described in the information architecture. Likewise, the technical architecture describes the hardware, software, and telecommunication environment required to support the identified business systems. The IMO architecture details the functions and capabilities needed to deliver and support the architectures and development efforts.

Finally, based on the future vision as captured in the architectures, the Strategic Development Plan defines the project and elements necessary to achieve the architectures.  This plan should reflect a prioritized set of elements based on contribution to organizational goals established at the outset of the planning process and the current level of effectiveness of information systems and technology.  Our approaches to developing these architectures and supporting plans includes proven techniques such as data and process modeling, current systems analysis (capturing functional and data elements of existing systems), JAD, and other facilitated approaches for use involvement.  

The major challenge to any improvement cycle is the effective review and evaluation of an existing architecture through a solid basis or set of criteria.  This requires an understanding of organizational requirements and should be done in the context of future goals.  

RGII believes standard policies and procedures prepared under architectural planning procedures strongly contribute to quality assurance through out the information sharing process.  

RGII is supporting the Tricare Management Activity in preparation for the formation of an Information Technology Architecture Integrated Product Team (ITA IPT) by extensively researching the Clinger-Cohen Act of 1996, Federal Legislation, DoD policies and guidelines, the C4ISR Architecture Framework, and the Defense Information Infrastructure Common Operating Environment (DII COE). RGII has supported the government staff on the subject of integrated technology architecture in the business processes of the Federal Government. RGII is developing a methodology for assessing compliance with standards such as DII COE. RGII has started to identify the benefits, such as interoperability, of compliance with enterprise architectural standards in business processes. Other benefits include reliability, accuracy, and integrity of applications and data.

For Tri-Service Infrastructure Management Program Office, RGII is supporting the Joint Engineering Team (JET), to develop a common architecture for all AISs and the Military Health System. In support of the JET, we are developing a Charter; SOPs, policy standards for the Business Areas, a documentation library of publications, and the “last mile” issue is being addressed for resolution. Through this effort we have gained a better knowledge base of architectural needs and framework requirements in support of technology insertion.

For the National Oceanic and Atmospheric Administration RGII’s support has included the development and publication of Help Desk and network operating manuals and procedures.

2.2 Information Assurance

RGII will support FHFB in the conduct of a risk assessment of the security of any automated information system (AIS) in FHFB.  The RGII staff security project team conducts network penetration testing as the best methodology to determine the integrity of three separate components of the tested system; email capabilities, file structures, and database resources. The risk assessment conducted by RGII and documented will determined

· The leading risks associated with the possibility of someone hacking into the organization’s databases;

· The leading risks associated with the integrity of the e-mail system;

· The leading risks associated with the integrity of the files and data maintained.

RGII uses the National Security Agency (NSA) Information Security Assessment Methodology to define information systems requirements and to determine the risk level for the network.  The Risk Analysis and Vulnerability Assessment documentation developed and provided to the customer details procedures and deficiencies in the following areas: Identification and Authentication (I&A) policies for the system, user password policies and procedures, account management, the use of the Internet and any associated policies, the use of modems, dial access policies, remote access capabilities and policies, system auditing capabilities, and the status of virus protections for the system.

RGII conducts a complete integrity review assessing possible weakness in (or absence of) security procedures, technical controls, physical controls, or other controls that could be exploited by a threat.  Some of the vulnerabilities that RGII analyzes within the network include:

· Hardware Vulnerabilities.  Hardware weaknesses include improper operation of hardware, lack of proper hardware maintenance, inadequate physical security, and inadequate protection against natural disaster. Improper operation and lack of proper maintenance can lead to hardware malfunction or damage resulting in denial of service. Inadequate physical security can result in access to hardware by unauthorized persons leading to hardware theft, abuse, misuse, damage, or destruction. Inadequate protection against or preparation for natural disaster events may result in hardware damage or destruction. 

· Data Vulnerabilities.  Data vulnerabilities include inadequate access control that permits unauthorized access or authorized personnel to exceed privileges with the potential result of accidental and malicious deletion, corruption, modification, or destruction of data, as well as theft. 

· Communications Vulnerabilities.  Vulnerabilities associated with communications include: inadequate access control that allows unauthorized access to networks that could result in unauthorized access to network components, intentional and accidental, resulting in denial of service. 

· E-Mail Vulnerabilities.  Vulnerabilities associated with accounts, transmissions and security of the e-mail system.

RGII conducts scans and surveys on the organization networks to discover vulnerabilities that can provide access points to allow unauthorized users to break into the system. RGII, with the assistance and concurrence of FHFB, will use its unique data collection tools that provide access to system information in a way that cannot be detected by any logging or alarming system. RGII also uses publicly available information from sources outside the network. These are services like nslookup or whois to get an idea about the structure of the targeted network. This should not reveal inside information on the network, but can provide system information that is available to outside hackers who might want to break into the system. 

RGII analysts run automated tools checking for accessible services (TCP, UDP and ICMP-based) and ports, exploitable trust relationships (such as NFS or X Windows), known software flaws and configuration errors. Our testing is based on a combination of CERT-reported vulnerabilities; previous consulting experience; and knowledge of vulnerabilities and exploitation methods gleaned from Internet newsgroups, mailing lists and "hacker" websites and bulletin boards.  This type of testing does not involve any activities designed to cause damage or loss of data, but assists in the investigation of potential vulnerabilities. 

In conducting intrusion assessment for FHFB, the RGII team poses and conducts activities similar to those employed by hackers.  We employ multiple techniques, including spoofing capabilities to attack the network web services, or poison the network names and IP addresses. We use internal capabilities to assess and define issues within the network security policies and implementations that may allow intruders to set up attacks and conduct intrusions.

Using full range of information security advanced tools and products, such as firewalls (NAI Gauntlet, CheckPoint and Axent Raptor), intrusion detection scanners (NAI CyberCop, Webtrends Security Analyzer, Kane Security Analyst and Security Monitor, CheckPoint Real Secure and ISS Telephony), as well as network penetration and forensic tools, we are able to detail security issues and develop integrated solutions to mitigate network and system security problems.

In summary, the innovative solutions RGII will apply include:

· Reusable Security Document Templates

· Enhanced Server Configuration Profile to Improve Data Availability

· Data Protection Solution Using Vertical and Horizontal Database Segmentation

· Public Key Infrastructure (PKI)

· Electronic Signatures

For the Naval Surface Warfare Center (NSWC), RGII has developed and implemented solutions for unique security connectivity to Department of Defense (DoD) agencies including U.S. Army, Navy, and Air Force for electronic mail, data transfer, systems, communications, and other requirements.  In providing support for the NSWC systems, RGII has conducted special firewall, MISSI, and Fortezza technology studies and analyses based on operational, technical, and administrative requirements initiated by Government personnel. These tasks include providing security for small client server based systems and their related telecommunications components and include security issues pertaining to LAN/WAN inter-connectivity, Internet/Intranet connectivity, client server usage, resource center enhancements, and teleconferencing capabilities.

RGII Information Security specialists provide security services for the approximately 700 users at the National Oceanic and Atmospheric Administration. The Federal Aviation Administration (FAA) and the DoD are also providing funding and are NOAA’s Tri-agency partners in two of the acquisitions being supported. The scope of the on-going effort is divided into the three following areas:

· LAN Maintenance; Network Support, Systems Analyses and INFOSEC

· Analyses and Integration of Information Systems
· Program Information and Data Management Services
The work being performed consists of, but is not limited to, LAN, software, and hardware support of selected activities in the Systems Acquisition Office (SAO), which includes managing the SAO’s security interfaces with outside servers. 

RGII is currently involved in the development of an Information Assurance Program for the Military Health Systems, Technology Management, Integration and Standards (TMI&S), of the Office of the Assistant Secretary of Defense (Health Affairs). This is a multiple phase tasking, requiring extensive programmatic development and support activities. The TMI&S group has recently absorbed responsibility for the information security and assurance requirements and development of policies and standards for this organization. Accordingly, RGII provides expert level personnel not only within the IA arena, but also with military and health backgrounds required to provide the level of support needed to develop and enforce the program.

2.3 [image: image4.wmf]Help Desk

RGII uses a three-tier support approach to Help Desk operations and takes advantage of advanced features of Help Desk tracking software such as Track-It (Version 4.0 supports web access), Remedy ARS, or Heat to assign, track, and resolve problems. The tracking software provides a centralized database for documenting details of each trouble call and providing a knowledge base of common problems to use in the triage of new trouble calls. RGII’s Help Desk methodology is depicted in Exhibit 3. Call trends and user profiles are monitored and analyzed on a daily basis using the tracking system. Call analysis results are generated and the results are included in the status reports consisting of: 

· Response times

· Call duration to close

· Numbers of calls per period

· Calls by type

· Calls by technician

· Trouble call peak times and days

[image: image5.wmf]Federal Housing Finance Board

Department of State

Department of Commerce

Department of Defense

Department of Transportation

Department of Agriculture

Health & Human Services 

Department of Interior (National Park Service)

Department of Justice

Executive Office of the President

Nuclear Regulatory Commission

Founded:

Locations:

Primary Services:

Business Type:

RGII at a Glance

www.rg2.com

Clients include:

Employees:

Application Development

Systems Analysis (IV&V)

Network & Information Technology Solutions

Software Development

Information Security

225

Annapolis, MD (Headquarters)

DC Metro Area (6 locations)

Burlington, MA

Atlantic City, NJ

Brementon

, WA

Woman

-

Owned, 8(a) through 2003

1990 (incorporated in 1994)

Revenue ($M)

0

2

4

6

8

10

12

14

16

FY93

FY94

FY95

FY96

FY97

FY98

FY99

FY93

0.25M

Revenue ($M)

0

2

4

6

8

10

12

14

16

FY93

FY94

FY95

FY96

FY97

FY98

FY99

FY99

$14.5M

FY93

$0.25M

Staff Composition

Administrative 

–

10%

Management 

–

12%

Technical 

–

78%

Software 

Development

Program 

Management

Network 

Management

Systems 

Analysis

(IV&V, IA)

Federal Housing Finance Board

Department of State

Department of Commerce

Department of Defense

Department of Transportation

Department of Agriculture

Health & Human Services 

Department of Interior (National Park Service)

Department of Justice

Executive Office of the President

Nuclear Regulatory Commission

Founded:

Locations:

Primary Services:

Business Type:

RGII at a Glance

www.rg2.com

Clients include:

Employees:

Application Development

Systems Analysis (IV&V)

Network & Information Technology Solutions

Software Development

Information Security

225

Annapolis, MD (Headquarters)

DC Metro Area (6 locations)

Burlington, MA

Atlantic City, NJ

Brementon

, WA

Woman

-

Owned, 8(a) through 2003

1990 (incorporated in 1994)

Revenue ($M)

0

2

4

6

8

10

12

14

16

FY93

FY94

FY95

FY96

FY97

FY98

FY99

FY93

0.25M

Revenue ($M)

0

2

4

6

8

10

12

14

16

FY93

FY94

FY95

FY96

FY97

FY98

FY99

FY99

$14.5M

FY93

$0.25M

Revenue ($M)

0

2

4

6

8

10

12

14

16

FY93

FY94

FY95

FY96

FY97

FY98

FY99

FY93

0.25M

Revenue ($M)

0

2

4

6

8

10

12

14

16

FY93

FY94

FY95

FY96

FY97

FY98

FY99

FY99

$14.5M

FY93

$0.25M

Staff Composition

Administrative 

–

10%

Administrative 

–

10%

Management 

–

12%

Management 

–

12%

Technical 

–

78%

Technical 

–

78%

Software 

Development

Program 

Management

Network 

Management

Systems 

Analysis

(IV&V, IA)

Software 

Development

Program 

Management

Network 

Management

Systems 

Analysis

(IV&V, IA)

Exhibit 3:  RGII’s Help Desk Methodology

RGII ensures customer satisfaction with strong customer communications and informative and accurate In-Process Reviews (IPRs). The IPR is a face-to-face proactive meeting that details all accomplishments during the reporting period. Additionally, we roll up our reports, IPR results, and additional information from meetings, etc. on a semi-annual basis an includes: 

· Monthly Help Desk reports

· Weekly meetings results including task status and contract actions, compliance matters, areas requiring increased coordination, identified problem areas

· Monthly Status Reviews

· Technical Reviews – including status on technical performance, timely identification and resolution of potential problem or risk areas

· Quality Assurance Reviews

· In-process peer reviews

To measure and document customer satisfaction, RGII contacts end users to gain immediate feedback and applies it collectively to cross-functional areas of the Help Desk – resulting in direct responsiveness and action. RGII sends our comprehensive Customer Satisfaction Survey electronically and hard copy to gather results that are then compiled and rolled into the monthly reports along with such information as:

· Project events completed 

· Ongoing status/pending issues

· Upcoming events

· Major issues/concerns

· Weekly status reports

· Help desk tracking trouble call reports

· Training status report

· Customer Satisfaction Survey

For some Help Desk operations managed by RGII, we find it beneficial for technicians to develop and produce a bi-monthly Technical Bulletin aimed at educating the end-users with “tips and tricks” for office applications, keeping them informed about migrations, computer outages, network upgrades, system upgrades, and advice on home computing and telecommuting. 

For the Defense Information Systems Agency (DISA), RGII has introduced a Call Center to handle the first level of assistance. If the Call Center is unable to resolve an issue with customer specific reference documents, it is the center’s responsibility to escalate the problem to dedicated experts supporting DISA. This approach, along with the use of pagers and cell phones for the dedicated staff, has permitted 24X7 coverage of a worldwide network with minimal personnel. Innovation through use of technology maximizes our customer’s IT dollar. RGII has a record of introducing innovative efficiencies into our clients’ Help Desk/user support operations that reduce costs and improve customer satisfaction. For instance, when the Defense Security Cooperation Agency (DSCA) outsourced its Help Desk support to RGII in March 1999, the incumbent contractor was closing 62 percent of all trouble calls by phone (within 30 minutes). In less than a year, RGII increased the by-phone closure rate to 90 percent.

2.4 Telecommunications (Network Engineering)

For RGII, technical support in communications systems is the broad-based strategic and tactical management of the infrastructure that allows the enterprise or organization’s information systems to operate.  We understand that communications systems support all other information systems structures, and the effective operation of all business processes depends on the appropriate performance of the communications system. Our experience has shown that improving remote access for employees working from home and traveling employees is one of the most cost efficient actions to improve employee effectiveness. The use of 1-800 numbers, dedicated lines, routers, and authentication devices working in conjunction with network servers improve reliability, easy of access, information assurance, and employee satisfaction. We can provide Help Desk support to mobile users via telephone and via remote control software.

Our network engineering services involve support for a wide variety of voice and data communications related hardware and software including LANs, WANs and metropolitan area networks (MANs) (e.g., T1/T3 channel control, X.25, and synchronous communications), private branch exchanges (PBXs), dedicated leased lines, asynchronous dial-in/dial-out communications, message-switched networks, microwave facilities, and packet-switched networks.

The diversity and complexity of our customers' information network environments demand a firm grasp of systems engineering and integration disciplines. Mainframe networks, usually built on proprietary protocols such as SNA, must work seamlessly with expanding LANs/WANs/MANs based on open standards, such as Open Systems Interconnection (OSI).  Because of the evolutionary nature of LAN/WAN/MAN implementation, support services must be able to deal effectively with different products, architectures, and implementations.

RGII will provide technical support in all aspects of communications systems engineering including defining strategic communications architecture, engineering effective communications systems, and servicing the FHFB's communications system. We can provide access to your network printers via the Internet. Our support includes building in redundancy for mobile computers for remote access to your network. Further, by implementing automatic e-mail and file synchronization on the network, we can reduce the need for employees dialing into the network.

RGII has a wealth of knowledge and experience in voice, data, wireless, and video communications support. RGII currently supports 15 LAN/WAN operations and Network Operations Centers (NOC) that includes a variety of telecommunication support such as design, configuration, troubleshooting, and managing the FDDI backbone, Internet providers, Frame Relay and T3 data line connections to remote regions and office sites, and PBX telephone patch panels. Telecommunication support includes acquisition, configuration, installation, troubleshooting, and monitoring all telecommunication devices such as routers, switches, cabling, data lines, hubs, modems, and enterprise management tools.

RGII’s approach to management of telecommunication contracts is to provide seasoned, experienced systems/network engineers. RGII has over 13 Cisco Certified Internet Engineers, 54 MCSEs, 12 CNEs, and engineers that specialize in telecommunication security assurance. The telecommunication management approach consists of the following: 

· Monitoring, notifying and reporting upcoming network changes or upgrades, adverse conditions or events, emergency situations, performance impacts, etc. to the LAN/WAN system administrators, the users, and government management as required.

· Supporting architectural functions including: a) maintaining side-band, in-band, and out-of-band management of communication devices and lines. Also, maintaining all diagrams of the networks and their connections to other networks. b) designing and implementing architectural changes to the government organizations NOC network infrastructure to enhance performance and resolve operational problems.

· Supporting fault management functions including: a) providing a published guaranteed single point of contact list for end-users b) monitoring the operation of the NOC network infrastructure, completing trend analyses, and taking proactive measures to prevent network faults and recommend solutions for strategic planning c) providing friendly, responsive, quality central Help Desk for Government NOC infrastructure problem reporting and resolutions d) receiving alerts and alarms from monitored equipment, automatically correlate them, and enter them into the trouble-tracking database system for future statistical reporting e) providing fault identification, isolation and correction.

· Supporting security management functions including: a) maintaining current database of backbone router configurations for easy and rapid recovery b) following proactive morning daily procedures – specifically verifying the configuration of each backbone router c) following proactive system protections – specifically implement, maintain, and operate filters, firewalls, intrusion detection, and RMON2 probes d) alerting systems administrators of all detected security problems, and take action to prevent compromise of the networks. 

· Supporting configuration management functions including: a) providing and maintaining an active current database on all IP addressable elements and other network components b) maintaining, managing (assign and reassign), and tracking IP network and subnetwork addresses c) maintaining a real-time tree display of network assets d) maintaining the primary and secondary DNS service e) managing and documenting the use of cabling 

RGII engineers support performance management functions including: a) producing and monitoring real-time performance statistics, b) completing trend and capacity analyses, c) identifying requirements for system changes, and d) making documented recommendations. They also provide network performance statistics to the authorized NOC end users for their respective networks.

System capability assessments and improvement surveys provide effective means for identifying areas for improvement within the communications system. Also, improvement surveys tend to find best practices that may be transferred to other information systems.  In the assessments, we will pay special attention to the shortcomings of the communications networks in place in an enterprise or organization

In conducting technical systems design tasks, the information architecture is used as the basis for guiding the design and establishing the requirements.  In the design process, the system design must consider both the system and hardware requirements, including the current complement of hardware; inter-operability and interface issues, and demands for new hardware systems to meet future requirements. We will perform both preliminary and detailed design as part of this design task.

2.5 Network Operations Management
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RGII has over seven years experience supporting network operations from Local Area Networks (LAN), Metropolitan Area Networks (MAN), Wide Area Networks (WAN), Interdepartmental and/or Campus backbones, Internet services, Intranet and Web Farm services, client-server, Information Security, and videoconferencing. RGII provides seasoned, experienced system and network engineers and technicians to complete resource planning, analysis, troubleshooting, integration, acquisition, installation, operations, maintenance, training, documentation, and administration for all types of network operations. 

RGII currently manages 15 government network operations (LAN, MAN, and WAN), two of which are large-scale government NOCs. RGII successfully supports the NOAA NOC operation in Silver Spring, MD and the NAVSEA NOC in Crystal City, VA. RGII applies best practice solutions, maximizes the use of the network bandwidth, and improves network performance through proactive management practices, such as:

· Performance management to determine actual performance levels for routers, switches, servers, and network segments using tools such as CISCOWorks, Tivoli and/or HP OpenView.

· Fault management using SNMP and traps, in combination with software such as Tivoli to automate and generate fault indications such as network congestions, CRC errors, and device status.

· Traffic engineering and configuration with routers, switches, and shared hubs using CISCO Netsys or HP Network Advisor to simulate changes and analyze performance before changes are implemented.

· Configuration management of network devices using tools such as Tivoli, CiscoWorks, and shell scripting in conjunction with SNMP.

· Security management including actively monitoring traffic to gather service data.

Security management also entails secure network planning and design, and keeping all network devices updated with the latest security patches. RGII proactively ensures all telecommunications services are operating reliably and efficiently. We develop and adhere to standing policies and procedures and publish and post meaningful statistical reports and events data. RGII continuously monitors and analyzes the data to isolate and identify trends that may lead to unacceptable performance levels, system failures, and/or security risks. RGII implements or manages existing databases containing systems information. This database gives us real-time reports on ADP inventory, configuration management tables, Help Desk statistics, preventive maintenance schedules, bandwidth use, security reports, project schedules, performance metrics, etc.

The following list documents RGII’s comprehensive approach to systems administration:

	· Proactively fixing problems uncovered through administration and control functions

· Coordinating third-party support and managing warranty support 

· Maintaining adequate spares

· Maintaining server storage capacity

· Perform user moves, adds, changes and capacity planning

· Install and configure software, hardware, systems, and related ancillary equipment

· Maintaining documentation

· Report system performance information

· Monitoring and tuning the LAN for efficiency, security and cost-effectiveness
	· Supporting community users and remote user dial-up connections

· Maintaining optimal configuration

· Processing change requests

· Securing and protecting the information

· Protecting the LAN against viruses

· Maintaining naming conventions

· Sizing data lines

· Supporting tools and applications

· Resolving reported problems

· Establishing user accounts and permissions, and managing USER Profiles

· Upgrades using latest updates to COTS applications & network operating systems




RGII provides each user with personalized services to enable them to access and use the network efficiently by:

	· Processing user access requests

· Assigning user identifications and passwords

· Assigning data access rights for each user

· Maintaining access lists & user profiles 

· Assisting users with network operations and applications 
	· Assisting remote users (off site and/or on travel) with dial-up connections

· Assisting users with network problems or failures




RGII provides an off-site Technology Laboratory to act as our “test bed” and engineer “knowledge/skill improvement center”. Our engineers mirror customer operations to fully test operating system migrations, patches, upgrades, new applications, and configurations before being implemented at the customer site. RGII’s Technical Assistance Team, another project team, is made up of our top systems/network engineers who are available on-call to assist clients and RGII staff with difficult technical problem resolution. 

RGII’s approach to managing a distributed architecture of mission critical systems includes maintaining a positive working relationship and continuous coordination with the Project Manager, the COR, the Help Desk, and Web access administrators/operation managers. This is accomplished through daily, weekly, and monthly events reporting, web-based network statistical performance reporting, and timely reports of upcoming scheduled maintenance or upgrades. As with our current support to NOAA and NAVSEA, RGII holds monthly meetings, or as called by the COR, status meetings, to keep all parties informed of performance issues, upcoming changes, OS migrations, and equipment configurations and/or upgrades.

RGII’s standard practice is to keep the government informed of critical issues, major project status, upcoming events, and technical recommendations. RGII’s proposed Program Manager delivers all daily, weekly, and monthly status reports. Performance metrics reports are also produced to the government. Our Project Managers and Task Leaders hold weekly status meetings with the government managers, providing project schedules and milestones, issues monthly status and “real” statistic reports to assist the government in their critical decision making process. We leave no room for surprises to the government. 

RGII consistently provides support on multiple technologies, assist in determining requirements and consolidating those requirements into concise, detailed plans of action, while collaborating with other entities in the government organization to ensure compatibility and reliability of all information systems. RGII meets this requirement with a proactive approach, qualified personnel, and proven past performance. 

RGII’s proactive approach to NOC support has enabled our clients to continue mission-critical operations during the worst of times. For example, RGII supports NOAA’s network and Web access, a vital link to weather data for hundreds of meteorologists and the general public around the world. When Hurricane Floyd approached the East Coast of the United States on September 16, 1999, NOAA’s network received more than one million hits per hour and the overload almost rendered the network inoperable. RGII-led the effort to resolve the bandwidth limitation and enable the flow of information to the public. “Hurricane Floyd was the straw that broke the camel’s back,” said NOAA’s NOC Manager John Kyler. “During this crisis the (RGII-managed) NOC worked non-stop with the Department of Interior, MCI/WorldCom and NASA to mirror sites, splitting the traffic to three different sites across the nation.”

Continuous network server availability is crucial to FHFB’s ability to sustain its support. Recognizing the importance of this vital component of the day-to-day operation, RGII continuously monitors all factors that have the potential to adversely affect network performance. We use network management tools to track and monitor all activities, including controlled changes such as configuration modifications, software updates, and cabling changes, as well as unexpected behaviors or failures. RGII’s complete network control gives network managers more time to focus on strategic issues that help leverage network resources to improve network performance and productivity.

RGII maintains accurate, up-to-date diagrams for all RGII-supported LAN systems, devices, communication links, and attached networks. We maintain automated tracking and management of network assets, configurations and capacity, using auto-discovery network asset management tools like CiscoWorks, Objectel Functional Architecture, Specturm AutoDiscovery, Tivoli, and backed-up by physical inventories. These tools allow RGII’s network engineers to switch between the physical and logical views of the network managed assets to perform their planning, engineering, and communication link design functions.

Network Backup and Recovery – A carefully planned backup strategy is the best insurance for recovering lost or damaged data and maintaining continuance of operation. RGII follows a strict back-up policy, which ensures: routine back-ups, off-site storage, and a backup media rotation policy. The backups include all shared network components with changeable tables and files. RGII periodically tests restores to verify the validity and completeness of these backups. Additionally, we periodically review current backup routines in the pursuit of faster, more reliable, and less expensive methods. RGII manages and maintains the network to ensure communications capacity and throughput are maintained at adequate levels, appropriate backup and disaster-recovery procedures and capabilities are present, and there are minimal interruptions to daily operations.

RGII applies a formal risk analysis methodology to determine appropriate recovery measures for data. Our methodology is designed to ensure that the network is appropriately secure and fully auditable. The methodology also aims for an economic balance between the impact of catastrophic errors and the cost of protective measures. Specific disaster plans and procedures ensure that essential tasks continue and that the network encounters minimal disruptions if a disaster occurs. We will customize a formal disaster plan that includes establishing disaster recovery teams, providing backup facilities, identifying critical systems, and training personnel in disaster-recovery procedures.
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RGII’s approach to network management server support is battle-tested. For instance, RGII currently supports six NOAA offices with NT server administration, where daily administration duties include backup of file servers, evaluation and management of disk space use, adding and/or deleting users, modifying user access and permission to files as needed, managing and monitoring server synchronization, remote access, audit trails, and server performance. RGII uses packet analyzers to monitor SNMP packets across NOAA LAN/WANs. RGII uses NT Server Management utility daily to manage all aspects of the MS Exchange servers from connections to other NOAA mail servers, directory synchronization, and managing user accounts and security. We use the NT Server administration tool to control and monitor access and audit trails, set file transfer limits, create address lists, group mail accounts, and monitor and record mail statistics. 

2.6 Intranet/Web System Support

RGII engineers are extremely experienced with providing the latest Internet/Intranet/Extranet enterprise solutions with web technologies and the web development tools on distributed networks.  Our engineers are highly knowledgeable with implementing these solutions based on the standards established by the clients to provide consistent up-to-date interoffice web sites contents both on their local web server as well as the centralized web server.  RGII engineers maintain a high level of skill and training in the web technologies including HTML, design and creation of graphics using small file sizes, audio and video streaming techniques, CGI programming techniques, and Java and JavaScript techniques.  Our engineers have developed web sites that are dynamic in nature and changing on a consistent basis. RGII conducts face-to-face meetings with the client to determine the site design requirements. From these meetings, RGII will provide web requirements analysis for each client with projected bandwidth requirements and detailed re-engineering options with feasibility studies and cost/benefit analyses. Based on these discussions, our engineers develop and present several prototype websites to determine the final design and concept. These pages are developed using a variety of tools such as DreamWeaver, Photoshop, Cold Fusion, FrontPage 2000 and Visual Interdev. RGII engineers have conducted research of audio and video streaming using Real Server, a product from Real Networks.  Real Server provides the means of creating archives of video taped events, whether the actual events are captured live and broadcast or are saved to electronic image and re-broadcast at the user’s request, on demand.  RGII engineers using the Real Server software, a video camera or a VCR, a Microsoft NT server, and an encoder computer developed several audio/video streams. In design, we considered updated information, appearance, navigation, severity, costs, FAQ’s, and ease of access for both user and developer, and well-defined links to other sites or pages. As development continues, our staff provides:

· New Web installation or migration plans with detailed project schedules.  

· Web page finalization, testing and integration including text, audio, video, and image formatting.

· Computer graphics and illustration.

· Integration of statistical and other management tools for web performance and security access.

· Ongoing maintenance, upgrades and modifications to Web sites.

Our experts support multiple existing technologies while integrating new products and practices, where appropriate, to provide the best web-based solutions. Our engineers routinely build in redundancy of web assets to ensure accessibility of the resources. By enforcing synchronization we can maintain 24X7 access to mission critical information. Note our support to the NOAA web site during Hurricane Floyd referenced on page 18. During Hurricane Floyd, working with NOAA, MCI-Worldcom, and NASA, we slit and synchronized the website to survive over a million hits per hour. Intranet security measures implemented include the monitoring of system audit trails, strict use of permission and timed log-ins, password protection, and file server keyboard lock-outs. Additionally, RGII personnel participate in the clients IT leadership groups to help the client acquire more advanced web-based technical capabilities, which would include video, animation, and secure web farms. RGII has trained the client in the use of the web-development application to allow the client to maintain the website if desired.  Sustainment support includes ensuring optimal access, data integrity, and security of all managed systems.  
In creating an Intranet, there are several main reasons why the Internet technologies have had such a dramatic impact on the scope of business networking applications. These include:

· Universal Communication.  Any individual or department on the Intranet can interact with any other individual or department and beyond to partners and markets. 

· Performance.  On an inherently high-bandwidth network, the ability to handle audio clips and visual images increases the level and effectiveness of communication

· Reliability.  Internet technology is proven, highly reliable and robust

· Cost.  Compared with proprietary networking environments, Internet technology costs are surprisingly low

· Standards.  The adoption of standard protocols and APIs such as MIME, TCP/IP, FTP and HTML deliver a fast-track series off tools which allows infrastructures to be built, restructured and enhanced to meet ever-changing business needs as well as allowing standards-based intercommunication between external partners, agencies and potential customers

To put it all in context, the Internet continues to define the technologies available for external communication, whereas the Intranet is the application of these technologies within your organization and centered around the enterprise LAN.  Internet technologies may be extremely well suited for developing internal information systems - the Intranet. In fact, Internet technologies are much more relevant and exploitable within a local LAN than over much slower dial-up access routes usually associated with home-access to the Internet.  Intranet technologies provide the tools, standards and approaches for meeting the information challenges of today’s world. These technologies are simple yet elegant and phenomenal power can be unleashed. Communication is the key to business success and exploitation of the Intranet is the key to effective and efficient communications.

Innovative web-based solutions RGII will implement include:

· Access to a users e-mail through the Web

· Protection against malicious and denial of service attacks

· Dynamic Web pages tied directly to a database

· Streaming audio and video

· Animation

· Access to selected applications

· Access to Help Desk support (trouble report, FAQ, and tutorials)

· Voice Over IP

RGII has extensive experience in the management and application development of WWW servers for both inter- and intranets.  Currently, RGII maintains a large portion of the NOAA Web Farm.  The NOAA Web Farm was designed to move division web sites to the outside of the NOAA MAN.  The Web Farm was configured to increase access speed and provide a stronger sense of security by removing the web sites from their respective subnet and to better protect sensitive data.  RGII supports and maintains UNIX administration of the main server on the Web Farm, containing approximately 25 virtual hosts (web sites).  RGII also developed, manages, and maintains several of our clients’ current NT web sites and Intranets (SAO, HPCC, NOAA Home Page, etc.).  
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Shown in Exhibit 4 is an RGII developed web-interface used on Department of State’s intranet for budget preparation.

Exhibit 4:  Web Page. 
Using Web Technology, RGII Has Developed a Budgeting System Based on the Department of State’s Intranet.

2.7 Training

RGII’s training staff is equipped with the resources and knowledge to provide FHFB and users with consultation, training, and support in custom-built applications, numerous commercial off-the-shelf software (COTS) packages, network operating systems, and network security. RGII’s trainers provide the necessary training, create and supply documentation and supplemental information, and customize any courses or documentation to meet the needs of the FHFB. RGII training events are shown in Exhibit 5.
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Exhibit 5:  RGII Training Session. 
RGII Can Provide Computer-based, Formal Group Training, One-on-One Sessions, 
or Even Opportunity Training Generated by Help Desk Calls.

The majority of RGII’s trainers have Microsoft Office Expert Specialist (MOES) certification.  However, our trainers are not limited to Microsoft products.  RGII’s trainers are also familiar with all of the following software.

	· Browsers

· Netscape Communicator

· Internet Explorer 

· Office Suites

· Microsoft Office Pro

· Corel Office Pro

· Electronic Mail

· Lotus cc:Mail

· MS Outlook

· GroupWise 

· Exchange

· Graphics

· Corel Draw 

· Adobe Photoshop 

· Paint Shop Pro

· Help Desk

· HEAT

· Help Star

· Track-It

· Utilities

· WinZip

· Acrobat Reader
	· FTP/TELNET

· CuteFTP

· WinFTP

· NetTerm

· Forms

· Jetform 

· Informs 

· Operating Systems

· Windows NT 

· Windows for Workgroups 3.x

· Windows 95, 98, and 2000

· Virus Protection

· McAfee  

· Norton 

· Web Design

· FrontPage 

· HTML

· Electronic Calendars

· Lotus Organizer

· MS Outlook

· Schedule +


Not only can RGII’s trainers provide formal classroom setting training, but we are also equipped to provide one-on-one training as needed with non-standard hardware and software.  RGII’s trainers have assisted users in the following areas:

· Scanning documents/images or performing scanning services

· Setting-up and operating computer equipment such as laptops and projectors

· Converting of word processing and other electronic files from one format to another

· Setting-up video teleconferencing equipment and scheduling video teleconferences

· Assisting users with non-standard storage media and devices such as zip drives and CD-ROMs

· Downloading files from the Internet and FTP sites

· Joining and participating in Newsgroups and Listservers

· Chatting in predefined chat rooms

· Accessing real audio from Internet

· Incorporating different forms of media in electronic presentations (ex. Snap Graphics)

Most importantly, RGII’s trainers specialize in the ability to immediately assess the proficiency of the user and then determine the best teaching strategy and material for the user.  On many occasions, RGII’s trainers have developed need-based, specific documentation for the users and will continue to do so to provide the best service to FHFB.

RGII was responsible for providing on-site training to approximately 2,500 military and government personnel employed by the United States Coast Guard (USCG), Department of Transportation.  RGII staffed three full-time, on-site trainers who taught four days a week. RGII was responsible for providing one-day, seven-hour classes to all the employees on site and one-on-one training for upper ranking military personnel and high-level government employees upon request.  The classes were separated by skill level: basic, intermediate, and advanced for each software application, with the exception of the Windows NT, E-mail, and Internet classes.  At the beginning of class, each student received a manual and any necessary supplemental materials.  RGII’s trainers at USCG taught and developed handouts. Each classroom used a printer, a laser pen, and an overhead projector connected to the trainer PC and an overhead projection screen.  This allows each student the opportunity to see exactly what the trainer is doing during a class. When USCG made a building wide upgrade of all software and upgraded to Windows NT, RGII developed a specialized training project and reference material for the new environment, the same as we are prepared to do for Windows 2000.  

RGII Technologies, Inc. is responsible for providing on-site training and support to government personnel employed by the National Oceanic and Atmospheric Administration/System Acquisition Office (NOAA/SAO).  Since RGII has held the contract, over 1,500 students have been trained in various applications.  RGII has continuously updated the hardware and software in the classroom as needed. RGII staffs one full time, on-site trainer who teaches four days a week.  Classes last approximately 7 hours, except for advanced level classes that last 2 days.  At the beginning of class, each student receives a manual and any necessary supplemental material.  

2.8 Document Management

For any document management system developed, re-designed, or re-engineered for FHFB, RGII would follow a formal application systems development procedure from the first stages of requirement analysis to the final stages of maintenance and evaluation.  RGII has developed several electronic on-line data repositories for electronically sharing documents within client organizations. The RGII staff is prepared to receive correspondence, log the data into a database, and distribute copies. Immediately upon receipt, all documents are logged into the tracking system to provide the tools for controlling document flow, digital imaging and scanning operations, and populating the records. RGII can develop databases or enhanced pre-existing databases to aid document management.  

As depicted in Exhibit 6, RGII’s Integrated Data Management System, a system of integrated COTS applications integrated by RGII, allows the management of program documents and integration into a single data system. Regardless of the method a document enters the system, once in the system, the following functions must be supported to maximize the effectiveness of moving to a paperless environment:

· Electronic routing

· [image: image10.wmf]Electronic signature

Exhibit 6:  RGII’s Integrated Data Management System. 
RGII’s Integrated COTS Applications Allows Document Management Across a Network.

RGII will maintain the network and specific data repository to receive, catalogue and store, secure, issue, maintain, and manage data generated in the course of operations.  RGII maintains, on an on-going basis, associated magnetic tape and disk libraries, and documentation. We support users in developing simplified special screen formats supported by the existing software applications to facilitate document entry into the management system.  These procedures and support services help the user control the input and editing of needed data, particularly for the highly sensitive financial information areas.  Implied in document management is the need for RGII to provide the ability to manage external disk arrays, to manage all storage devices (internal and external) from one user interface, and for a centralized backup and recovery for all data storage.  To support a document management system, implies the ability to enforce version control, identify standard configurations, and track multiple changes simultaneously. Electronic storage is the latest trend in document management support.

RGII currently manages both hard copy and soft copy Federal Records for the NEXRAD and the AWIPS Program Offices of the National Weather Service.  RGII is responsible for maintaining the file library, which consists of Federal Records including contracts, invoices, CDRLS, engineering documents, travel records, and official correspondence.  Responsibilities include receiving, indexing, coordination, validation, filing, tracking, retrieving, and archiving all program documents.  RGII recently completed a project for the NEXRAD Program Office where we archived 22 years of Federal Records following Government Federal Records Regulations.  All records were scanned, indexed, reviewed for accuracy, and stored on electronic CD ROM media.  Typing in search commands, similar to a web browser, easily accesses the electronically stored records.   This project has saved the Government millions of dollars in contract negotiations, man-hours, productivity, and physical storage space, as well as meeting the Government requirements for Electronic Records Management.

RGII’s Lotus Notes project is another approach to document management that provides document management over a distributed enterprise for the Navy and Navy contractors.  Lotus Notes in conjunction with Domino.doc allows for a scalable, flexible infrastructure available to every user across the organization through the Lotus Notes client software and the Internet.  

Domino.doc offers the Navy an efficient and less expensive architecture than manual storage systems.  Searching through documents in virtual online file cabinets is quicker than going through drawers and physical documents that may be misfiled or mislabeled.

Security for Domino.doc documents is provided by a user list.  This limits the access to documents by allowing read, edit, and management rights to be associated with individual users.

Documents can be created then saved to Domino.doc using ODMA-enabled applications; these include many popular applications.

The objective of this program is to procure and integrate a Lotus Notes system comprised of applications and data serves and end-user desktop systems.  RGII procured, delivered, installed, tested, and now maintains all hardware and software required for the integration effort.  Quality assurance checks are provided for connectivity for each location.  All network physical layers were modified as required.  

For the NAVSEA Document Management task order, RGII scans documents onto CD-ROMS that allows search and view capabilities for traveling or remote staff.

For the Department of Commerce/NOAA, Systems Acquisition Office RGII also provides document management, and electronic storage of Federal Records. We developed a Contract Execution Database system for the Federal Property Management systems that tracks obligations through final payments. We sort, file, and image Federal Records for electronic storage.

2.9 Wireless Communications

Wireless communications and the Web have transformed the latest trends in networking into one unified network consisting of voice, data, cellular, and more over a single integrated network, which can be centrally managed by a click of a button.  Wireless communications technology is providing employees with real-time access to internal and external information, especially time-sensitive data from any location, at any time. Mobile workers can now access e-mail and calendaring functions, but most importantly, these workers can access FHFB knowledge bases and run database or data-mining queries against back-end systems. These wireless applications offer to you the ability to do real-time data exchange between devices and servers from any location. A wired telephone is no longer a necessity for the mobile worker to access needed data at the bureau. The pace of development of wireless appliances and increased functionality now makes this capability much more attractive as an alternative. RGII can help get you ready for the wireless world, because the wireless world is getting ready for you the user. 

Wireless communications include two functions. First, is the use of wireless networking within a building or buildings. This is merely an option over traditional cabling when there are physical limitations that make wireless networking more attractive. The trade-off factors that RGII would consider include costs, reliability, and speed. It should be noted that technology advances in wireless networking are increasingly making this a more attractive option over hard-wiring a network.

As shown in Exhibit 7, the other form of wireless communications is the use of Personal Digital Assistants (PDA), two-way pagers, wireless modems, and Internet-enabled phones to communicate with a home network. This technology allows the mobile worker to function “untethered”. The use of encryption makes sensitive information possible over wireless devices. While technology is rapidly developing in this area, many current 9.6- to 19.2 Kps devices work very well with text-based applications. But, because of the rapidly expanding technology, it is not prudent to recommend a network technology in this proposal. What technology your devices use is much less important than consistency of coverage, transfer rates, and prices. These are the trade-offs to be analyzed in developing our recommendation once you have decided to add wireless communications to your infrastructure. 
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Exhibit 7:  Wireless Communications. 
Various Wireless Technologies Offer the Mobile Worker the Opportunity 
for Real-Time Interaction with the Bureau’s LAN.

The first factor in recommending a wireless strategy for FHFB will be consideration of availability. Area coverage to support the mobile users determines the device and service needed. Next in rank is normally the life-cycle cost, i.e., total cost of ownership. But, service cost is rapidly dropping. 1G service (first generation) is analog service and is not recommended since it cannot handle digital data. 2G service (second generation) is digital voice service that supports 14.4 Kbps streams. Third-generation (3G) service with rates up to 2 Mbps is now being tested. An interim 2.5G technology is expected in the US this fall with rates at 170 Kbps. This promises good transfer rates and graphics interface for your infrastructure in the very near future.

While wireless devices are not quit ready for the full web experience, even the data rates today can be very useful to the mobile worker with the right text applications to send and receive that piece of critical data in near real-time. RGII’s work with wireless communications can assist your decision makers in timing and in choosing the right technology to support your mobile information needs. We can also work with you to establish a wireless portal for you mobile workers. This technique presents pre-selected menus and tailored content that can be found quickly and downloaded quickly to reduce on-air time.

3. Management Plan

RGII Technologies has the personnel and has developed the methods and techniques to effectively manage programs of all sizes. We will provide single-point management -- which leads to positive, cost‑effective programs.

RGII Technologies, Inc.'s business management philosophy is that the main purpose of the corporate staff is to support the project managers and their staffs. Also inherent in this philosophy is customer satisfaction. The RGII Technologies "bottom-up" approach has contributed to its success on Federal projects and is particularly well suited for a successful engagement on this task-oriented contract with the Federal Housing Finance Board.

Our management approach emphasizes responsiveness to customer requirements, availability and flexibility of resources, the use of automated project management tools, and quality assurance checkpoints to ensure successful project performance. Our business management approach provides for:

· Continued involvement of RGII Technologies' top-level management throughout the project with a strong commitment to each Delivery Order's successful accomplishment;

· Provision of resources in an integrated approach to achieve Federal Housing Finance Board objectives;

· Management of multiple and diverse Delivery Orders, with particularly strict attention to flexible staffing requirements, quality assurance, scheduling, and costs;

· Visibility of development efforts to Federal Housing Finance Board staff to facilitate their requisite review, participation, acceptance, and program control, and

· Systematic and complete internal planning, control, and reporting on task performance, schedules, costs, and deliverables to ensure proper use of program resources and to minimize schedule and budget deviations.

3.1 Organization

3.1.1. RGII Technologies Organization

RGII Technologies, with a workforce of over 225 personnel, is a respected provider of diverse technology and management-based services for federal government, Department of Defense, business, and commercial markets. Our broad range of services includes database management support for scientific and engineering organizations; information, computer, and communications systems engineering; systems integration and software design; systems operation and maintenance; and computer facilities management.

To better serve the diverse needs of our customers, RGII Technologies is divided, as shown in Exhibit 8, into four Groups, each serving its unique market area. RGII is staffed to provide a full range of administrative support functions to RGII staff at FHFB and all of our technical support contracts. As a people-oriented company, RGII is devoted to the belief that people are our most important resource. Ultimately, if our employees are treated fairly, they will contribute more, resulting in increased customer satisfaction.

[image: image12.wmf]Exhibit 8: RGII Technologies Corporate Organization 

The Networking & Information Technology Solutions Division, headed by Janet Swisher, provides, operations and maintenance support; local area network (LAN) and wide area network (WAN) design, installation, operation, and maintenance; office automation systems: and related information management support. These systems are designed to ensure inter​operability of heterogeneous networks and computers while using off‑the‑shelf software and hardware, and resulting in turnkey systems acceptable to the end users. The division has extensive experience in the integration, installation and implementation of secure data networks. This division is providing Help Desk support to FHFB, and primary support to FHFB will come from this division.

The Engineering and Technical Services Division provides DoD weapon system engineering support; information resource management support; and command, control, communications, and intelligence support. In furnishing these services, the division provides complete logistics engineering, program management support services, logistics planning support, CAD/CAM drawings, statement of work specification development, site surveys, local support agreement development, and complete installation and maintenance services to ensure complete support of client requirements. In furnishing these services, the group provides complete systems planning, installation, operations, and maintenance support as well as a full spectrum of engineer and other services to ensure total support for the customer.

The Information Systems & Technology Management Division is available to provide expertise to the FHFB in areas of software development, database design IV&V, information engineering and system integration services. The group provides strategic planning, Information Requirements Studies (IRS), Business Process Reengineering (BPR), Management Information Systems (MIS), Corporate Data Base, and Decision Support Systems development. The Division provides mission-oriented management services involving ADP and engineering support services, computer and data center operations, and maintenance. These services include computer center operations; data entry; decision support systems and tools; database design, development, administration and maintenance; management information systems support; systems programming; IV&V; applications support, and design, integration and installation of ADP/T facilities, including the transition and conversion of existing ADP facilities and systems. This division also provides aviation-engineering support to the Federal Aviation Administration at the Atlantic City Technical Center in New Jersey.

Program Management Services and Support offers support services in the Medical arena.  RGII can assist clients with medical facilities and needs through the latest medical technologies and industry developments.

The following administrative support services will be available to the project support staff, on an as-needed basis:

· Human Resources assistance is a key part in the administration support provided to our employees. In addition to the normal personnel actions, the Human Resources Department administers the Affirmative Action program, arranges the annual company picnic and holiday party, arranges and obtains reduced price packages for recreational activities, and assists employees with the health benefits package.

· Finance and Accounting personnel provide the biweekly paychecks, process and pay travel expenses, track and produce monthly expenditure reports for Program/Project Managers.

· Employee Assistance Program is available to all of our employees. 

· Training and Education assistance is offered to all RGII Technologies full-time employees. In addition to assisting employees with tuition reimbursement assistance for off-duty education, specialized in-house training courses are offered and, on an as-required basis, employees are sent to specialized job-related training courses at contract facilities (e.g., new hardware, software upgrades, etc.).

· Career counseling assistance is provided to employees who, through discussions with managers or Human Resources professionals, request help through referrals to specialized agencies or schools.

According to Government Acquisition Management Course materials, companies with a direct-to-indirect employee ratio of between 1:4 and 1:6 provide the best support to their direct labor project staffs. Companies with too low a ratio do not have adequate staff to provide the proper type of administrative support, and companies with too high of a ratio are "top heavy." The RGII Technologies direct-to-indirect employee ratio is 1:5.3, which is indicative of a company with healthy, people-oriented overhead and G&A pools.

3.1.2. Project Organization

We estimate that RGII is operating at 95 percent of capacity with our assigned personnel. That means we could accept a task order and immediately assign five to ten personnel to that task without hiring additional personnel. RGII achieves this flexibility by having project team staff available for FHFB to assign to major projects. These project teams are an application development team, an information assurance team, and a network engineering team. These teams of experts are designed to come in, do the job quickly through their expertise, and move on to the next project. The teams are not designed to remain on site with a customer nor assigned to a single contract. The approach of leaving these highly qualified personnel on-site is not cost efficient nor effective use of personnel. As our project teams move from project to project, any sustainment support provided to FHFB can call on the project teams as needed. It is RGII’s experience supporting multiple customers on multiple contracts that allows us to manage these highly qualified teams among contracts and customers while consistently presenting the staff with challenging, satisfying work.

Each program/project is managed by a division structure with the Program/Project Manager vested with the authority and responsibility to manage the project's operations, budget and subcontractors to accomplish the client's stated objectives and mission. Through this broad base of skills and capabilities, RGII Technologies, Inc.'s clients are assured that experienced and qualified personnel provide total system service. Because of our high level of technical and management expertise, the company is consistently able to provide superior services in a cost‑effective manner.

We recognize that too many projects are organized vertically in structures that specialize work and fragment processes. This approach has been proven to be self-perpetuating because it stifles innovation and creativity in the organization. In most vertical organizations, no one is in charge of specific processes. Many managers are not even aware of process existence. Similarly, no one is empowered to answer questions, or quickly solve problems. These vertical organizations often display appalling lack of economy of scale that does not show up in direct labor, but in overhead.

The RGII Technologies project organization, Exhibit 9, is organized to respond to specific delivery orders or task orders. Individual project staff members will initially be functionally assigned for accountability to the designated task leader. Since many of the staff identified to participate in this effort are multi-skilled individuals, RGII will identify and draw upon the human resource for individual task orders whose experience and expertise will enable RGII to provide the best service to the Federal Housing Finance Board.

[image: image13.wmf]Exhibit 9. Project Organization.  Lack of Layering in the Project Organization Keeps 
RGII’s Overhead and FHFB Costs Down.

3.2 Recruiting & Retaining Personnel

RGII has established and proven personnel systems, which provide competitive compensation and benefits for all employees and supports our ability to accommodate fluctuating workloads, minimize turnover, and retain a quality workforce to support FHFB in its mission.
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RGII recruits qualified professionals locally and nationally, including qualified incumbent personnel if applicable. Corporate policy describes procedures for selecting and hiring qualified applicants on a competitive, non-discriminatory basis. Corporate policy focus is on resource control so personnel are available when needed to perform all elements of work. Personnel recruiting is undertaken based on monthly resource projections to expedite the hiring process as actual contract demands change. This conservative, but responsive, approach minimizes surges of hiring and reduction-in-force caused by inadequate planning. Recruiting for task orders is first accomplished internally using company notices to alert existing employees of the upcoming opportunity. External recruiting, should it become necessary, will be accomplished via newspaper ads, job fairs, personal references, and college campus interviews. Occasionally, temporary employees are acquired for short-term requirements that are difficult to predict in advance.  After screening resumes and selecting candidates, the requesting manager interviews selected applicants. When a decision is reached, the Task Manager submits a Job Offer Approval Form for approval. Human Resources then extends the formal offer of employment to the candidate.
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The corporation recognizes that its staff is its most important resource and values its personnel for their capabilities and professionalism. RGII strives to provide a work environment with inherent opportunities for professional development, personal growth, and creativity. As depicted in Exhibit 10, our retention rate annually hovers near 94 percent, significantly above the industry’s nationwide average. Our exemplary retention rate indicates that RGII has experienced staff members, a competitive compensation package, proven recruiting methodologies, sufficient training, and working conditions in which people can continue to develop their skills and experience. This high retention rate indicates that RGII can and will provide staff stability to the task orders developed for FHFB. 

RGII’s salary structure takes into account workforce stability and the specific skills required to be cost-effective. Our realistic, carefully balanced salary structure, in conjunction with fringe benefits and performance incentives, form a basis for attracting and retaining a high quality work force. Our salary structures are designed to retain employees who have been extensively and thoroughly trained in the IT services community. This avoids the inherent high cost of staff turnover experienced by many contractors. The rates for labor categories are based on surveys of local, regional, and national practices and trends. Information obtained from the Department of Labor, Bureau of Labor Statistics, and company-conducted wage and salary surveys is used to provide data upon which rates for job classifications are based. Many regional and local salary surveys are also reviewed, and the Human Resources Division surveys numerous universities on a periodic basis to determine average starting salaries for new college graduates. This salary survey information, combined with our extensive experience in recruiting and hiring, provides an excellent information base regarding current and competitive salary levels.
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Our personnel policies emphasize acquiring high caliber personnel, training, promoting internally, and retaining them. We strive to provide personnel and professional growth, recognition, and rewards for employees. These personnel systems are crucial to the effective support of the employee. Personnel systems are more than just salary and benefits; they encompass the complete benefit package appropriate to the work area and employee. Our personnel systems include a wide range of benefits and personnel approaches to meet the acquiring and maintaining of a skilled work force. Exhibit 11 shows RGII’s approach to consistently retaining qualified personnel. It revolves around a comprehensive compensation package and a work environment which encourages technical achievements and open communications. This people-oriented environment has produced and maintained a high-employee retention rate.

Exhibit 11:  Job Satisfaction Methodology.  Designed to Retain Qualified, Motivated Employees, Our Comprehensive Recruitment & Retention Plans Ensure Employment Problems are Minimized.

Task Management

Our tried and proven integrated planning and control methods provide timely identification of management issues and ensure quality products are delivered to the customer on time and within budget. RGII has over10 years of experience in rapidly responding to and managing multiple task orders for numerous customers spanning nine separate agencies. For contracts with both NOAA and Naval Surface Warfare Center (NSWC), we have managed up to 19 tasks simultaneously.

Our task management objectives are to ensure that contractual deliverables generated with each delivery order are produced as required, within established standards, and in a timely fashion. Since the majority of the RGII Technologies projects involve contract management of an off-site staff, we use project management systems to determine what needs to be done and to monitor and evaluate the level at which standards are being met. The RGII’s approach to task development and/or management is heavy on planning and emphasizes effective management of personnel and all other resources.

One of the RGII’s goals for the Federal Housing Finance Board program is to provide comprehensive management and support service. This goal will be realized through:

· Thoroughly analyzing each task requirement;

· Anticipating variances in the requirements and schedules;

· Executing plans while maintaining flexibility to deviations in the plan;

· Implementing the support without adversely affecting ongoing activities;

· Reviewing the results of an activity to ensure that they are compliant with customer expectations and technical competency; and

· Documenting and reporting the entire process for future reference and accountability.

Effective project control ensures that all project participants adhere to the technical and program standards of the effort. RGII Technologies controls adherence to contract requirements through evaluation of performance in the areas of quality, delivery, timeliness, cooperation, and contributions to the project.

RGII technical management teams must plan for and develop control procedures to effectively manage multiple tasks that can cover any or all of the full range of functional activities that may be called for under the terms of a work statement. Nothing, however, can substitute for skilled and experienced technical management personnel. The Project Managers must stay in close and daily contact with their team leaders and key project personnel to maintain awareness of progress on each task. They also must stay in close contact with their respective counterparts and the COR within the client's organization.

Exhibit 12 graphically outlines the process RGII has used to respond to government task order requests. To assist in reducing task lead-time, RGII anticipates requirements by maintaining liaison with the contracting officer and contract users to review potential work. After the government issues a proposed task, RGII will acknowledge receipt of the RFP. On the first day of the RFP receipt, RGII’s management will conduct an examination of its requirements with assistance from the appropriate RGII senior working managers to ensure full understanding.  All personnel are available to review, respond to, or work task orders. To determine if our subcontractor or a vendor is needed, we will make a best-value determination when the selection of the support is not obvious from preliminary coordination.

In preparing our response, the Task Leader will be identified early and will participate in the RFP response preparation. RGII will use techniques found successful in assisting other government customers that automate the planning and control process by using our performance assessment and tracking methodology that provides networking, resource allocation, quantified milestones, and analysis for planning and reporting. Planning, scheduling, and costing are performed in a formal, complete, and consistent way using the integrated network approach. We automate this process through the use of PC-based tools to provide networking, resource allocation, and spend-plan analysis for planning and reports. 

[image: image17.wmf]Exhibit 12:  RGII Task Order Process.  RGII Has a Mature Task Order Process That Has Been Demonstrated on Many Tasks Ordering Contracts Over the Past 10 Years.

The construction of an integrated network of activities to the work package level results in defined effort, work plans, planned products, and detailed information for pricing personnel to use in a detailed spend plan. The task response is reviewed for resource and security requirements, proper skill mix, and proper planning of the technical requirements. The SOW and organizational elements are used to plan the work top-down and assign subtasks to the elements of the task organization.

RGII implements a program management approach that emphasizes an automated resource scheduling and tracking system with strict cost and schedule controls and high visibility to ensure quality technical products are delivered on time and within cost.  Regardless of a task's size or complexity, RGII’s process contains the essential elements for successful program management, including planning, control, cost collection, funds allocation, risk management, status reporting, technical review, and vouchering. This process is robust and has demonstrated its ability to support multiple complex tasks simultaneously, yet flexible enough to be resource-efficient where simple, straightforward tasks do not require complex monitoring tools. Each Task Order Proposal will document the Team's management planning and become the baseline for program control.

These planning and control procedures also provide:

· Complete budget authority and total responsibility for technical performance with the Task Leader

· Milestone schedules for task expenditures and deliverables

· Continuous review of program efforts by the Task Leader and RGII management

· Automated tracking to ensure full compliance with cost and schedule reporting guidelines, to provide direct and prompt communications.

3.3 Quality Control

RGII, though not ISO9000 certified, is dedicated to the delivery of quality information services that meet or exceed the FHFB’s expectations, is timely, and is provided at a competitive price. Our Quality system satisfies these objectives through the implementation of a series of standards and procedures requiring continuous monitoring and review.

As a provider of information services, but not being a manufacturer of equipment, RGII’s products are typically the supporting documentation and services for increased capability and efficiency. Typically, our measure of quality is not in achieving Six Sigma success in product improvement. The quality of our products is determined by the validity of the data presented and by the usefulness of our service to the customer. While validity of the data is obvious, it is extremely critical for our personnel to understand and deliver the type of information and service the customer needs to make the best decision. RGII’s approach to achieving our vision of excellence is based on quality people using quality processes and quality tools. The use of quality processes (well-defined, documented, standardized, and integrated) yields repeatable, managed, and optimized results. An important feature of achieving quality is the ability to measure both process quality and product quality, and to provide quantitative feedback from the process and from implementing innovative ideas and technologies. Our six-step quality process is illustrated in Exhibit 13.

Exhibit 13:  RGII’s Quality Process. RGII’s Work Plan Has a Built-in Process for Quality.

[image: image18.wmf]RGII uses sound technical practices established through the process illustrated in Exhibit 14 and documented in the Project File. Each task leader is responsible for training his team as necessary and for establishing policies, standards, methodologies, and procedures used to conduct the engineering effort. The task leader works closely with the customer in understanding the practices used by the customer and the requirements to support its needs.

Exhibit 14: Quality Standards. Practices Are Established[image: image19.wmf]Spreadsheet

Files

Database

Files

RGII’s  IDMS

Text

Files

Scanned

Images

Spreadsheet

Files

Spreadsheet

Files

Database

Files

Database

Files

RGII’s  IDMS

Text

Files

Text

Files

Scanned

Images

Scanned

Images

 to Provide a Standard for Quality.

In addition to existing customer policies, instructions, and guidance, the task team will maintain cognizance of new technology developments and work with the customer to incorporate new practices and requirements as they become available and acceptable. After defining the accepted procedures, methodologies, and standards applicable to the project, the task manager conducts or arranges for training of assigned task personnel if needed. This ensures all task personnel are knowledgeable of the accepted processes and standards for the task.
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RGII’s approach to quality assurance is to build in quality, not inspect for and repair deficiencies. A through review process is illustrated in Exhibit 15. The process begins with clear requirements and guidelines established through a Project Plan. The task team then implements the plan using practices established by RGII’s operations documentation and the project plan. The task team maintains a continuing diary of steps taken, methods used, intermediate results, problems encountered, problem resolutions, coordination, and other implementation information in the project folder. Each functional area of the project maintains subfolders of the project. The project folder consists of both electronic information and information on paper.

Exhibit 15:  Approach to Quality. Our Approach to Quality Includes A Controlled Review 
and Approval Process.

The Project Folder method facilitates technical and progress review while it enhances continuity in the event of personnel changes. It is reviewed regularly by the project manager (task leader) for compliance with the practices established in RGII’s operations procedures and is periodically audited by the task leader’s vice president. Products generated by the project are reviewed by the functional leader, if assigned, or by a peer, if no functional leader is assigned, before formal approval and acceptance by the task leader. Critical deliverables may also be reviewed and approved by the vice president responsible for the task. Aggressive communications and review processes are central to searching for potential and real problems. These reviews identify process improvement techniques. One of the most powerful means of quality assurance is by employee empowerment through the practice of Total Quality Management.

Empowered employees are proactive in identifying and avoiding problems before they become management issues. When potential quality problems are identified, avoidance actions are added to the Project Plan. When real problems do occur, aggressive management takes immediate action to resolve the problem through workarounds, implementation and revision of policies and procedures, realignment or redistribution of resources, direct consultation with customer offices, and tracking of resolution until deficiency is corrected and non-recurrence is assured.

3.4 Subcontractor Management

RGII will draw upon its vast expertise and experience in managing any subcontractors needed to support FHFB. This coupled with our legacy of team building with subcontractors will ensure effective and seamless subcontractor relationships. The essential elements of RGII’s subcontractor management process include: 

1. Formation of a cohesive team comprised of companies with complementary capabilities, 

2. Integrated team management which includes subcontractors in the decision-making process when necessary, 

3. Well-defined lines of communications directly between the program manager and subcontractor representatives, 

4. Cost tracking systems which provide up-to-date information on expenditure rates, 

5. Open and regular communication with the government regarding subcontractor performance, and 

6. Well-defined subcontractor performance metrics and milestones. 

The Program Manager will provide overall direction and monitor the subcontractor’s efforts. The Program Manager will also serve as the single point of contact To FHFB for all activities, in-house and subcontracted. Our team will function under a single set of functional policies and operating procedures. Our cost tracking system permits costs to be totaled by task element, by organizational structure, and by subtask activity. Variance in a cost account may equate to increased risk and require early management action. Subcontractors will be required to provide weekly cost estimates for incorporation into project cost-tracking systems and with official invoices being submitted monthly. Early identification of potential problems to allow timely solutions is the RGII philosophy for good subcontract administration. RGII’s system accomplishes a working implementation of this philosophy.

Throughout the subcontract, all significant requirements and events will be monitored with corresponding cost and schedule allocations. Each task will be thoroughly defined, mutually understood, and agreed upon. By standard RGII contract agreement, the subcontractor will be fully responsive to required inputs to CDRL items. Additionally, the Program Manager will:

· Maintain periodic communications with the subcontractor parallel with monthly meetings with key technical and management personnel to discuss task progress and difficulties.

· Require formal written progress reports consistent with subcontract specification.

· Require comprehensive task review at the 10% + 90% spend points for subcontractor efforts.

· Review subcontractor draft/final inputs before implementation in subsequent analyses.

· Review through reconciliation process, adequacy of subcontractor cost reporting systems.

3.5 Interfaces

Since teamwork is essential to the successful performance and completion of any project, RGII’s approach to interfacing is to establish clear lines of communication between the Federal Housing Finance Board and the RGII Technologies organization that will foster teamwork and provide a strong program to identify problems and produce resolutions to any problems with a minimal degree of effort. 

RGII Technologies approach to project integration is to make the interfaces between the project, corporate, subcontractor, and the Federal Housing Finance Board staffs as seamless as possible. Although RGII Technologies will use subcontractors under certain tasks, we will interface with the Federal Housing Finance Board as one entity, a solidly integrated team. Our philosophy is that internal and external communications with clearly defined lines of interaction are the key to the success of our projects. Our effective lines of communication, along with our TQM system, will contribute to corporate and project interaction that will be transparent to the Federal Housing Finance Board.

To enhance the effective flow of communications, to secure additional corporate resources when needed, and to demonstrate the RGII Technologies' commitment we are assigning top-level priority to this program. Ms. Janet Swisher, the RGII Program Manager will report to RGII Technologies’ Chief Operating Officer to the CEO. Ms. Swisher will also interface on a contract administrative basis with the Federal Housing Finance Board Contracting Officer and the Federal Housing Finance Board COR as needed. The corporate Controller, Mr. Chris Parrotta, will assist her in this. 

RGII Technologies' President will make quarterly visits to the Federal Housing Finance Board to assure that the Federal Housing Finance Board is totally satisfied with our services. We would like to restate that Kathryn Freeland, Chairman & CEO and Richard G. Freeland, President as well as other senior management have a customer as well as an employee "open door" policy, and that if at any time the Federal Housing Finance Board officials feel that they are not fully satisfied with our services, they are encouraged to contact the RGII Technologies CEO, President, or COO or other respective staff members for resolution.

4. Past Performance

RGII’s superior performance, noted on past information technology related contracts, ensures the FHFB a very low performance risk for performing the any assigned IT requirements.

RGII has a 10-year history of improving network performance, Help Desk, and end-user support functions through federal government agencies similar to the Federal Housing Finance Board. For instance, in support of the U.S. Department of Commerce’s National Oceanic and Atmospheric Administration (NOAA), RGII achieved 99.91 percent network availability for an entire fiscal year (FY99). In managing NOAA’s 2000-node, 75-server, 10/100MB Ethernet, FDDI backbone Metropolitan Area Network (MAN), RGII uses functionally similar device configuration and systems analysis/monitoring techniques as at FHFB. We use proven Standard Operating Procedures with a three-tier support approach and take advantage of advanced features of Help Desk software such as Remedy ARS and Heat to assign, track, and resolve problems.

Collectively, we operate 15 Network Operations Centers and 31 help desks for government clients supporting an estimated 13,000 users worldwide. Through our history of operating and administering help desks and LAN/MAN/WAN systems, RGII has gained the depth and breadth of experience needed to minimize FHFB’s project performance risk. Additionally, our combination of experience on other contracts and our experience at and understanding of FHFB will allow a seamless and transparent transition to RGII being a major support contractor for your IT requirements.

4.1 Federal Housing Finance Board (FHFB) Help Desk & Hardware Maintenance

4.1.1. Fast Facts
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	Contract Number:
	43-31RE-8-C499
	Contracting Officer:

	
	Type of Contract:
	T&M (Prime Contractor)
	Ms. Judy Harrison (CO)
FHFB
Phone:  202.408.2583 Fax: 202.408.2530

	
	Procuring Agency:
	Federal Housing Finance Board
	

	
	Contract Dollar Value:
	$500K
	CO’s Representative:

	
	Period of Performance:
	6/98 to 9/02
	Mr. Keith Swanson (COTR)
FHFB
Phone:  202.408.2560Fax: 202.408.2530


4.1.2. Detailed Description of Work Performed

RGII provides enterprise-wide LAN/WAN computer Help Desk support for the FHFB Microsoft Windows NT Advanced Server 4.0 network. RGII has sole responsibility for troubleshooting all workstations including Desktop PCs, Laptop and Docking Station configurations, repairs, maintenance, virus protection and updates, software upgrades, configurations, and installations. Our experienced Help Desk staff support, troubleshoot, and resolve network connectivity issues and access problems including support for the Remote Access Service (RAS).  Our Help Desk are responsible for installing, configuring and maintaining a wide range of network and personal printers including inkjet and laser units with repairs carried out on the premises as and when needed.  Our Help Desk provide end-users with one-on-one training for the complete range of Finance Board legacy applications including Microsoft Outlook, Word, Excel, Front Page, Access, PowerPoint, Microsoft Internet Explorer and the full range of operating systems from Windows 95 to Windows 2000 Professional.

In addition to three customer unique financial systems, RGII also supports these 11 systems:

· Election System- (RDB), this is a ballot tabulating system which uses Universe, Thrift Times and National Applications and INMAGIC systems for validation processes system for member bank institutions (e.g. docket #, address, charter type etc.)

· National Finance Center -administrative, accounting, payroll, and personnel system archives processed through the NFC dial-up modems developed in FOCUS (RDBMS) SAS Financial Package, and operates on the Mini-VAX and IBM mainframes in Louisiana at the Department of Agricultures NFC.

· Bloomberg

· BITS

· Pinehurst

· Bank Search

· WestLaw

· Plansmith’s Fire 2000

· Community Investment Program System (CIPS)

· Mailing Label System (MLS)

· Integrate – Property Management Inventory System

RGII staff is also the first line help for all network related problems including cabling, access, log in, security controls, NIC configuration, client workstation configuration, end-user training, patch upgrades, and account management. RGII uses the Help Desk tracking tool Track-It! to track and report the number of Help Desk calls completed, pending, and opened. RGII’s Help Desk also uses Track-It! to maintain the computer and computer related inventory database, to issue monthly service level assessments, inventory warranties, and change management reports to the Government to track Government computer inventory and maintenance schedules.

4.1.3. Quality of Performance and Customer Satisfaction

We are completing all work within budget and schedule. There has been no cost variance to date. RGII program management adheres to and relies on the corporate Quality Assurance Plan to ensure compliance with contract deliverable quality criteria and FHFB internal processes. RGII develops and follows a plan of action of milestones, and our customer verifies requirements, progress, adherence to requirements, and project-specific metrics. RGII project management staff attends periodic operational meetings with FHFB to address all aspects of Help Desk operations and contract performance.

4.1.4. Problems and Corrective Action

Problem:  a. To issue new Computer Systems to end users in a short time frame.

b. To give isolated mobile users the ability to restore a crashed system.
c. Get and listen to feedback.

Corrective Action:  a. The RGII Help Desk currently supports a number of differently configured computer systems.  To enable us to issue computers to end-users in the shortest possible time, we configured each computer with a baseline configuration containing FHFB legacy applications.  We then “ghosted” the images of these base-line computers and stored the images on a server.  New computer systems need only to be re-ghosted using the appropriate image with very little fine adjustments needed before the computer can be issued.  The RGII Help Desk has reduced the total setup time from several hours to virtually minutes.

b. Taking the image ghosting step to the next level, the RGII Help Desk discovered a way to transfer the ghost image onto a bootable CD.  Using a baseline configuration that contains a dual partitioned drive, we configured each computer to save the user’s mission critical files to the D: drive (2nd partition).  In the event of a system crash, the user would simply turn off the laptop, insert the CD and turn on the laptop.  From this point on the restore is completely automated and upon completion will prompt the user to remove the CD and reboot.  This restores only the operating system and applications, leaving the 2nd partition with the user’s files unchanged. 
c. By constantly receiving feedback from the end user community to continuously validate and improve the quality of support being given to all clients.

Result:  a. The RGII Help Desk has reduced the total setup time of computer systems from several hours to virtually minutes.

b. The RGII Help Desk has enabled remote laptop users with the ability to restore their own system and has reduced the user’s downtime, where before he/she would have to:

· Send in the laptop for repair and be without it for several days while the unit was being repaired.

· Primarily incur half the high cost of the two way shipping and insurance against damage or loss.

· Understand and accept the possibility of damage or loss of equipment or worse, loss of mission critical data.

c. All information is shared company-wide through the RGII Intranet and at RGII’s monthly program reviews.

4.2 NOAA SAO LAN/WAN

4.2.1. Fast Facts
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	Contract Number:
	50-SPNA-5-00005
	Contracting Officer:
Mr. Don Thompson (Contracting Officer)
NOAA
Phone:  301.713.3478  Fax: 301.713.4155

	
	Type of Contract:
	T&M (Prime Contractor)
	

	
	Procuring Agency:
	National Oceanic & Atmospheric Administration (NOAA), Systems Acquisition Office (SAO)
	

	
	Contract Dollar Value:
	$10,944K
	CO’s Representative:
Ms. Arlene Craig (COTR)
NOAA
Phone:  301.713.0105  Fax: 301.713.0086

	
	Period of Performance:
	02/95 – 02/00
	


4.2.2. Detailed Description of Work Performed

For five years, RGII has provided enterprise-wide network management services to the National Oceanic Atmospheric Administration (NOAA) in the areas of planning, designing, developing, and implementing their nationwide information systems and technology infrastructure under this contract. The contract was awarded in 1995 with 5 personnel. This contract grew over the 5-year period to include 23 Tasks with 41 RGII on-site employees. Each one of the tasks on the NOAA SAO has lead to increased responsibilities under the contract. With completion of this contract, RGII was awarded a follow-on five year BPA to continue our support to NOAA. Under this contract, and continuing under the BPA to the GSA Schedule 70, RGII administers and supports 10 separate offices, Systems Acquisition Office (SAO); Coastal Ocean Program (COP); Integrated Program Office (IPO); Oceanic Atmospheric Research (OAR); National Environmental Satellite, Data, and Information Service (NESDIS); High Performance Computers and Communications (HPCC); Environmental Research Lab (ERL); and Disaster Assessment Recovery Program Office (DARP) local area networks and their connectivity to the NOAA SSMC (Silver Spring Metro Center) campus wide area network. 

A combination of 4/16MB token ring, 10/100MB Switched Ethernet, and fiber optics are supported, along with numerous leased communication lines ranging from 56K to T3.  This has resulted in integrated LAN services and support across different functional units within NOAA. RGII assures that each LAN/WAN, hardware/software, and other resources, conforms to NOAA’s accepted InfoSec policies and procedures, i.e., operations, security awareness, virus protection, intrusion detection, etc.; and network protocols and topologies. Extensive experience has been gained in the use of CISCO, Cabletron, Madge, Bay Networks, Cubix, and 3COM networking equipment (NICs, intelligent token ring and ethernet hubs and switches, routers, bridges, CSU/DSU, etc.).

RGII has implemented and currently administers a combination of Windows NT Advanced Server 3.11 & 4.0, Novell NetWare 3.12 – 4.11, Banyan Vines 1.0-7.0, and UNIX (Sun Solaris 2.3 -2.6, Sun OS 4.1.3, HP-UX, AIX, Linux) data and communication servers, and client workstations (NT, Macintosh, UNIX, Windows 3.x, Windows 95, and various X-Terminal emulation software).  RGII has working relations with several manufacturers of high performance servers including TRICORD, Dell, NetFrame, DEC, Digital, HP, Compaq, and Sun.  RGII’s technical leadership led NOAA to more advanced technical capabilities including: broadcast video, real-time WEB Based Network Performance reports, incident security teams, and NOAA’s WEBFarm. 

RGII has successfully migrated numerous NOAA offices from Banyan Vines to Windows NT, Microsoft LAN Manager to Novell NetWare, and Novell NetWare to Windows NT/NTAS, as well as implemented maintenance patches and version upgrades.  RGII installs, monitors, and manages NOAA’s LAN/WAN cable plant of fiber optics, 10BaseT, and 10Base2 (UTP and STP). RGII administers electronic mail applications for several offices within NOAA, including Groupwise 5.2, Microsoft Exchange 5.0, Lotus Notes Mail 4.5, Banyan Intelligent Messaging, and SendMail.  Each of these installations includes SMTP/POP3 Gateways and Remote Access (Asynchronous and IP).  RGII was extensively involved and commended for its effort in the design, testing and implementation of NOAA’s X.500 Mail*Hub.  RGII manages daily directory syncs with the NOAA X.500 directories using Mail*Hub gateways and LDAP.  RGII migrated all of NOAA’s offices to Netscape Communicator, the standard e-mail package selected by NOAA in 1998.  The NOAA Senior IRM official recognized RGII staff for their significant contribution to these two areas. 

RGII set up the Network Operation Center (NOC) to have total responsibility for monitoring and managing NOAA’s campus backbone and the communication devices that make up the WAN. Experience has been gained in optimal performance configurations using HP OpenView and CISCO Network Management Tools. Partnership agreements have been established over these years with HP’s and Cisco’s technical support staff, Bell Atlantic, AOL (NOAA’s ISP), and other relevant vendors. RGII’s leadership led to the first centralized Network Operations Center in NOAA. RGII designed, administers and manages NOAA’s secure WEB Farm, which consists of 25 web sites for external data assimilation and internal (Intranet) web sites. This resulted in substantial cost savings to NOAA. 

RGII’s day-to-day IT support includes ensuring that each computer office facility complies with NOAA’s environmental standards, through monitoring temperature and fire control panel systems. The staff developed, maintained and updated Contingency Operations Plans (COOP), disaster recovery plans, storage backup procedures, capacity plans and configuration management documentation for each computer office and facility due to fire, human error, and/or power failures, and expedite system restoration. To date, all RGII-developed plans were accredited by the Department of Commerce IT Security Officer and led to the implementation of the NOAA Security Incident Response Team. 

Software and hardware evaluations were performed to determine and ensure that each product provides the essential integrated technical solution.  Our process and steps included developing the mandated end-user requirements, evaluating qualified vendors manufacturing products fulfilling NOAA’s requirements, evaluating vendor products against NOAA’s requirements, comparing costs for hardware/software components, and recommending a technical solution that can be implemented by NOAA.  RGII successfully planned, relocated, set-up and restored NOAA’s Monterey, CA, Oceanographic Data Center, to RGII’s Annapolis facility in 1996. NOAA realized cost savings of $1.5 million due to RGII’s converting the operation of its DEC mainframe platform to a SunSPARC workstation connection and the source code from Fortran to C++.

RGII’s IT staff established network node availability/validations and assigned passwords, subnet addresses, access privileges, account management, and partitioning of network and server usability; maintained real time tree display of all NOAA network assets using HP OpenView; ensured high bandwidth access to NOAA’s web servers, designs, and plans; and maintained, configured and implemented NOAA’s secure firewalls. We provided cable plant management services through development, maintenance and updating of detailed physical layout diagrams on the conduit and cabling throughout the MAN/WAN campus. RGII coordinated, monitored and controlled the distribution and storage of resources across the LAN/MAN/WAN backbone, MAN/WAN connections, Internet servers and modems (DNS, IFTP, web applications, data packets, etc.).  

We provided on-line reports to managers and LAN managers on network configuration, status, changes, performance, trends and current historical operations data. RGII was and is responsible for proactive consulting services supporting NOAA’s evolution to, planning for, and operations of the LAN/WAN. In that capacity our staff used RGII’s software/hardware technology laboratories to test, validate and evaluate new databases, operating systems, firewalls, Internet and communications, hardware/software product offerings for NOAA’s management on a quarterly basis.  A thorough evaluation and a resulting recommendation analysis were provided for their review. RGII provided administrative services to NOAA through clerical support involving telephone switchboard support.

4.2.3. Quality of Performance and Customer Satisfaction

RGII has consistently delivered products and services on time, within costs, and with a quality that is enviable within the industry. NOAA increased the value of this effort from $1.4 million to $10.9 million as their staff ordered more work from RGII as a best value contractor. The effort grew to 41 personnel performing on 23 tasks. RGII program management adheres to and relies on the corporate Quality Assurance Plan to ensure compliance with contract deliverable quality criteria and NOAA internal processes.  RGII conducts weekly status meetings to address and resolve issues.  We conduct quarterly customer evaluation surveys and provide the results to the customer.  Within the first year of task assignment, RGII successfully deployed a new network design to support shared offices and migration of two organizations from a dated Novell platform to a Windows NT platform. Before we started this task, the two organizations worked totally independent of each other but had requirements to share resources. Implementation of this new network design improved communications and cut network expenses in half by sharing LAN/WAN resources. Mr. William O. Mehuron, Director of Systems Acquisition Office (SAO), presented RGII with “… an ‘Award of Excellence’ which signifies your support and commitment to the successful deployment of 161 NEXRAD systems. We recognize RGII for having contributed technical expertise, dedication, and unswerving support to the NEXRAD Joint System Program Office.” 

4.2.4. Problems & Corrective Action

Problem:  To determine all potential impacts which may affect the success of any project without creating risk to the operational state of the network.  

Corrective Action: a. Implement through systematic research and development using methodical planning and documentation and use a parallel and mirrored network test bed environment when testing for potential network upgrades and/or migrations.  
b. Incrementally test system/infrastructure components prior to full-scale deployment of large systems.  
c. Include proactive communication and training for the end user community. Have test groups execute and verify the accuracy of any new systems documentation for the end users.  A cross section of end users is taken from all types and levels of client staff, both computer literate and illiterate (e.g., administrative, engineers, or management.)

Result:  a. This step is critical if all risks are to be minimized and projects implemented with a high certainty of success. 
b. This identifies and resolves potential points of failure prior to full deployment of a failing system where fault isolation becomes much more labor intensive.  This includes cables, communication devices, servers, back-ups, and any other subsystems or components.
c. This has been instrumental in fine-tuning RGII developed documentation and user manuals prior to full deployment. 

USCG HQ ITSS

4.2.5. Fast Facts
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	Contract Number:
	DTCG23-98-D-HRM001
	Contracting Officer:

	
	Type of Contract:
	T&M (Prime Contractor)
	Ms. Cecilia Royster (Contracting Officer)
USCG Headquarters Systems Command
Phone:  202.267.2525  Fax: 202.267.4019

	
	Procuring Agency:
	US Coast Guard (USCG)
Headquarters Systems Command (HSC)
	

	
	Contract Dollar Value:
	$875K
	CO’s Representative:
Ms. Maxine Schremp (COTR)
USCG Headquarters Systems Command
Phone:  202.267.2823  Fax: 202.267.4696

	
	Period of Performance:
	10/97 to 05/98
	


4.2.6. Detailed Description of Work Performed

RGII Technologies, Inc. provided all network enterprise-wide LAN/WAN hardware and software support for the entire U.S. Coast Guard Headquarters located in Washington, DC. RGII provided support to the management of the Network Operation Center where network performance was managed from the desktop to the FDDI collapsed backbone. RGII was responsible for the design, engineering, and management of numerous telecommunication lines to remote Coast Guard site networks and the Internet. RGII installed, configured and managed all network devices (Cisco 7000 routers, DEC GigaSwitchs, DEC 900 concentrators, 3Com Hubs & Switchs, and servers) and network management tools. RGII designed, configured, and implemented the Coast Guard CheckPoint secure firewall. RGII security tools include Netscout RMON2 probes, Cisco IOS, packet filtering, and host-based tools like COPS and Tripwire. TCP wrappers were set on all UNIX workstations. Cisco Priority Routing was used to manage network traffic for increase bandwidth performance. 

RGII managed and executed two separate Help Desks. One was a systems Help Desk for network or hardware related problems, and the other was an applications Help Desk located within the Information Technology Center. We also managed and executed the USCG Information Technology Center, which offered numerous workstations with various input/output devices (scanners, plotters, slides, color, and black & white, etc.), Video Teleconferencing, PictureTel, reference materials, periodicals, computer based training materials, video training, and three full-time classroom application trainers.

RGII used the NT DHCP tool to manage the dynamic TCP/IP addressing on the LAN/WAN, and WINS to manage the Windows Internet Naming Servers, and RAS Server to manage the remote access to the servers as well as the methods of access. We constantly monitored file servers disk use (Quota Server) and performance for adequate disk space and memory to ensure successful, efficiently operating servers.

RGII was responsible for continuous monitoring of network performance. RGII used HP Openview, CISCO Works, 3COM Transcend Network Supervisor, and 3COM Transcend Enterprise Manager for UNIX, NAI Sniffer Pro, and other standard test equipment to identify existing and potentially excessive bandwidth use segments or potential bottlenecks for ineffective data transfer rates. RGII also provided security monitoring and intrusion detection of the headquarters LAN and published status and security reports to USCG Intranet on a monthly basis.

RGII provided weekly LAN and WAN metrics for USCG review, i.e., SMTP servers, 3Com routers, CISCO hubs, firewalls, Proxy, DNS, FTP, SNA Gateway, modem servers, FDDI ring usage, top 50 sites by web hits, and bytes transferred. Reports were published on the USCG Intranet showing bandwidth use and peak loads for each segment of the network, and converted to a web-based format for USCG management to view on a real-time basis. This allowed instant access to network metrics, Help Desk metrics, project status, and reporting. 

For the USCG, RGII supported primarily an MS Office environment with MS Exchange.

RGII led the USCG upgrade from the Standard Workstation II to the Standard Workstation III, the USCG-mandated standards for hardware and software baselines, agency wide. We worked closely with the USCG and other prime contractors to make recommendations for the new standards based upon our evaluation of day-to-day usage requirements and compatibility with the existing systems. We then successfully upgraded 2,400 workstations and servers from the SWII to the accepted SWIII desktop image, upgrading the entire LAN from an NT 3.5 to an NT 4.0 configuration with Office 97 and the latest MS Exchange.

Development, implementation, and management of all Web servers and home page development within the USCG Headquarters were accomplished. RGII executes complete physical and electronic Configuration Management of all ADP assets including assistance with receiving, shipping, configuring, and deploying ADP inventory. RGII converted all standard deliverable reports to a Web-based format for USCG management to view on a real-time basis. 

RGII provided maintenance and design services to the USCG website providing links to other government information security programs such as The Privacy and Personal Information in Federal Records memo from President Clinton to Agency Heads; The Computer Virus Myths Homepage; and, RGII’s Information Security online reference library.

4.2.7. Quality of Performance and Customer Satisfaction

RGII has consistently delivered products and services on time, within costs, and with a quality that is enviable within the industry. Our quality performance is best demonstrated by the USCG, Headquarters Support Command’s Certificate of Appreciation for “Exceptional service and lasting contribution in support of IRM services provided to the U.S. Coast Guard.” received by RGII in June 1998. This contract was originally awarded with a value of $10.4 million for a period of performance of five years. Due to USCG internal issues, the customer was required to terminate the contract for the convenience of the government after only seven months of performance. The final value of the effort was $1.3 million.

4.2.8. Problems & Corrective Action

Problem:  Timely submission of metrics to permit active management of day-to-day situations.

Corrective Action: RGII spearheaded the development of conversion procedures for all standard deliverable reports to a web-based format for USCG management to view on a real-time basis.

Result:  Our solution allowed instant access to network statistics, Help Desk statistics, project status, and reporting at the various management levels.

4.3 NOAA NOC (GSA Tasks)

4.3.1. Fast Facts
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	Contract Number:
	GS-35F-5165H, Tasks 40AANA909115 and 40AANA909138
	Contracting Officer:
Ms. Diane Husereau (Contracting Officer)
NOAA
Phone: 301.713.0829  
Fax: 301.713.0809

	
	Type of Contract:
	T&M (Prime Contractor)
	

	
	Procuring Agency:
	National Oceanic & Atmospheric Administration (NOAA), Systems Acquisition Office (SAO)
	

	
	Contract Dollar Value:
	$262K
	CO’s Representative:
Mr. Eugene McDowell (COTR)
NOAA
Phone:  301.713.3333  Fax: 301.713.3545

	
	Period of Performance:
	08/99 to 08/00
	


4.3.2. Detailed Description of Work Performed

This contract is a continuation of RGII’s NOAA Systems Acquisition Office (SAO) contract to support just the NOAA NOC. The tasks supported include LAN/WAN Computer Help Desk Support and Information Security Support. Our success on the earlier contract caused this GSA Schedule 70 tasks to be established. RGII continues to administer and support 10 separate offices’ local area networks and their connectivity to the NOAA SSMC (Silver Spring Metro Center) campus wide area network. 

A combination of 4/16MB token ring, 10/100MB Switched Ethernet, and fiber optics are supported, as well as numerous leased communication lines ranging from 56K to T3. This has resulted in integrated LAN services and support across different functional units within NOAA. RGII assures that each LAN/WAN, hardware/software and other resources, conforms to NOAA’s accepted InfoSec policies and procedures, i.e., operations, security awareness, virus protection, intrusion detection, etc.; and network protocols; and topologies.  

RGII is administering a combination of Windows NT Advanced Server 3.11 & 4.0, Novell NetWare 3.12 – 4.11, Banyan Vines 1.0-7.0, and UNIX (Sun Solaris 2.3 -2.6, Sun OS 4.1.3, HP-UX, AIX, Linux) data and communication servers, and client workstations (NT, Netware, Macintosh, UNIX, Windows 3.x and Windows 95, and various X-Terminal emulation software).  

RGII installs, monitors, and manages NOAA’s LAN/WAN cable plant of fiber optics, 10BaseT, and 10Base2 (UTP and STP). RGII administers electronic mail applications for several offices within NOAA, including Groupwise 5.2, Microsoft Exchange 5.0, Lotus Notes Mail 4.5, Banyan Intelligent Messaging, and SendMail.  Each of these installations includes SMTP/POP3 Gateways and Remote Access (Asynchronous and IP).  RGII manages daily directory syncs with the NOAA X.500 directories using Mail*Hub gateways and LDAP.  

RGII supports the Network Operation Center (NOC) with responsibility for monitoring and managing NOAA’s campus backbone and the communication devices that make up the WAN. Experience has dictated optimal performance configurations using HP OpenView and CISCO Network Management Tools. We are supporting the first centralized NOC in NOAA. RGII maintains and updates Contingency Operations Plans (COOP), disaster recovery plans, storage backup procedures, capacity plans and configuration management documentation for each computer office. The Department of Commerce IT Security Officer accredited the plans developed by RGII. RGII personnel establish network node availability/validations and assign passwords, subnet addresses, access privileges, account management, and partitioning of network and server usability, maintain real time tree display of all NOAA network assets using HP OpenView, ensure high bandwidth access to NOAA’s web servers, designs, and plans; maintain, configure and implement NOAA’s secure firewalls. We provide cable plant management services through development, maintenance and updating detailed physical layout diagrams on the conduit and cabling throughout the MAN/WAN campus. RGII coordinates, monitors, and controls the distribution and storage of resources across the LAN/MAN/WAN backbone, MAN/WAN connections, Internet servers and modems. 

We provide on-line reports to managers and LAN managers on network configuration, status, changes, performance, trends and current historical operations data. RGII provides proactive consulting services supporting NOAA’s evolution to, planning for, and operations of the LAN/WAN. We perform software and hardware evaluations to include developing the mandated end-user requirements, evaluating qualified vendors available products; evaluating vendor products against NOAA’s requirements, comparing costs for hardware/software components, and recommending a technical solution that can be implemented by NOAA. In that capacity our staff uses RGII’s software/hardware technology laboratories to test, validate and evaluate new databases, operating systems, firewalls, Internet and communications, hardware/software product offerings for NOAA’s management.  

4.3.3. Quality of Performance and Customer Satisfaction

RGII has consistently delivered products and services on time, within costs, and with a quality that is enviable within the industry. There has been no cost variance in this effort. As testament to our quality project and employee management demonstrated, on February 7, 2000 RGII was awarded a follow-on to the original NOAA contract with a five-year BPA issued under the GSA Schedule 70. This says a lot about what NOAA thinks of their IT contractor of choice, RGII. RGII’s project manager holds weekly status meetings with the Government Managers, provides project schedules and milestones, issues monthly status and “real” metrics reports to assist the Government in their critical decision making process. This proactive management approach leaves no room for surprises to the Government. RGII believes that the customer’s success is our success – we are on board to maintain optimal performance to help the customer meet their mission. Our project manager completes a quality check on all time sheet charges, invoices, deliverables, and statistic reports. Our RGII NOAA Program Manager is responsible and therefore accountable for employee performance reviews, education and training requests, annual and sick leave requests, and ensuring quality performance by each employee. Because RGII believes in customer service and getting the job done right the first time, our NOAA contract accomplishments have spread by word of mouth from Program Office to Program Office

4.3.4. Problems & Corrective Action

Problem:  None to date

Corrective Action:  N/A

Result:  N/A

4.4 DISA

4.4.1. Fast Facts
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	Contract Number:
	DCA100-99-C-4000
	Contracting Officer:

	
	Type of Contract:
	FP/T&M (Prime Contractor0
	Mr. William Blitgen (Contracting Officer)
DISA
Phone:  703.607.6906  Fax:  703.607.4340

	
	Procuring Agency:
	DoD, Defense Information Systems Agency (DISA)
	

	
	Contract Dollar Value:
	$863K
	CO’s Representative:

	
	Period of Performance:
	05/98 to 03/00
	Mr. Greg Thompson (Project Manager)
DISA
Phone:  703.607.6667  Fax:  703.607.4244


4.4.2. Detailed Description of Work Performed

RGII delivers pager/voice mail and web enabled Help Desk operations and management system support services for CONUS and OCONUS DISANET. The DISA technical environment includes CSS software/systems (GCCS, CAMPS, AHS, RCAPS, Remedy, Exchange Server, CA Unicenter, GIMail, Comm-Gateway); Tivoli suite; Windows NT/Windows 95/98, NetWare 4.x, and UNIX operating systems; SunSPARC, RS/6000, DEC Alpha, Pentium PCs, Cisco routers/hubs, ADTRAN/CABLETRON, and 3Com hardware platforms; TCP/IP, 10BaseT/100BaseT; and MS Office Suite 97, Lotus Notes, and Netscape Navigator. We manage a staff supporting 15,000 users worldwide including Help Desk operations and management, system administration support, system software and hardware analysis, and reporting services. 

We provide this support at locations in the national capitol region, nationwide sites, and OCONUS sites including, Yokota and Okinawa, Japan; Sembach and Vaihiengen, Germany; Pearl Harbor, HI; Bahrain (Middle East), Brussels, Belgium, and the White House Communications Agency (WHCA). We escalate trouble tickets based on call duration and customer requests and perform problem definition and repair or replacement of DISA enterprise network infrastructure (DISANET) and premise equipment. This includes all network-related hardware and software from desktop/laptop computers and servers (micro/mini/mainframe) to routers, hubs, cable (Category V and fiber), and printers. RGII’s response and closure to trouble tickets includes closing 65% within 8 hours, 25% within 16 hours, and 10% within 20 hours. We generate statistical daily reports (response time, time to close, calls per technician, calls per day, etc.) for submission to the DISA Program Manager.

RGII Technologies, Inc. is responsible for nation-wide troubleshooting and Help Desk support of all DISA enterprise network infrastructure (DISANET).  This includes, but is not limited to all network related hardware and software from desktop/laptop computers and servers (micro/mini/mainframe) to routers, hubs, cable (fiber Cat V) and printers.  RGII is also responsible for the maintenance of specialty hardware including large monitors, projection systems, fax machines, copiers, shredders, etc.  RGII operates an off-site facility and dispatches technicians as trouble calls are received.  Most trouble calls are completed at the DISA site, and the RGII facility is used only when necessary.  RGII is responsible for maintaining a complete trouble call Remedy’s suite, consisting of Help Desk, license, problem management, and application solutions, which provide various metric reports (i.e., response time, time to close, calls per tech, calls per day, etc.).  Reports are generated on a daily basis for submission to the DISA Program Manager as well as the RGII contract file.  RGII is also responsible for maintaining a spares inventory database to account for each spare part purchased and used, as well as ensuring proper stocking levels.

We develop and support the redesign of the trusted relationships and architecture of mainframes and servers that process C2, C3, and C4 data. We provide this support at locations in the national capitol region, nationwide sites, OCONUS sites, Defense Information Technology Contracting Organization (DITCO), and the White House Communications Agency (WHCA). RGII proactively created a nationwide network of pre-qualified network and security professionals comprised of existing RGII engineers, analysts, and independent consultants to provide security system support. Using this network, RGII is capable of meeting response thresholds for every DISA, DITCO, and WHCA office both CONUS and OCONUS. We conduct network architecture security audits, capacity planning, and improvement to DISA enterprise network infrastructure (DISANET) security vulnerabilities. This includes all network-related hardware and software from desktop/laptop computers and servers (micro/mini/ main-frame) to routers, hubs, cable (Category V and fiber), and printers. RGII’s closes incident responses and responses to contingency plans. We generate FORTEZZA daily metric reports for submission to the DISA Program Manager.

We maintain a complete set of INFOSEC and forensic tools consisting of PGP, ISS, SATAN, FORTEZZA, and KANE and application solutions, which provides various security reports. RGII security professionals comply with all DoD security policies and procedures during completion security tasks, including DoD 5220.28 (Orange Book), DoD 5220.22-M (NISPOM), Rainbow Series, DoD INFOWAR Basics, Operational Information System Security (Volume I and II – DISA), Information Assurance for Auditors Version 1.0 (DISA), Common Criteria for Information Technology Security, Operational Information System Security (ND-225), DITS CAP (INFOSEC – 315), and DoD – Defense Courier Service Course.

4.4.3. Quality of Performance and Customer Satisfaction

RGII has consistently delivered products and services on time, within costs, and with a quality that is enviable within the industry. Cost for this contract has risen from the original $537 thousand to the current value of $682 thousand. This increase was due to the customer extending the period of service by six months. RGII program management adheres to and relies on the corporate Quality Assurance Plan to ensure compliance with contract deliver-able quality criteria and DSCA internal processes.  RGII develops and follows a plan of action of milestones, and our customer verifies requirements, progress, adherence to requirements, and project-specific metrics.  RGII project management staff attends DISA operational meetings to address all aspects Help Desk, major incidents, and contract performance issues that may arise.  

4.4.4. Problems & Corrective Action

Problem:  a. Reduce trouble ticket close time, which was averaging three to four days. 
b. Improve the quality of support to clients.

Corrective Action: a. RGII management continuously monitors the performance of every project or task order being performed.  RGII determined that while the maintenance call back response times were acceptable, the average duration to close individual calls was not.  RGII management immediately analyzed this deficiency and determined that source of this problem was the delay encountered by the RGII technicians waiting for replacement parts before a trouble call could be completed.  Working with the DISA Program Manager and COTR, RGII management was able to propose a spare parts inventory, which is directly responsible for a significant improvement to the average duration to close trouble calls.  
b. Get and listen to feedback.  All information is shared company-wide through the RGII Intranet and at RGII’s monthly program reviews.

Result:  a. Trouble ticket call close time was reduced to an average of less than one day.
b. By continuously getting feedback from the end user community, RGII has been able to continuously validate and improve the quality of support being given to all clients.  

4.5 NMIMC Code 03 INFOSEC

4.5.1. Fast Facts

	
	Contract Number:
	N00600-98-F-1789 and
N65126-99-F-0153 (GS-35F-5165H)
	Contracting Officer:
Ms. Mary Dietrich (Contracting Officer)
NMIMC
Phone:  301.319.1185  Fax: 301.295.3485

	
	Type of Contract:
	FP (Prime Contractor)
	

	
	Procuring Agency:
	US Navy, NMIMC (Code 03)
	

	
	Contract Dollar Value:
	$785K and $691K
	CO’s Representative:
LCDR David Jacobson (USN)
TIMPO-E (formerly NMIMC Code 03)
Phone:  703.825.4481  Fax: 703.575.9857

	
	Period of Performance:
	09/98 to 09/00
	


4.5.2. Detailed Description of Work Performed

RGII’s Information Assurance Team successfully completed the first INFOSEC certification and accreditation for the NMIMC) network, which also included the Bureau of Medicine and Surgery (BUMED). The RGII team was the first contractor under the Military Health Systems (MHS) to have a system certified and accredited using the Department of Defense IT Security Certification and Accreditation Process (DITSCAP). RGII was the only contractor to successfully accomplish this effort, although two other contractors attempted it. 

RGII produced a plan and required documentation, hardware, and software to support the formal accreditation process for the government to achieve AIS certification and accreditation under MHS and DITSCAP guidelines. RGII ensured Y2K compliance, deployed a firewall, performed qualitative and quantitative risk assessments, and provided planning and execution of remedial tasks. Discovery of Y2K problems by RGII initiated a remediation process that resulted in corrective actions ranging from procedural changes to avoid the problem, to software renovation to eliminate the problem. We performed Information System Security automated vulnerability testing and implemented countermeasures, documented relevant proceedings and countermeasures, mapped host’s connectors, and tested each countermeasure. RGII identified and corrected all security deficiencies necessary to obtain successful MHS certification and DAA accreditation.

The initial process began with a thorough assessment of NMIMC/BUMED network, to included connections both inside and outside. Through the use of the Tivoli inventory product, 95% of all hardware/software information, including name, date, version, and file size of all installed software products, was provided. We ran CyberCop and Kane Intrusion Detection software scans across the network. With the aid of this software, system administrator and user interviews, RGII developed a comprehensive threat and risk analysis documents for both NMIMC and BUMED, which detailed vulnerabilities, risks and made recommendations to correct and or eliminate these known risks to their network. From this documentation, RGII suggested countermeasures for each identified vulnerability. Recommendations were approved and the countermeasures implemented by NMIMC.

RGII wrote certification documentation that consisted of 18 documents each for both NMIMC and BUMED. We based the documentation on DITSCAP requirements and included a System Security Authorization Agreement (SSAA), a living document that does not become final until the network is certified and accredited. Other documentation included: AIS security plans, Standard Security Operating Procedures (SSOP), risk analysis, risk management plans, contingency plans, Trusted Facility Manuals, Security Testing and Evaluation (ST&E) plan, deployment activities, certification and accreditation documents, security features user guide and security test plan and results. RGII based each of these documents on the specific requirements of NMIMC and BUMED.

RGII procured and deployed a DISA, MHS, Air Force and Navy SPAWARS certified and accredited Defense Messaging System (DMS) compliant firewall. RGII successfully installed and deployed the firewall, processing all NMIMC data. Behind this firewall are the connections to NMIMC, BUMED, Crystal City, the Surgeon General, Ft. Detrick, and all of the Bethesda campus that accesses the network. Outside connections are to the NMIMC laboratory and Uniformed Services University of Health Sciences (USUHS).

RGII also served as resource advisor to NMIMC. The RGII team provided day-to-day security advice and technical support for testing of connections for security violations/hackers/brute force attacks and virus checks and software updates. Assistance was provided in managing, operating and modernizing the NMIMC security posture. Also provided were technical lead and information on various security issues to include:  DMS compliance issues, network architecture issues, implementation of Department of Defense, Navy directives and instructions regarding password protection and compliance with new directions, Internet and intranet security issues, exchange security issues, secure workstation development, virus program, research, and cleanup; integration of firewall, intrusion detection products, and router security.

RGII also provided Security Awareness Training to NMIMC and BUMED staff, contractors, employees, the Information Systems Security Manager (ISSM), Information System Security Officer (ISSO), and Terminal Area Security Officer (TASO). Our training also provided videotaped sessions, briefings, and security tutoring for NMIMC and BUMED. RGII provided Turn-Key Solution Training for the NMIMC and BUMED Security Program Manager including security training manuals, course materials, in-depth articles on security activities and security white papers. MHS requested approval to use the briefing materials for their other clients.

The second task, N65126-99-F-0153, was issued as a follow-on to the original task. This task was issued for RGII to provide technical support to administer NMIMC/BUMED’s firewall. As such, RGII monitors the network’s firewall for problems, maintains its operation, and modifies the firewall to maintain its effectiveness. RGII investigates and analyzes suspicious activity, assesses the operational impact of this activity, and recommends responses. We also conduct assessments of the NMIMC network.

4.5.3. Quality of Performance and Customer Satisfaction

RGII delivered products and services on time, within costs, and with a quality that is enviable within the industry. There was no cost variance on these two GSA Schedule 70 efforts. The quality of our work is best demonstrated by the fact that RGII was the only contractor to successful have the Bureau of Medicine and Surgery and Naval Medical Information Management Center network certified and accredited. Three others had been given the task and were unsuccessful. A “Bravo Zulu” commendation was received from the Inspector General during the formal IG inspection, July 1999, and RGII received a Navy Incident Response Team (NAVCIRT) Commendation in the summer of 1999. Our quality of performance is demonstrated by a follow-on task being issued for RGII to continue to provide information security and firewall support.

4.5.4. Problems & Corrective Action

Problem: Certify and accredit the Naval Medical Information Center (NMIMC) network, which also included the Bureau of Medicine and Surgery (BUMED) using the Department of Defense IT Security Certification and Accreditation Process (DITSCAP).

Corrective Action: RGII produced a plan and required documentation, hardware, and software to support the formal accreditation process for the government to achieve AIS certification and accreditation under MHS and DITSCAP guidelines.

Result: RGII achieved the first DITSCAP Certification and Accreditation for MHS. RGII achieved the first Certification and Accreditation for the NMIMC network. In conjunction with the resource advisor and the implementation of NMIMC's firewall, RGII identified over 20 hacker and intrusion attempts of the network and received commendation from NAVCIRT.
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Exhibit � SEQ Exhibit \* ARABIC �10�:  Employee Retention Rates.  RGII employee retention rates, well above the industry average, helps assure FHFB that the same individual will provide consistent, predictable support throughout the contract.
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