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May 13, 2002


Defense Contracting Command Washington
ATTN: Mr. Jose Antonio Martinez
5109 Leesburg Pike, Skyline Six
Suite 401A
Falls Church, VA 22041

RE: Information Assurance (Security) and Technical Support for Military Health System/TRICARE Management Activity Automated Information Systems

Mr. Martinez:

RGII Technologies, Inc. is pleased to submit the enclosed proposal for Information Assurance (Security) and Technical Support for Military Health System/TRICARE Management Activity Automated Information Systems.  We fully understand and appreciate the significant role the Technology Management, Integration and Standards (TMI&S) Directorate plays in support of the Military Health System (MHS) community.

Our current support of TMI&S and the MHS consists of project management, technical planning, and advisory services in the review, coordination, development, and implementation of an MHS technical architecture for the standardization and interoperability of automated information systems (AIS).  Specific support includes information assurance, technical architecture and standards, interoperability and integration, Public Key Infrastructure (PKI), and Web and database development. Previously, we provided IV&V support that included site visits to the Purchased Care Providers (PCP) for System evaluation in 1999 and in 2001 we provided DITSCAP support to the Navy Medical Information Management Center.  Our proven track record of providing high-quality professional technology management, integration, and standards support services with many clients, and in particular our successful three-year track record of supporting the TMI&S Directorate, makes RGII the best value for this project.

RGII is a woman-owned and registered ISO 9001:2000 firm with over 350 employees specializing in providing program and technical management to numerous customers in federal agencies, including MHS organizations.  Additionally, RGII was successfully evaluated and assessed by the Software Engineering Institute at Capability Maturity Model (CMM) Level 2.  Our corporate past performance coupled with our experienced Program Manager and Team Leads provide a high value, cost-effective solution with low performance risk for TMI&S and the MHS. We are staffed and ready to continue supporting TMI&S and the MHS.

RGII Technologies, Inc. welcomes the opportunity and challenge of partnering with TMI&S to ensure its mission success throughout the 21st century.

Sincerely,

Kathryn B. Freeland, M.B.A.
Chairwoman of the Board/Chief Executive Officer
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www.rg2.com
Proprietary Notice
This proposal or quotation includes data that shall not be disclosed outside the government and shall not be duplicated, used, or disclosed—in whole or in part—for any purpose other than to evaluate this proposal or quotation.  If, however, a contract is awarded to this offeror as a result of—or in connection with—the submission of this data, the government shall have the right to duplicate, use, or disclose the data to the extent provided in the resulting contract.  This restriction does not limit the government’s right to use information contained in this document if it is obtained from another source without restriction.  The data subject to this restriction is contained in all sheets.
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1.0 Introduction

The RGII Team consisting of RGII Technologies, Falkland Group Inc., and Telos Corporation was formed specifically to meet the challenges of the Military Health System (MHS) TRICARE Management Activity (TMA) and to leverage the best DoD Certification and Accreditation (C&A) expertise with firsthand knowledge of the MHS direct and purchased care IT systems.  The RGII Team brings the necessary strengths, skills, and experience to provide an integrated security management and technical support program for MHS Automated Information System (AIS)/Network Programs in this high-profile healthcare environment.

RGII Technologies, Inc., as the prime contractor, will manage the overall task order.  RGII will provide expertise in program management, information assurance and security, Web integration, and training.  Our healthcare-related experience includes Technology Management, Integration and Standards (TMI&S) Directorate Information Assurance, Architecture Standards, Integration and Interoperability, Web and Database design and maintenance, HIPAA, PKI, Independent Verification and Validation (IV&V), and TMA’s Information Management (IM) Change Order Proposals for the Purchased Care Providers (PCP). Other relevant work includes information assurance support such as DoD Information Technology Security Certification and Accreditation Process (DITSCAP), program management and technical support services, firewall administration, and enterprise architecture planning for the Navy Medical Information Management Center (NMIMC) and Bureau of Medicine and Surgery (BUMED), the Tri-Service Infrastructure Management Program Office (TIMPO) and security assessments for the National Institute of Child Health and Human Development,  the Internal Revenue Service (IRS).

Falkland Group, Inc., was founded in 1998 as a woman owned small business specializing in Information Assurance, network security, corporate communications and training.  In 2001 Falkland Group incorporated (Falkland Group, Inc.) and added network engineering to its core capabilities. Their Olympic team of security analysts, security engineers, and security document specialists will anchor the technical aspects of this task.  Members of the team are experienced in DITSCAP, NIACAP, and HIPAA. Their clients include the U.S. Army, Health and Human Services (HHS), and the Naval Medical Information Management Center (NMIMC).

Telos® Corporation, has been providing Information Assurance to government clients for over 20 years, including DITSCAP-compliant C&As.  To reduce the C&A effort and improve the quality and consistency of the System Security Authorization Agreement (SSAA), Telos' wholly owned subsidiary, XACTA™ Corporation, developed the XACTA Web C&A™ tool.  XACTA Web C&A™, built using best practices, guides the user through the DITSCAP process with an intuitive interface.  The XACTA™ Detect automatically discovers system assets, greatly reducing the data collection effort.  XACTA Web C&A™ automatically maps requirements against configurations, generating the Security Requirements Traceability Matrix and Test Procedures.  Test results produce documents and  identify residual risk.  Users have experienced cost savings of 40% using XACTA Web C&A™.  Current customers include Network Infrastructure Services Agency-Pentagon (NISA-P), Army Communications Electronics Command (CECOM), Air Force Pentagon Communications Agency (AFPCA), Defense Manpower Data Center (DMDC), and Internal Revenue Service (IRS).

The diversity of skills, depth of experience, and managerial expertise of the RGII Team ensures consistent, superior, cost-effective, and efficient services are available to TMI&S.  Such qualities are paramount for providing total response in the rapidly changing information technology (IT) environment.

Teams of superior technical experts, analysts, and administrators support our strong, mission-focused, customer-oriented leadership.  The RGII Team’s strength rests in our ability to provide superior program management and technical services support, with experienced and knowledgeable professionals dedicated to the fulfillment of each element of the mission and vision of TMI&S.  This ability is reflected in:

· A customer-focused, high quality, results-oriented workforce mentored and led by proven leadership.

· An established, cooperative relationship with TMA, the PCP, vendors and outside parties.

· A dedicated professional Program Manager with Department of Defense (DoD) and Military Health System (MHS) high-technology program management experience.

· Three experienced Team Leads with engineering, technical, and program management expertise in direct support of MHS and DoD.

· Fully staffed support teams of professionals with credentials and industry accredited memberships.

· A Chief Executive Officer personally interested and involved in ensuring outstanding customer support.

· An annual employee turnover rate of 6%, well below the metropolitan area industry average.

· Current IT services to more than 20 government agencies.

· Superior expertise based on twelve years of support services and  “lessons learned.”
2.0 Management Approach

The protection and privacy of patient sensitive data is of the utmost importance, which is elevated as technology is used to record, transmit, store, and manipulate such data.  The risks associated with PCPs' automated information systems (AISs) and networks with access to DoD patient data can be identified and mitigated through use of the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP).  The RGII Team is postured to provide the expertise to assist with the explicit definition of the roles, responsibilities, and collaborations necessary to accomplish certification and accreditation of commercial systems which use or interface with the Military Health System (MHS) centrally managed systems used to support the TRICARE system.

The RGII Team understands the complex nature of the TRICARE environment, which involves several Purchased Care Providers, 12 different regions, along with other PCPs for programs such as TRICARE Dental and TRICARE Senior Pharmacy.  We understand the task of security management involves the following primary functions of the DoD TRICARE program: (1) Enrollment and Eligibility, (2) Provider Network Management, (3) Health Care Finder, (4) Appointment Booking; and (5) Claims Processing.  Within each primary function, the tasks are further divided into categories of personnel performing the tasks at various locations (i.e., Lead Agents, TRICARE Service Centers, Enrollment Points, Medical Treatment Facilities (MTF), Primary Care Managers (PCM), and Claims Administrators).  Certification and Accreditation of AISs and networks supporting these functions will take close collaboration between the government, the RGII Team, and the PCPs.  Also, there may be limitations caused by contractual obligations, proprietary issues, or scheduling challenges.  The RGII Team is ready and has proven through previous MHS engagements to manage these situations, and work aggressively with the Lead Agents and PCPs to plan for and attain certification and accreditation of AISs and networks.

2.1 Task Management Plan, Work Break Down Structure, Weekly/Monthly Status Report 

Our technical approach takes into consideration the complexities of the task, breaks the task down into manageable objectives and goals which once obtained, will provide TMI&S with a security management program that mitigates risk and meets compliance objectives.  The overall approach used by the RGII Team to manage, track, and evaluate overall performance of this program will be accomplished by a highly qualified Program Manager and Team Leads using a Task Management Plan (deliverable 1).  Additionally, we will use the DITSCAP C&A database currently maintained by the RGII TMI&S team to record our activities and generate reports.  The RGII Team follows a disciplined methodology that involves: 

· A clear definition of tasks and suspense dates.

· Coordination with the Services, the MHS PEO and program representatives, and other agencies as necessary.

· Thorough research of the topic.

· Coordination of draft products with the TMI&S Technical Manager and technical and peer reviews, which support the on time delivery of a quality product.

The Program Manager is entrusted with the authority to control all contract resources throughout the contract period of performance.  All team members possess or will acquire Automated Data Processing Sensitivity-level Determination 3 clearances.  Additionally, the RGII Team possesses the credentials to represent and/or accompany the TMI&S Technical Manager to information meetings, conferences, and working groups in which a clearance of Secret is required.  The responsibilities that accompany this authority are described in the following subsections.

The Program Manager and Team Leads ensure the Task Order is executed on time and within budget.  They collectively determine the skills, equipment, software, number of personnel, and corporate support services required to satisfactorily complete the Task Order.  All employee labor is recorded daily on timesheets.  A summary of all time charged to the Task Order is provided to the Program Manager at the end of each pay period.  We will maintain a Work Breakdown Structure (WBS) consistent with the MHS IA DITSCAP Schedule/WBS. All travel, purchases, and other direct costs will be approved by the Program Manager and the TMI&S Technical Manager.  Monthly, the Program Manager compares planned versus actual contract execution and reports the status to the TMI&S Technical Manager, the TMI&S Program Managers and the RGII Vice President for Information Management Solutions Division). The Monthly Status Report will include those items identified in the TMA Memorandum, “Monthly Contract Status Review and Reporting,” dated April 3, 2002.  The RGII Team will also provide an AIS/Network C&A Progress/Status Report weekly (deliverable 2 & 3).
2.2 Direction

The RGII Team Program Manager controls all Task Order work, provides direction to team personnel and is the primary point of contact. Through continual communications with the TMI&S Technical Manager and TMI&S Program Managers and through daily communication with the individual RGII Team Leads and Quality Assurance (QA) Managers they review tasks to ensure they are on schedule and meet TMI&S expectations.  The Program Manager and the Team Leads look for impacts across the TMI&S spectrum to achieve synergy among tasks and ensure the delivery of comprehensive products.  If technical assistance beyond the team’s capabilities is needed, the Program Manager immediately communicates the requirement to RGII’s leadership and draws upon Corporate assets to address the requirement.

2.3 Staffing

The RGII Team is able to minimize personnel turnover by recognizing the value of each employee as members of the RGII Team.  We have developed a multi-faceted personnel management program to promote and sustain long-term employer/employee relationships through programs that create ownership and synergy.  This means each RGII Team member has a stake in the present and future success of every other member. Through periodic employee performance reviews, the Program Manager and Team Leads are able to reward employees for quality performance and provide management assistance in improving individual performance.  This employee/employer relationship has facilitated the RGII Team’s success in maintaining an above-average flexibility posture in meeting client needs.  Though simple and basic in presentation, the personnel management program is eloquent and sophisticated in addressing and satisfying the most demanding staffing requirements.  The essential parts of the personnel management plan are its realistic salary structure, Comprehensive Benefits Program, Career Development Program, and Employee Relations Program.

We recognize the importance of a qualified, quality staff, and the impact that the staff has on our clients.  As a responsible solutions-oriented, integrated Team, we will partner with TMI&S to provide efficient, effective and innovative security management and technical support for MHS AIS/Network programs.  Through an aggressive recruiting staff, exploration of teaming arrangements, and internal staff referrals, the Program Manager fields and maintains the required staffing.  

The RGII Team is fully prepared to immediately begin the work required of the TMI&S. We, however, propose a different level of effort than is outlined in the SOW.  Proposed are two Team Leads (working managers)  managing two travel teams each (14 Full-time Equivalent -FTEs) as the field operations unit.  They will travel to the identified locations to perform on‑site data collection and testing.  The management /home-based security support team will maintain an office in the Skyline complex to support the TMI&S IPT, local C&A requirements, and other MHS IA Program support needs. Additionally, the home-based teams provide task management, logistics, administrative and technical assistance, and support to the field security teams. The Program Manager, QA Managers, and the Team Leads will seize opportunities to realize synergy among the Teams.  Figure 1 depicts this organizational structure.  At a kick-off meeting, the Program Manager and Task Team Leads will meet to formalize processes and ensure that they satisfy Capability Maturity Model (CMM) Level 2 requirements and the MHS DITSCAP Standard Operating Procedures Version 1.0 dated April 2002.  The Program Manager will then meet regularly throughout the workweek with the Team Leads, to discuss activities, monitor status, and identify any adjustments to activities or schedules.  In addition, the entire Team will meet bi-weekly (on site personnel will dial in) to discuss successes and lessons learned, as well as to identify any problems encountered and to develop mitigation strategies.  The bi-weekly team meeting will also focus on ensuring a consistent approach across the teams.

[image: image11.wmf]Figure 1.  Organization Chart

2.4 Key Personnel

The RGII Team selects key personnel based on the currency, quality, and depth of experience each one brings from similar roles on other projects, as well as the quality, breadth and depth of their education. The RGII Team ensures that all team members are personally reliable, of reputable background and sound character, and professionally qualified with each one exceeding all requirements of the contract.  The RGII Team’s key personnel include Mr. Tim Turner (Program Manager), Ms. Leigh Ann Hurd (QA Manager - C&A), and Mr. Jim Brown (QA Manager -Engineering).  As Quality Assurance Managers, Ms. Hurd and Mr. J. Brown are subject matter experts (SME) and will fully function as such. Mr. Paul Brown (Team Lead), Mr. Ron Diaz (Team Lead), Ms. Diane LeBlanc (Security Analyst), Mr. Norman Jordan (Security Engineer), Mr. Will Varlack (Security Document Specialist) and Ms. Angel Moskal (Logistician) are representative Team members.  Appendix A – Resumes, provides detailed information on these individuals, matches the description of the position title with our GSA Labor Categories, and provides the labor description.

2.5 Quality Assurance 

The Program Manager and the Team Leads ensure the timeliness and quality of all deliverables by adhering to a disciplined methodology.  The goal of our QA program is to ensure the validity of presented data and the usefulness of the information to the customer. The Program Manager discusses results with the Team Leads and determines if any corrective action is needed.  The RGII Team of Program Manager, QA Manager (C&A), QA Manager (Engineering), and the Team Leads work to deliver products that are technically sound, accurate, properly formatted, and of the highest quality. The QA Managers perform quality checks, monitor acceptability of the RGII Teams’ performance through discussion with the Program Manager and provide subject matter expertise to the RGII Team.  

2.6 Performance and Acceptability

The tasks outlined in the Statement of Work (SOW) are summarized into three (3) Performance Objectives – provide IATO, provide ATO and deliverables.  RGII will furnish performance metrics in the monthly status report that will evaluate and monitor the acceptable the performance and acceptability monitor the approach RGII uses to verify the quality of the products and results required for completing this effort.  The Metrics will incorporate the indicators in Figure 2.

	Performance Objective
	Performance Standard
	Acceptable Quality Level (AQL)
	Monitoring Method
	Incentive

	Provide IATO for each identified site
	Per SSAA, and SDD
	Contents per DITSCAP 
	PM review
	Execute Option Year; Improved Healthcare for MHS

	Provide ATO for each identified site
	Per SSAA, SDD, TFM, SFUG
	Contents per DITSCAP. 
	PM review
	Execute Option Year; Improved Healthcare for MHS

	C&A Support to MHS initiatives
	Pro-Active support/input for IPT, Data Calls, Web Site, adhoc studies
	Positive Feedback from TMI&S Technical Manager, PMs and other recipients affected/influenced by support 
	PM review
	Execute Option Year; Improved Healthcare for MHS

	On-time contractual deliverables. 
	Meets deliverable timelines.
	100% of deliverables received on due date as planned. 
	PM evaluates against the POA&M 
	Positive performance evaluation


Figure 2.  Performance Matrix

2.7 Anticipated Difficulties / Potential Recommendations

The RGII Team anticipates no major issues. XACTA Web C&A™ is one tool that the RGII Team  will use to mitigate the need for a large staff and to mitigate the potential for data to leave the system. 

2.8 Subcontracting

At RGII, subcontractors and vendors are chosen based on their ability to meet contract performance requirements and compliance with our Quality Assurance Program and other quality assurance requirements.  RGII intends to use the Falkland Group Inc to augment our internal IA capabilities and Telos Corporation for the XACTA Web C&A™ tool. Using known, proven subcontractors allows us to provide a matrix of strength across all requirements, increase problem solving and complement individual assets.  RGII provides its subcontractors with a clear, well-documented definition of their responsibilities. Detailed management and reporting responsibilities and technical support requirements are identified and included in our agreement with each subcontractor. We also ensure that our agreements are consistent with the government contract and that the appropriate provisions of the contract ‘flow down’ to the subcontracts. Personnel qualifications and specifications of equipment or services are also outlined. A clause in each agreement requires subcontractors to replace any equipment or personnel that RGII determines is performing below acceptable standards and Quality of Service (QOS) metrics. RGII measures subcontractor performance; documents the areas that may need improvement; and identifies any corrective action that should be taken. Program control is accomplished at RGII by:

· Monitoring subcontractor progress against performance, schedule, and cost requirements,

· Identifying potential problem areas and monitoring corrective actions, and

· Maintaining the program products at a level of quality consistent with the client’s mission.

3.0 Technical Approach

The RGII Team will provide technical assistance in support of MHS’s AIS/Network Security Program.  We will ensure that the MHS’s AIS/Network Security Program complies with federal, DoD, and MHS AIS/Network security regulations.  We will conduct technical security reviews, provide support in resolving technical security issues, and monitor the development and implementation of systems in accordance with MHS AIS security policy and standards.

3.1 Specific Task

TMI&S requires information security support to obtain an Interim Authority to Operate (IATO) leading to a full C&A of MHS AIS/Network programs.  Secondly, TMI&S requires support for reviewing and updating MHS Information Assurance (IA) standard operating procedures (SOP), participating in Integrated Product Teams (IPT), and performing myriad IA tasks assigned to the program. The RGII Team strategic technical approach is based upon experience and subject matter expertise in both the technical and organizational environment.  We will use the Telos Corporation XACTA Web C&A™ software tool to accomplish the C&A requirement of this task.  The tool provides the framework for performance of the C&A, providing TMI&S a cost effective, time saving, logistically simple solution.  XACTA Web C&A™ will automate the C&A process, from information gathering to document generation.  XACTA Web C&A™ provides the guidance, documentation templates, support, and automated utilities needed to collect system and network information.  This enables the RGII Team to conduct a complete, consistent, and meaningful security C&A in accordance with the DITSCAP.  
The software features a powerful knowledge base that contains a list of security policies and regulations including the Common Criteria and Orange Book, as well as department- and agency-level security regulations including U.S. Army, Air Force, and State Department, and identifies tests that are required to measure the level of risk.  
XACTA Web C&A™ continually updates and expands this repository of security regulations to accommodate changes.  
The product also includes functions that automatically reformat and organize the information collected and results generated throughout the C&A into the appropriate paragraphs, sections, and appendices required by the DITSCAP.  Where applicable, these attributes will be explained throughout the technical proposal.

3.1.1 Interim Approval to Operate (IATO) Documentation - DITSCAP Phase i (SOW Task 4.1)

The RGII Team will accomplish an Interim Authority to Operate for each of the AIS/Programs identified geographically in the Statement of Work (SOW) and will follow the guidance provided in the MHS IA Policy/Guidance Manual. The SOW establishes the baseline IATO documentation as a System Security Authorization Agreement (SSAA) and Security Design Document (SDD).  However, federal guidelines mandate that the only required documents for an IATO are a risk assessment, mitigation plan, and application. With this in mind, the RGII Team acknowledges the requirement for a more comprehensive approach leading ultimately to full certification and accreditation.  The RGII Team plan is to establish four (4) core C&A teams to be deployed to 8-9 sites within the first 12 months to complete phase one of the DITSCAP.  Figure 3 is a flow chart of the RGII Team’s approach at each site.  We plan to accomplish IATO’s for all identified sites during the first 12 months, but may be revised to accommodate changes and requirements or if a site (after first assessment) is identified as a candidate for an Authority to Operate (ATO).
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Figure 3.  DITSCAP Phase 1

Proposed work to be accomplished during the first weeklong visit to each site:

· Establish communication flow and necessary briefings with site liaison.

· Identify and describe system (Chapter 1).

· Review and describe environment (Chapter 2).

· Identify recommended accreditation boundaries for Designated Approving Authority (DAA) (Chapter 3).

· Identify security requirements (Chapter 4) (built-in content libraries, automated identification of applicable regulations).

· Run base level scans using automated tools such as: Internet Security Systems (ISS), NESSUS with full approval of Purchase Care Provider point of contact.

· Review security resources, training and supporting organizations (Chapter 5).

· Review necessary documentation for SDD.

· Philosophy of Protection.

· Trusted Computer Base/Architecture.

· System Protection.

· System Policy.

· Documentation (Security Features User’s Guide, Trusted Facilities Manual, SOP’s).

Proposed work to be accomplished after returning from site:

· Draft SSAA (Chapter 1-6) (deliverable 11a).
· Draft SDD  (deliverable 11b).
· Draft IATO memo package for DAA signature (deliverable 12).
· Draft IATO Security Test and Evaluation Report (deliverable 6).
Figure 4 depicts the Plan of Action and Milestones (POA&M) for the IATO process.
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Figure 4.  IATO POA&M

3.1.2 C&A and Security Test Plans (SOW Task 4.2)

After the initial visits, a full C&A Plan (Chapter 6 of the SSAA) will be developed, along with an individualized Security Test  Plan for each AIS.  The XACTA Web C&A™ tool will enable a consistent, yet custom set of tests dependent on the network architecture of the AIS.  If major changes occur (i.e. operating system changes) between the initial baseline testing and the more comprehensive full accreditation testing, the tool immediately identifies additional tests required.  Automated checklists and recommended test procedures will be developed for the test plans.  Figure 5 is an example of a test generated by the XACTA Web C&A™ tool.  Testing will be coordinated with the TMI&S Technical Manager and the site point of contact.  The RGII Team understands that testing may be conducted after normal working hours or on weekends (deliverables 4 &5)

	Test ID
	Title
	Hardware Platform
	Category

	12001.2.0
	Presence of I&A functionality
	Cisco
	Compusec

	Equipment Under Test

	Mfr
	Model
	S/N
	Location
	VisualID

	
	
	
	
	

	Test Methodology

	Interview
	Observation
	Test
	Documentation

	
	X
	X
	X

	Requirements (Associated Requirements)

	[NAVSO P-5239-15 A.4.b] Identification is generally implemented by simply asking for a log-on name, usually associated in some way with the person’s identity.  This name is checked against the system’s authorized users.  Then, to protect against an unauthorized user’s masquerading as the authorized user, the system asks for some “proof” (authentication) that the user is the person he or she claims to be.  One or more of three types of “proof” is generally used for authentication: (1) something the user knows (e.g., a password); (2) something the user has (e.g., an authentication device); or, (3) who the user is (e.g., a retinal scan).

[NAVSO P-5239-15 A.4.c [1]] Most AISs implement I&A using simple, but acceptable, log-on name and password techniques.  Other AISs strengthen their password mechanisms by enforcing rules such as aging and length requirements, or by providing random-password generators.  However, as with any mechanism, the integrity of the password protection is only as strong as the integrity and responsibility of the users.  In any event, passwords should be difficult to guess.

[NAVSO P-5239-15 A.4.c [2]] Most AISs implement I&A using simple, but acceptable, log-on name and password techniques.  Other AISs strengthen their password mechanisms by enforcing rules such as aging and length requirements, or by providing random-password generators.  However, as with any mechanism, the integrity of the password protection is only as strong as the integrity and responsibility of the users.  In any event, passwords should be protected.

[NAVSO P-5239-15 A.4.c [3]] Most AISs implement I&A using simple, but acceptable, log-on name and password techniques.  Other AISs strengthen their password mechanisms by enforcing rules such as aging and length requirements, or by providing random-password generators.  However, as with any mechanism, the integrity of the password protection is only as strong as the integrity and responsibility of the users.  In any event, passwords should be protected (including during their passage through a network).

[OrangeBook 2.2.2.1 [2]] Furthermore, the TCB shall use a protected mechanism (e.g., passwords) to authenticate the user’s identity.

	[OrangeBook 2.2.2.1 [1]] The TCB shall require users to identify themselves to it before beginning to perform any other actions that the TCB is expected to mediate.

[OrangeBook 2.2.2.1 [4]] The TCB shall be able to enforce individual accountability by providing the capability to uniquely identify each individual ADP system user.

	Test Objective

	Validate the requirement as stated above

	Vulnerability Statement (Impact Statement)

	Failure to provide basic I&A functionality results in no system access controls (all that have physical access to the AIS use it).  Since all personnel have access to the AIS, there can be no controls between objects and subjects (DAC/MAC).  All personnel who have physical access to the AIS can access all information stored therein.

	Test Scenario (Test Procedure)

	Setup: Admin user account

UserA account with no password

Review all available system documentation regarding user account administration.  As the Admin user, access the User Administration application (or control file) to inspect the user accounts.

Create a temporary UserA and assign it no password.  Verify that access is denied UserA.

Verify that all user accounts are configured to require a password to authenticate identity.

Create a user with no password: document what happens.

	Desired Results (Expected Result)

	System settings require all user account require passwords for authentication.

	Observations (Test Notes)

	

	Conclusion (Actual Results)
	Tester
	Date

	Pass
	
	


Figure 5.  Sample XACTA Web C&A™ Tool Test

3.1.3 Security Test and Evaluation Report - DITSCAP phase II and III  (SOW Task 4.3)  

The security test and evaluation (ST&E) report for the IATO will be accomplished immediately following the first visit.  A comprehensive ST&E will be completed for the ATO.

The second visit to the site will be conducted after review of the initial IATO documentation, completion of mitigation (if needed), and approval by both the COR and PCP point of contact.  We estimate that the majority of sites will accomplish Phase II and Phase III in the Option Years.  This will give TMI&S time to properly mitigate security risks, generate necessary documentation, and allow for changes in AISs to be incorporated into the final test plan.  This recommendation is flexible, and final scheduling will be at the discretion of the TMI&S Program Office. Figure 6 depicts the process flow for DITSCAP Phases II and III.

The results of this comprehensive testing can be input immediately from the site into the tool via the Web.  This capability will significantly decrease the time to compile the report.  Analysis of the tests will be completed and countermeasures identified and recommended.  Following a complete analysis of the test results, the final Certification and Accreditation will be compiled and delivered (deliverables 6 & 8).
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Figure 6.  DITSCAP Phase II and III

3.1.4 IATO Risk Analysis Report (SOW Task 4.4)

The RGII Team will compare identified vulnerabilities with the security architecture at the site.  If safeguards can be implemented within the architecture to reduce or eliminate risk, they will be identified and reported in the IATO Risk Analysis Report.  Subsequent to this, lasting vulnerabilities will be discussed to determine acceptable risk. If further mitigation is required, a third and final visit post mitigation will be necessary to determine security posture (deliverable 7).

3.1.5 Certification and Accreditation Recommendation (SOW Task 4.5)

A final Certification and Accreditation (C&A) recommendation for each site will be drafted with sufficient reference to security testing and assessment in order for the DAA to determine the security posture and acceptable risk (deliverable 8).

3.1.6 Review and Revise the MHS IA Team Standard Operating Procedures - SOP (SOW Task 4.6)

The RGII Team will review, analyze, and update the existing MHS IA SOP to reflect document practices used during this task.  In addition, we will update the existing certification/testing model to reflect best business practices in information technology security. These documented, repeatable processes are key to achieving the Capability Maturity Model (CMM) Level 2 requirement set forth by the MHS Chief Information Officer (CIO) for MHS IT programs (deliverable 9).

3.1.7 Test Readiness Reviews (TRR) (SOW Task 4.7)

The RGII Team will participate in Test Readiness Reviews (TRR) and will prepare and brief the TMI&S readiness status including summarizing previous test results, providing the Final Test Plan (with strategy/scenarios/scripts/ questions), and providing a detailed test execution schedule.  We will evaluate TRR information provided by the Program Office and developers to determine the maturity of the system for further DITSCAP testing.  The RGII Team will provide a go/no go recommendation to the MHS IA Team director on whether the system’s readiness level warrants proceeding into final DITSCAP activities at that time (deliverable 10).

3.1.8 Integration Product Team Participation (SOW task 4.8)

In compliance with current DoD direction, the RGII Team will coordinate actively and responsively with the government and other government designated contractors participating in the implementation, testing, and operation of MHS products.  Participation in the IPT process is critical to Information Technology Acquisition within the DoD and is extensively used within the MHS IT organization. This support includes coordination and cooperation with other government contractors, support contractors, Program Executive Office (PEO) IV&V Agents, and Quality Assurance (QA) Management Teams.

3.1.9 C&A Process and C&A Support (SOW Task 4.9)

The RGII Team will provide additional C&A support to MHS initiatives.  Most importantly is the development of documented, repeatable processes in the form of policy, guidance, standard operating procedures for DITSCAP, product evaluations and reports, and MHS incident response and Information Assurance Vulnerability Alerts (IAVA) procedures.  These documented, repeatable processes are key to achieving the CMM Level 2 requirements set forth by the MHS CIO for MHS IT programs. RGII currently meets Software Acquisition – Capability Maturity Model (SA-CMM) Level 2 and will bring this discipline to assist the MHS IA program to achieve CMM Level 2.  The team is available to author any security documents in support of the DITSCAP process.  These documents might include security plans, polices and procedures, risk assessments, SSAAs and SDDs, IATO packages, security configuration management analyses, gap analyses, and data call responses.

The RGII Team has an outstanding record of penetration testing, whether executed internally or externally.  After full discussion, understanding, and approval of penetration challenges to a given system, the RGII Team proposes to conduct penetration tests using the following methodology (external vulnerability testing):

· Reconnaissance: Identification of key trading/business/inter-government sharing partners, communications partners, and Internet service providers through focused research and investigation.  External mapping of the AIS networks and their interfaces with partners to develop complete picture of the network architecture and identify key Internet facing components such as gateways, routers, firewalls, e-mail servers, Domain Name Servers, e-business servers, Web servers, remote dial-in services/devices, and any “protected” resources exposed during the reconnaissance phase.

· Target Components: Use the network architecture with the key components identified to systematically test and stress those component’s configurations against the latest known security vulnerabilities.  Continual refinement of attacks attempted and tools used will correspond to individual system operating systems identified and system response received. Password cracking utilities will be used in an attempt to gain access to systems and verify the password strengths and survivability.

· Out-of-band Vulnerability: Using the telephone numbers provided for authorized remote dial-in, attempt to gain access to network and key components.  Additionally, use a war-dialing utility to determine if other devices are connected to the AIS network through unknown modems that would allow exploit of resources.

Although commercial software is marketed for this type of testing, the RGII Team predominately uses open source code software to conduct vulnerability tests.  The major software used will be Nmap by Fydor for the initial network mapping and fingerprinting, and Nessus by Deraison for the assessment of specific system vulnerabilities, analysis of potential exploits and remediation recommendations.  Other open source code products would also be used such as firewalk, Hping, thc-scan, etc. The use of other products would be entirely dependent on the components identified in the Reconnaissance phase and refined during the Target Component phase.  The product of choice for “war dialing” is Toneloc and the product of choice for password cracking is L0phtcrack.

Open source code software is the best choice for this type of testing for many reasons. First and foremost, the Information Security community recognizes these software products as the best software available today.  While commercial software attempts to incorporate changes into the next marketed software release, the open source code software is updated within hours of the publication of newly reported security vulnerabilities. Due to the fact that the software is open source code, the entire information security community can scrutinize the software for defects, viruses or malicious code and continuously work to improve the software in the ever-changing information security environment.  This software is so proven and accepted in the industry that the Department of Treasury is an official mirror site for the distribution of the software to its investigative field agents.

During vulnerability testing of the AIS network, there will be a considerable amount of data collected.  The data collected must be compiled, analyzed, and provided to TMI&S in a clear and concise technical report.  The report will document the methodology of the test, specific tests performed, and document all security and system vulnerabilities exposed during the test.  The report will break out the specific vulnerabilities identified by risk category (High, Medium or Low).  Specific remediation actions with alternatives, including estimated costs, and recommendations will be provided for vulnerabilities identified (deliverable 13).
The RGII Team has extensive experience in Web Page development and maintenance (an example of our capability can be found at www.tricare.osd.mil/tmis_new/.  We will use the MHS IA Extranet Web Page to provide technical support and information.   In addition, we will provide meeting and working group support to facilitate coordination and consensus building (deliverable 12).
3.2 Deliverables

Deliverables will meet RGII quality standards as well as the requirements set forth in the contractual documentation.  RGII will provide copies of all deliverables for review and acceptance as specified by the TMI&S Technical Manager in an appropriate format using the Microsoft Office Suite. We will deliver the Task Management Plan, and the Work Breakdown Structure (WBS) 10days after contract award and  a Monthly Performance and Progress Report by the 20th of each month as defined in paragraph 3.1of the SOW.  The other 11 reports will be submitted as required by paragraph 4 of the SOW.                                                                                                                                                                                                                    

4.0 Logistics/Facilities 

To maintain a reduced overhead, the “home” RGII Team will use the Falkland Group facility located in Skyline 6 Suite 808.  The RGII facilities located in Skyline 5 Suite 300, Falls Church, VA will also be available.  The traveling teams will use these spaces as needed, but will mainly work from an alternative work location. Our logistician will seek the best rates for airfare and accommodations

5.0 Government Furnished Equipment (GFE)

The RGII Team proposal assumes the government will furnish 23 network connections (including remote dial in access) to the HA/TMA network with subsequent e-mail accounts, 11 work stations and two (2) printers as GFE to facilitate the sharing of information.  The RGII Team will maintain an inventory accounting system as identified in the SOW and will provide this information as part of the RGII Team’s monthly report (Deliverable 2).

6.0 Security

RGII will maintain proper security procedures to protect sensitive information, limit access to facilities and the government network, and provide timely notification (within 24 hours) to the TMI&S of employee termination. All personnel will obtain an ADP Sensitivity-level Determination 3.

7.0 Organizational Conflict of Interest (OCI) Mitigation Plan

The RGII Team proposes to use Telos Corporation XACTA Web C&A™ tool as the primary means of isolating the sensitive Certification and Accreditation information from disclosure within the RGII Team as well as external accidental or intentional disclosure.  Using this software for all the data collection, data storage, documentation processing, and report formatting will keep all the information in one central location and secure from unauthorized access.  XACTA Web C&A™ has built-in multi-layer user security features and uses Secure Socket Layer (https) to provide secure transmission to the XACTA Web C&A™ server.  RGII further proposes as an additional technical risk reduction strategy, hosting the XACTA Web C&A™ software on the Health Affairs/Office Automation (HA/OA) network and loaded on a server in the HA/OA computer room where standardized procedures for network-based authentication, and database back up and recovery are under the control of the government.  All other automated work performed at the request of the government Task Manager (slide presentations, discussion papers, HW/SW remediation independent cost estimates, etc.) will be saved and stored on HA/OA server drive space allocated only for this project team.  All independent cost estimates developed as a result of analysis of alternatives for risk remediation strategies will be handled as acquisition sensitive and only those authorized by the TMI&S Technical Manager will have access to the files. Additionally, the RGII Team will ensure each person performing under this task has a specific, signed statement of non-disclosure and only has internal access to the system’s information in which he/she is currently collecting data, analyzing or documenting in a report. Further, those proposed personnel working this task will be “fenced” from participating in any proposal effort with RGII, Further, personnel working this task will be fenced from participating in an proposal effort in which RGII could gain.              

Additionally, we will password protect and/or encrypt stored data to safeguard information on laptops and desktop computers.

8.0 Past Performance 

RGII has five years experience in providing the level of expertise required of this SOW.  Past and present contracts with TMI&S, TMA Information Management, TIMPO, NMIMC, Naval Air Systems Command, National Oceanic and Atmospheric Administration, American Embassy – Paris, and the IRS have enabled RGII to gain first‑hand knowledge in task management, IA program requirements, technical studies and analyses, DITSCAP, risk assessments, workgroup and meeting management, and contract management.  This experience, coupled with management processes that incorporate a complete framework of contract compliance and quality assurance and controls, clearly demonstrates the commitment of the RGII Team to deliver quality products and services to our clients.

RGII has identified six (6) similar projects, performed during the last three years, that clearly demonstrate that the RGII Team and key personnel have past project experience comparable to the tasks outlined in the SOW.  Each of these projects contributes in a significant manner to our corporate ability to support TMI&S in a cost‑efficient manner while delivering a product that exceeds expectations.  RGII has proven to be the right sized company to provide the correct blend of specialized skills along with the management focus to foster outstanding results.

8.1 TRICARE Management Activity – Y2K IV&V

	Customer:
	Military Health Systems
OSD/Health Affairs
5111 Leesburg Pike, Suite 810
Falls Church, VA 22041
	Contractual/Admin POC:
Ruth Goddard
Contracting Officer
Phone: 843.218.4114
	Technical POC:
Clarissa Reberkenny
Program Director
Phone: 703.681.8823
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	Contract Number:
	GS00K97A FD 2232, K1199BJ32182,

K0098AF2081, GS-35F-5165H, 

N65236-99-A-7933, E003 

	
	Period of Performance:
	9/98 to 5/31/00

	
	Contract Amount:
	$3,792,000


RGII’s “ technological methodology” and understanding of IV&V for Year 2000 compliance and certification placed great emphasis on documentation and preparation for testing.

RGII provided on-site Y2K readiness assessment of PCPs’ systems throughout the continental United States and Army Medical treatment facilities in CONUS and OCONUS. RGII also participated as a member of the Navy BUMED Inspector General (IG) Y2K Assist Team.

RGII assembled a team of senior technical and business personnel whose combined experience permitted them to assess the Year 2000 compliance of MHS systems and report their findings and recommendations authoritatively. RGII conducted IV&V on 80 health systems. The MHS work resulted in both an extensive knowledge base and a definitive library of Y2K information. 

RGII reviewed hardware, operating systems, test plans, test results, Y2K strategies, Y2K certification documentation, data formats, system interfaces, algorithms, and many other aspects of Y2K oversight. More than 100 technical review reports were prepared, each having been analyzed and turned around to the customers in five to seven days. These reports required detailed evaluation of large amounts of documentation and test results and had to withstand scrutiny of high-level DoD executives and major corporate software developers.

RGII reviewed system documentation to determine if all relevant information required by the management plan, was available. Version checks were conducted and a written summary of findings prepared. We reviewed prior tests and vendor documentation. Recommendations were developed to communicate any flaws, fixes, or problems, which prevented the system from becoming Y2K compliant and provided recommendations for improvement. 

Key documents in the review process included Y2K Plans, Test Plans with Test Procedures/Results, Contingency Plans for Continued Operations, System Architecture documents, User Manuals, and Interface Agreements that detailed how data was exchanged among linked systems.

RGII provided detailed planning of the MHS Y2K Situation Awareness Team Transition Operations Center (SAT-TOC), a vital component of MHS Y2K programs. The SAT-TOC was designed to support the Assistant Secretary of Defense (Health Affairs) with enterprise-wide identifying, tracking, analyzing, and reporting of Y2K information concerning the status of military treatment facility operations. RGII developed a database to meet this vitally important objective. 

RGII addressed actual and anticipated problems and recommended solutions. RGII also prepared a Y2K test plan template describing critical success factors, critical dates to be tested, methodologies and structure required for information systems to successfully complete Y2K compliance testing.

8.2 TRICARE Management Activity – Purchase Care Providers Change Order Proposal IV&V 

	Customer:
	Military Health Systems
OSD/Health Affairs
5111 Leesburg Pike, Suite 810
Falls Church, VA 22041
	Contractual/Admin POC:
Patrica Whitenton
Contracting Officer
Phone: 703.681-2860
	Technical POC:
Marco Johnson 
Project Manager
Phone: 703.681.5611
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	Contract Number:
	GS-35F-5165H,  DO DASW01-01-F-0708



	
	Period of Performance:
	 4/16/01-5/02/02

	
	Contract Amount:
	$745,236


With a team of senior technical and business personnel, RGII reviewed PCPs’ Change Order Proposals associated with software upgrades, testing, new hardware acquisitions, data conversions, and administrative costs such as enrollment and customer care.  RGII performed detailed costs estimates for the Managed Care ADP subcontractors including technical evaluations of proposed Information Management/Information Technology levels of effort.  To estimate the subcontractor efforts, RGII used the standard cost model COCOMO, which contains 22 variables to calculate scale and level of effort of the proposed subcontractor claims processing ADP costs.

RGII evaluated the Purchase Care Providers proposed National Enrollment Database (NED) implementation costs and solutions, and reported the findings and recommendations authoritatively.  We supported the NED Proposal Evaluation Board, in the evaluations of seven purchased care proposals.  RGII produced the evaluation reports used as a basis in negotiating the final contractual costs associated with the NED implementation change orders.  This resulted in a cost savings of $6.4 million to the government.

RGII provided evaluation reports of the PCPs’ proposed solutions for the implementation the NED and provided Independent Government Cost Estimates for ADP portions of the proposals.  RGII also assist in the migration efforts from Legacy DEERS to New DEERS by developing Information Exchange documentation and diagrams.

In support of the MHS' migration to New DEERS, RGII coordinated specific processes and methodologies in assessing information exchange requirements of the PCPs.  Top level and detailed information flow diagrams and information exchange matrices were developed  to assist TRICARE Management Activity efforts in revising the Interface Operational Description for PCPs and the External Interface Specification documents.

Key documents produced by RGII were the Proposal Evaluation reports, financial reports, white papers, fact sheets, presentations, and point papers.  Financial reports included funding status reports, cost allocation reports, fiscal year cost estimates, and analyses of proposed costs.  RGII developed a PCP ADP Cost assessment template based on steps taken in developing an Independent Government Cost Estimate (IGCE) and guiding the change package through proper channels for funding approval.  RGII also developed the CONOPS for the NED Implementation Operations Center.  This effort has given RGII the “edge” on Purchase Care Providers.

8.3 TRICARE Management Activity - Technology Management, Integration and Standards Program Support 

	Customer:
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	TMI&S Directorate MHS OASD/HA
Suite 810
5111 Leesburg Pike
Falls Church, VA
	Contractual/Admin POC:


Terry Callahan

Contracting Officer

Phone: 703.787.1344
	Technical POC:

Clarissa Reberkenny
Program Director
Phone: 703.681.8823

	
	Contract Number:
	GS-35F-5165H, TO 83295; 84566

	
	Period of Performance:
	5/00 to 5/01, 06/01 to 06/02

	
	Contract Amount:
	$3,749,000, $4,203,000


With a team of 25 program managers, senior advisors, information systems engineers and analysts, data base administrators, and Web page designers, RGII supports the daily operations of the Director, TMI&S in support of the TMA mission – to provide quality health care to our military beneficiaries.  This is accomplished by developing the technical architecture, facilitating integration and interoperability of information technology, designing and implementing an information assurance program, ensuring introduction of public key infrastructure, and developing methods to track, analyze, report, and present information across the MHS enterprise.  This is enhanced by team skills in data collection, research, assessing, and analyzing impact to the organization. We develop information papers to concisely identify issues and afford recommendations that are cost effective and implementable, prepare presentation materials for senior executives and managers, and create tool sets to enhance decision making through activity objectives and identification of performance objectives.  The Program Manager oversees the provision of this support while monitoring activities and to appropriate resources are brought to bear in a cost efficient manner.

Our I&I team develops strategies that promote an integrated and interoperable technical enterprise through consensus building in the MHS TIWG, an organization comprised of representatives from diverse organizations with unique requirements.  The TIWG develops enterprise-wide technical policies and guidance that affect the health support for more than 1.5 million service members and dependents.  Our PKI team analyzes the impact of DoD PKI requirements on the business processes, network infrastructure and the automated information systems.  Coordinated through the PKI Working Group, the team develops the implementation guidance and strategies for ensuring compliance with DoD requirements and timelines.  In addition, the PKI team provides support for issuing of public key certificates for the entire TMA headquarters, to include contractor support.  Our A&S team is instrumental in identifying and documenting the technical architecture of the MHS and forecasting the development of future medical unique standards for use by the AISs in compliance with the Clinger-Cohen Act of 1996.  They assess the potential impact of technical standards on the organization and spearhead the effort to incorporate standards into the DoD JTA.  The A&S team supported a technical collaborative analysis with the VHA in preparation for strategies for development of an electronic, longitudinal patient record.  They sustain the technical architecture effort through support to the ITA IPT comprised of medical CIO representatives and key TMA executive staff.  In addition, our IA team developed, implemented, and integrated an Information Assurance Program for TMA, including an assessment of the IA program.  The IA team oversees a risk mitigation strategy of disseminating critical security vulnerability announcements to ensure the MHS AISs manage security threats in accordance with homeland security.  Our Web Development and Database Support team develops tools to assist in tracking, monitoring, and reporting critical programs status and standing working group activities.  This Web and Database Support team developed and maintains Web sites for information dissemination and knowledge management.

8.4 Naval Medical Information Management Center - Network Security and Program Management Support
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Customer:
	US Navy
NMIMC
Building 27
8901 Wisconsin Ave.
Bethesda, MD 20889-5605
	Contractual/Admin POC:

Mary Deitrich
Contracting Officer
Phone: 301.319.1020
	Technical POC:

Dave Wulf 

Program Manager
Phone: 301.319.1246

	
	Contract Number:
	GS-35F-5165H: N00600-98-F-1789, 
N65126-99-F-0153; N65126-01-F-0100; N65126-01-F-0067

	
	Period of Performance:
	09/98 to 09/99, 09/99 to 9/02, 06/01 to 09/01, 2/01-3/04

	
	Contract Amount:
	$785,000, $691,000, $127,000, $5M


RGII supported NMIMC, its directorates, the Bureau of Medicine and Surgery (BUMED), the Navy Medical Chief Information Officer, and Claimancy 18 activities on an as directed basis with program management, information assurance / security and integration services.

With a staff of 12 program managers, information systems analysts, senior system engineers, and principal information engineers, RGII provided support services for its Information Assurance program (including DITSCAP).  We provided Program Management and integration support for new and emerging NMIMC programs for Claimancy 18 (over 400 Navy hospitals and clinics) including Navy Marine Corps Internet (NMCI) implementation, the NMCI Waiver Process, Wireless Technology (BlackBerry™), HIPAA, AudioCare (Online Pharmacy Refill), End User Device Lease (Patriot’s Choice), Enterprise Architecture, Distance Learning and Theater Medicine. 

RGII designed and development a plan with required documentation for hardware and software to achieve Automated Information System certification and accreditation under Military Health System (MHS) and Defense Information Technology Security Certification and Accreditation Process (DITSCAP) guidelines for NMIMC and Bureau of Medicine and Surgery (BUMED).  We developed and implemented an IA program including policy directives, evaluation of new system designs for adequate security controls, user education with Computer Based Training (CBT), and establishment of internal and external access and authentication technologies. The program also included implementation of network intrusion process and devices, development and preparation of incident response procedures, deployment of firewalls, conduct of qualitative and quantitative risk assessments, documentation of all processes for system certification, and demonstration of continuity of operations and disaster recovery planning.  RGII identified and corrected all security deficiencies to obtain successful MHS certification and designated approval authority accreditation. RGII developed the formal SSAA documentation. 

RGII also developed, provided, and assisted in the implementation of a C2 compliant NT network, ensuring all servers and services achieved the appropriate level of security defined and documented by RGII to comply with Defense Department requirements.  RGII developed countermeasures for all domestic U.S. and overseas intrusion attempts against NMIMC. This included directing and initiating discovery techniques to positively identify the source, the affected workstations and/or servers, and the NMIMC exposure level presented in the scenario. RGII's investigative process included using packet sniffers, reconstruction monitors, configuration port testers, security knowledge base queries and intrusive investigation tools and techniques.  These tools included programs such as PING, NSLOOKUP, and Web browsers.  To evaluate the security strength of the Trusted Computing base, RGII used penetration-testing techniques. Because of extensive changes to the NMIMC/BUMED network in 1999, a complete recertification and accreditation was required. RGII prepared a Plan of Action and Milestones. Using the Information Assurance tool XACTA Web C&A™ and the DITSCAP guidelines, RGII completed the certification package and achieved full accreditation in less than 60 days.  We provided technical lead and information on various security issues to include: DMS compliance issues; network architecture issues; implementation of Department of Defense; Navy directives and instructions regarding password protection and compliance with new directions; Internet and intranet security issues; exchange security issues; secure workstation development; virus program, research, and cleanup; integration of firewall; intrusion detection products; router security and Cisco PIX firewall maintenance. 

RGII has used penetration testing techniques within the NMIMC as one method of evaluating the security strength of those organizations Trusted Computing Base (TCB). Penetration testing is a pseudo-enemy attack by a friendly evaluation team on a computer system of interest to discover ways to breach the system's security controls, to penetrate the security perimeter of protection to obtain sensitive information, to obtain unauthorized services, or to cause damage to the system that denies service to legitimate users. It is a novel form of testing, which attempts to discover features, functions, and capabilities of the system that are unspecified and often unknown to its developers and users. It finds capabilities that can be exploited to breach security. These extra capabilities are "flaws" in the specifications, design, implementation, operation, or documentation of the system. Penetration testing finds security flaws and complements security functional testing, which confirms the correct behavior of the specified security features, functions, and capabilities. Because it tests “what is not there,” i.e., there are no specifications for flaws, penetration testing develops novel ways of preparing test cases.  We have used Webtrends Security Analyzer, Internet Security Scanner (ISS) and NAI’s CyberCop Scanner.

8.5 National Oceanic & Atmospheric Administration (NOAA) - Information Technology Support

	Customer:
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	US Department of Commerce
NOAA SAO
1315 East West Hwy
Silver Spring, MD 20910
	Contractual/Admin POC:

Don Thompson
Contracting Officer
Phone: 301.713.3478
	Technical POC:

Arlene Craig
COTR
Phone: 301.427-2080

	
	Contract Number:
	50-SPNA-5-00005, 50-SPNA-0-00022, & GS-35F-5165H, 
Tasks 40AANA909115, 40AANA909138, 40DKNA00401, 50DKNA990064, & 50DKNA690043

	
	Period of Performance:
	2/95 to present

	
	Contract Amount:
	$10,944,000 and $10,000.00 under SAO contract, plus $7,219,053 continued under GSA


RGII provides NOAA with comprehensive, enterprise-wide IT management and support services on multiple tasks simultaneously.  RGII manages NOAA’s WAN Network Operation Center (NOC) and provides enterprise-wide network management services in the areas of strategic planning, information assurance, configuration management, designing, developing, implementing, and administering nationwide information systems and technology infrastructure/architecture.  Under RGII management, NOAA’s WAN performed at over 99% system availability (uptime) in 1999 through 2001 in supporting 15,000 users.  RGII uses Cisco’s management tools, HP OpenView, and Network Health to manage bandwidth availability below 60% to assure maximum network efficiency.

RGII implemented a comprehensive infrastructure and associated information assurance policy and documentation for Dual Cisco PIX firewalls, Cisco IOS security feature set, ISS Intrusion Detection Systems, and ISS Internet Security Scanner.  The dual firewall configuration is used for scalability and availability.  The WAN transfers more than 600 Gigabytes of traffic to the Internet daily.  RGII uses a modular security approach, where every NOAA Line Office behind the firewall has its own security level.  RGII developed a custom security policy that applies to all networks behind the Trusted Campus Network (TCN).  RGII implemented dual VPN (virtual private network) servers for remote users to access resources behind the TCN.  RGII performs regular network security audits and implemented ISS IDS engines on all NOAA external connections and outside of the Cisco PIX firewalls.

8.6 Department of State, Financial Service Center,  American Embassy, Paris, France
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Customer:
	U.S. Department of State
FSC Management Office
58 Bis, rue La Boetie
75008 Paris, France
	Contractual/Admin POC:

Mr. Neil Harbison
(33) (1) 4312-7246
	Contracting Officer:

Mrs. Elizabeth Gasse
(33) – 01-43-12-24-74

	
	Contract Number:
	S-FR630-00-M-1082

	
	Period of Performance:
	03/17/00 – 04/01/00

	
	Contract Amount:
	$26,734 


The US Department of State Financial Service Center in Paris France began allowing Internet activity to be conducted from its office.  It is staffed by Foreign Nationals. Consequently there was a concern that security had not been adequately addressed in providing these increased services. The structure of the network provides access to classified financial data, and required increased protection and security measures. RGII conducted network security activities on this network, provided recommendations for increased security, and implement approved recommendations. RGII conducted a complete and thorough network security review of the system, and conducted a controlled network based intrusion attack on the network to determine its vulnerabilities from malicious attack. RGII then conducted internal network scans, activity traces and system cracking activities. These results were analyzed for improper security parameters for individual network servers, database servers, and email and file servers. 

Based on the conducted analysis, RGII recommended and then implemented numerous countermeasures for security settings and software on the systems. Each server was set to provide more secure capabilities; processes were analyzed and secure scripting measures implemented. A final scan and intrusion attack were conducted to review the improved security posture.

These results were analyzed, and RGII provided both a briefing and a detailed report for the Director, Financial Services Center.  The briefing pinpointed the areas of identified vulnerability for the network regarding its safe operation, its email capabilities, and the integrity of its data and file systems. A final network security posture report was presented. 

9.0 Summary

The RGII Team has consistently provided innovative solutions and industry expertise to TMI&S for the last three years.  We are known for our customer-focused management style, which results in superior customer service.  Our proven record supporting the PCP, TMI&S, TMA, the OSD, and other federal agencies presents us with a thorough understanding of the challenges facing TMI&S.  Our technical and management approaches feature a commitment to developing collaborative relationships with TMI&S and PCP counterparts to ensure efforts are coordinated and accomplished on time and within cost.  We will use our skills to assist in developing comprehensive strategies to address TMI&S issues.  In all cases, care will be exercised to ensure that at all times, performance and quality are never jeopardized.  Our integrity, commitment to understanding TMI&S requirements, and experience in creating the right solution prove the RGII Team will continue to be a capable partner and the TMI&S contractor of choice.

Appendix A – Resumes

The RGII Team selects key personnel based on the currency, quality, and depth of experience each one brings from similar roles on other projects, as well as the quality, breadth and depth of their education. The RGII Team ensures that all team members are personally reliable, of reputable background and sound character, and professionally qualified with each one exceeding all requirements of the contract.  The RGII Team’s key personnel include Mr. Tim Turner (Program Manager), Ms. Leigh Ann Hurd (QA Manager - C&A), and Mr. Jim Brown (QA Manager -Engineering).  Mr. Paul Brown (Team Lead), Mr. Ron Diaz (Team Lead), Mr. Norman Jordan (Security Engineer),  Ms. Diane LeBlanc (Security Analyst), Mr. Will Varlack (Security Document Specialist) and Ms. Angel Moskal (Logistician) are representative Team members.  

	Name
	Responsibility
/GSA Labor Cat
	Yrs Exp
	Education
	Experience

	James (Tim) Turner
	Program Manager/
Program Manager IV
	25
	MBA, Comptrollership

MA, Management

BA, History
	Proven manager and integrator of multi-disciplinary teams implementing strategic planning, information management program support, and providing innovative analytical approaches to solving difficult issues. Proven leader and manager of a business unit that contains a wide variety of skilled professionals that support a complex client base.

	Leigh Ann Hurd
	Quality Assurance Manager – C&A /Program Manager (QA/QC)
	6
	BS, Nursing

SANS Information Security Officer Training
	Directed a large multi-faceted organization of information technology specialists using a full life-cycle management approach.  DITSCAP for NMIMC. Provided Information Assurance requirements and program policy including, technical guidance and plans for protection of sensitive patient level information including Health Insurance Portability Accountability Act (HIPAA) and Public Key Infrastructure (PKI). 

	James
Brown
	Quality Assurance Manager – Engineering
/Program Manager (QA/QC)
	19
	BS, Computer Science
	Experienced in the conversion of proprietary operating environments to a distributed client/server open systems solution.  Background in system design, telecommunications network design, migrating mainframe systems to client-server, open systems standards, security certification and accreditation of C2 trusted systems, and the implementation of trusted systems in both Windows NT and UNIX environments.

	Paul Brown
	Team Lead/Program Manager III
	15
	BS Business Administration
	Management and technology integration experience in the corporate and DoD environments.  Conducted IV&V with PCPs.  Proven leadership in operational staff activities, program management, business processes analysis, product development, marketing, consulting, training, and customer relations.  Technical skills include training and experience with: network sniffer tools, network security scanner tools, database application development, graphic design, Web site development, Local Area Network/Wide Area Network (LAN/WAN) management and design, computer systems assembly and repair, and system analysis.

	Ron Diaz
	Team Lead  /

Program Manager III


	15
	MBA

BBA, Information Processing

AS, Business Administration
	Team Leader/Project manager with formal training and experience in the design, development, and implementation of information technology applications and systems.  Over 10 years experience in logistics management of complex aviation and defense supply chains. Navy Management consultant with well-developed writing and systems analysis skills. Experienced operations manager with excellent team building skills

	Norman Jordan
	Security Engineer /

Sr. Systems Engineer
	7
	AA. Telecommunications Management

Cisco Certified Network Associate

Microsoft Engineer (MCSE) NT 4.0 Track

Microsoft Certified Professional Plus Internet (MCP + Internet)
	A thoroughly developed network security systems engineering, integration, and administration background.  Possess considerable experience in strategic network infrastructure analysis, planning, and implementations.  Highly skilled in identifying, diagnosing, and troubleshooting a variety of issues across a wide range of network configurations.  Comfortable under all network platforms and LAN/WAN environments.  Professional and talented with the ability to work well independently as well as in a team.

	Diane LeBlanc
	Security Analyst /

Functional Area Analyst II
	7
	M.Ed. Candidate Instructional Technology

B.A. English Language and Literature
	Security Analyst with core strength in certification and accreditation of systems.  Over 7 years experience in complex network systems certification.  Certification and Accreditation (C&A) Analyst, coordinated with other contractors to assemble security policies and procedures, equipment and software inventories, and network diagrams.  Consulted with government client to develop goals and timelines for the Systems Security Authorization Agreement (SSAA) for the Pentagon Secret Unclassified Backbone.

Planned and wrote the core SSAA.

Develop the Security Education, Training & Awareness Plan, the Trusted Facility Manual, and other appendices to the SSAA.

	Will Varlack
	Security Document Specialist
	20
	B.S. Computer Science and Computer Networks 

Data Processing Management 
	Twenty years of experience in Information Technology, 
Competent with Cisco, Unix, Novell, Windows NT designing security architectures, network security documentation and firewall administration 

	Angel Moskal
	Logistician / Analyst II
	12
	MBA (Candidate) 

B.A. Business Administration
	Program Management experience leading the team to improve the security program of a major unit with HSAs information resources, process management, budget, finance, and contract management.


	Position Description: Program Manager 

GSA Labor Category: Program Manager IV

Minimum/General Experience: Twenty-five (25) years progressive experience with healthcare systems and six (6) years specific experience in senior level position(s) responsible for program management and administration of major medical programs.

Functional responsibilities include administration, oversight, direction and completion of assigned complex long-term information assurance associated tasks/projects within budget and schedule. Requires developing program controls and management procedures. Supervise, direct, review, and coordinate all work performed by technical and engineering staffs, specifically security engineers, analysts, document specialist and subcontractors requisite to accomplishing tasks/projects assigned by the government. Includes developing program controls and management procedures. 

Minimum Education: MBA

	Position Description: Quality Assurance Manager (C&A)

GSA Labor Category: Program Manager QA/QC

Minimum/General Experience: Six (6) years experience performing compliance and project management for information assurance efforts including DITSCAP.  Additional experience will include any combination of commercial or Government systems, sub-systems, computer interfaces, involving Security Certification and Accreditation, information assurance, quality control tasks, establishing and implementing documentation standards and or test programs. 

Functional responsibilities include Subject Matter Expertise in the area of C&A; quality control and assurance oversight/direction for the completion of assigned complex or long-term tasks/projects within budget and schedule guidelines.

Minimum Education: Bachelors

	Position Description: Quality Assurance Manager (Engineering)

GSA Labor Category: Program Manger QA/QC
Minimum/General Experience: Fifteen (15) years of progressive technical engineering, telecommunications and information assurance experience.  Knowledgeable background concerning organizational Quality Assurance (QA) and Quality Control (QC) documentation and processes, requirements, engineering and technical drawings. 

Functional responsibilities include Subject Matter Expertise in the area of Engineering / C&A; quality control and assurance oversight/direction and subject matter expertise support to the Information Assurance Team conducting Certification and Accreditation under DITSCAP.  

Minimum Education: Bachelors

	Position Description: Team Lead

GSA Labor Category: Program Manager III

Minimum/General Experience:  Fifteen (15) years of overall background in the management of Government projects or organizations. Experience in the areas of Government systems and information systems planning / development. Experience in interfacing with Government user communities, commands, and other federal agencies or military services. Demonstrated knowledge of government and military standards.  Knowledgeable background with documentation requirements and five (5) years of related supervision and management experience.

Functional responsibilities include administration, oversight, direction and completion of assigned complex long-term information assurance associated project.

Minimum Education: Bachelors

	Position Description: Security Analyst 

GSA Labor Category:  Functional Area Analyst II

Minimum/General Experience:  Ten (10) years experience in analyses of complex network systems, and/or certification and accreditation. Development, implementation, and maintenance of Information Assurance Programs including policy documentation that identified program structure, staff responsibilities, and policies serving as the focal point for the range of Information Assurance program activities. 

Function responsibilities include risk analysis, policy and procedure development, risk mitigation recommendations

Minimum Education:  Masters or Bachelors plus three (3) additional years of experience, for a total of 13 years.

	Position Description: Security Engineer

GSA Labor Category:  Sr. Systems Engineer

Minimum/General Experience: Six (6) years working experience in an engineering discipline A thoroughly developed network security systems engineering, integration, and administration background.  Possess considerable experience in strategic network infrastructure analysis, planning, and implementations.  Highly skilled in identifying, diagnosing, and troubleshooting a variety of issues across a wide range of network configurations.  Knowledgeable with  DITSCAP, SSAA, IA policy, program development,

Functional Responsibilities include Vulnerability testing, mitigation recommendations, DITSCAP documentation development, and network diagram development

Minimum Education: Bachelors or Technical Certification (i.e. CISSP, CCNA, MSCE)

	Position Description: Security Document Specialist

GSA Labor Category: Information Systems Analyst II

Minimum/General Experience:. Five (5) years working experience with DITSCAP document development.  Additional five (5) years working with Information Systems.  Possess interviewing skills, and the ability to work with a team.  Able to recognize and document a wide range of network architectures.  Familiar with federal security regulations.

Minimum Education: Bachelors or technical certification (i.e. CISSP, MSCE)

	Position Description: Logistician

GSA Labor Category: Analyst II

Minimum/General Experience:  Eight (8) years experience analyzing and defining information technology, systems, equipment’s requirements, analyzing documentation, and defining support requirements.

Functional responsibilities include: coordination of DITSCAP Team schedules and deliverables; researches and obtains required data.; assists in developing materials for tracking and status reports, receives instructions on project objectives, complex features, and potential solutions; assembles DITSCAP Package.

Minimum Education: Masters

	Position Description: Administrative Assistant

GSA Labor Category: Administrative Assistant II
Minimum/General Experience:  Four (4) years of relevant experience and the ability to read and write English fluently, professionally interface with client and project personnel, and perform with minimum supervision. 

Functional responsibilities include: data processing support and services including word processing, typing, general office management and clerical support, making travel arrangement, project correspondence, report preparation, presentation graphics, scheduling and document preparation and editing. Performs general tasks to aid in the ongoing support of microcomputer environments. Maintains adequate consumable supply levels. 

Minimum Education: AA


James T. Turner (Tim) – Program  Manager

Summary

A proven manager and integrator of multi-disciplinary teams implementing strategic planning, information management program support, and providing innovative analytical approaches to solving difficult issues.  Proven leader and manager of a $9M business unit that contains a wide variety of skilled professionals that support a complex client base that has supported the TMA’s MHS IT programs and program offices for over 8 years.

Experience

Program Management – Program Manager and Director of a Health Services Group.  As the Program Manager, Mr. Turner provides leadership, management, contract oversight and overall guidance to a professional staff of over 100 employees as it provides program management and integration support to the Military Health System (MHS).  Acts as the primary point of contact between the contracting officer and the contracting officer’s representative, is totally responsible for the quality of services provided by STI, and provides guidance to the professional staff.  In addition, Mr. Turner maintains overall responsibility for client interface, quality review of deliverables, status and schedule of projects and programs, and ensuring the technical team assigned meets the requirements of the client
Mr. Turner has directed and led large, complex information technology programs and tasks using a full life-cycle management approach.  Program subtasks include enterprise configuration management, disaster planning, capacity management, network performance measurement, integrated logistics planning, system deployment/fielding and system maintenance.

Work History

RGII Technologies, Inc.  (2002)

Program Manager - Contingent Hire

STI, Director, Health Services Group,











2000 – 2002

Provides the energy, direction, guidance, and motivation to the group’s leadership team.  Charged with instilling the core values of the firm in every project and proposal that the group engages, he is also responsible for the financial position of the group.  This responsibility includes business development (including proposal management), developing a diverse client base (both within the federal sector as well as the commercial market), marketing, managing billability, hiring quality employees, project management, budget development, and revenue projection.

Mr. Turner develops and administers the Group’s strategic plan and account plan, incorporating performance measures, and metrics.  He sets the vision and focus for Group’s future leads the Group through teaching and mentoring its leaders and ensures the STI consulting model is incorporated as the Group’s operational standard during engagements. 

Booz Allen & Hamilton,  Business/Program  Manager  
1994 – 2000

Business and Task Manager for Booz·Allen’s health care practice located in Falls Church, VA, and San Antonio, TX.  As the Program Manager for the “Program Management and Integration” contract with DoD (HA), Mr. Turner provided the overall guidance for the professional staff while providing the necessary support to operate and expand the business.  Support included major and minor proposal management (both cost and technical), assignment management of the professional staff, recruiting, marketing, strategic and tactical planning for the business unit, and developing business plans and briefs to corporate officers.  As a Task Manager, he managed the delivery of the product to the client, whether the product was level of effort (as in supporting the government with staff extenders) or providing defined deliverables (reports, models, studies).

Task Manager

Task Manager for the Boston Healthcare System (BHS) integration project.  The BHS is the Department of Veterans’ Affairs’ health delivery system for veterans living within the Boston metropolitan area and provides tertiary care for all veterans living in New England.  The system contains two large medical centers located six miles apart, both experiencing a continued decline in demand for services and a significant budget shortfall.  Working with the senior leadership, he provided the tools, counsel, analysis, management processes and road map for integrating the two medical centers within the next five years.  Major issues included integrating two medical schools (Harvard vs. Boston University), identifying major information assurance, clinical integration at all levels, challenges from labor unions, and political realities. 

Task Manager for a project to conduct quick reaction studies for the DoD (HA), Information Management Technology and Re-Engineering, Mr. Turner assisted the Director of Functional Integration in developing the FY99 Information Management Investment Portfolio.  This effort included working with principle functional proponents within each military service in identifying the Military Health System’s priorities, analyzing and synthesizing data calls, and developing decision briefings for the MHS leadership.  In addition to the FY99 portfolio, he worked with the principal functional proponents to reengineer the management processes for the MHS IM/IT program.  The focus of the re-engineering effort was to strengthen the voice of functional proponents to ensure the technical program managers produced products needed in the field.

Mr. Turner managed a project that developed a maximally efficient staffing model for an Army hospital using the most current best practice ratios between health care providers, including PCPs and their support staffs.  The study examined how the medical activity provided health care at the community hospital level, compared that to managed care best practices, then developed a staffing model using best practice ratios tempered by the Army’s specific military requirements.  The end product provided the Army Surgeon General and Medical Command with a balance between commercial, managed care best and the Army Medical Department’s unique mission. 

Technical Manager

Supported the Navy Executive Agent’s Composite Health Care System (CHCS) Program Office, as the Director of the Logistics, Maintenance, and Deployment Support Team for the MASTECH effort (Booz·Allen and MASTECH were teamed together to support the CHCS program).  He managed deployment activity management (scheduling, implementation, system security and all tasks related to fielding the system); configuration management, hardware acquisition, sparing and maintenance, and engineering; development of the CHCS II Program’s Integrated Logistics Support Plan.  The plan provided a framework for the provision of integrated logistics support to the Clinical Business Area in the future. 
United States Army
1975 – 1994

Possesses a variety of Army health care experience ranging from operational “field” experience to major headquarters experience.  Headquarters staff experience included performance as a Program and Budget Officer.  Accomplishments included building and justifying the Army Medical Department’s Budget Estimate Submission, President’s Budget, Program Objective Memorandum submission, and was the central point of contact for budget execution.  In addition, held positions on a number of DoD(HA) working groups including the group that developed the DoD(HA) methodology for capital financing.
Field experience included developing and implementing third party collection programs and acting as a hospital Ombudsman (Inspector General).  Mr. Turner was a senior medical evacuation pilot and managed air medical evacuation organizations.  He developed crew training (including the medical training of the flight crew’s medical aid-men), wrote and developed policies and procedures concerning medical evacuation, and was the primary liaison with the local community emergency medical system (EMS).

Education

	MBA, Comptrollership
	Syracuse University, New York

	MA, Management
	Central Michigan University, Michigan

	BA, History
	The Citadel, South Carolina


Leigh Ann Hurd – QA Manager – C&A

Summary

Experienced Program and Quality Assurance and Quality Control (QA/QC) Manager, Information Security/Assurance policy developer, implementer, and technical writer in the successful completion of U.S. Navy contract for the Navy Medical Information Management Center (NMIMC), and Navy Bureau of Medicine and Surgery (BUMED), Defense Information Technology System Certification and Accreditation Process (DITSCAP).

Experience

Program Management - Directed a large multi-faceted organization of information technology specialists using a full life-cycle management approach.  Initiated enterprise configuration management, disaster planning, capacity management, and network performance measurement, and monitoring and management capabilities.  Implemented risk assessment, measuring and reporting of performance metrics, and constant quality improvements to ensure successful outcomes on time and within budget.

Information Assurance (IA) - Provided Information Security/Assurance requirements, technical guidance and plans for protection of sensitive patient level information for the Health Insurance Portability Accountability Act (HIPAA) and Public Key Infrastructure (PKI).  Developed and recommended IA policy.  Evaluated new and existing system design to ensure that adequate security controls are included.  Performed security technical certification and accreditation activities for information systems and facilities.  Initiated network security protection for medical facilities worldwide.  Provided technical documentation and analysis required in accomplishing Government Information Security Reform Act of 2000 (GISRA), DITSCAP, National Information Assurance Certification and Accreditation Process (NIACAP), or HIPAA compliance based on applicable security requirements.  Documentation included Systems Security Authorization Agreement (SSAA) with appendices, network topologies, system test and evaluation plans, and risk assessments for HIPAA compliance, and penetration testing and mitigation.  While most analysts average six months for full DITSCAP Certification and Accreditation, Ms. Hurd has a proven record of accomplishment in finishing prior to deadline, and in one case finished in two months.  She is fully cognizant of civilian and defense security requirements.

Technical Systems Analysis - Gathered clinical functional requirements through extensive communication and collaboration with the organization’s clinical community.  Expert knowledge of functional requirements to initiate technical design requirements for software development.

Work History

Falkland Group, Inc.  (1998 - Present)

Developed and implemented NMIMC Information Security/Assurance Program and Network Certification and Accreditation package.  Directed and conducted vulnerability testing and mitigation recommendations.  Prepared technical documentation and analysis required to accomplish DITSCAP compliance based on applicable security requirements.  Documentation included Systems Security Authorization Agreement (SSAA) with appendices, network topologies, system test and evaluation plans, and risk assessments for Health Insurance Accountability Act (HIPAA) compliance (for security and privacy) and penetration testing and mitigation.  Two-month effort resulted in full DITSCAP Certification and Accreditation.  Led the team conducting Independent Verification and Validation (IV&V) and system IA policy and processes.

Freelance Technical Analyst Consultant  (1996 - 2001)

Project lead/security compliance coordinator for a myriad of security related projects.  Responsible for proposal development, DITSCAP assessment, and GISRA testing.  Strong skills in brainstorming, listening to and comprehending client requirements, and leading a team to successful completion of tasks.

Concurrently—U.S. Navy Reserve, CDR, NC, USNR –Deputy Director, Administration for Navy Reserve

Program Manager of eight Directorates integrating information and communicative technology to over 400 end-users.  Quality assurance coordinator for compliance and satisfaction.

Pediatric Care Center  (1992 - 1997)

Staff Nurse - Multidisciplinary pediatric practice specializing in oncology, hematology, allergy, developmental, and adolescent medicine.

Military Medicine Clinic,  (1991 - 1992)

Division Officer - Urgent medical facility caring for the active duty Marines at Quantico Marine Base.

Emergency Room Nurse,  (1984 - 1991)

Staff/charge nurse for numerous Navy facilities, both overseas and in United States.

Education

B.S., Nursing, Indiana University

Systems Security Officer Certification, Systems and Network Security Institute

James Brown – QA Manager-Engineering

Summary

Experienced in the conversion of proprietary operating environments to a distributed client/server open system solution.  Strong background in system design, telecommunications network design, migrating mainframe systems to client-server, open systems standards, security certification and accreditation of C2 trusted systems, and the implementation of trusted systems in both Windows NT and UNIX environments.  Industry experience includes the medical field with emphasis on Clinical Information Systems (CIS), financial systems, manufacturing resource planning systems, enterprise resource planning systems, aircraft logistics, broadcasting systems, Geographical Information Systems (GIS), surveillance systems, demographic and social service systems. Successful manager of both start-up and established organizations in Windows, Unix supercomputing, and mainframe environments using hierarchical, relational and object oriented databases.

Work History

RGII Technologies, Inc.  (2001 - Present)

Provide Information Assurance and networking support for the Tri-Service Infrastructure Management Program Office.  Duties include designing, evaluating and validating LAN, WAN, and system architecture; developing security solutions; and providing IT related assistance as required.  Specifics include Virtual Private Network (VPN) interoperability testing and remote maintenance design and testing.

Logicon, a Northrop Grumman Company  (2000 - 2001)

Site support manager responsible for managing 56 domestic locations supporting a heterogeneous hardware, software, and telecommunications environment.  Supported a user population of 2500 with a direct reporting staff of 25.  Budgetary responsibility for personnel, hardware, and software.  Responsible for managing customer service support sites for both internal and project-based user communities.  Responsible for server, desktop, system security, network, and telephone users with emphasis on infrastructure services.

Northrop Grumman  (1990 - 2000)

Provided security, architecture, technical, and integration support for the Resources Business Area (RBA).  Authored data security documents for both interim and final security certification and accreditation at the C2 level of trust.  Created all required security documentation (Security Design Document, Trusted Facility Manual, Security Features Users Guide, Security Test Plans and Procedures).  Performed security testing of RBA systems.  Reviewed and evaluated system architectures and remote access approaches.  Provided technical expertise to RBA staff.  Evaluated and recommended migration software and hardware for future RBA systems.  Assigned to the Architecture and Standards group to provide support for the Defense Information Infrastructure Common Operating Environment (DII COE) effort, which involved the registration and segmentation of candidate software products.  Provided technical support for a multi-million dollar DoD Health Affairs initiative to implement Clinical Information Systems (CISs) in multiple hospitals.  Installed and customized X-terminals supporting the X11R5 and X11R6 protocols in a redundant RISC-based SGI UNIX environment.  Installed, customized, and tested Pentium class personal computers (PCs) running the Microsoft Windows 4.0 operating system on CIS.  Installed and customized KEA X! and SmarTerm emulation software products for use on PCs. Designed and analyzed network configurations, consisting of Ethernet and/or FDDI in both shared and segmented environments, at medical treatment facilities as a prerequisite for CIS deployment.  Chief architect for evaluation, selection, installation, and integration of operating systems, telecommunications equipment, and hardware components for several multi-million dollar Government proposals.  Directed staff members in the selection and design of integrated hardware and software components for the replacement of legacy systems with UNIX open systems in a TCP/IP networked environment.  Performed C2 security assessments for single and multi-level secure systems operating in Informix and Empress database settings under Harris and HP trusted operating systems.  Customized an Oracle database in an HP-UX environment with emphasis on system performance and disk caching techniques.  Installed and customized the Performix modeling/simulation software to determine current and project planned system resource requirements.

Bank of Tokyo  (1989 - 1990)

Hands-on experience directing systems programmers, database administrators, and telecommunication personnel.  Upgraded existing IBM MVS/XA and Tandem Guardian environments to current technology, and migrated to open systems where appropriate.  Responsible for hardware, software, and telecommunications upgrades, as well as relocation of the data center.

Migrated applications from legacy systems running IBM’s VM/DOS/MVS operating systems under CICS to UNIX servers using PC clients.  Migrated database systems from IMS to a DB2 environment.  Implemented Resolve, System Management Facility (SMF) and Resource Management facility (RMF) software for system monitoring and resource forecasting.

Grumman Data Systems  (1984 - 1989)

Directed operations and telecommunications staff in the installation of two large-scale Unisys mainframe computers that provide access to more than 5,000 users of the New York Social Service department.  Performed design and implementation activities of a demographic and social service system in a combination of Unisys OS/100, IBM MVS, and Tandem Guardian operating environments.  Authored programs in COBOL, FORTRAN, CICS command and Macro level, and various assembler languages.  As the Environment Manager on the Depot Maintenance Management Program for aircraft logistics, designed the architecture and managed the loading of IBM MVS/XA and fault tolerant Tandem operating systems in a SNA, 3270 Bi-sync and Tandem network.  Upgraded telecommunications network, directed training, and managed a staff of 75.

Storage Technology Corporation   (1983 - 1984)

Managed a staff of 20 systems engineers that provided direct customer and marketing support for IBM compatible operating systems, disk drives, cached storage devices, tape drives and laser printers.

Public Trust Position:  ADP-II

Education

B.S., Computer Science, State University of New York
Paul Brown –Team  Lead

Summary

Over fifteen years of management and technology integration experience in the corporate and military environments.  Proven leadership in operational staff activities, program management, business processes analysis, product development, marketing, consulting, training, and customer relations.  Technical skills include training and experience with: network sniffer tools, network security scanner tools, database application development, graphic design, Web site development, Local Area Network/Wide Area Network (LAN/WAN) management and design, computer systems assembly and repair, and system analysis.

Experience

RGII Technologies, Inc.  (2002 - Present)

Sr. Network Engineer - Coordinated development of Tri-Service Infrastructure Management Program Office (TIMPO) Extranet Web site effort in accordance with DoD policy.  Performed revision to enterprise-wide infrastructure cabling guidance document.  Assumed responsibility as primary TIMPO representative on the Military Health System Infrastructure Change Control Board (MI-CCB).

TeamBi Solutions, Inc.  (2001 - 2002)

Director of Information Assurance - Guided the Information Assurance Division of multi-million dollar corporation.  Oversaw Information Assurance projects including: program management, financial stability, deliverable schedules, customer satisfaction and status reporting to corporate directors.  Participated in the development of an employee database to facilitate the administration and distribution of security badges for employees.

Directly participated in Certification and Accreditation (C&A) of the Veterans Health Administration Corporate Office (VHA CO) Internet Gateway contract.  Participated in the network diagram development, infrastructure analysis, risk assessment, firewall certification, penetration testing, sniffer log analysis, and documentation effort.  Documentation included: Internet Security Policy, Rules of Behavior, Test/Evaluation and Certification Plan, Independent Gateway Security Plan, Risk Assessment, Contingency Plan, and System Security Policy.

Directly participated in Information Assurance analysis efforts for the Air Force Surgeon General’s Medical Information Office.  Analysis included the security posture of :  Wireless LANs, Personal Digital Assistants, Remote Access Solutions, Virtual Private Networks, Windows 2000, Public Key Infrastructure, Air Force Portal, and Automated Information Systems.
RGII Technologies, Inc  (1999 - 2001)

Computer Systems Analyst - Led successful proposal development for Web Site and Database portion of multi-million dollar contract.  Task lead for Military Health System (MHS) Technology Management, Integration and Standards (TMI&S) Web Site and Database directorate.  Directed and participated in the development of TMI&S Web site.  Directed and participated in the development of database applications: to process the DoD Information Technology Security Certification and Accreditation Process (DITSCAP) for TMI&S systems; to schedule and track meetings for the Technical Integration Working Group (TIWG); and to track DITSCAP Non-Classified IP Router Network (NIPRNet) circuits.  Directed the development of the Naval Aviations Systems (NAVAIR) database for the AV-8 engineering project.

Provided technical analysis support for Information Assurance (IA) issues: electronic commerce in the MHS environment; mobile code and it’s impact on security in the LAN/WAN; the use of “cookie” to collect data on government Web sites; and numerous other security related issues.

Performed Y2K system analysis for Department of Defense (DoD) TRICARE Medical Administration (TMA).  Analyzed the following DoD automated information systems applications: Centralized Credentials Quality Assurance System (CCQAS), Composite Health Care Systems (CHCS), Defense Military Logistics Standard Support (DMLSS), Occupational Health Management Information System - Medical Information Module (OHMIS-MIM), and Standard Personnel Management System II (SPMSII).  Provided oversight on Defense Military Logistics Standard Support Functional Readiness Assessment (DMLSS-FRA) that included end-to-end systems testing between DoD and Prime Vendors.  Provided on-site Y2K readiness assessment of PCPs throughout the continental United States.  Participated in the Navy Inspection General Activity (IG) of Medical Treatment Facilities in Italy, Sicily, Spain, and Iceland.  Designed and developed Y2K incident reporting database for Health Affairs Y2K Situational Awareness Team Transition Operations Center (SAT-TOC).  Developed and instructed training course for SAT-TOC database.  Contributed to the development of the SAT-TOC Concept of Operations and Standard Operating Procedures manuals.  Established real-time activity monitoring connectivity between the Tri-Service Medical Systems Support Center (TMSSC) military help desk center in San Antonio, TX and the SAT-TOC.  Created user’s manual for TMSSC monitoring system.

Enhanced Business Solutions, Inc.  (1994 - 1999)

Consultant - Business network installations and integration services including:  LAN/WAN design, installation, business process evaluation, and software integration/interoperability.  Provided clients with turnkey LAN/WAN business systems. Provided managerial and technical oversight for troubleshooting.  Assisted clients with the development of strategic business and technology planning.  Provided oversight for virtual help desk services.  Assisted clients with assessments of leadership, management, business development, team building, goal setting, benchmarking, metric development, and program implementation emphasizing total quality management.  

Wharton Supply of Virginia, Inc. (1991 - 1999)

General Manger - A unique opportunity to multitask general management responsibilities of a multi-million dollar corporation and perform Network Administration tasks for what grew to be a 50 user LAN/WAN environment.  Responsible for integrating desktop Personal Computer technology into a DEC legacy system.  Introduced technology to increase performance of existing bandwidth and add digital voice capacity while reducing telecommunications costs.  Developed Paradox database application for front end processing of legacy applications.  Associated systems: DEC Alpha WAN, integrated NT Business BackOffice Server / NetWare 3.12 LAN, Micron Multiplexers integrated with AT&T Legend phone system.

Wharton Hardware & Supply Corp.  (1981 - 1991)

Contract Sales Integration - Integrated DEC/VAX 11780 platform into industrial supply contacts negotiations with major industrial accounts, such as Bechtel Construction, Getty Refining, Mobil Oil and Texaco Inc. in the Delaware, New Jersey and Philadelphia tri-state market.  Implemented Customer Product Data (CPD) processes to correlate customer contracts with legacy inventory system.

Qualifications:


Microsoft Certified Systems Engineer + Internet

Education

BS Business Management, Rutgers University

Other

MCSE Certification Program, Advantec Institute
Secret Security Clearance 

Awards:

· Secretary of Defense, Certificate of Appreciation for support in Y2K effort, January 2000

· MHS, Y2K, Outstanding Contribution Certificate, January 2000-08-21

· RGII, Employee of the Quarter, September 1999

Ron Diaz –Team Lead

Summary

15 years of experience as a project manager with formal training and experience in the design, development and implementation of information technology applications and systems.  Over 10 years experience in logistics management of complex aviation and defense supply chains. Navy Management consultant with well-developed writing and systems analysis skills.  Experienced operations manager with excellent team building skills.

Experience

RGII Technologies, Inc.  (2000 - Present)

Senior Systems Engineer - Conducted Independent Validations and Verifications (IV&Vs) of cost proposals submitted by the PCPs for TRICARE Management Activity's Information Management directorate.  Conducted in-depth information assurance analysis of the associated level of effort and costs.

Assisted in implementation of TRICARE's National Enrollment Database.  Performed program management duties to include testing of software, the scheduling of implementation tasks, and coordinating actions between key participants.

Performed analysis of New DEERS (Defense Enrollment Eligibility Reporting System) functional requirements.  Defined information exchange requirements.

Drafted the Concept of Operations for the TRICARE Management Activity's National Enrollment Database implementation operations center.  Monitored the availability of military information systems worldwide during implementation.  Member of 24/7 information systems implementation operations center.

Navy Management Consulting Service  (1998 - 2000)

Management Consultant - Novell Network Administrator and Lotus cc:Mail Administrator for Navy Management Consulting, Service.  Developed, authored and implemented Information Assurance/security procedures for LAN.  Conducted security training.  System’s Administrator.

Performed financial analysis of Naval Supply Corps' Basic Daily Food Allowance, which is used to budget the Navy's $514 million global food service operation. Conducted interviews with senior managers, analyzed survey results, and assisted in conducting final outbrief for Naval Supply Corps Systems Command.

Produced recommendations for Commander, Naval Security Group concerning the organization and processes of the Resources, Plans, Programs, and Budget office.  Advised senior management on streamlining of their budgeting function, contracting issues, and manpower operations.  Developed final outbrief.  All recommendations accepted.

Lead IT analyst on multi-functional teams for USMC C4ISR acquisition and Navy's Time and Attendance for Civilian Payroll consults.

USS Kauffman
  (1995 - 1998)

Supply Officer - Supply department head for USS Kauffman.  Managed 35-man department, $10 million inventory, payroll, and disbursing for 345 personnel, food service operation, and ship store operation.  Developed $1.5 million annual financial plan.

Developed and successfully executed aggressive shipboard logistics improvement plan.  Directed 35 personnel in ensuring department's performance exceeded Navy standards.

Managed 4 divisions ranging in size from 12 to 65 personnel during past l 0 years.  Achieved high level of readiness through emphasis on personnel management, training programs, and hands-on supervision.

Naval Air Station Willow Grove, PA  (1993 - 1995)

Aviation Support Division Officer - Managed NALCOMIS Aviation Support Division. Coordinated aviation parts allowance quality review conference which yielded range and depth adds amounting to $4.7 million along with the deletion of $10.9 million of existing allowances for redistribution back to the supply system. Performed risk assessment of the Naval Aviation Logistics Management Information System.

Managed a $30 million aviation parts inventory which provided logistics support to five aircraft squadrons.  Responsible for all physical distribution, demand review, and financial accounting.  Resolved $1.5 million in inventory discrepancies and improved inventory accuracy by 25%.

U.S. Navy, USS Duluth  (1989 - 1993)

Division Officer - Managed the implementation of the Uniformed Microcomputer Disbursing System and Food Service Management Information System.  Responsible for environmental and physical security of ADP systems.  Conducted security training for the information systems.  

McDonnell Douglas, Inc.  (1987 - 1989)

Computer Programmer - Programmed several projects in Model 204 Database Management System including an inventory control system for the Department of State, Office of Communications, as well as for the Office of Naval Intelligence, and Defense Intelligence Agency.  

U.S. Army  (1977 - 1979)

Military Intelligence Analyst - Performed classified signal intelligence and cryptologic analyst duties. 

Education

· MBA, George Washington University

· BBA, Information Processing, George Washington University

· AS, Business Administration, Nassau Community College

Computer Skills

Hardware:
Mainframes, PCs

O/S & Networks:
Novell Network


Languages:
Cobol, Fortran

Software:
Proficient in all MS Office products.

DBMS:
Model 204 Database Management System

Tools & Utilities:
Lotus, cc:Mail administrator

Norman Jordan -  Security Engineer 

WORK SUMMARY

A thoroughly developed network systems engineering, integration, and administration background.  Possess considerable experience in strategic network infrastructure analysis, planning, and implementations.  Highly skilled in identifying, diagnosing, and troubleshooting a variety of issues across a wide range of network configurations.  Comfortable under all network platforms and LAN/WAN environments.  Professional and talented with the ability to work well independently as well as in a team.

Experience

Responsible for maintaining the Intrusion Detection System Infrastructure that services the Naval Medical Information Management Center, Bureau of Medicine and Science, and Claimancy 18 facilities.  Providing all technical and engineering support including data gathering, intrusion analysis, preparation of statistical summaries, troubleshooting, and training support.  Reconfiguring the system to optimize performance and accommodate changes made to the network architecture or firewall.  Providing firewall consulting assistance.  Recommending configuration changes.

· Duties Include:

· Setup and configured a Cisco Secure Policy Manager v.2.3.2i  server to manage the IDS reporting.

· Migrated the IDS sensor infrastructure from the Unix Director to the CSPM host.

· Maintained and managed the IDS infrastructure that included 4 Netranger sensors strategically placed in the network topology.

· Setup an Elron Web Inspector server to monitor internal internetwork utilization.

· Ran security assessments with Web Trends Security Analyzer, ISS Internet Scanner, and CyberCop Scanners on servers to identify vulnerabilities and potential areas of exploitation.

· Searched SYSLOG on NT and UNIX to identify at what topological level access denial is occurring.

· Setup and configured NAI Distributed Sniffer and WildPackets EtherPeek to monitor and capture network packet traffic.

· Setup and updated a DITSCAP server to facilitate the DOD site certification and accreditation process.

· Involved in designing DMZ’s into the network infrastructure.

· Backup for PIX firewall administration.

· The research and development engineer for testing various security products such as NetForensics, archiving building security camera data, Update Expert, and ISS RealSecure Network and System Sensors.

· Created custom batch scripts to consolidate virus scan and detection utilities and software patches.

Work History

Falkland Group Inc. (2002)

Contingent Hire

Navy Medical Information Management Center /Department of Defense (DOD)  (2000 – 2002)
Sr. Network Security Engineer

BusinessEdge Solutions, Inc.  (1999 – 2000)

Sr. Network Infrastructure Specialist

AT&T Premise Data Services – Modis  (
1998 – 1999)

Information Systems Contractor

Education

Associate in Applied Science in Telecommunications Management, DeVry University

Other

Cisco Certified Network Associate (CCNA)

Microsoft Certified System Engineer (MCSE) NT 4.0 Track

Microsoft Certified Professional Plus Internet (MCP + Internet)

Diane LeBlanc – Security Analyst

Summary

Security Analyst with core strength in certification and accreditation of systems.  10 years experience in complex network analysis and systems certification.  Certification and Accreditation (C&A) Analyst,  coordinate with other contractors to assemble security policies and procedures, equipment and software inventories, and network diagrams.  Consulted with government client to develop goals and timelines for the Systems Security Authorization Agreement (SSAA) for the Pentagon Secret Unclassified Backbone, and wrote the SSAA.  Develop the Security Education, Training & Awareness Plan, the Trusted Facility Manual, and other appendices to the SSAA.

Experience

Security Project Engineer/Information Assurance Manager (IAM)

· Coordinate and contribute to the Information Assurance Plan for Network Infrastructure Services and Operations (NISO), Office of the Deputy of Information Technology and Communication (ODIT&C), Office of the Administrative Assistant to the Secretary of the Army (OAA), and to the Pentagon Infrastructure Plan (PIP) for the entire Pentagon Reservation.

· Support Engineering and Design Team by reviewing and approving Engineering Improvement Plans (EIPs), and Pentagon Renovation Plans.

· Coordinate response to Information Assurance Vulnerability Alerts (IAVAs) from the Army Computer Emergency Response Team (ACERT), and report metrics in Director of Information Systems for Command, Control, Communications & Computers (DISC4) Army database.

· Write information papers in response to customer requests for information.

Certification and Accreditation (C&A) Analyst

· Lead and manage Web C&A server project.

· Coordinate with other contractors to assemble security policies and procedures, equipment and software inventories, and network diagrams.

· Consult with government client to develop goals and timelines for the Systems Security Authorization Agreement (SSAA) for the Pentagon Secret Unclassified Backbone.

· Plan and write the core SSAA.

· Develop the Security Education, Training & Awareness Plan, the Trusted Facility Manual, and other appendices to the SSAA.

Work History

Falkland Group, Inc (2002)

Contingent Hire

Telos Corporation  (2001 – 2002)

Security Analyst

Technology Advancement Group, Inc.  (2000 –2001)

Network Security Analyst
Wang Government Services, Inc.  (2000)
C&A Analyst

Orkand Corporation  (1992 –2000)

Network Analyst 

Education

M.Ed. Candidate Instructional Technology , George Mason University

B.A. English Language and Literature, University of Virginia

WILL VARLACK– Security Document Specialist

Summary

Twenty years of experience in Information Technology, 
Competent with Cisco, Unix, Novell, Windows NT designing security architectures, network security documentation and firewall administration..  Team member conducting security assessments for the Department of Justice.

Experience

Software: NAT, Checkpoint FW1, Steel Belted Radius, Real Secure 5.0, ISS Internet Scanner, Bastion Hosts (Linux, NT), Access Lists, VPN, IPSec, Kerberos, SSH, PGPnet, L2F, L2TP, MPLS, S/MIME, PGP, Proxy Server, IPSwitch, Languard, Snort Sniffer, MEGACO, SS7, SIP, Frame Relay, SONET, Call Manager 3.0, Skinny Station, SGCP, H.323, H.225/H.245, RAS, CBWFQ, IP RTP priority, HP Openview, Cisco Works 2000, Windows 2000 Professional, Lotus 

Notes, Windows 4.0, Novell 4.1, Unix System V, C2 Security, HTML, FrontPage, Madge 60 VLAN, SLA’a ISDN, BRI/PRI, EIGRP, OSPF, RIP, EGP, IGP, SNA, HTTP, NetBIOS/NetBUI, Legato Backup Server, Backup Exec, SMS, FrontPage 98/2000, Wordperfect Office 2000, Corel Office 2000,Groupwise 4.1/5.5, Informs, FMIS, Windows 95/98, VTAM, INFOMAN, TSO.

Hardware: Proxy server, Snap server, Cisco Aironet 340, Dell 2450,VG200, Cisco Catalyst 2600/3600/7200,Cisco 1900 switch, Cisco 2500, CSU/DSU 3160/3161, Jet Direct Print Server, Madge Access Switches, Tandberg, Bay Stack Switches, Unix Sun 3000, Vision 2500, IBM 9672, Latis Net Hub, 10 Base T Hub, Compaq Desk Pro, Data General MV2500 thru MV40000, HP3000, Displaywrite 370, HP LJ4M Plus, Xerox 4135/4190 printers.

Clearance: Active/Secret 

Work History

Security Document Specialist (Contingent Hire)
Falkland Group Inc 






      5/02

Senior Systems Engineer                                                                             

                    01/01 – 05/02

Network Designs Inc., Vienna, VA

Computer Operator   





                                                  9/99 – 06/01

OAO Corp, Greenbelt, MD




 
           

Systems Engineer-Contractor/DOJ


     

                                    6/98 – 12/00
          

Logicon Corp, Falls Church, VA

System Analyst-Contractor/DOJ                                                                                                               6/97 - 6/98

Unisys Corp, McLean, VA

Security Clearance: DOJ/Secret  

Education

B.S. Computer Science and Computer Networks, Trinity College and University, Manor Park, UK 

Data Processing Management, Strayer College, Washington, DC 

Angel Moskal – Logistician

Summary

Over 12 years of proven program management experience to include budget planning and execution, managing acquisition and financial related processes, life cycle management, and leading internal process support teams.  Proficient in Government and commercial procurement, integrated logistics support, information systems acquisition, and financial analysis.  Experience in managed health care information systems acquisition, deployment support and coordinating team efforts.  
Work History
Program Manager, RGII Technologies, Inc. (2000 to Present)

Evaluated information security / assurance posture and developed information assurance program for major Health Services Administration. Conducted analysis of system configuration and utilization data to analyze processes, proposed hardware and software purchases and assessed associated implementation costs. Coordinated all aspects of procurement through the federal acquisition process. Tracked hardware assets from the initiation of the requisition to retirement as surplus.  Performed quarterly salary budgeting studies and cost analysis for computer support personnel. Coordinated with Medical Treatment Facilities (MTFs) and support contractors to ensure proper execution of contracts with regards to hardware and software maintenance.  Assisted contractors to schedule MTFs for the deployment of hardware/software upgrades and related system training.  Assisted the Clinical Information Technology Program Office (CITPO) and its support contractor planning and developing cost effective ways of doing business and in developing Technical Statements of Work (TSOW) to accomplish hardware/software maintenance, site staffing, training, systems engineering support, implementation support, and helpdesk support to meet the standards of the contract.  Managed MTF site staffing issues with contractor management.

Federal Accounts Manager (1998 to 2000)

Developed strategies and tactics to create interest, demand and recognition for RGII and its products and services through the use of public relations, advertising, exhibits, product demonstrations and the Web page.  Developed customer service requirements by assessing the customers’ needs. Demonstrated through the use of formal presentations and product demonstrations how RGII can best meet these needs.  Authored presentations, developed Web pages and designed brochure layouts.  Prepared weekly and monthly status reports.  Developed procedures and objectives for marketing, planning, and coordinating activities to advertise and promote the sale of the organization’s services.  Maintained the presentation of a positive organizational image to the general public, clients, and the community.  Created, developed, and distributed marketing and sales materials.  Set up and staffed exhibits for trade shows and conventions. 

Senior Member, Technical Staff, Performance Engineering Corporation (1997 to 1998)

Task Leader for the Immigration and Naturalization Service (INS) Contracts/Procurement Division, responsible for the purchase of all IT Hardware and support services. Developed acquisition strategies, plans, and independent government cost estimates, using information obtained from market research and discussions with technical staff. Drafted Justifications and Approvals (J&As), statements of work/specifications, proposal requirements, technical evaluation criteria, source selection plans, and answers to offerors’ technical questions. Evaluated offerors’ technical proposals and drafted technical evaluation reports, and contractor debriefing reports.  Provided hands on management of contracts including progress monitoring, invoice tracking, review of deliverables and resolution of technical issues. Re-engineered the procedures and guidelines for ordering hardware and software.  Assisted in completing several Inter Agency Agreement Modifications. Provided input and assistance to the Field Operations Support/Hardware Maintenance (FOS/HM) Site Manager Manual, for the Immigration and Naturalization Service.

Senior Logistician, MASTECH Systems Corporation (1994 to 1997)

Team Leader of the program management support division (logistics) for Composite Health Care System (CHCS) and later Clinical Business Area (CBA) offices for deployment and logistics support services. Provided daily support services to tri-service and DOD clients and multiple CHCS contractor representatives.  Advised Tri-Service on a wide spectrum of information technology issues affecting over forty multimillion-dollar medical information systems deployed to all CHCS hospitals and clinics worldwide. Team member for hardware maintenance and sparing program.  Provided oversight and guidance of the entire supply chain from establishment of reorder points to staging to just in time delivery.  Developed integrated hardware installation and software upgrade schedule for mainframe and client server applications deployed across CHCS to ensure minimum system down time and optimization of deployment and support resources.  Fielded technical and functional inquires from customer managers, systems administrators and software and hardware users.  Developed tracking systems, triaged issues, and monitored status of the calls.  Implemented procurement, contracts, logistics, budget execution, and project management processes.  Directed the MIS group in the design and development of integrated support systems.  Prepared comparative analyses of individual site costs versus government cost, the program budget/work plan, and the health care system estimate.  Directed budget, contracts, and logistics support personnel in the development of technical requirements, review, and analysis of technical proposals, negotiation of all CHCS Task Directives, and the management and control of all contract documentation.

Financial Analyst, PRC, Inc. (1990 to 1993)

Conducted professional cost analysis, budget planning and execution for various financial reporting requirements.  Tracked and reported funding as well as generated overhead budgets and performed database downloads.  Maintained the Monthly Project Report containing the Funded Backlog and the Revenue Budget System Reports and various fiscal and financial year-end profiles.  Prepared monthly accruals for equipment, subcontractor, and circuits and the monthly download needed for these accruals.  Generated monthly bills in the on-line system and tracked the receipt of equipment through the Configuration Management Database.

Executive Assistant to the Vice President Finance, Evaluation Research Corp (1989 to 1990)

Supported the corporate accounting department by providing financial and accounting analysis.  Developed and prepared various financial reports that included the monthly-unbilled report and the active charge number listing.  Performed various other financial analyses for the Vice President of Finance.  Prepared financial presentations.  Coordinated and organized executive level meetings and seminars for the Controller.  Provided financial and accounting support to the corporate accounting department consisting of 22 people.

Education

MBA, (Candidate), Strayer University

B. S., Business Administration, Longwood College

Other Experience

Microsoft Office Suite, Microsoft Project 98, Microsoft FrontPage 98
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