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HT003-4300-6904


3 December 2004

Attention: Ms. Laura Kenzie, Contract Specialist
U.S. Army Medical Directorate 

RE: RFP#  HT0003-4300-6904

Dear Ms. Kenzie:
RGII Technologies, Inc. (RGII) is pleased to submit the enclosed response to the Tri-Service Infrastructure Management Program Office (TIMPO) Request for Proposal for Technical Management Support. RGII has significant, applied experience in Technical Management Support Services, Information Assurance and Security, Program Management, Enterprise Architecture, Engineering and Technology Management, Network Management, Call Center Management Services, Healthcare IM/IT Management, and E-Budget Solutions. We offer innovative services such as certified technical program management, system, software and communications engineering, security support/documentation, and technical coordination teams to DoD Health Affairs, TRICARE Management Activity (TMA), and the Military Health System (MHS).  

RGII is the wholly-owed federal solutions subsidiary of Computer Horizons Corporation (CHC), with 3500 employees, CMM Level IV certification, and ISO 9001:2000 registration.  TIMPO has identified a need for knowledgeable, qualified management support for MHS healthcare to fulfill their overall engineering support requirement. Our high-quality team of proven professionals has been answering that requirement for over seven years, providing outstanding support services in Communications and Computing Infrastructure (C&CI) design, technical and program management, testing, troubleshooting, and C&A assessment.

Our proven past technical management performance, coupled with a proposed expert engineering and management staff, reinforces delivery of a high value, cost-effective solution to TIMPO, with low performance risk. Our senior executives and project teams are committed to delivering optimal solutions and superior support services. I personally meet quarterly with each of our client’s Program Managers and Contracting Officer Representatives (COR) to discuss performance, resolve issues, and ensure total customer satisfaction. This proposal details a sampling of the unique capabilities and qualifications that distinguish RGII from our competitors and includes past performance examples where RGII has provided exceptional technical and management support services. We see no conflict of interest.

If you have any technical questions concerning this proposal please call Tom Eakin at (703) 575-6219.  If you have any other questions regarding the enclosed, please contact me directly at (410) 224-3554.
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 AUTOTEXTLIST  
Sincerely,

Kathryn B. Freeland, MBA
Chairwoman/Chief Executive Officer
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This proposal or quotation includes data that shall not be disclosed outside the government and shall not be duplicated, used, or disclosed – in whole or in part – for any purpose other than to evaluate this proposal or quotation.  If, however, a contract is awarded to this offeror as a result of – or in connection with – the submission of this data, the government shall have the right to duplicate, use, or disclose the data to the extent provided in the resulting contract. This restriction does not limit the government’s right to use information contained in this document if it is obtained from another source without restriction. The data subject to this restriction is contained in all sheets.
1 Introduction

1.1 Background

The Department of Defense (DoD) has embarked on a managed health care program, TRICARE, to improve the quality, cost, and accessibility of services for its beneficiaries. The principal mechanisms for implementing TRICARE are:

· Designating geographic TRICARE regions across the country,

· Enhancing operations to the Military Health Systems (MHS), and

· Procuring managed care support contracts for the provision of civilian health care services within those regions.

It is Tri-Service Infrastructure Management Program Office’s (TIMPO) responsibility to manage a secure, robust, and common standards-based information infrastructure that supports the standard automated information system deployed throughout the MHS.  

The TIMPO mission is to provide secure customer-centric communications and computing infrastructure products and services to enhance military health care operations. Because the MHS mission is conducted in a tri-service, managed care environment, the environment requires extending the MHS Automated Information Systems (AIS) services. These services will cover Army, Navy, and Air Force installations and to managed care (health care provider) contractors within MHS health care regions. The effective performance of the TRICARE global mission depends on highly secure and efficient communications among all Medical Treatment Facilities (MTF). 

The target MHS infrastructure is based upon an open, standards-driven architecture. It provides users at all levels in the MHS, particularly the providers, easy access to health care information. It also responds to the emergence of new clinical practices, telemedicine initiatives, the support of managed care, emerging technologies, evolving standards, and other external events that will improve customer service and lower costs of health care delivery. TIMPO is working to install and maintain a common, standards-based computing and communications infrastructure for the DoD global medical community. The infrastructure provides a robust network with the connectivity, availability, reliability, maintainability, data integrity, and information security that health care professionals need to provide high-quality beneficiary care. 
1.2 Understanding and Meeting MHS Support Requirements
RGII has been supporting the MHS and TIMPO for over seven years, and understands that TIMPO needs knowledgeable and qualified technical management support for MHS healthcare to meet the overall engineering expertise requirement. This includes supporting the planning, design, testing, troubleshooting, and assessment of communications and computing infrastructure (C&CI). The scope encompasses “end-to-end” performance analysis, including local area networks (LANs), client workstations/end user devices (EUDs), wide area networks (WANs), servers, and network protection/security devices. RGII will continue to support TIMPO needs and requirements by providing engineering support services in the following areas: Network Readiness Assessments (NRA), Multi-Purpose Network Assessment Lab (MNAL), Communications and Computing Infrastructure (C&CI), infrastructure architecture planning and documentation and other engineering related tasks. RGII has also successfully implemented the MHS DoD Information Technology C&A Process (DITSCAP) for TIMPO and the Technology Management, Integration & Standards (TMI&S) Directorate. As the current TIMPO support contractor RGII fully understands the needs, has demonstrated experience and capability in conducting NRAs. We also have extensive experience with the Air Force Surgeon General, Information Assurance Branch, in performing the Certification of Networthiness (CON) for the Air Force.  

RGII has a seven year teaming relationship with TIMPO, and thus our working partnership will be seamless and transparent.   RGII will provide:

· Technical Management Expertise.  As illustrated in our technical approach, we understand better than anyone else the TIMPO challenges because we are there - no transition, no start up, no learning curve.

· Lowest Risk.  There is no risk to TIMPO in selecting RGII.  Our MHS and TIMPO experienced and proven personnel are on-site working now! 

· Best Value.  Our personnel are experienced and cross trained in multiple functional and technical areas in all task areas. 
RGII not only fully understands the requirements, but is currently solving the technical and management challenges that TIMPO faces while developing their complex IT environment. We have an experienced Program Manager (Mr. Paul Brown) and qualified personnel currently on-site to assist TIMPO in developing their solutions 
“We have great confidence in his expertise and attention to detail. When he says a project is complete, we know without a doubt, providers will have access to the critical information needed to take care of this country’s soldiers, airmen, sailors and marines.”
- James L. Bussell,
Director of Deployment, TIMPO
RGII will provide the same experienced staff that are currently supporting the TIMPO mission. 

2 Corporate Background

RGII Technologies, Inc., (RGII) a wholly owned subsidiary of Computer Horizons Corporation (CHC), specializes in providing high-end, leading edge technology solutions to a myriad of satisfied government customers across nine presidential cabinet-level agencies. We are International Organization for Standardization (ISO) 9001:2000 registered and our parent company is assessed at Software Engineering Institute/Capability Maturity Model (SEI/CMM) Level 4. RGII was founded in 1990. Since its inception, RGII has steadily expanded its solutions and service offerings to include Technical Management Support Services, Information Assurance and Security, Program Management, Enterprise Architecture, Engineering and Technology Management, Network Management, and Call Center Management Services, Healthcare IM/IT Management and E-Budget Solutions, with a support staff to over 3500.  An overview of RGII capabilities is provided in Figure 2-1.
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Figure 2-1:  Corporate Experience
RGII will continue to bring TIMPO an exceptionally experienced team to deliver high quality products and services with a commitment to exceeding customer satisfaction. The RGII staff also provides an effective technical approach that has delivered exceptional results to TIMPO over the last three years that include 61 NRAs, SA-CMM Level 2 Achievement and B2B Gateway implementation.

The key elements of our approach include:

· Experienced, knowledgeable, and qualified engineering staff that has been consistently recognized by TIMPO for their outstanding performance

· Single point of contact for clear, unencumbered communications with Mr. Paul Brown as the RGII Program Manager

· Partnership between TIMPO and RGII

· Proven technical approach that incorporates best practices with repeatable CMM Level 4 processes, procedures, and tools. The approach incorporates lessons-learned, and successes that RGII staff earned over the last seven years while supporting TIMPO 

· Experienced in providing TIMPO with Technical Management Support Services

· Similar concurrent work with DoD Health Affairs (TRICARE Management Activity – TMA), Health and Human Services (HHS), Defense Information Systems Agency (DISA), Naval Medical Information Management Center (NMIMC), National Naval Medical Center (NNMC), Air Force Surgeon General, and National Oceanic and Atmospheric Administration (NOAA)

With a strong commitment and hard working staff supporting TIMPO, we will continue to apply our management, leadership and experience in implementing this proposal. We will provide superior customer service and products to ensure the continued success of TIMPO. Our cost-effective approach, coupled with our proven technical support track record, make RGII Technologies, Inc., the source in providing the finest Technical Management Support to TIMPO over the next four years.

3 Personnel Qualifications and Experience

RGII’s current TIMPO personnel represent our core capability in providing technical management support to TIMPO. Additionally, we have a resource pool of over 500 qualified Tri-Service MHS technical management professionals to support and augment our current TIMPO support staff if necessary.  We will continue to provide the same subject matter experts that have enabled TIMPO to achieve the growth and success that has made it the cornerstone of the MHS Enterprise Architecture.  TIMPO technology implementations are based on cutting edge technology that is designed or built to integrate with existing legacy systems, and we are proud that many of TIMPO’s current enterprise initiatives are based on the intellectual capabilities and experience of RGII subject matter experts.  

Our proposed staff is composed of the same unparalleled team of experts who are currently applying the essential management, analytical, quantitative, and qualitative skills to support the TIMPO mission.  Our support to TIMPO will continue to be based on a partnership approach, and we will maintain the continuity of our staff and the integrity of our team.  We view each person’s recognition or award for an achievement as the team’s success, recognizing that no single individual possesses all the knowledge necessary to support TIMPO.  However, we also recognize that several of our proposed support staff are KEY to our success and as such have identified these individuals below.  

3.1 Staffing Plan

Figure 3-1 identifies our proposed staff and the associated labor categories assigned to this contract, and their resumes are provided in Appendix A.  The experience column represents total experience in the respective field.  RGII personnel have experience in TIMPO technical management, the MHS, and information technology, including: communications and computing infrastructures, networks, security, medical systems infrastructure, systems, equipment, and associated operating systems.  Personnel assigned to this delivery order will be kept current in their knowledge of state of the art technologies, hardware, and software components.  They are familiar with MHS and DoD policies and procedures, and will be kept current in their knowledge of infrastructure plans, processes and procedures, as each applies to the respective tasks of this delivery order.  
	Personnel 
	Labor Category
	Degree
	Certification
	Yrs Exp

	Paul Brown
	Adv Tech Program Manager
	BS
	CCNA, MCSE + Internet, MCP
	16

	Curt Edsall
	Adv Tech Project Manager
	BA (Candidate)
	CISSP, CCNP, CCNA
	20

	Rob Brown
	Adv Tech Project Manager
	BS
	CCNA, CCSA
	10

	Cynthia Towers
	Adv Tech Project Manager
	BS
	ISO 9000 Auditor, CM
	20

	Charles Johnson
	SME Technology Expert 3
	BA
	 
	20

	Anand Karunakaran
	SME Technology Expert 3
	MS, BA
	CCNA, MCSE, MCP
	15

	Dave Mills
	SME Technology Expert 3
	BA (Candidate)
	CCNA, MCSE, NET+, A+
	9

	Kevin Jana
	SME Technology Expert 3
	MS (Candidate), BS
	CCNA
	6

	Eric Jackson
	SME Technology Expert 3
	BS
	CCNA, IT PMP 
	10

	Bob Bettis
	SME Technology Expert 3
	BS (Candidate)
	CCNA, MCSE
	25

	Joe Nelson
	SME Technology Expert 3
	BS (Candidate)
	 
	20

	Masudal Hasan
	SME Technology Expert 5
	BA
	CCNA
	22

	Richard Perry
	SME Technology Expert 5
	BS
	CCNA
	18

	Resource Pool
	SME Technology Expert 5
	BS
	 
	20


Figure 3-1:  Personnel 

3.2 Key Personnel

RGII identifies the following as key support personnel:

· RGII’s Technical Program Manager (Mr. Paul Brown) is recognized for his management skill set, as well as his engineering background.  Mr. Brown has been supporting TIMPO for over three years, first as an engineer and for the past year as the program manager.  His ability to bridge the technology gap between functional requirements and technical implementations of TIMPO requirements has consistently provided TIMPO with quality products delivered on time and under budget.

· RGII’s Engineering Task Lead (Mr. Curt Edsall) is recognized for his analytical skill set, and his extremely broad knowledge-base.  Mr. Edsall has supported TIMPO for the past three years.  During his time at TIMPO Mr. Edsall has demonstrated his capabilities to design and deploy enterprise initiatives, as well as provide technical oversight to RGII’s technical staff.

· RGII’s Senior Network Engineer (Mr. Robert Brown) is recognized for his quantitative skill set, as well as his capabilities for “doing whatever it takes to get the job done.”  Mr. Brown has supported TIMPO for the past three years.  Mr. Brown has demonstrated his ability to provide subject matter expertise in architectural design activities and NRA support.

· RGII’s Process Management Lead (Ms. Cynthia Towers) is recognized for her qualitative skill set.  Ms. Towers has supported TIMPO for the past six months with prior experience support provided to Navy Medicine activities at NMIC.  Ms. Towers has demonstrated the ability to provide repeatable processes definition as identified within the SA-CMM Level 2 framework, as well as her ability to provide quality control mechanisms for deliverables management.

“Mr. Brown’s support to TIMPO is recognized on many projects, including, Local Area Network (LAN) upgrade, Composite Health Care System II (CHCS II), Business to Business (B2B) Gateway, and the Virtual Private Network (VPN.) Mr. Brown’s most recent support of the VPN project has occurred both during and outside of normal duty hours. Service of this quality given with such routine dedication to customers is recognized and appreciated.”

─ Vaseal M. Lewis, COL, MSC, USA

Program Manager

Tri-Service Infrastructure Management Program Office

3.3 Resource Allocation

RGII aligns resources with task requirements and skill sets.  Individually demonstrated experience within a task area is identified in Figure 3-2.  RGII recognizes that several tasks – LAN Upgrade Support, NRAs, and C&CI Troubleshooting are resource intense initiatives that require a considerable amount of travel.  To mitigate the risk caused by the inaccessibility of support staff during periods of travel, RGII aligns resources, schedules and skill sets so that TIMPO is not impacted by travel related tasks.  

	RGII 
Resource 
Allocation
	Task Management
	Additional Tasks

	
	Task 1 - Subcontractor Expenditure Plan
	Task 2 - Work Breakdown Structure (WBS)
	Task 3 - Contractor Project Management Plan
	Task 4 - Monthly Performance and Progress Report
	Task 5 - Project Briefings
	Task 6 - Input for Program Management Support
	Task 7 - LAN Upgrade Support
	Task 8 - Network Readiness Assessments
	Task 9 - Multi-Purpose Network Assessment Lab
	Task 10 - C&CI Troubleshooting
	Task 11 - Assessment of Technical Services and Products
	Task 12 - Information Assurance Support
	Task 13 - System Security Assessment
	Task 14 - Technical Studies and Analysis
	Task 15 - TIMPO Infrastructure Architecture Documentation and Planning
	Task 16 - Office Automation and Troubleshooting Support Services
	Task 17 - TIMPO Web Design and Maintenance
	Task 18 - Transition and Orientation Support

	Falls Church, VA
	Paul Brown
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦

	
	Curt Edsall
	
	
	
	
	♦
	♦
	
	
	♦
	♦
	
	♦
	♦
	♦
	♦
	
	
	♦

	
	Cynthia Towers
	
	
	♦
	
	♦
	♦
	
	
	
	
	
	♦
	♦
	♦
	♦
	
	
	♦

	
	Charles Johnson
	
	
	
	
	♦
	♦
	
	♦
	♦
	♦
	♦
	
	
	♦
	♦
	
	
	♦

	
	Robert Brown
	
	
	
	
	♦
	♦
	
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	
	
	♦

	
	Anand Karunakaran
	
	
	
	
	♦
	♦
	
	♦
	♦
	♦
	♦
	
	
	
	
	♦
	
	♦

	
	David Mills
	
	
	
	
	♦
	♦
	
	♦
	♦
	♦
	♦
	
	
	
	
	♦
	
	♦

	
	Kevin Jana
	
	
	
	
	♦
	♦
	
	♦
	♦
	♦
	♦
	
	
	
	
	
	
	♦

	
	Eric Jackson
	
	
	
	
	
	♦
	
	♦
	♦
	♦
	♦
	
	
	
	
	
	
	♦

	
	Masudal Hasan
	
	
	
	
	
	♦
	
	♦
	♦
	♦
	♦
	
	
	
	
	
	
	♦

	
	Richard Perry
	
	
	
	
	
	♦
	
	♦
	♦
	♦
	♦
	
	
	
	
	
	
	♦

	
	Resource Pool
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦
	♦

	SA, TX
	Joe Nelson
	
	
	
	
	
	♦
	♦
	♦
	
	
	
	
	
	
	
	
	
	♦

	
	Robert Bettis
	
	
	
	
	
	♦
	♦
	♦
	
	
	
	
	
	
	
	
	
	♦


Figure 3-2: Resource Allocation

3.4 Resource Pool

Based on lessons learned during our current TIMPO support contract, as an alternative to employing a single subject matter expert for each labor category, RGII is proposing the concept of a resource pool for one of our positions.  We view this resource position as a means of providing TIMPO with the maximum efficiency available for this position.  We are proposing that the resource position be used to provide support services for such areas as web site design and development, office automation development, and architectural development.  By implementing the resource concept, RGII can provide subject matter experts for each of these areas on an as needed basis resulting in cost savings, increased productivity, and effective use of resources.   

	RGII 
Project 
Support
	Business to Business Gateway
	Community of Interest
	IPv6 Deployment
	MHS Hub and Rack Deployment
	Multi-Purpose Network Assessment Lab
	Network Protection Suites
	Network Readiness Assessments
	Secure Remote Access
	VA/DoD Data Sharing Initiative
	VPN Deployment
	Web Site Development
	Wireless Ethernet Deployment

	Paul Brown
	
	
	♦
	
	
	♦
	
	
	♦
	
	♦
	♦

	Curt Edsall
	♦
	♦
	♦
	♦
	♦
	♦
	
	♦
	♦
	♦
	♦
	

	Rob Brown
	♦
	♦
	
	
	♦
	♦
	♦
	
	♦
	♦
	♦
	

	Cynthia Towers
	
	
	♦
	
	
	
	
	
	♦
	
	
	♦

	Charles Johnson
	
	
	
	
	
	
	♦
	
	
	
	
	

	Anand Karunakaran
	
	
	
	
	♦
	
	
	
	
	
	
	

	Dave Mills
	
	♦
	
	
	
	
	♦
	
	
	
	
	

	Kevin Jana
	
	
	
	
	♦
	
	♦
	
	
	
	
	♦

	Eric Jackson
	
	
	♦
	
	
	
	♦
	
	
	
	
	

	Bob Bettis
	
	
	
	
	
	
	♦
	
	
	
	
	

	Joe Nelson
	
	
	
	
	
	
	♦
	
	
	
	
	

	Masudal Hasan
	
	
	
	
	
	
	♦
	
	
	
	
	

	Richard Perry
	
	
	
	♦
	
	
	♦
	
	
	
	
	

	Resource Pool
	
	
	♦
	
	
	
	
	♦
	
	♦
	♦
	♦


The resource pool concept has proven extremely effective in our current support to TIMPO.  Over the past year, RGII has utilized subject matter experts from other projects such as the Technology Management Integration and Standards (TMI&S) to provide targeted support for such activities as:

· Web Site Development – By defining functional requirements and creating the respective flowcharts for these requirements, we can draw on the application developers within the resource pool to implement code changes in the most expeditious fashion.

· Emerging Technologies – By maintaining research analysts within the resource pool, our subject matter experts are able to devote more of their time to primary support activities while our research analysts collect data on emerging technologies such as IPv6, wireless, BladeServer, and secure remote access.

· Long-Range Architecture – By maintaining information management experts with insight into DoD policy initiatives within our resource pool, we are able to identify trend lines as they develop and translate those trend lines into engineering specific initiatives within the MHS.

RGII maintains office space at Five Skyline Place and maintains a staff of subject matter experts at this location.  As such we are logistically capable of responding to TIMPO requirements within 10 minutes.

Figure 3-3 illustrates the relationship between TIMPO projects and RGII’s SMEs supporting those projects.  For many of these projects our SMEs have become synonymous with the project name.      

Figure 3-3: SME Project Support

3.5 Recruiting High Quality Personnel

As the incumbent, RGII has a trained and experienced staff already engaged delivering quality products and services to TIMPO.  This staff has been recognized by TIMPO for their dedication and commitment.      

RGII is using a successful approach for recruiting, motivating and retaining highly qualified personnel as a dynamic and growing IT services companies, RGII has experienced growth and high customer satisfaction as a result of one overriding factor(the quality of our workforce. No facet of a corporation’s personality, its management expertise, technical prowess, or past performance can be disassociated from the people involved.  Our ability to identify, obtain, motivate, and retain skilled high quality personnel is enhanced by our combination of salary, benefits, training and assignments that challenge their capabilities and skills.  RGII provides its employees with competitive compensation packages encompassing wages and benefits attuned to the appropriate geographic area.  The following methods have been successful in the past and will be used to meet, maintain, and exceed the staffing needs for the TIMPO Technical Management Support effort:

· Assign/Promote from within current personnel

· Attract and recruit qualified staff within the MHS community 

· Web-based in-house database tracking system for resume and candidate searches

· Employee referrals under the Employee Referral Program

· Vacancy announcements on corporate web sites 

· TIMPO recommendations

RGII Human Resources maintains a personnel database, with over 5,000 qualified professionals, that details the areas of expertise, education, and years of experience of current employees, pre-screened candidates.  All staff allocated to TIMPO Technical Management Support will be skilled, of high quality, professionally qualified and meet all requirements.  Our qualification verification process ensures that we will be able to provide at all times a full complement of qualified personnel.  
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To minimize the need for outside personnel resources, RGII continues to build a highly qualified staffing pool of 5,000 professionals in anticipation of business growth.  Recruiting is ongoing, and candidates are selected not only on the basis of the specific skills they bring to a project, but also for their ability to fit within the client’s culture and their potential to grow and advance.  Our recruiting process is shown in Figure 3-4.  When screening candidates, experience is considered a prime ingredient, but a successful candidate’s background must be supported with relevant education and training, excellent references, and effective communication skills.  Three or more staff members interview potential employees.  At least one interviewer will have technical skills directly related to the job requirement.  A candidate’s resume and references are researched prior to finalizing a recommendation for hire.  Once approved, the candidate will officially be made an offer and will begin performing at the earliest possible date.  RGII advocates and practices Equal Employment Opportunity, and promotes the hiring of applicants based on their qualifications, including minorities, veterans, and handicapped individuals. 

3.6 Maintaining Employee Performance Through Training

RGII offers full employee training programs and encourages employees to participate.  This training is provided as a combination of internally offered courses, peer training, commercial training, and computer based training.  RGII recognizes and provides three types of training:

· Career Training - To include new or advanced training within an approved technical (Enterprise Architecture, DITSCAP, IDS) or managerial field, and educational reimbursement for degree seeking employees.

· Maintenance Training - To include refresher courses (hardware, software, CISCO, Oracle, MIS), version upgrade courses, or any course intended to enhance or keep current, an existing knowledge.  

· Certification Training - To include any training required to achieve a vendor certification within the approved technical or managerial fields (i.e., Microsoft, Novell, CISCO, Lotus, HP, etc).

· Higher Education Training to include AA, BS, MS, and PhD degrees.

In September 2004, as part of the RGII Certification Training, eight members of the RGII TIMPO staff were given CISCO Certified Network Associate (CCNA) training at the expense of RGII. The entire network engineering team supporting TIMPO maintains a CISCO Certified Network Associate (CCNA) certification.  Key engineering personnel also maintain systems certifications, such as the Microsoft Certified System Engineer (MCSE) certification.  Lastly, more than half the engineers on staff are trained to support the Netscreen Virtual Private Network (VPN) devices that support the MHS VPN domain.

3.7 Personnel Security

RGII ensures that all personnel maintain ADP/IT – I, II, III sensitivity designations and are in compliance with the Office of Personnel Management.  RGII employs a local security officer that is located in the Skyline complex and will ensure monthly reporting of the respective staffing. 

	TIMPO Enterprise Initiatives
	Support Since

	Business to Business Gateway
	Inception

	Community of Interest
	Inception

	IPv6 Deployment
	Inception

	MHS Hub and Rack Deployment
	Inception

	Multi-Purpose Network Assessment Lab
	Inception

	Network Protection Suites
	Inception

	Network Readiness Assessments
	Inception

	Secure Remote Access
	Inception

	VA/DoD Data Sharing Initiative
	Inception

	VPN Deployment
	Inception

	Wireless Ethernet Deployment
	Inception

	Figure 3-5: TIMPO’s Enterprise Initiatives


3.8 RGII Advantage

RGII’s ability to provide the aforementioned enterprise-class solutions is due in part to our ability to maintain the continuity of our staff.  Figure 3-5 illustrates the relationship between our support and TIMPO’s enterprise initiatives.  As noted, our subject matter experts are the core technical management support personnel and have been since each project’s inception.  Our subject matter experts continually provide technology solutions that meet and in some cases exceed functional requirements and accurately reflect cost, schedule control and performance objectives.  

The RGII approach to minimizing personnel turnover is to recognize the value of each employee as members of the RGII family.  RGII has developed a multifaceted personnel management program to promote and sustain long-term employer/employee relationships through programs that create ownership and synergy: each member has a stake in the present and future success of every other member, knowing that working together as a team we become greater than if we were to work as a collective of individuals.  This type of employee/employer relationship has facilitated RGII’s success in superior flexibility in meeting client-support staffing needs.  Though simple and basic in its presentation, the RGII personnel management program is eloquent and sophisticated in addressing and satisfying the most demanding staffing requirements.  The essential parts of the RGII personnel management plan are the: Comprehensive Benefits Program, Career Development Program, and Employee Relations Program.

RGII recognizes the importance of a qualified, quality staff, and the impact that the staff has on our client.  RGII, as a responsible-solutions oriented company, will partner with the TIMPO to provide efficient, effective, exceptional and innovative Technical Management Support. To that end, those tasks requiring similar skill sets will be scrutinized for opportunities to increase efficiencies through consolidation under a single individual. This consolidation will minimize the processing of a single unit of information by multiple persons, provide for opportunities to realize synergy in common processes and procedures, and minimize multiple or excessive TIMPO representation at a single meeting and/or teleconference.  RGII will perpetually evaluate its staffing and man-power-hour allocation in search of opportunities to provide the Government and the TIMPO with a better value-added and higher quality of product.  

	RGII Qualifications

	· Customer-focused, high quality, results-oriented workforce mentored and led by proven leadership.
· Provides a proven, dedicated and experienced professional technical management staff.

· Employs a staff of 13 engineering, technical, and program management personnel with more than 25 years TIMPO and MHS direct support experience.

· Provides DoD C4I and high tech program management services.

· Extremely low personnel turnover, 6% annual mean – well below the telecommunications industry norm of nearly 10%, due to superior pay, benefits packages, and company environment.

· Operates more than 30 Help Desks, supports and operates large and small LAN/WANs and six major Network Operations Centers supporting over 60,000 users worldwide. 

· Provides superior expertise, based on fourteen years of consulting "lessons learned."

· Possesses unmatched LAN/WAN expertise and experience.

· Extensive experience providing staff for vacancies requiring dedicated and qualified IT professionals in a short time frame due to RGII's experienced team of recruiters.

· Provides Information Technology (IT) services to more than 20 government agencies. 


4 Technical Approach

4.1 Task Management

RGII will continue to provide the excellent requisite combination of support personnel, to assure that the necessary skills are in place to compliment TIMPO’s existing organizational structure (Figure 4-1). We will adjust our support personnel to meet TIMPO’s needs as we move forward to provide standards-based enterprise architecture solutions within the Military Health System (MHS).

For the past eighteen months, Paul Brown has been the RGII program manager for TIMPO’s Program and Technical Management Support Services contract, and has a complete understanding of the requirements for this procurement. Prior to this, he was a member of the engineering staff providing application development and network support services. As the RGII program manager, Mr. Brown will be the single point of contact directing our support efforts and supervising the assigned RGII staff. Mr. Brown has a proven record of working effectively with TIMPO management, staff, customers, end-users, stake holders, RGII staff and other TIMPO contractors and successfully:

· Implemented the Business to Business (B2B) Gateway

· Performed a total of 61 site visits for NRAs

· Transitioned the MHS VPN Domain

· Developed an IPv6 Transition Plan

· Designed, procured, and installed the Multi-Purpose Network Assessment Lab

· Conducted a total of 69 LAN Upgrade Reviews
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Figure 4-1: TIMPO Organizational Structure

RGII recognizes TIMPO’s management processes are driven by repeatable processes and high level documentation such as the Strategic Plan, Integrated Program Plan, Annual Performance Plan, and Administration Guide.  RGII will continue to provide to TIMPO the technical management support services detailed in our Project Management Plan (Deliverable 4) and highlighted in this section. TIMPO’s high-level approach to management is to define goals (Strategic Plan), implement actions to achieve the goals (TIPP), and measure performance achieved (APP).  RGII assisted TIMPO in achieving Software Acquisition Capability Maturity Model Level 2 Certification by creating and documenting repeatable processes that are contained in the TIMPO Documentation Hierarchy (Figure 4-2). RGII will continue to refine and improve these processes while maintaining TIMPO’s SA-CMM Level 2 and moving TIMPO to SA-CMM Level 3 Certification for internal processes by the spring of FY05 and Certification for external processes in the fall of FY05. 
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Figure 4-2: SA-CMM Documents

RGII is certified to ISO-9001:2000. Additionally, our parent company CHC is CMM Level 4 Certified and we support the key process areas identified by the SA-CMM model illustrated below (Figure 4-3).
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Figure 4-3: SA-CMM Model

In support of TIMPO’s move towards SA-CMM Level 3 Certification, RGII will actively participate and provide assistance in the key process areas as required by TIMPO. In our technical approach, RGII has defined appropriate process and procedures, for task management and technical task areas. The RGII technical approach contains process descriptions for many key areas including NRAs, C&CI Troubleshooting, Technical Studies and Analyses and the TIMPO Infrastructure Architecture Documentation and Planning. RGII will continuously define and refine processes and procedures and apply quantitative management and continuous process improvement through periodic reviews of process documentation. RGII will continue to train TIMPO staff in the way of “Brown Bag” lunch presentations on processes and procedures implemented within TIMPO.

RGII-developed products and tools support the continuous improvement of effective management processes and procedures to achieve TIMPO’s SA-CMM Level 3 Certification. RGII will continue to demonstrate success in developing and utilizing these tools to manage and improve these processes:
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Action List Database – The Action List Database, developed by RGII provides a multi-user collaborative environment to manage “Hot Topics” or “Actions”. This tool, originally developed to manage current RGII specific tasks, was adopted by TIMPO’s Program Management Support Team to track activities at the Program Office level. This management tool is provided to TIMPO at no additional cost.
Blackberry Wireless Devices – RGII has equipped the engineering support staff with these devices to provide real-time response support for integrated e-mail, cell phone, calendaring, browser integration and applications support in a portable handheld device to TIMPO. 
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Lessons Learned Database – RGII recognizes that cost, schedule control and performance are driving factors in applying optimal program management techniques. The functional objective of creating and maintaining a lessons-learned repository will enhance performance levels, based on knowledge gained by previous actions. RGII will analyze and document activities based on the lessons learned database that impact TIMPO’s mission. 
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Network Readiness Assessment (NRA) Web Site – the NRA web site (Figure 4-5), developed by RGII provides a multi-user collaborative environment to manage RGII-specific tasks for the NRA process. This tool was also adopted by other supporting NRA process components, such as the Network Support Services (NSS), the Composite Health Care System II (CHCS II) Operations Center, and TIMPO’s Program Management Support Team. This management tool is also provided to TIMPO at no additional cost.
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Risk Management Database – RGII applies a disciplined, proactive decision making environment for TIMPO’s Risk Radar Database to mitigate risk. RGII acknowledges daily risk management as everyone’s responsibility. Exchanging risk management information occurs within the associated management database, and throughout working groups, meetings, reporting, and other routine tasks. RGII integrates the risk management process as illustrated in Figure 4-6.
4.1.1 Task 1 – Subcontractor Expenditure Plan

RGII has historically supported TIMPO with RGII personnel only. Should RGII be required to hire subcontractors in order to meet skill sets outside its own employee pool, RGII will prepare a Subcontract Expenditure Report according to TIMPO’s requirements. (Deliverable 2 – Subcontractor Expenditures Plan)
4.1.2 Task 2 – Work Breakdown Structure (WBS)

RGII will provide a tailored deliverable oriented WBS to support this SOW in accordance with MIL-HDBK-881. (Deliverable 3 – Work Breakdown Structure) RGII will develop a WBS that will capture activities and deliverables. Level 1 identifies a specific task contained in this proposal. Level 2 captured the processes used to perform the task. Level 3 contains the deliverable that is generated through the process. RGII will link these tasks, activities and deliverables to the TIMPO’s WBS. RGII recognizes that within TIMPO’s WBS, Level 1 identifies the supported MHS program office, WBS Level 2 identifies the specific project within the MHS program office, and WBS level 3 reflects the products and services in the following categories: Wide Area Networks (WANs), Local Area Networks (LANs), Network Protection, Computing (Data) Centers (Defense Enterprise Data Centers (DECC), Software Applications, General Services (TIMPO), and Application Performance Measurement (End to End Monitoring and Management). 

4.1.3 Task 3 – Contractor Project Management Plan

Within 10 days of contract award, RGII will provide a Contractor Project Management Plan that mirrors this SOW and TIMPO’s Work Breakdown Structure as identified in Task 2. (Deliverable 4 – Contractor Project Management Plan) RGII will partner with TIMPO to define long-term measurable goals and objectives, develop plans to implement those goals, and measure progress in achieving those goals. Our Project Management Plan is designed to compliment TIMPO’s existing processes. It provides structure, assignments of responsibility and performance time periods that direct the activities and priorities of RGII -TIMPO support employees in accordance with this SOW. We will meet the time frames of each requirement using a project management schedule. Figure 4-7 illustrates a standardized project schedule for document type deliverables. 
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Figure 4-7: Deliverable Project Schedule

RGII recognizes TIMPO’s success in the ability to quickly adjust to changing requirements in a competitive and demanding enterprise. RGII has developed the Contractor Project Management Plan and the Work Breakdown Structure as living documents, flexible enough to meet the demanding and fast paced enterprise. A proposed outline of the Contractor’s Program Management Plan is contained in Figure 4-8. 


[image: image7] 
Figure 4-8: PMP Outline

4.1.4 Task 4 – Monthly Performance and Progress Report (MPPR).

RGII will provide a monthly status report to document the performance of this delivery order. It will include:

· specific tasks addressed in the SOW,

· the period of performance for the delivery order, and

· the period of performance covered in the report. 

These tasks measure against the Work Breakdown Structure identified in the Contractor’s Project Management Plan to include the status of time critical projects, such as NRAs and Local Area Network (LAN) upgrade reviews. The report will include several financial views such as: cumulative view, contract to date view, and a monthly view as illustrated below (Figure 4-9). The report will address costs, schedule and performance, as well as any risks that may affect those items. The RGII Program Manger will certify this report for accuracy and deliver it within 15 days of the end of the period. (Deliverable 5 – Monthly Progress Report)

[image: image8]
Figure 4-9: Progress Report

4.1.5 Task 5 – Project Briefings

RGII will provide project briefings as requested. RGII’s process for managing technology initiatives such as the IPv6 deployment or wireless product integration within the MHS enterprise, starts with creating of a project life-cycle timeline that is compliant with the Defense Acquisition Management Framework life-cycle, Figure 4-10. Utilizing this framework and the Integrated Product Teams (IPTs) support framework, RGII will provide project briefings that address:

· Progress and status of all activities

· Accomplishments

· Findings, issues, risks, and problems to date

· Project schedule, and mitigations and recommended actions
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Figure 4-10: Project Lifecycle Timeline

4.1.6 Task 6 – Input for Program Management Support

RGII will provide technical engineering support to TIMPO's Integrated Baseline Reviews (IBRs), In Progress Reviews (IPR), Weekly Information Report-Electronic (WIRE) to TMA, Integrated Product Teams, Integrated Programming and Planning Requirements Scheduling System (IPPRSS), Defense Acquisition Executive quarterly and monthly Reports, lessons learned database, risk management database, Annual Performance Plan Reports, and quality improvement and performance management reports.

RGII incorporates tracking mechanisms to promote and validate program management participation in the support activities described above (Figure 4-10). RGII assigns primary and secondary support staff to these activities to ensure participation in the event that either the primary or secondary support person is not available (Figure 4-11). RGII also identifies the primary source for meeting minutes. For those meetings where RGII is identified as the source for meeting minutes, RGII validates them and generates and submits the minutes to the government expeditiously.
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Figure 4-11: Meeting Minutes

RGII will assemble and provide input to IPR briefings on a monthly basis to give the government a view on cost, schedule and performance of the delivery order. The IPR will mirror the work breakdown structure of the delivery order by addressing performance for each area of the delivery order. The IPR will contain status data on deliverables, findings, issues, risks, problems to date and mitigations, as well as an overall assessment of the delivery order status and a forecast of upcoming activities. RGII will include in the IPR, a GFE inventory report that identifies GFE based on location and disposition of such GFE. (Deliverable 6 – Monthly Technical Support IPR Briefing)
4.1.7 RGII Advantage
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The RGII advantage is grounded in the RGII Program Manager, Mr. Paul Brown, who possesses strong combination of skills in both management and engineering disciplines. He is capable of identifying and reacting to requirements in less time than our competitors. The RGII Program Manager holds a management degree from Rutgers University, certifications in systems engineering and networking, has hands-on technology experience in excess of 15 years, and a proven track record of supporting the MHS with direct program management experience with TIMPO.

The RGII Program Manager has a clear vision of the functional requirement, the available technology, and integration efforts required to achieve desired results while continually monitoring cost, schedule and performance. The Action List Database, the CDRL Database (Figure 4-12), and NRA web site are examples of RGII’s Program Manager’s ability to identify requirements and provide solutions more rapidly than our competitors. These solutions were developed as the result of the requirement to increase efficiency and develop standardized repeatable processes in accordance with the SA-CMM initiative and lessons learned. 

4.2 Additional Tasks

4.2.1 Task 7 - LAN Upgrade Support

4.2.1.1 LAN Upgrade Process

RGII will conduct design reviews in accordance with the TIMPO LAN Upgrade Survey and Design Evaluation, and Acceptance Standard Operating Procedures (SOP). As identified in the SOP, RGII will perform a review of the network survey report to validate completeness and assess the functional adequacy of the report. Upon completion of the review, RGII will notify the Contracting Officer Technical Representative (COTR) of acceptance or rejection of the document. In situations where a Rough Order of Magnitude (ROM) is required, RGII will review for completeness and assess the functional adequacy of the report. The results of this review will be contained in the LAN Upgrade Design Report (Deliverable 7). RGII will continue to attend all necessary meetings and teleconferences to support the LAN Upgrade Review Process. 

4.2.1.2 LAN Upgrade Support Tools

RGII support staff will continue to utilize the Microsoft® Office Suite of software to complete design reviews. Tools such as Microsoft® Visio®, Excel®, Project® and Word® are used to prepare correspondence and topology diagrams or other necessary documentation.

4.2.1.3 RGII Advantage

RGII technical management support personnel that currently perform the LAN Upgrade design reviews are also experienced and trained to support the NRA process. This approach provides an experienced reviewer who can associate onsite installations with topology diagrams and conceptualize designs with the utmost accuracy.

4.2.2 Task 8 - NRAs

4.2.2.1 NRA Process

RGII recognizes that TIMPO’s mission is to provide infrastructure services to the MHS. A fundamental capability for providing such services rests in the ability to provide core networking services. These are the same core services upon which standards-based enterprise architectures are built. The NRA process validates these core networking services in anticipation of application deployment activities.

RGII has developed – and will continue to successfully implement – the existing process, contained in the NRA Manual (Deliverable 8). As the process developer, RGII continually incorporates lessons learned and risk mitigation strategies into the NRA process to maintain costs, schedules and performance.

To execute the process, RGII will test and validate the data transport capacity, as well as the performance and functionality of MTF telecommunications networks. RGII will assist the MTF with necessary changes to advanced troubleshooting and insure that these requirements are met. In its current state, the NRA process applies to all MTF infrastructures receiving the CHCS II application. This RGII developed process, however, is designed to be ubiquitous and capable of supporting other MHS deployment activities by inserting application specific variables into a predefined requirements analysis structure. 

RGII will perform the NRA Process in four phases (Figure 4-13):
Phase I – Pre-NRA: Phase I is comprised of those performance activities required for the assessment to occur. During Phase I, RGII will coordinate and integrate assistance to various internal and external agencies as required. This phase consists of the LAN upgrade, COI circuit installation, and Virtual Private Network (VPN) installation activities performed by Defense Information Systems Agency (DISA) and Space and Naval Warfare Systems Command (SPAWAR). It is considered complete when each installation is successful. Also during phase I, the Ports and Protocols list for each site will be configured on all the screening devices in the data path to include firewalls and routers that have Access Control Lists (ACL’s). 

PHASE II – Pre-assessment: Phase II is also known as the pre-assessment phase. During this phase RGII will complete the following preparatory activities: a Site Specific Survey, coordination teleconferences, travel preparation, and completion of a Pre-Site Visit Checklist and a Site Visit Tools Checklist. This phase is complete when the Director provides travel approval to the site.

PHASE III – NRA (assessment): Phase III is the execution of the assessment itself. RGII will initiate this phase with an on-site in-briefing. During this phase, the NRA activities include: installing the Tivoli Application Performance Monitor (TAPM) Gateway (GW), in-briefing LAN administrators/CIO on the proposed testing schedules, installing a minimum of one Chariot endpoint for performance measurements from the site, and gathering as much data as possible such as drawings, points of contact, and configuration information. RGII will test network performance and validate all infrastructure device configurations that support End-to-End (E2E) connectivity to CHCS II. RGII testing will include: TAPM Gateway Servers, LAN switch configurations, Domain Name Services (DNS), the Virtual Private Network (VPN), firewall ports and protocols, border router configurations, and ATM circuit performance. In general, the Chariot Endpoint Service will run on the Tivoli Server. The completions of these tasks for each site are verified in the Executive Report Summary. Additionally, an NRA Checklist will detail metrics about the Site Infrastructure. RGII, as a representative of TIMPO, also requests and collects site network diagrams. RGII anticipates completion of this phase to take approximately (5) working days for most sites. 

PHASE IV – Post-assessment: Phase IV is a post-assessment site visit(s), also know as Technical Assist Visit(s) (TAVs). The TAV was developed as an adjunct to the NRA process. RGII will conduct TAVs where necessary to support the NRA process. The following are instances where a TAV is required: to support a service request that an RGII engineer be onsite for training day one, to mitigate risks for sites with extremely complex networking solutions, and resolve post-training issues.
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Figure 4-13: NRA Process Flow Diagram

Following each assessment, RGII will provide a MTF-specific NRA Report (Deliverable 9). RGII will produce the assessment report based on the government-approved reporting format as contained in the NRA Manual. At a minimum, the report will include: 

· Executive summary (Figure 4-14) indicating whether a site passed the NRA process 

· Detailed list of the test results

· Problem areas and follow-on recommendations

· Technical conclusion

	Assessment Task
	Pass Criteria
	NRA

Section
	Pass
	Fail*

	Throughput (using Chariot throughput script)
	> 200 Kbps
	1
	(
	

	Throughput (using CHCS II script)
	> 200 Kbps
	2 & 3
	(
	

	Latency
	< 200ms (roundtrip)
	4
	(
	

	Network stability
	Site personnel did not note any perceived or measured network slowdowns.
	5
	(
	

	10/100Mbps and full/half duplex settings for workstations
	Recommended: Hard code settings to the highest possible functioning speed / duplex

Accepted: Hard coded settings may be set at 100/Auto. However, workstation and switch communication must negotiate at 100/Full
	6
	(
	

	10/100Mbps and full/half duplex settings for LAN devices
	Hard code settings to the highest possible functioning speed / duplex (except connections to the VPN device). 
	6
	(
	

	Ports and protocol
	All Ports listed in NRA checklist are passing as required.
	7
	(
	

	Switches and routers functioning optimally 
	CHCS II traffic passing as required.

Port monitoring is not overused.
	8 & 9
	(
	

	VPN functioning
	All required traffic is passing encrypted/unencrypted as required.
	10
	(
	

	WINS/DNS functioning
	All WINS/DNS services are available to the CHCS II workstations.
	11
	(
	

	Complete Network Assessment
	12
	(
	


Figure 4-14: Executive Summary

RGII’s management oversight for the NRA process will coordinate all activities relating to the execution of the NRA, including:

· Inserting a task lead

· Coordinating and integrating overall deployment scheduling

· Tracking NRA engineer’s onsite progress

· Tracking ODC expenditures

· Continually capturing process improvements

· Generating after-action reports 

The NRA process is a management-intense process that requires a substantive amount of preparation and coordination including travel arrangements and ODC expense reporting. RGII will maintain a certified travel agent on staff in order to reduce travel related expenses. RGII will provide this process to the government as a value added service. 

RGII will utilize two primary tools to manage the NRA process– Microsoft® Project and the RGII NRA web site (https://nra.rg2.com). RGII will use Project to maintain scheduling and resource management, with considerations for dependencies such as network protection suite installation and activation, COI circuit installation, and end user training. RGII will continue to develop and maintain a web-based management system as a monitoring mechanism and project status repository. The web site contains draft assessment reports, daily progress reporting, and the overall assessment schedule (Figure 4-15) including engineers assigned.
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Figure 4-15: Assessment Schedule
The NRA process is a management intense process that requires a substantive amount of preparation and coordination including travel arrangements and ODC expense reporting.

4.2.2.2 NRA Tools

Performing a NRA requires the subject matter expertise of network engineers using complex networking tools (software). The engineer’s ability to combine these skills and products will efficiently evaluate the target network. RGII engineers will use tools such as subnet calculators, terminal emulation software, link analysis software, port scanners, network sniffers, and various command line utilities to perform NRAs. Two of the primary readiness assessment tools are identified below.

Chariot (NetIQ) is a network performance measurement tool that utilizes synthetic scripts to mimic data transfers between two or more nodes on a network. These scripts may be tailored to imitate specific applications by port, transfer sequence, or amount of data, which is transferred from node to node for specific functions within an application. Testing a circuit like this, allows network managers to chart network performance degradations or outages, and isolate the network infrastructure from the specific monitored application. This effectively removes variables related to application coding, server inefficiencies, or anything not specifically associated with network infrastructure, from the test results. A sample throughput diagram is provided as Figure 4-16.
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Figure 4-16: Sample Throughput Diagram

Network Vantage (Compuware) is a network performance management tool that inspects and analyzes in-depth of network traffic. This tool is advanced at troubleshooting and analysis, and provides architecture recommendations and advice on anomalies that may adversely impact the success of Mission Essential/ Mission Critical (ME/MC) applications. A sample analysis is shown below (Figure 4-17).

The Network Vantage application may be used as a portable troubleshooting tool or as part of a deployed installation that is managed from a central console. RGII is currently prototyping the use of deployed network probes as part of a performance and fault management package for in-network troubleshooting and fault isolation on COI circuit traffic. This method of deploying probes will enable TIMPO to remotely troubleshoot network anomalies in real-time. This enables faster anomaly and problem detection while reducing or eliminating travel costs for sending TIMPO engineering support onsite.

[image: image14.emf]
Figure 4-17: ME/MC Sample Analysis

4.2.2.3 RGII Advantage

RGII’s advantage is our excellent past performance and the relationships with all the MHS associated parties and activities required to successfully implement applications deployment, specifically CHCS II activity. RGII engineers are focused on TIMPO’s success and will continue to do “whatever it takes” to meet the cost, schedule and performance requirements for a successful deployment schedule. Listed below are several examples where RGII’s engineers have performed above and beyond NRA technical requirements to get the job done: 

1. Ft Lee – RGII identified CHCS II service ports, that were not previously identified by the application developers. RGII assisted firewall administrators with configuring required port access. RGII identified missing IP address ranges from router configurations. RGII coordinated a 12 hour conference call with DISA to complete the site configured for CHCS II deployment.

2. Pope AFB – RGII reviewed the firewall configuration and assisted the firewall administrator in redesigning the Pope AFB network to support CHCS II.

3. Cherry Point – RGII troubleshoots last mile solution to determine a bad cable connection between two networking devices. RGII engineers built a new cable on the spot to achieve connectivity.

4. Fort Stewart – RGII physically assessed the Substance Abuse clinic (Building 620) to support additional fiber runs. RGII performed a physical assessment of Flight Medicine (Tutle Clinic, Hunter AAF) migration to Building 2112. RGII resolved port negotiations and duplex mismatch issues. RGII facilitated a session on Microsoft® windows registry scripting. RGII identified and resolved unnecessary network broadcast transmissions. RGII re-wired a portion of the Winn ACH Training Room from 10Mbps to 100 Mbps. RGII assisted in troubleshooting any incorrectly “patched” EUDs to the communications closet in both the MTF and Tutle Clinics.

5. Fort Hood – RGII identified and corrected COI policy routing issues. RGII designed an appropriate networking solution for one satellite of the clinics, while troubleshooting several network anomalies and small network problems.

6. Shaw AFB/Ft Jackson – RGII engineers assisted Air Force Network engineers in troubleshooting connectivity issues. RGII Engineers reconfigured the Shaw MTF Core Switch. RGII Engineers redesigned the Shaw/Jackson connectivity solution. 

7. Eglin AFB – RGII Engineers were dispatched to troubleshoot Provider GUI problems between Eglin and Hurlbert Field. At a site where PGUI had never worked, over a two day period, RGII engineers assisted the site to where PGUI was fully functional.

8. NNMC Bethesda – RGII engineers and management orchestrated and assisted the network restoration efforts at the National Naval Medical Center (NNMC), Bethesda. RGII provided continuous support for nine consecutive days that spanned weekday and weekend hours. 

The RGII Management and Engineering team function as a single unit to solve the most complex issues. Integral to its success, is the in-depth knowledge the engineers bring and management’s detailed understanding of their strengths. This allows the appropriate engineering team to be assigned to almost any networking problem. The engineers function seamlessly as a unit to assist each other remotely should they encounter a problem that they have not seen before. RGII engineers and management are a significant benefit to the overall success of the CHCS II deployment, are valued and acknowledged by the TIMPO’s customers as industry experts, and have a positive camaraderie with the client on behalf of TIMPO management.

4.2.3 Task 9 - Multi-Purpose Network Assessment Lab (MNAL) Support

RGII engineers are essential in the design and continued operation of the MNAL. Logistically, the MNAL is physically located in the same office suite where RGII engineers reside and support TIMPO. This ensures RGII engineering direct access to the technical capabilities within the MNAL.

RGII designed the current MNAL to extend the engineering team’s monitoring capabilities in support of application deployment, and to provide an easily accessible testing facility for assessing key Computing and Communication Infrastructure (C&CI) components. The MNAL does not impact other monitoring and management systems already in use by TIMPO. Rather, it is a first step in the process of bringing new sites or systems online and into TIMPO’s End to End performance monitoring efforts. The current MNAL rack elevations are illustrated below (Figure 4-18).
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Figure 4-18: MNAL Rack Elevations

RGII will operate and maintain the MNAL for access into systems requiring performance testing while deployed throughout the MHS. Currently, the only system being monitored is CHCS II. After completing the initial deployment phase, site monitoring and sustainment activities will transition to the NSS in San Antonio. 

RGII engineers will continue to technically support and maintain the operational engineering status of MNAL, based on industry best business practices. RGII engineers maintain skill certifications from such vendors as Microsoft, Cisco and Novell. RGII will continue documenting the support and configuration management process in an operations guide using industry best practices for managing and supporting network operations centers. This is and will continue to be documented in the Multi-Purpose Network Assessment Laboratory Operations Guide (Deliverable 10). 

4.2.3.1 MNAL Systems Management

RGII has designed the MNAL to duplicate equipment configurations currently deployed in the field. This enables scenario testing that emulates real-life deployments. The MNAL currently houses two full-height server racks that contain numerous servers running on Windows, Unix and Linux operating systems. The MNAL is also equipped with several EUDs, and numerous infrastructure components to include: routers, switches, hubs, firewalls (Sidewinder, PIX and Netscreen), and backup systems as illustrated below (Figure 4-19).
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Figure 4-19: MNAL Topology

The software toolset currently deployed in the MNAL includes NetIQ’s Application Manager and Chariot, Compuware’s Network Vantage and Application Vantage, Solarwinds, VMware, Crystal Reports and OpManager.

4.2.3.2 RGII Advantage

RGII’s engineers offer a distinct advantage over our competitors, in that RGII engineers designed the MNAL, and are thoroughly familiar with the equipment and software within the system. 

RGII support engineers are trained in MNAL application usage by the software manufacturer and the RGII/MNAL support staff are the same engineers that perform the NRAs. This assures that MNAL configurations directly reflect actual deployed configurations.

4.2.4 Task 10 - C&CI Troubleshooting

4.2.4.1 C&CI Troubleshooting Process

RGII follows a well-defined troubleshooting process for both ad hoc and structured network and application performance. RGII’s troubleshooting methods combine industry standard best practices for troubleshooting and the Open Systems Interconnect (OSI) model. This provides an identification framework for immediate problem isolation and resolution. For each troubleshooting step outlined below, the OSI model guides a thorough review of each architecture element, from physical components to application logic, as part of the problem resolution process. Using the OSI model ensures a thorough study of all the problem-causing factors to lead to a quick, orderly evaluating and discarding process for unrelated elements.

Observe Symptoms/Define Scope: In this step, the observable symptoms of the problem are defined, captured, and documented. Basic questions (such as who, what, when, where, why) are applied to accurately define the problem scope, condition, and any mitigating factors bearing on its occurrence.  During this phase, any additional data sources relating to problem information, such as system or application logs, will be identified and included as part of the troubleshooting process. 

Assess: In this critical phase of troubleshooting, the problem is moved from subjective observation to objective measurement. In this phase, the step one information is used to arrive at a clear understanding of the problem and begin charting possible resolution paths. The human and material resources necessary for testing are identified and coordinated. In this step, RGII recreates the problem in controlled conditions so that any unknown factors can be identified, observed and quantified. Also during this step, a control baseline of normal or expected operation of the application and data communications paths are specified. The necessary performance needs are then identified from requirements documents, discussion with the application owner/developer, or through lab testing to provide a standard deviation measurement. Ancillary systems such as Domain Name Services (DNS), necessary to the core system function, are identified and included in the planned testing regimen.

Test: In this step, the problem is recreated with gathered test metrics under controlled conditions to verify the expected operation. Information is monitored in real time to ensure that necessary information is collected, and any delta from the correct operation is identified. The OSI model is used to observe all data communications functionality, and is included as part of the test to verify correct infrastructure function from the physical-to-application layer. 

Solve: In this step, gathered test results are compared to the expected metrics from the control tests to reveal deviations from normal system functions. In this step, other troubleshooting tools are applied to the test results to detect subtle anomalies effecting performance. The results of this step are used to make corrections to discovered faults caused in the data communications, related systems, or the application itself. The process is repeated from the test step until the results match the expected baseline defined during the assessment process.  

Report: After troubleshooting has successfully eliminated the problem, the information gathered throughout the troubleshooting process and the final solutions are archived for future reference. In this step, C&CI Troubleshooting Report (Deliverable 11) is produced, delivered, and entered into the lessons learned process (for reference solution to future troubleshooting efforts). 

4.2.4.2 C&CI Tools 

RGII engineers are adept using both industry standard and commercial tools to aid in troubleshooting efforts. Our engineers are trained in the use of commercial network analysis tools such as SnifferPro and Etherpeek. They are also familiar with the network analysis tools supplied with many common operating systems such as tcpdump and snoop for Unix based platforms and Ethereal for Unix and Windows environments.  

RGII has developed a laboratory environment that can be configured to mimic the network environments found in the Medical Treatment Facilities of all three military services. This allows for replicating real world application and network parameters within a controlled environment. Testing of network and application parameters are performed at this facility to support troubleshooting efforts without effecting the mission-essential communications of a production facility. RGII also continually evaluates both the troubleshooting process and tools to improve the process, such as the recent addition of the Compuware Network and Application Vantage products into the suite of troubleshooting tools. These products provide swifter problem resolution by automated troubleshooting of network analysis tools output and remotely analyzing and troubleshooting networks and applications. The capability is enhanced with distributed network probes that can be deployed and managed without having to deploy an engineer to the site. 

RGII is currently prototyping the use of network probes as part of the CHCS II performance and fault management package to aid in network troubleshooting and fault isolation in network traffic on CHCS II COI circuits. 

4.2.4.3 The RGII Advantage: 100% Solution Rate

RGII has an exemplary troubleshooting record in support of MHS system deployments. RGII engineers have received verbal and written recognitions for their aid in troubleshooting both infrastructure and application problems in the deployment of MHS systems. RGII engineers, working in support of TIMPO deployment engineering have a 100% solution rate for troubleshooting MHS applications and have provided solutions in support of the following MHS applications:

· CHCS II Order Entry: with our troubleshooting methodology, RGII was able to provide a solution to the complex operation of the order entry function of CHCS II. This was a multifaceted problem that required a detailed knowledge of networking protocols and functions in order to correctly isolate the problem and reconfigure multiple network devices to support a workable solution. The solution was integrated into the overall CHCS II deployment and NRA process to ensure sites were correctly prepared for CHCS II deployment and the underlying site network would support CHCS II. 

· Site Specific CHCS II Performance Troubleshooting: RGII has conducted troubleshooting at numerous CHCS II sites both pre and post deployment. RGII has incorporated ongoing network performance and fault monitoring processes into the troubleshooting process to isolate infrastructure related problems and create solutions that improve performance at that site. In one particular instance, RGII’s use of the OSI model proved critical in the troubleshooting of unique problem at a CHCS II site that was isolated to the power source for a critical site infrastructure component. Using the OSI model as a guide allowed RGII to identify the power source, part of the physical infrastructure, as the cause of the site’s intermittent outages. RGII has, in numerous instances, performed ad hoc troubleshooting of network performance problems and applied on-site corrective actions to enable the CHCS II deployment to continue on schedule.

· MHS VPN: RGII engineers’ detailed knowledge of IP networking and IPSec VPN technology coupled with their vendor specific knowledge of VPN devices aided in the deployment, technical refreshment, and ongoing troubleshooting efforts for the MHS VPN. RGII engineers have led the way in troubleshooting complex performance and configuration problems such as the incorrect use of path MTU discovery in the VPN mesh, corrections in the definition of qualifying traffic for VPN endpoints, corrections to errors in traffic routing parameters within the VPN mesh and numerous other problems affecting performance and operation of critical MHS functions. 

· Enterprise Wide Referral and Scheduling (EWRAS): RGII engineers provided valuable assistance in troubleshooting numerous site implementation, network, and application errors in the deployment of the EWRAS system. This long term troubleshooting effort allowed for the application of lessons learned into subsequent site deployments. In this troubleshooting effort, problems were isolated and corrected. The problems ranged from incorrect site firewall configurations to incorrect configuration of CHCS host devices. RGII engineers led the way in identifying and resolving problems at layers three thru seven of the OSI model, which allowed for an on time implementation of the MHS mission critical EWRAS service. 

· Provider Graphical User Interface (P-GUI): RGII engineers provided troubleshooting support to the deployment of P-GUI at selected MHS sites. Trouble resolution ranged from correcting incorrect certificate settings in the client software to applying lessons learned in CHCS II Order Entry deployment to the Order Entry function in P-GUI. The troubleshooting effort also required specific knowledge of the application layer proxy capabilities of the firewall system used at Air Force sites and the use of tcpdump to analyze network traffic at critical network nodes between the P-GUI client and server. RGII troubleshooting efforts allowed for a successful P-GUI implementation at a major AF hospital and provided valuable lessons learned for subsequent P-GUI implementations throughout the MHS.

· CHCS II COI Network Performance Monitoring: RGII pioneered the use of the Chariot product from NetIQ to provide continuous performance statistics on CHCS II COI circuits. RGII worked to have the product included as an integral part of the CHCS II site deployment package and included in CHCS II Certification and Accreditation (C&A) documentation. This product now provides valuable performance data on COI circuits and is leveraged into the CHCS II performance reporting process. 

4.2.5 Task 11 - Assessment of Technical Services and Products

RGII will provide independent consultative quality control and analysis of technical products and services provided to TIMPO including Performance Measurement and Capacity Planning analysis. RGII engineers will provide engineering expertise in the areas of bandwidth analysis, network monitoring, traffic volume analysis, network modeling tools, and performance management reporting tools, as well as consultative support use of such tools.

4.2.5.1 Assessment Process

RGII engineers use the assessment tools identified below to provide quality control and analysis for TIMPO. Our standard assessment process, Figure 4-20, is performed as an independent product researcher. RGII does not develop any product used within the MHS architecture and therefore avoids any actual or appearance of an Organizational Conflict of Interest (OCI). We research appropriate government standards and policy, and discuss needs with appropriate entities in order to fully define and document the requirements for the product evaluation. Once the requirements are fully defined, we begin reviewing products, looking for those that most closely meet the stated requirements. We revise the product list and document a solution with at least two alternatives. Where product capabilities appear to be very similar, RGII may, at the Government’s discretion, bring the products into the MNAL for side-by-side testing. RGII will document a recommendation that will include pros and cons for each product and will provide rationale for each solution recommended. The findings of the analysis with recommendations will be included in the Technical Services and Products Assessment Report (Deliverable 12).
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Figure 4-20: Assessment Process 

4.2.5.2 Assessment Tools
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RGII engineers are skilled in the application and use of tools such as: Mercury End User Management, Chariot, Packeteer’s PacketShaper, Crystal Ball – Monte Carlo Simulation Tool, Hyperformix Workbench, OPNET Modeler, Mercury Loadrunner, and Segue Silkperformer.

Mercury End User Management (Figure 4-21) is used to proactively monitor application availability in real time and from the end-user perspective, so fixes can be issued before customers experience problems. RGII has successfully integrated Topaz usage in the MHS by supporting beta testing of Mercury End User Management in the MNAL. Upon successful beta testing, RGII supported in moving it to a production environment at the MHS E2E monitoring center in Oakridge.

Chariot is used to evaluate the performance of networked applications, perform stress tests on network devices and predict networked application performance before deployment. RGII has successfully tested and integrated Chariot as part of the NRA process for the deployment of CHCS II. Further success has been the post NRA implementation of Chariot to monitor the availability and performance of the MHS COI network on a 24x7 basis.
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Packeteer’s PacketShaper (Figure 4-22) is used to identify bandwidth by various pre-determined parameters, and will allow the ability to decompose network utilization into its representative components. PacketShaper will decrease the time required to obtain packet level data which can be used to analyze the bandwidth requirements of a perspective site or application. RGII has used PacketShaper at various MTFs to isolate bandwidth issues and network bottlenecks that caused degradation on the LAN and WAN. Analysis from PacketShaper reports were used to recommend bandwidth increases at these MTF’s.

Crystal Ball – Monte Carlo Simulation Tool is used in risk and availability analyses, forecasting, and decision making of server and network infrastructure alternatives.  The Crystal Ball Predictor tool is used to create regression models and analyze historical data to predict future outcomes (e.g. bandwidth and capacity projections). HyPerformix Workbench is used to develop simulation models to solve hardware, software, and networking performance and resource allocation problems. OPNET Modeler is used to develop and simulate models of the LAN and WAN. The simulation models are used to design and study communication networks, devices, protocols, and applications with unmatched flexibility and scalability. RGII has used the modeling tools to analyze and forecast MHS’s growing C&CI capacity planning needs.

Mercury LoadRunner is used for performance testing and predicting system behavior and performance. Using limited hardware resources, LoadRunner emulates hundreds or thousands of concurrent users to put the application through the rigors of real-life user loads. Segue SilkPerformer is used to automate load and performance testing systems where maximizing the performance, scalability and reliability of enterprise applications. SilkPerformer is used to accurately predict the "breaking points" in your application and its infrastructure before it is deployed, regardless of its size or complexity. RGII has used LoadRunner and SilkPerformer to load test MHS application in a test environment. After analyzing these systems RGII can predict their scalability in the production environment and through their life cycle.

4.2.5.3 RGII Advantage

RGII’s advantage is our experience and success in supporting TIMPO and in our familiarity with the application, the analysis tools within the Tri-Service environment. RGII engineers are experts in performing such analysis and have built a reputation for success throughout the MHS.

4.2.6 Task 12 – Information Assurance Support

As critical as the ability of the MHS communications infrastructure to transport data, it is just as critical that that confidentiality, integrity, availability, authentication, and non-repudiation of the data traversing that infrastructure be protected. To this end, RGII will provide consultative engineering support to TIMPO Information Assurance efforts and programs to assist TIMPO in the planning, design, implementation, and secure the operations of the critical Information Assurance elements of the MHS infrastructure. 
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RGII will provide Information Assurance support to TIMPO (Figure 4-23) to ensure the infrastructure deployed by TIMPO in support of the MHS mission meets or exceeds the IA requirements of the DoD as set forth in DoD Directive 8500.1, DoD Instruction 8500.2 and other application regulations. RGII will provide engineering support to ensure that TIMPO IA products delivered to the MHS incorporate the latest advances in IA technologies, principles, practices, and are properly certified in accordance with US Government certification standards such as the NIST Federal Information Processing Standards (FIPS) and the National Information Assurance Partnership (NIAP) Common Criteria standards for product certification.  

4.2.6.1 Information Assurance Program Development Process

RGII’s IA experts stay abreast of the latest advances in information assurance technologies such as 802.11i (Encrypted Transmission of Wireless Data), 802.1x, (Access Control for Wired and Wireless LANs), and the effect of these technologies on both the currently deployed MHS infrastructure and the future plans for the infrastructure, such as, wireless technologies and IPv6. RGII will support TIMPO’s IA efforts by ensuring that as these standards reach maturity, they are included in the portfolio of TIMPO IA services and incorporated into TIMPO’s Information Assurance Framework.

RGII will maintain an IA laboratory environment in which the security architecture and configuration of military treatment facilities of each service are modeled. The IA laboratory will be used to test the veracity and applicability of newly acquired and emerging security technologies within the MHS IA environment. The IA laboratory will also be used to create models of recommended configurations and develop best practices for the implementation of MHS applications within service IA infrastructures. RGII will develop test plans that establish testing parameters for new IA products and will assist in the testing of these products either within the TIMPO IA laboratory or in cooperation with other testing facilities such as the DISA Joint Interoperability Test Command (JITC) and the MHS Advanced Technology Innovation Center (ATIC).

RGII will outline both emerging and existing technologies and their application to the current TIMPO enterprise architecture standards through crafting an Information Assurance Manual to serve as a guide to best practices and procedures to ensure optimum security of the MHS infrastructure. The manual will serve as a plan for the implementation of current and future Information Assurance technical advances into existing architecture and future architecture deployments. The Information Assurance Manual (Deliverable 13) will incorporate the best practices developed from the IA support outlined above and will provide a Capability Maturity Model (CMM) level 3/4 roadmap for standardized implementation of IA/Security C&CI architecture. 
4.2.6.2 IA Program Tools
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RGII’s engineers are subject matter experts in information assurance systems to include intrusion detection and prevention systems, firewalls, virtual private networks, proxy servers, and the various penetration and testing tools on the market (Figure 4-24). RGII engineers utilize the MNAL to replicate the security products that TIMPO deploys throughout the enterprise including Sidewinder, PIX and Netscreen firewalls; Alteon and Cisco switching/routing devices; and RealSecure intrusion detection systems. RGII’s ability to construct and utilize the devices within the MNAL for replication of real-life testing scenarios demonstrates RGII extensive engineering capabilities and the value RGII provides to TIMPO.

4.2.6.3 The RGII Advantage

RGII has an exemplary record of performance in support of TIMPO and MHS Information Assurance initiatives. RGII engineers have provided critical engineering support to large scale TIMPO IA initiatives such as:

MHS Business to Business Gateway: RGII engineers developed the requirements for the MHS B2B Gateway and provided engineering support that led to the success of both the pilot test and final implementation. The Gateway is one of the first MHS enterprise solutions and provides commercial healthcare partners the access they require to DoD medical systems to perform their healthcare support functions.  RGII’s detailed knowledge of DoD Information Assurance requirements, Authentication, Authorization and Accounting (AAA) functions, IPSec VPN implementation, IP traffic filtering and inspection technologies, and secure network design led to the successful implementation of this critical IA product that supports over six billion dollars of DoD healthcare operations. 

MHS VPN: RGII Engineers have led the way through the implementation of the MHS VPN, an IPSec virtual private network that provides confidentiality and security of Protected Health Information (PHI) while in transit across untrusted Wide Area Networks. During both the initial worldwide implementation of the MHS VPN and the follow on technical refresh of the VPN devices, RGII engineers have provided IA expertise to ensure the deployments, engineering, and daily operations of the MHS VPN provide the requisite security to meet the stringent requirements of the DoD and also the emerging requirements of the Health Insurance Portability and Accountability Act (HIPAA). 

RGII IA support to TIMPO has led to the development of a secure remote access initiative to expand the capabilities of the TIMPO providing a security suite to include the capability to provide secure remote access to MHS enclaves for both individual users and systems. This initiative was developed from a detailed knowledge of DoD requirements including DoD Ports and Protocols guidance and the application of Security Technical Implementation Guides (STIGs) to develop a secure remote access architecture that incorporated the best practices outlined in these and other documents. 

4.2.7 Task 13 – System Security Assessment

RGII will leverage its expertise with C&A of MHS systems to assist TIMPO in conducting C&A activities for TIMPO systems. In accordance with the instructions contained in DoD Instruction 5200.40, and the DoD Information Technology C&A Process (DITSCAP) Application Manual 8510.1-M, RGII will assist in the preparation of System Security Authorization Agreements (SSAA) and related documents and actions that lead to the accreditation of TIMPO systems. 

In addition to in-depth knowledge and experience with the current process for C&A of government systems, RGII is also well conversant with the emerging Defense Information Assurance C&A Process (DIACAP), the integration of the Mission Assurance Categories and security controls of DoDD 8500.1 and DoDI 8500.2 into the certification process, and will assist TIMPO in developing processes for migrating existing accreditations to the DIACAP as the DIACAP gains approval for implementation.

RGII will assist in organizing the teams (Program Managers, Designated Approval Authority, Certifiers and User Representatives) necessary to conduct certification activities including the development of the System Security Authorization Agreement (SSAA) Documentation (Deliverable 14).  Where necessary, RGII will conduct Type Certifications of systems to provide for exportable accreditation documentation that can be used by local site Information System Security Officers to accredit systems at local sites.  

4.2.7.1 System Security Assessment Process
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RGII will assist TIMPO in preparing the core DITSCAP documentation such as the SSAA, Security Features User Guide, Trusted Facility Manual, Risk Assessments, Contingency and Incident Response Plans, Memorandums of Agreement, and Security Awareness and Training documentation. RGII will assist TIMPO through the four phases (Figure 4-25) of the DITSCAP: Definition, Verification, Validation, and Post Accreditation by assisting in document preparation and coordination of the resources. 

Definition: In this phase of the C&A effort, RGII will assist in determining whether a standard or type accreditation is appropriate for the system. RGII will assist in preparing the phase one documentation including the mission description, description of the operational environment and threat, definition of the system architecture, the security requirements, and definition of the system boundary for TIMPO systems requiring C&A. Applicable security requirements from DoDI 8500.2 and other relevant security documentation such as STIGs, product Common Criteria and FIPS certifications and industry best practice documents will be identified and included for Phase two.

Verification: In this phase of the C&A, RGII will assist TIMPO in preparing certification test plans and procedures, conducting the vulnerability evaluation, performing certification test and evaluation (CT&E) and preparing the CT&E report. If the C&A effort is directed at type certification, the CT&E will be performed in a laboratory environment or at a selected representative MHS site.  

Validation: In the third phase of the C&A process, RGII will assist in certification activities to refine the SSAA as necessary and conduct a certification evaluation of the system. RGII will assist in Security Test and Evaluation, penetration testing, TEMPEST and RED-BLACK evaluation, COMSEC compliance evaluation, system management analysis, site accreditation survey (as required), contingency plan evaluation, and a risk management review. 

Post Accreditation: RGII will assist TIMPO in monitoring the post accreditation status of TIMPO deployed systems. This phase will include assistance in the implementation of type accreditation into site C&A documentation at deployed sites, assistance with service level accreditation or networthiness activities. RGII will assist in activities required to continue to operate and manage the system so that it will maintain an acceptable level of risk. Post accreditation activities may include ongoing maintenance of the SSAA, system operations, security operations, configuration management, and compliance validation.

4.2.7.2 The RGII Advantage

RGII has a rich history and successful track record of providing C&A support to both TIMPO and to other applications of the Military Health System. RGII provides C&A support to the MHS Information Assurance Program Office and the Navy Medical Information Management Center (NMIMC). RGII prepared the present SSAA for the TIMPO San Antonio network and is preparing to conduct follow-on C&A activities for the next generation network recently installed at TIMPO San Antonio. 

RGII developed, implemented, and maintained an Information Security/Assurance program for BUMED and NMIMC. The initial activity for BUMED/NMIMC required the development of a plan that identified the required documentation, hardware, and software to support the formal accreditation process for them to achieve AIS C&A under MHS and DITSCAP guidelines and the timeline for the implementation. This effort included developing and implementing an IA program, including: policy creation, evaluating new system designs for adequate security controls, educating users with Computer Based Training (CBT), establishing internal and external access and authentication technologies, establishing and implementing network intrusion processes and devices, developing and preparing incident response procedures, deploying firewalls, conducting qualitative and quantitative risk assessments, conducting and documenting all processes for system certification, and conducting continuity of operations (COOP) and disaster recovery planning.

Since achieving C&A in 1999, major changes occurred to the NMIMC/BUMED network, thus, DITSCAP procedures required recertification of the network. RGII prepared a Plan of Action and Milestones (POA&M) describing tasks to be performed, and due dates for required documentation to successfully complete actions required for C&A. Using the Telos XACTA Web C&A tool and the DITSCAP guidelines, RGII completed the certification package and achieved full accreditation (Authorization to Operate - ATO) in less than 60 days. In February 2004, RGII also conducted a C&A using DITSCAP to recertify the NMIMC/BUMED network and achieved full accreditation. 

As a subcontractor to SRA, RGII Technologies also developed C&A packages for the Centers of Disease Control’s (CDC) critical infrastructure systems, approximately twenty-five systems.  The C&A packages developed by RGII included a risk assessment, System Security Plan, and a Plan of Action and Milestones. 

The C&As were performed using the NIST SP 800-30 methodology. Using NIST SP 800-30 and the CDC’s own methodology, RGII developed lists of threats, vulnerabilities, consequences, and risk levels and priorities. RGII was also required to identify appropriate controls to mitigate the risks identified in the risk assessment. The C&A process required interviews with numerous government representatives to determine any informal or undocumented controls that were currently in place, and documented the controls in accordance with NIST standards. RGII was required to develop test procedures to verify that controls identified in the system security plan were in place and functioning effectively.

4.2.8 Task 14 – Technical Studies and Analyses

RGII continues to provide TIMPO with studies and analyses of emerging technologies that will or may impact the Military Health System (MHS) infrastructure. The objective of these reports is to relate emerging areas of interest to the infrastructure technologies/services that TIMPO provides in order to ensure that military treatment facilities (MTFs) offer quality patient healthcare. Because infrastructure technology continues to evolve very rapidly, advancements can enhance TIMPO’s ability to provide a more efficient infrastructure. All studies and analyses will be consistent with life cycle management principles. RGII is uniquely qualified to conduct technical studies for TIMPO because RGII is not involved in the development of technical products for the MHS. Therefore, RGII does not have an organization conflict of interest or the appearance of having an organization conflict of interest. 

4.2.8.1 Technical Studies and Analyses Process

RGII will perform an annual analysis of the available emerging telecommunication technology and trends. The analysis will include emerging technologies that are deemed to have a potential impact on the MHS telecommunication architecture worldwide. 
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Figure 4- describes the process for identifying the emerging technologies and conducting the analysis. The initial step in the process is to identify the emerging technologies that will be reviewed. Suggestions of emerging technologies are collected throughout the year from various sources. Topics are solicited from the TIMPO engineering and program management staff. Additional input is solicited from key personnel at the MTFs who have participated in the Network Readiness Assessments. Other industry leaders who are knowledgeable of the trends in telecommunication technologies, such as the Gartner Group, will also be solicited.  Once RGII consolidates the topics collected during the year of potential technologies, the list is submitted to the government for review. From the list RGII will work with the government to identify the candidate technologies thought to provide the most substantial benefit to the MHS. Once the emerging technologies are selected RGII will perform an in-depth analysis on each subject. The results of the analysis are documented in the C&CI Technology and Trends Study (Deliverable 15). The document is submitted for technical and peer review within RGII prior to submittal to the government for review and approval. Each section of this report addresses the key components, capabilities, and strategies that form the foundation of each technology and its implementation. Understanding these technologies and their implications is key to TIMPO’s continued success in providing telecommunication solutions to the MTFs. 

4.2.8.2 The RGII Advantage
RGII engineers are skilled professionals with organizational affiliations which promote technological advancement and integration of new technologies. RGII has demonstrated the value of the C&CI Technology and Trends Study by previously addressing such technologies as Internet Protocol version 6 (IPv6) and broadband wireless Ethernet both of which are currently being deployed throughout the MHS. By identifying these technologies at infancy, RGII has provided TIMPO the advantages of advance notification of trends and potential impacts. In the case of wireless technologies, RGII engineers have formulated a workgroup, testing schedule and implementation plan. RGII engineers are also an integral component of deploying IPv6 by supporting workgroups, leading sub working group teams, and developing deployment strategies and implementation timelines.
4.2.9 Task 15 – TIMPO Infrastructure Architecture Documentation and Planning
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RGII recognizes that success is based on knowledge of the Federal Enterprise Architecture Model ( FEAM), DoD’s Enterprise Architecture Model, proper planning, and that successful infrastructure planning is based on an understanding of the “as is”, the drivers that influence the architecture, the “to be”, and controlling and documenting the transformation from the “as is” to the “to be”. RGII plays an essential part in the development and documentation of the MHS infrastructure (Figure 4-27) through the deliverables such as the Emerging Technologies Report, the Infrastructure Architecture Report, and the Long-Range Architecture Report. 
4.2.9.1 TIMPO Infrastructure Architecture Documentation and Planning Process

RGII engineers and technical writers maintain an exceptional breadth of knowledge and understanding of TIMPO infrastructure requirements. RGII has successfully delivered multiple enterprise and carrier-class solutions that include interoperability, collaborating, and partnering with other supporting organizations. 

RGII’s approach to Infrastructure Architecture documentation is based on both qualitative and quantitative principles focused on developing an accurate depiction of TIMPO’s core business competencies. Our approach includes a comprehensive overview of the “as is” physical and logical infrastructure components. Infrastructure Architecture documentation is assembled throughout the year and culminated in a comprehensive report, Infrastructure Architecture Report (Deliverable 16).

The scope of the report includes qualitative and quantitative TIMPO business initiatives that support the Infrastructure Architecture to include but not limited to:

	Qualitative
	Quantitative

	· Deployment and Design achievements

· Central Computing Center strategies

· Military Treatment Facility Staffing

· Sparing and Maintenance

· Compliances and C&A

· Information Assurance

· Configuration Control Boards

· MHS Help Desk

· Capacity Planning and Studies

· End to End Network Performance Testing
	· WAN Architecture

· Last Mile Design

· LAN Architecture

· Partnership Gateways

· Infrastructure Forecasting


The process in which RGII will capture and document the Infrastructure Architecture consists of the following:

· Data Collection – Collect and assemble annual data from TIMPO partnering organizations. This will entail meeting with each of the government taskers, other TIMPO partners and compiling pertinent information that supports the above initiatives.

· Validation – Validate current architectural designs, MHS policies, and technical initiatives to ensure the Infrastructure Architecture report depicts the TIMPO and MHS standards and criteria.

· Report – Develop the Architecture report to include quantitative measurements such as device numbers, VPN tunnels, circuit status, and percent of uptime availability

· Forecast – Predict and report upcoming TIMPO initiatives that may impact the Infrastructure Architecture short-term and near-term goals.

As an additional and critical component of the Infrastructure Architecture, it is imperative to be able to forecast long-term planning and predictions of requirements, certifications, accreditations, and initiatives that may impact the future business infrastructure requirements. The Long Range architecture is driven by many factors including: new requirements, evolving policies, technology enablers, standards evolution and numerous other initiatives as illustrated below (Figure 4-28). As a result, RGII proposes a comprehensive solution towards developing and sustaining a smooth transition into the future, Long Range Architecture Development and Transition Plan (Deliverable 18). 
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Figure 4-28: Architecture Migration 
RGII’s vision is to support TIMPO in developing a four phase approach to achieving smooth transitions into new infrastructure architecture. These phases include the following tasks:

· Assessment – During the assessment phase information is gathered for both the infrastructure and the application. Infrastructures are built upon application requirements. For example the CHCS II application had a performance requirement that could not be met using NIPRNet, as a result, a performance-based COI network was established to support Mission Essential/ Mission Critical application services.

· Research and Development – Following the assessment and requirements definition process information collection occurs. Such tasks in this area include product/service selection, decision papers, white papers, defining performance requirements, cost modeling, and concept of operations.

· Collaboration – During collaboration RGII will work with TIMPO, Program Offices, Program Management, and critical partners to ensure the best possible solution. Additionally, alternative approaches shall be clearly defined and incorporated into the long-term plans of a given project or task.

· Execution – Upon achieving collaboration from critical partners’ RGII will execute project management plans and schedules while maintaining quality control over and risk mitigation strategies over the entire development process. 

RGII is currently the lead TIMPO contractor in developing new initiatives such as Wireless and Secure Remote Access. 

4.2.9.2 TIMPO Infrastructure Architecture Documentation Change Management

RGII applies Configuration Management principles in maintaining the “as is” and “to be” architectures. It begins with identifying, assessing and recommending change, submitting recommendations to appropriate configuration control boards, tracking recommendations through status accounting, and performing periodic audits to ensure that the configuration of the network is as intended, see Figure 4-29. Applying these elements to integration activities promotes a commitment to management, technology forecasting, planning, policy, and preventative maintenance measures. The results of applying these elements produce process improvement and office efficiency, reduces risk, and increases cost savings.

RGII recognizes that successful Configuration Management applies all four principles of CM: configuration identification, configuration control, status accounting, and audits. RGII’s status accounting includes tracking all versions of hardware, software, documentation, processes, procedures, and all other components of the IT environment under the control of change management. RGII will document the change control process in the Infrastructure Change Control Document (Deliverable 17). 
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Figure 4-29 Architecture Change Management Process

4.2.9.3 The RGII Advantage

RGII has provided technical management support to include the execution and documentation of successful deployment of such enterprise-wide initiatives as the B2B Gateway, CHCS II deployment, MHS VPN design and deployment, and is currently supporting such initiatives as IPv6 and Wireless Ethernet. 

4.2.10 Task 16 – Office Automation and Troubleshooting Support Services

RGII will provide technical automation and troubleshooting support services for TIMPO Government Furnished Equipment (GFE) to include support for Video Teleconference (VTC) systems, the MNAL and other GFE as requested. RGII engineers will also continue to provide technical management support to government personnel for TIMPO GFE by troubleshooting hardware and software related issues as required (Figure 4-30), as well as continue to maintain an inventory list of TIMPO GFE. 
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Figure 4-30: Office Automation and Troubleshooting Process

RGII web development staff provides inventory reporting and data repositories as a component of the TIMPO Partner web site. The web-based system developed by RGII provides real-time reporting and asset availability and location capabilities. 

4.2.10.1 The RGII Advantage

RGII offers a distinct advantage to the government as RGII engineers successfully managed the installation of the existing VTC equipment in One Skyline Place, Suite 1301 and the subsequent relocation and extension of such equipment to One Skyline Place, Suite 1000. RGII engineers are inherently familiar with the current configuration of these VTC systems and their current configurations. 

RGII is prototyping the concept of extending the capabilities of the current configuration by adding IP-based functionality to the existing configuration, thereby allowing VTC sessions with Internet-based clients and extending the functionality beyond the current ISDN functionality.

4.2.11 Task 17 – TIMPO Web Design and Maintenance

RGII recognizes that TIMPO maintains a public web site on the TRICARE Management Activity (TMA) public Internet web server, and the PEO of the MHS/Information Technology Organization (ITO) has directed its program offices to eliminate publicly accessible information that may provide a security risk. As a result of this guidance, TIMPO created a private Extranet web site that is known as the TIMPO Partner Portal. (Figure 4-31)
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As the original developer of the Partner Portal web site, RGII is thoroughly familiar with the underlying technical architecture and maintains an established relationship with HA network support staff where the Partner Portal resides. RGII will continue to develop, maintain, update and manage the Partner Portal including the TIMPO Website Maintenance SOP (Deliverable 19) using a dynamically generated information delivery system that generates web pages from information stored in back-end databases. RGII developed this model to provide a mechanism for fast and efficient updates to content through web forms, as well as configuration management processes that are integrated into the supporting databases. This process eliminates the excessive time required to create conventional web pages. By delivering dynamic content and implementing a template approach, RGII is able to create as few as five templates to maintain the entire TIMPO Partner Portal web site. Changes made to any of the templates are replicated throughout the entire site thereby eliminating the requirement to modify individual pages. Figure 4-31 illustrates a data entry form for a news article and the subsequent dynamically delivered page is illustrated in Figure 4-32.  
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The MI-CCB calendar is another example of the benefit of utilizing dynamically generated content. This calendar is currently populated through the use of a web form. RGII designed the MI-CCB calendar, so that the Defense Information Systems Agency (DISA) support staff located in Ohio, can enter data into a web form and have that data instantaneously available to global Partner Portal users. Currently, the Partner Portal contains change request forms, a library of “signed” documents (SOPs, CONOPS, plans … etc.), a personnel roster, weekly activity reports, duty calendars, project support information (CHCS II performance data) and the MI-CCB forecast calendar. 

4.2.11.1 Web Tools

RGII recognizes the Partner Portal is developed on Microsoft and Macromedia platforms. Subsequently, RGII engineers are both Microsoft Certified Systems Engineers and Macromedia certified in Cold Fusion development. RGII engineers are also skilled in other web technologies and graphics tools such as Photoshop, Java, Visual Basic, ActiveX, Oracle and XML. 

4.2.11.2 The RGII Advantage

TIMPO is moving to an Oracle Collaboration Suite (OCS) that provides both a web-based collaboration tool and a document management system. RGII recognizes the significant capabilities of this technology and the significant technological challenges that must be overcome for a successful implementation of such technology. 

· RGII engineers will be an essential part of this migration by:

· Maintaining the underlying databases for the TIMPO Partner Portal

· Providing expertise in both database technologies

· Continuing a working relationship with Health Affairs (HA) network support staff required to facilitate an incremental migration from the Partner Portal to the OCS

· Maintaining and implementing the existing VTC equipment that will support the OCS

4.2.12 Task 18 – Transition and Orientation Support

RGII continues to support TIMPO and its mission to provide customer-centric, secure C&CI products and services to enhance military health care operations. As the incumbent, RGII will not require a Phase-In or incoming transition plan. If awarded, the current staff and management team will continue to operate under their existing roles and responsibilities. If not awarded, RGII will support the transition. It is recognized that the transition may be to a Government entity or another contractor at the end of the period of performance. RGII will submit a transition or Phase-Out Plan within thirty days following notification of intended termination.  

The Phase-Out Plan to ensure a smooth transition to the new contractor. The following items will be included in the Phase-Out plan (Deliverable 20):

· Coordination with Government representatives for each task area

· Inventory, review, evaluation and transition of current program management items such as: hardware/software, equipment, pagers, cell phones, calling cards, data/databases, procedural manuals/guidelines, and operation instructions

· Inventory and transition historical data, e.g. memos, letters, correspondence, regulations, reports, documents, and the contract document library.

· Inventory and transition agreement documents, e.g., software licensing agreements, Memorandum of Agreements/Understanding, and Inter Service Agreements.  

· Orientation phase and program to introduce Government personnel, programs, and users to the Contractor's team, tools, methodologies, and business processes. 

· Lessons learned captured during the previous period of performance.

RGII will establish a Transition Team, lead by the Program Manager and Quality Control Specialist, to oversee and insure a smooth transition.  We recommend starting the transition 30 days prior to the end of contract. RGII will begin working with the new contractor to review documentation, equipment logs, and hardware and software inventories to affect an orderly knowledge transfer. 

5 Past Performance

RGII offers a unique blend of outstanding, relevant capability and experience for consultative support and information technology (technical) expertise. We have provided program and engineering expertise to TIMPO for the last seven years specifically in the areas of planning, design, testing, troubleshooting, and assessment of communications and computing infrastructure, and contract consultation work including “end-to-end” performance analysis, including local area networks (LANs), client workstations/end user devices (EUDs), wide area networks (WANs), servers, and network protection/security devices. Our support services have been demonstrated not only at TIMPO, but also in a wide array of customer contracts. RGII uses disciplined, repeatable processes and procedures to ensure quality. Moreover, our strong commitment to total customer satisfaction sets us apart from other companies and this drives us to continuously improve our techniques and results in timely delivery of cost-effective products and services, exceed our clients’ expectations. 

RGII has identified three (3) projects, described in Appendix B, as required by the TIMPO Technical Management Support Services Instructions and described in Figure 5-1 below.  This experience contributes significantly to our corporate ability to execute the proposed work in a cost-efficient manner, while delivering a product that exceeds the expectations of our customers. RGII’s success is a direct result of building upon two important assets—personnel and performance, with management processes that incorporate a complete framework of contract compliance, quality assurance and controls, and best client partnership practices. Likewise, each of these projects clearly demonstrates a commitment by RGII to deliver quality products and services to our clients.

	TASKS
	TIMPO
	TMI&S
	NOAA

	Subcontractor Expenditures Plan
	(
	
	(

	Work Breakdown Structure (WBS)
	(
	
	(

	Contractor Project Management Plan (PMP)
	(
	
	(

	Monthly Performance and Progress Report (MPPR)
	(
	(
	(

	Project Briefings
	(
	(
	(

	Input for Program Management Support
	(
	
	(

	LAN Upgrade Support
	(
	
	(

	Network Readiness Assessments
	(
	(
	(

	Multi-Purpose Network Assessment Lab (MNAL) Support
	(
	
	

	*C&CI Troubleshooting
	(
	
	(

	Assessment of Technical Services and Products
	(
	
	(

	Information Assurance Support
	(
	(
	(

	System Security Assessment
	(
	(
	(

	Technical Studies and Analyses
	(
	(
	(

	TIMPO Infrastructure Architecture Documentation and Planning
	(
	(
	

	Office Automation and Troubleshooting Support Services
	(
	
	(

	TIMPO Website Design & Maintenance
	(
	(
	(

	Transition & Orientation Support
	(
	
	(


*Computing and Communications Infrastructure

Figure 5-1:  Breadth of RGII Contract Performance

6 Deliverables

	DEL #
	Proposal Ref#
	Title
	DIST
	E
	H
	Initial
	Subsequent

	1
	Upon Award
	Non-Disclosure Agreement
	CO

COR-DO
	
	1

1
	Signed statements will be delivered from each employee assigned, prior to beginning any work.

	2
	4.1.1
	Subcontract Expenditures Report
	CO

COR-DO
	1

1
	1

1
	NLT 45 DACA
	If necessary, RGII will submit all expenditures on this order within 5 days of completion of the order.

	3
	4.1.2
	Work Breakdown Structure
	COR-DO
	1
	1
	NLT 10 DACA

	4
	4.1.3
	Contractor Project Management Plan
	COR-DO
	1
	1
	NLT 10 DACA

	5
	4.1.4
	Monthly Performance and Progress Report
	COR-DO
	1
	1
	NLT 45 DACA
	NLT 15th of each month

	6
	4.1.6
	Monthly Technical Support IPR Briefing 
	COR-DO


	1


	1


	NLT 45 DACA
	NLT 15th of each month

	7
	4.2.1
	LAN Upgrade Design Report
	COR-DO
	1
	1
	NLT 5 DA tasked

	8
	4.2.2
	Network Readiness Assessment Manual
	COR-DO
	1
	1
	NLT 30 DACA
	Update every 6 months

	9
	4.2.2
	MTF-specific Network Readiness Report
	COR-DO
	1
	1
	NLT 5 DA completion of readiness review

	10
	4.2.3
	Multi-Purpose Network Assessment Laboratory Operations Guide
	COR-DO
	1
	1
	NLT 50 DACA
	Update every 6 months

	11
	4.2.4
	C&CI Troubleshooting Report
	COR-DO


	1
	1
	NLT 5 DA after resolution

	12
	4.2.5
	Technical Services and Products Assessment Report
	COR-DO
	1
	1
	By Government date specified (will vary)

	13
	4.2.6
	Information Assurance Manual

Draft 

Final
	COR-DO


	1
	1
	NLT 60 DACA

NLT 80 DACA
	Update every 6 months

	14
	4.2.7
	TIMPO SSSA Documentation
	COR-DO
	1
	1
	By Government date specified (will vary)

	15
	4.2.8
	C&CI Technology and Trends Study

Draft 

Final
	COR-DO
	1
	1
	NLT 30 DACA

NLT 60 DACA
	Update annually

	16
	4.2.9
	Infrastructure Architecture Report

Draft 

Final
	COR-DO
	1
	1
	NLT 90 DACA

NLT 120 DACA
	Update every 6 months, or more often, as directed

	17
	4.2.9
	Infrastructure Change Control Document

Draft 

Final
	COR-DO
	1
	1
	NLT 90 DACA

NLT 120 DACA
	Update annually

	18
	4.2.9
	Long Range Architecture Plan

Draft 

Final
	COR-DO
	1
	1
	NLT 80 DACA

NLT 110 DACA
	Update at least annually, or more often, as directed

	19
	4.2.11
	TIMPO Website Maintenance SOP
	COR-DO
	1
	1
	NLT 30 DACA
	Update annually

	20
	4.2.12
	Transition Plan
	COR-DO
	1
	1
	As required
	Update annually


7 Contract Administration Data

7.1 Place of Performance

As indicated in the Statement of Work (SOW), RGII will perform the work identified within the SOW in contractor provided office space located in One Skyline Place, Suite 1301, so as to provide the most logistically suitable location to the government.  Additionally, this office space is pre-wired for connectivity to the Health Affairs Computer Network; contains a telephone system that is programmed with telephone numbers that are known to TIMPO customers; and has an existing computer lab for testing and evaluations.  RGII will absorb the costs for this office space within the discounted offsite rates. For RGII staff in San Antonio, RGII accepts the government’s offer to continue providing office space (Read Hall, Ft Sam Houston) in close proximity to the government task leads for this activity.  

7.2 Period of Performance

RGII understands that the period of performance for this effort is anticipated as December 15, 2004 through December 14, 2005, referred to as the base year.  This effort includes three (3) option years, which may be unilaterally exercised by the Government.  As the incumbent, our current period of performance ends 31 December 2004. Should RGII win this recompete, it is recommended that the contract base year period of performance be adjusted to 1 January 2005 through 31 December 2005. 

7.3 Contractor Travel

All travel will be performed at the direction of the Government and will be performed in accordance with DoD Joint Travel Regulation (JTR) guidelines, as supplemented by RGII policies.  Arrangements for and costs of all travel, transportation, meals, lodging, and incidentals are the responsibility of RGII.  Travel costs will be incurred and billed in accordance with FAR Part 31 and reimbursed in accordance with the standard per diem rates in the DoD JTR.. Costs for these expenses will be reviewed and certified by the COR-DO and approved by the Contracting Officer.  All travel and transportation will utilize commercial sources and carriers provided the method used for the appropriate geographical area results in reasonable charges to the Government.  

8 Other Terms and Conditions

8.1 Organizational Conflict of Interest

TMA has categorized all non-purchased care requirements into three broad categories, as defined below, for purpose of identifying, avoiding, or mitigating Organizational Conflict of Interest (OCI) in accordance with FAR Subpart 9.5.  RGII is a single category Offeror/Contractor under the OCI and is required to perform a comparative analysis of the TIMPO Technical Management Support Services (defined as Category 3 work in the solicitation) with all other work in which we support TMA in either Category 1 or Category 2.  Appendix C of this proposal provides the results of that analysis resulting in no conflict of interest and the OCI certification statement.

8.2 Information Assurance

RGII will continue to follow appropriate administrative, technical, and physical safeguards to protect any and all Government data, to ensure the confidentiality, integrity, and availability of government data.  As a minimum, this will include provisions for personnel security, electronic security and physical security.

8.3 Enterprise Architecture

RGII will continue  to adhere to the goals, standards, guidelines, products and processes established and approved by the MHS Enterprise Architecture Board, Chief Enterprise Architect or higher level of authorities as described in Tab A (Information Technology Execution Types of contracts) and Tab B (Program Management Support) of the Memorandum for the Standard Contract Language on Enterprise Architecture.

8.4 Protection of Information

RGII will adhere to the no dissemination or publication requirement, except within and between the vendors or specified Integrated Product/Process Team (IPT) members who have a need to know, of information developed under this order or contained in the reports to be furnished pursuant to this order without prior written approval of the TMA TM or the Contracting Officer.  All RGII personnel attending meetings, answering Government telephones, and working in other situations where their contractor status is not obvious to third parties are required to identify themselves as such.  We will ensure that all documents or reports produced by RGII are suitably marked as RGII products or that contractor participation is appropriately disclosed. RGII personnel will wear company badges during all meetings and TMA provided contractor badges in Government spaces. RGII will sign, submit and adhere to the Non-Disclosure Statement (Deliverable 1). 

8.5 Contractor Access to Classified Information

RGII understands that we will not be required to access classified data to perform the work outlined.

8.6 Data Rights

RGII understands that the Government, for itself and such others as it deems appropriate, will have unlimited rights under this contract to all information and materials furnished to the Government and documentation thereof, reports and listings, and all other items pertaining to the work and services pursuant to this agreement including any copyright.   RGII understands that the Government will at all reasonable times have the right to inspect the work and will have access to and the right to make copies of the above-mentioned items.  All digital files and data, and other items generated under this contract, shall become the property of the Government

8.7 Government Furnished Equipment (GFE)/Information and Facilities

8.7.1 Government Furnished Equipment/Information

As the incumbent, the Contractor acquired Government owned property (CAP) or information currently in use will satisfy the requirements for this SOW. RGII does not anticipate any additional equipment or information – government or contractor furnished. A CAP inventory will continue to made available. 

8.7.2 Government Furnished Facilities:

RGII understands that the government will provide two (2) spaces for personnel in San Antonio and does not anticipate requiring other resources. 

8.8 Section 508 Requirement

RGII will continue to comply with Section 508 of the Rehabilitation Action of 1973 (29 U.S.C. 794d).

8.9 Other Special Considerations 

8.9.1 Information Resources.  

RGII understands that TIMPO personnel will be available to provide technical input, answer questions, review completed work and provide feedback.  RGII will cooperate in the overall project and understand that time is of the essence, particularly regarding requests for documentation and informational meetings.

8.9.2 Documentation.  

RGII understands that all provided documentation will remain the sole property of the Government and will be returned upon completion of this delivery order.

8.9.3 Hours of Work.  

RGII will provide coverage to customer agency normal operating hours of 0730 to 1700 each business day (excluding official Government holidays), but also understands that flexible working hours will be required, for example, during periods of travel or in a travel status, resolving issues for TIMPO customers that are located in different time zones, issues requiring elongated support (i.e. NNMC Bethesda etc.). 

8.10 Applicable Documentation, Definitions, and Reference Documents

RGII will comply with the SOW compliance and referenced documents for specifications, standards and guidelines in continuing to perform the work outlined in the SOW. 

APPENDIX A – Resumes
	Personnel 
	Labor Category
	Degree
	Certification
	Yrs Exp

	Paul Brown
	Adv Tech Program Manager
	BS
	CCNA, MCSE + Internet, MCP
	16

	Curt Edsall
	Adv Tech Project Manager
	BA (Candidate)
	CISSP, CCNP, CCNA
	20

	Rob Brown
	Adv Tech Project Manager
	BS
	CCNA, CCSA
	10

	Cynthia Towers
	Adv Tech Project Manager
	BS
	ISO 9000 Auditor, CM
	20

	Charles Johnson
	SME Technology Expert 3
	BA
	 
	20

	Anand Karunakaran
	SME Technology Expert 3
	MS, BA
	CCNA, MCSE, MCP
	15

	Dave Mills
	SME Technology Expert 3
	 
	CCNA, MCSE, NET+, A+
	9

	Kevin Jana
	SME Technology Expert 3
	MS (Candidate), BS
	CCNA
	6

	Eric Jackson
	SME Technology Expert 3
	BS
	CCNA, IT PMP 
	10

	Bob Bettis
	SME Technology Expert 3
	BS (Candidate)
	CCNA, MCSE
	25

	Joe Nelson
	SME Technology Expert 3
	BS (Candidate)
	 
	20

	Masudal Hasan
	SME Technology Expert 5
	BA
	CCNA
	22

	Richard Perry
	SME Technology Expert 5
	BS
	CCNA
	18

	Resource Pool
	SME Technology Expert 5
	BS
	 
	20


Paul Brown – Advance Technology Program Manager

Summary

Over sixteen years of management and technology integration experience in the corporate and military medical environments.  Proven leadership in operational staff activities, program management, business processes analysis, product development, marketing, consulting, training and customer relations.  Technical engineering skills include Systems Development and Network Engineering.  Core technical competencies include: network analysis and performance tools, network security tools, network design and management tools, database development, web development, graphic design, and computer systems assembly and repair. 

Providing management and engineering oversight for enterprise-wide initiatives for global Virtual Private Network (VPN) Deployments, Business-to-Business (B2B) Gateways, Network Readiness Assessments (NRA), Information Assurance, Internet Protocol Version 6 (IPv6) Transition, Web Portal Transition, Multi-Purpose Network Lab (MNAL) Development, Blade Server Deployment and Wireless Ethernet Deployment.

Education

· BS, Business Management, Rutgers University

Certifications

· Certified CISCO Network Associate

· Microsoft Certified Systems Engineer + Internet

· Microsoft Certified Professional

Work History

Program Manager/Senior Network Engineer, RGII Technologies, Inc., (2002 – Present)

Provides program and technical management support services to the Tri-Service Infrastructure Management Program Office (TIMPO).  Manages 18 full-time employees  in engineering, personnel , acquisition support and program management  specifically, project management: expenditure planning, work breakdown structures, project management planning, performance reporting, and project briefings. Provides engineering subject matter expertise in networking technologies, information assurance, communications troubleshooting, application development, and systems integration projects. Provides development of TIMPO extranet web site effort in accordance with DoD policy. Provided program management support to the Air Force Surgeon General’s Medical Information Office Information Assurance Program.  Provided management oversight and engineering expertise for information assurance team that performing NRAs for Air Force application deployment. Provided program management  and web design development support to the Naval Hospital Naples, Italy Intranet web server project.  Also, provides liaison role between functional components and developers to assure project is within scope.  Provides application development.

Director of Information Assurance, TeamBi Solutions, Inc., (2001 – 2002)

Guided the Information Assurance Division of a multi-million dollar corporation.  Oversaw Information Assurance projects including: program management, financial stability, deliverable schedules, customer satisfaction and status reporting to corporate directors.  Participated in the development of an employee database to facilitate the administration and distribution of security badges for employees. Lead the C&A (C&A) of the Veterans Health Administration Corporate Office (VHA CO) Internet Gateway contract.  Participated in the network diagram development, infrastructure analysis, risk assessment, firewall certification, penetration testing, sniffer log analysis, and documentation effort.  Documentation included: Internet Security Policy, Rules of Behavior, Test/Evaluation and Certification Plan, Independent Gateway Security Plan, Risk Assessment, Contingency Plan, and System Security Policy.

Directly participated in Information Assurance analysis efforts for the Air Force Surgeon General’s Medical Information Office.  Analysis included the security posture of :  Wireless LANs, Personal Digital Assistants, Remote Access Solutions, Virtual Private Networks, Windows 2000, Public Key Infrastructure, Air Force Portal, and Automated Information Systems.

Computer Systems Analyst, RGII Technologies, Inc., (1999 – 2001)

Task lead for Military Health System (MHS) Technology Management, Integration and Standards (TMI&S) Web Site and Database directorate. Directed and participated in the development of TMI&S web site. Directed and participated in the development of database applications: to process the DoD Information Technology Security C&A Process (DITSCAP) for TMI&S systems; to schedule and track meetings for the Technical Integration Working Group (TIWG); and to track DITSCAP Non-Classified IP Router Network (NIPRnet) circuits.  Directed the development of the Naval Aviations Systems (NAVAIR) database for the AV-8 engineering project.

Provided technical analysis support for Information Assurance (IA) issues: electronic commerce in the MHS environment; mobile code and it’s impact on security in the LAN/WAN; the use of “cookie” to collect data on government web sites; and numerous other security related issues.

Performed Y2K system analysis for Department of Defense (DoD) TRICARE Management Activity (TMA).  Analyzed the following DoD automated information systems applications: Centralized Credentials Quality Assurance System (CCQAS), Composite Health Care Systems (CHCS), Defense Military Logistics Standard Support (DMLSS), Occupational Health Management Information System - Medical Information Module (OHMIS-MIM), and Standard Personnel Management System II (SPMSII).  Provided oversight on Defense Military Logistics Standard Support Functional Readiness Assessment (DMLSS-FRA) that included end-to-end systems testing between DoD and Prime Vendors.  Provided on-site Y2K readiness assessment of Managed Care Support Contractors (MCSC) throughout the continental United States.  Participated in the Navy Inspection General Activity (IG) of Medical Treatment Facilities in Italy, Sicily, Spain, and Iceland.  Designed and developed Y2K incident reporting database for Health Affairs Y2K Situational Awareness Team Transition Operations Center (SAT-TOC).  Developed and instructed training course for SAT-TOC database.  Contributed to the development of the SAT-TOC Concept of Operations and Standard Operating Procedures manuals.  Established real-time activity monitoring connectivity between the Tri-Service Medical Systems Support Center (TMSSC) military help desk center in San Antonio, TX and the SAT-TOC.  Created user’s manual for TMSSC monitoring system.

Consultant, Enhanced Business Solutions, Inc., (1994 – 1999)
Business network installations and integration services including:  LAN/WAN design, installation, business process evaluation, and software integration/interoperability.  Provided clients with turnkey LAN/WAN business systems. Provided managerial and technical oversight for troubleshooting.  Assisted clients with the development of strategic business and technology planning.  Provided oversight for virtual help desk services.  Assisted clients with assessments of leadership, management, business development, team building, goal setting, benchmarking, metric development, and program implementation emphasizing total quality management. 

General Manager, Wharton Supply of Virginia, Inc., (1991 – 1999) 

A unique opportunity to multitask general management responsibilities of a multi-million dollar corporation and perform Network Administration tasks for what grew to be a 50 user LAN/WAN environment.  Responsible for integrating desktop Personal Computer technology into a DEC legacy system.  Introduced technology to increase performance of existing bandwidth and add digital voice capacity while reducing telecommunications costs.  Developed Paradox database application for front end processing of legacy applications. Associated systems: DEC Alpha WAN, integrated NT Business BackOffice Server / Netware 3.12 LAN, Micron Multiplexers integrated with AT&T Legend phone system.

Contract Sales Integration, Wharton Hardware & Supply Corp., (1981 – 1999)

Integrated DEC/VAX 11780 platform into industrial supply contacts negotiations with major industrial accounts, such as Bechtel Construction, Getty Refining, Mobil Oil and Texaco Inc. in the Delaware, New Jersey and Philadelphia tri-state market. Implemented Customer Product Data (CPD) processes to correlate customer contracts with legacy inventory system.

Curtis C. Edsall – Advanced Technology Project Manager

Summary

Senior engineer with a wide breadth of technical experience with ten years of network engineering and information assurance consulting and a twenty year career in the US Army in intelligence and operations.  Designer of carrier class solutions to network and security requirements.  Sharply honed technical skills spanning a broad range of information technology.  Skilled in project definition, management, and on-time delivery of complex projects in a wide variety of vertical markets.   Excellent oral and written communication skills.   

Education

· BA (Candidate), Nazarene College

Certifications

· Certified CISCO Network Associate

· Certified Information Systems Security Professional (CISSP #4874)

· Certified CISCO Network Professional

Skills

· Multiple vendor packet filtering and application gateway firewall devices

· LAN/MAN/WAN planning, design, implementation, and operation

· Unix - Solaris v 2.6 to 10, Linux, HP-UX v11; Advanced UNIX System Administrator  (SAGE Guidelines)

· Secure implementation of Microsoft Windows - all versions 

· Multiple vendor IPSec VPN solutions

· Multiple vendor network equipment (switches, routers, security devices)

· Multiple vendor AAA solutions (RADIUS/TACACS+)

· Multiple vendor two factor, token based authentication systems 

· Extensive experience in IP networking, security, services, and protocols:  IPv4, IPv6, OSPF, AH, ESP, ISAKMP/IKE, TCP, UDP, ICMP, BGP, EIGRP, RIP, DNS, SMTP, SNMP, SSH

Work History

Senior Network Security Engineer, RGII Technologies, (2002 – Present)

Provides technical management advisory and assistance support services to the DOD Tri-Service Infrastructure Management Program Office (TIMPO) on information technology and information assurance and system security support services associated with the LAN, WAN, and security infrastructures deployed to worldwide DOD military medical treatment facilities.  Provide Information Assurance (IA) guidance to ensure the developed infrastructures and systems conform to US Government, DOD and military service IA and technical regulatory requirements such as HIPAA, NIST, DITSCAP, and military service unique IA requirements.  Conduct C&A activities for military healthcare systems.  Conducts technical studies and analysis, infrastructure architecture documentation and planning, C&CI troubleshooting, Multi-Purpose Network Lab (MNAL) Development, testing new technologies for applicability and placement into the existing Military Health System (MHS) infrastructure.  Oversee network infrastructure capacity, performance, and improvement planning.   Manage the planning, deployment, and implementation of MHS-wide initiatives such as VPNs, business gateways, local and wide area network upgrades, network security suite design and deployment, and other MHS initiatives.

Senior Network Security Consultant, International Network Services/Lucent Technologies, (1998 – 2002)

Senior Network Security Consultant responsible for security analysis, planning, design, implementation, and operation of the security infrastructure for customer networks.  Performed security vulnerability analysis of heterogeneous local and wide area networks using industry standard analysis tools, knowledge of system vulnerabilities, secure design principles and industry best practices.  Developed client information security policies and procedures.  Designed, implemented, and managed technical security solutions to enforce and monitor client security policies.  Installed and managed single sign-on and two factor/token access control solutions.  Designed, implemented, and managed customer firewall, VPN, and IDS (host and network based) solutions.  Designed, implemented, and managed secure network architectures for perimeter networks, load balanced server farms, and other secure network infrastructures.  Consulting engagements included clients ranging in size from corporate enterprise networks to telecommunications service providers with security requirements ranging from US Government facilities to major US banking institutions.  Consulting engagements included serving as Senior Manager of Network Security for a worldwide service provider (one year), Director of Security for a software development company (six months), and Principal Security Design Engineer for a major US bank (six months). 

Computer Specialist, Computer Sciences Corporation, (1997 – 1998)

Member of the Information Operations Vulnerability Assessment Team.  Performed vulnerability assessments on the information operations of US Army forces.  Specific responsibilities were to conduct Information Security (INFOSEC) assessments that included mapping, probing, and assessment of networks, servers, and hosts.   Reviewed INFOSEC policy, doctrine, and regulations to provide INFOSEC solutions to detected problems based on knowledge of network protocols, support to the INFOSEC mission and the viewpoint of the users of products and services.  Developed training plans to support INFOSEC requirements for field system administration.  Developed and conducted Security Test and Evaluation procedures for UNIX and NT systems to support C&A of DoD Information Systems IAW the DITSCAP. 

Computer Specialist, Vitro Corporation/Signal Corporation, (1995 – 1997)

System Administrator for an HP UNIX network supporting the Joint Maritime Information Element (JMIE).  Provided customer support and training to users of a maritime intelligence/vessel tracking system. Provided solutions to system user hardware, software, and network problems.  Webmaster for user support website.  Developed software baseline to allow JMIE users to use their workstations as INTELINK browsers. Managed user migration from Windows 3.1 workstations to HP-UX workstations. Worked with a variety of emerging computer technologies to simplify system-user interface and provide user services.  Instructor for the Joint Deployable Intelligence Support System (JDISS) and INTELINK operator training courses.

Human Intelligence Operations Specialist, US Army, (1975 – 1995) 

Operations Officer - coordinated, managed, and provided oversight of multi-disciplined intelligence and special operations supporting the operational requirements of US Central and European Commands, DOD, and other US Government agencies. Leader for an intelligence collection detachment conducting intelligence operations in Pacific rim countries.  Developed a collection plan focusing the detachment’s capabilities into six nationally and regionally significant collection areas.  Developed and managed a training plan to re-train operational personnel to support the new collection priorities.  Managed operational and intelligence contingency budgets totaling more than $1,000,000.00.  Supervised intelligence production to ensure correctness and overall quality of reporting.  Managed other operational needs of subordinate intelligence collection bases as necessary. Controlled intelligence operations unique within the DOD including the management and support to the operations.  Provided direct operational support to four highly sensitive, long-term intelligence/special operations. Managed a multi-disciplined intelligence detachment supporting US Army Special Forces.  Provided guidance regarding doctrine and operational employment of intelligence personnel and systems to support requirements of Special Forces Operational Detachments.  Ensured manpower, equipment, and training functions were appropriate and supported the unit’s mission.  Managed the training of intelligence personnel.  

Robert L Brown, Jr.  – Advance Technology Project Manager

Summary

Technical engineer experience in developing, maintaining, and troubleshooting Network Security Platforms including Firewalls, Intrusion Detection, and VPN solutions. Have extensive knowledge in Network Architecture Design and Systems Integration. Possesses over 10 years experience in architecting and managing security platforms globally for corporate and client environments, writing operational policies and procedures, and troubleshooting manuals, writing incident response procedures and risk management procedures, writing corporate policy specification and usage agreements, consulting clients on disaster recovery and system security, architecting client-to-site and site-to-site VPN services, establishing and managing FWZ, IPSEC, and IKE tunneling networks, establishing and managing MD5 and SHA-1 DES and 3DES tunnels using pre-shared secrets and multiple phase negotiations, beta testing products for manufacturers, compiling security data and developing reports that were used in formal investigations and legal investigations, managing system lock-down or server hardening specifications, assisting Network Engineers in testing policy-based routing and 802.1q (VLAN) network designs, vulnerability testing and penetration testing on servers and networks, training and managing engineers in operational support and product/service development, integrating multi-tiered and multi-operating system platforms, supporting Business-to-Consumer and Business-to-Business e-commerce clients and services, incorporating virus protection and awareness management to clients and corporate staff.

Education

· BS, Biology, Lincoln University

· Biology/Pre-Medicine, University of North Carolina, Chapel Hill

Certifications

· Certified CISCO Network Associate

· Certified Checkpoint Security Administrator 

Work History

Senior Network Security Engineer, RGII Technologies Inc., (2001 – Present) 

Provide 3rd-level program and technical management support services for the Military Health Systems (MHS) for all branches of services. Provide documentation review, briefings, program management support, evaluation, and analysis for technology architectural design, implementations, and procedures. Draft technical documentation and White Papers supporting emerging technologies and operational concepts. Assist in the gateway VPN portal, route-based VPN technology, and dual management capability designs. Participate in working groups for Enterprise Virtual Private Networking (VPN), Public Key Infrastructure (PKI), Local Area Network (LAN) upgrades and associated C&CI troubleshooting, and Composite Health Care System II (CHCS II). Travel to select Military Treatment Facilities to perform NRAs. Support TIMPO in providing enterprise technology architecture advice, evaluation of COTS products, Multi-Purpose Network Lab (MNAL) Development, Information Assurance Support and Systems Security Assessments. 

Senior Security Engineer/ Team Lead, KeyBridge Corporation, (2000 – 2001) 

Provided on-call rotation of global operation support for clients. Managed the Operations Engineers in project objectives and day-to-day operations. Traveled globally to engage new client prospects in consulting services for the Managed Hosting Environment.  Executed Sales Engineering tasks and closed for Managed Services. Member of an engineering team that completed Data Center build outs. Designed a global Managed Firewall and VPN solution using NetScreen Technologies. Service solution consisted of marketability, pricing, scalability, operational policies, and technical specifications to support site-to-site IKE and IPSEC tunneling, DMZ’s, Customer Premise Equipment, and global policy management. Tunnels consisted of MD5 and SHA-1 DES and 3DES tunneling using multiple phase negotiations. Lead Operations engineer in installing and managing firewalls using High Availability. Assisted in the operational development and management of a serviced based proprietary Intrusion Detection System developed via C++, HTML, and Open Source Code using snort. Lead engineer in beta testing 802.1q compliant Virtual Firewall Systems for NetScreen Technologies (NetScreen 500 and 1000’s). Established and engineered a centralized logging and auditing system for firewalls. Wrote the design document, operational commissioning procedures, decommissioning procedures, firewall troubleshooting procedures, and disaster recovery procedures. Wrote Acceptable Usage policies and Incident Response procedures for the company. Established system lock down procedures for Windows 2000 and UNIX Operating Systems. Designed and implemented the Operations Run Book and escalation procedures to support client Service Level Agreements. Assisted the VP of Operations, General Counsel, and Marketing in developing Service Level Agreements and Master Service Agreements. Performed Vulnerability Tests on client equipment and critical corporate servers using off the shelf products, ports scans, application scanners, password cracks, hashing, and network scanners. Trained junior-level engineers and non-technical associates on Security philosophies and products. Served as a liaison between clients and developers in establishing B2C and B2B e-commerce concepts and architecture.

Network Operations Engineer, Global Telesystems Group, Inc., (2000) 

Managed firewalls in the Network Operating Centers worldwide. Assisted product management and design engineers in installing, and implementing production firewalls, and intrusion detection platforms. Developed monitoring and operating procedures for the Network Operating Centers. Researched and began developing Change Management platform and procedures. Designed a global Managed Firewall and VPN solution using Checkpoint Technologies on a Nokia Platform. Service solution consisted of marketability, pricing, scalability, operational policies, and technical specifications to support site-to-site FWZ and IPSEC tunneling, DMZ’s, Customer Premise Equipment, and global policy management. Tunnels consisted of MD5 and SHA-1 DES and 3DES tunneling using multiple phase negotiations. Lead Operations engineer in managing firewalls once in production using High Availability. Tests on client equipment and critical corporate servers using off the shelf products, ports scans, application scanners, password cracks, hashing, and network scanners. Generated and managed PKI encryption keys for critical systems and client systems.

Client Server Systems Engineer, Watson Wyatt Worldwide (1996 – 2000) 

Installed, implemented and maintained firewalls and network security platform - including Checkpoint FireWall-1, ISS Real Secure, ISS Internet Scanner, SecuRemote, Microsoft VPN, Axent Raptor Mobile, and Shiva VPN gateways. Monitored consoles, audited and analyzed traffic, reported and enforced incident response procedures. Consulted other Wyatt offices on developing Network Security platforms and implementing VPN solutions.  Performed penetration and vulnerability tests on corporate and client servers and networks.  Experience in analyzing network traffic through a Dolche Pac sniffer. Assisted in managing client routers to extended LANs.  Managed DNS, Exchange and Internet segment for entire DC Office. Assisted in troubleshooting Frame Relay Intranet. Provided first and second-level end-user support to office associates. Troubleshot, installed and upgraded desktop software and hardware. Maintained and managed test laboratory for C++, IVR, and web developers. Managed SQL tasks for monitoring database performance and integrity. Created SQL dump schedules. Offered customized SQL server configurations for optimal performance. Assisted developers in designing data models for databases. Assisted in daily administrative management of network user accounts, file servers, and system backups. Provided first level support to application development staff. Provided first-level customer support to clients and other Wyatt offices using developed software. Perform IVR installations and technical support to office developers and clients. Installed, upgraded, maintained, and troubleshot LAN/WAN configurations and gateways for office associates and clients. Traveled to client sites to analyze network architecture; trained, installed and upgraded products. Partner with other consulting firms to perform Network audits of HR platforms. Performed load tests and benchmarks for developed software.  Assisted in writing technical documentation for developed software.  Assisted in writing policies and procedures for Call Center and Network usage.  Assisted in application development cycle and life cycle plan for developed software. Assisted in functional and quality assurance testing and policy implementation of newly designed applications. Co-leader in researching, testing, and implementing newly developed products for the office LAN and WAN. Active in configuring and troubleshooting network Cisco and HP routers and WAN ports.  Served as the secondary contact for telecommunications DS3 configuration, IVR and web implementation, and client WAN presence. Experienced in cable management, patch panels, twisted pair configuration and repair.  Pioneered research, evaluation and development efforts for Microsoft SQL 7 and Windows 2000.

Computer Support Specialist II, Henry M. Jackson Foundation, (1994 – 1996)

Provided first and second-level end-user support and training. Traveled between local area offices for desktop and network support. Configured, installed, and upgraded desktop computer hardware and software. Wrote procedures and instructions for installation and maintenance hardware and software. Maintained logs and inventories of network 

Cynthia Towers – Advanced Technology Project Manager

Summary

Over 20 years experience planning and directing innovative information technology programs, quality, configuration management, and customer service solutions for a variety of state and federal government customers. Specialized subject matter expertise in Forensic Analysis, Information Systems Security, Help Desk/Customer Service, Quality Assurance, Configuration Management, technical studies and analysis, documentation and planning. Developed processes and procedures for Software Engineering Institute Configuration Maturity Model (SEI CMM) level 3.  

Education

· BS, Computer Science, Coleman College

Certifications

· Certified Configuration Manager, George Washington University

· Certified ISO 9000 Auditor

Work History

Business Process Engineer, RGII Technologies (2001 - Present)

Develop engineering documentation addressing technical concepts and business processes.  Documents are developed using Word and Visio.  Delivery topics include: MHS IPv6 Transition Plan, Wireless Implementation Plan, DoD/VA Concept Development, and NRA Standard Operating Procedure.  Conduct technical studies and reviews, develop TIMPO infrastructure architecture documentation. Information Systems Security  (INFOSEC) Investigations Analyst. Developed INFOSEC policies and processes.  Performed forensics investigations on computers used for unauthorized purposes.  Applied root cause and trend analysis methods to cyber attacks.  Investigated and documented computer incidents.  Developed white papers for emerging technology issues; suggesting alternatives and recommending solutions.  Received Letter of Appreciation from ADM D.C. Arthur.  Life Cycle Management (LCM) Consultant for NNMC.  Developed command instructions and policies for Life Cycle Management, IT Funding, and IT Procurement.  Documented as-is processes and determined to-be state for command LCM processes and procedures to provide continuous improvement.  Recommended help desk improvements, based on the implementation of root cause and trend-analysis methods.  Developed Quality Fair submission for IT department, receiving an honorable mention.  Program Manager - NMIMC strategic planning for a variety of IT infrastructure projects for Navy Medicine enterprise-wide: wireless technology, e-Learning, and migration efforts.  Developed policies, processes, and procedures to integrate new applications into existing and future systems.  Applied project and program management methodologies to product improvement, fielding, budgeting, planning, scheduling, implementation, and sustainment efforts related to software license procurement, distribution, and tracking for Microsoft, Winzip, and Oracle products (the list of products varies).  Managed acquisition and distribution of enterprise software licenses.  Monitored, negotiated and addressed contracts and contractor performance of vendors - Microsoft, GTSI, and Oracle.  Wrote and delivered technical studies, directives, correspondence, briefings and statements of capabilities at all work levels.  Performed in-depth analysis of emerging technologies and determine which technologies are potential solutions to existing problems.  Provided subject matter expert knowledge to such functional areas as: help desk, configuration management, active directory deployment, program/project management, and system acquisition.  

Systems Analyst, Unisys (2000 - 2001)

Applied systems analysis principles and techniques to US Customs projects under development.  Provided Project Management support: financial analysis, schedule analysis, performance analysis, based on the Clinger-Cohen Act.  Developed reporting methodology that analyzed each project within the enterprise and determined the overall health of the project for review by the Assistant Commissioner, US Customs.  Automated a 28-day, 12 person manual task, reducing completion time to 3 day task by 2 full-time equivalents and 4 part-time personnel.  Used existing infrastructure and tools (MS Access and web tools such as HTML and Dreamweaver).  Wrote and delivered technical studies, correspondence and briefings at all work levels.  Developed risk model for the client.  Analyzed, designed, developed, and maintained project history database.  Audited IT programs, assessed workforce planning and made recommendations for "get well" programs.  Received Technical Excellence cash bonus award.

Operations Manager, EDS (1997 – 2000)

Analyzed IT architecture and applied new technologies to INS systems under development.  Managed 18 technical support personnel, tier 1 and tier 2 experience levels in support.  Provided production control, Local Area Network (LAN), customer service, and continuous improvement support for enterprise INS systems.  Developed processes and procedures for Software Engineering Institute Configuration Maturity Model (SEI CMM) level 3.  Identified problem areas and worked with test and evaluation team to develop test plans and identified specific stress points in the system.  Managed the use of PVCS Tracker, Remedy or other tracking software.  Evaluated, analytically and systematically, problems of workflow, organization and planning and developed appropriate corrective action.  Applied, as appropriate, activity and data modeling, transaction flow analysis, internal control and risk analysis and modern business methods and performance measurement techniques.  Established standards for information systems procedures.  Served on Configuration Control Board.  Performed duties of QA Lead and Technical Support Manager for 12 tasks.  Developed training requirements for end users and assisted training staff in developing and delivering course materials.  Received multiple service and leadership awards.

Project Director, ARINC Research, Lockheed Martin, and Mantech (1992 - 1997)

Project Director - Provided program management support, managing 6 personnel.  Provided budgeting, planning, scheduling, implementation, and sustainment support for Coastal Warfare Systems in the areas of system acquisition, modeling, simulation, analysis, and visualization.  Developed configuration management (CM) and quality assurance (QA) plans and oversaw their implementation to ensure compliance of the Navy command with ISO-9000 and to prepare the Coastal Systems Station for reaching Level 3 SEI CMM ratings on schedule.  Managed software development and support using formal specifications, data flow diagrams, other accepted design techniques and Computer Aided Software Engineering (CASE) tools.  Interpreted software requirements and design specifications to code, and integrated and tested software components.  Estimated software development costs and schedule. 

Quality Assurance Manager, SAIC (1984 - 1988)

Analyzed and studied complex system requirements for Air Force tasking.  Designed software tools and subsystems to support software and domain analyses and managed their implementation.  Managed software development and support using formal specifications, data flow diagrams, other accepted design techniques and Computer Aided Software Engineering (CASE) tools.  Interpreted software requirements and design specifications to code, and integrated and tested software components.  Estimated software development costs and schedule. Developed QA policies, processes, and procedures at the corporate level and worked with project engineers to implement same.

Developed and maintained computer program to track Statistical Process Control Methods and Cost of Quality.  Audited engineering, data management, document control, configuration management, program support library, software engineering, shipping/receiving, and program management departments to ensure process and procedure compliance.  Audited subcontractors to ensure compliance with governing standards.  Maintained quality records to the standards of DoD-STD-2168, MIL-S-52779A, and MIL-Q-9858A.  

Developed simulation test tools for Link 11 and Link 4 communication protocols.  Developed code in accordance with MIL-STD-1679A.  Performed system design and Level I and Level II testing.  Developed in-house database and automated deliverable tracking system.  Performed test duties and created test documentation in accordance with MIL-STD-1679A.  

Kevin Jana – SME Technology Expert 3

Summary

Technical Engineering conducting Network Readiness Assessments at Military Treatment Facilities.  Results oriented professional with extensive experience leading technical personnel and project teams, and implementing and overseeing technology programs as part of the TIMPO Team.  Over six years of success in planning and directing activities, that provide innovative information technology, telecommunications, and customer service solutions.  Uses highly developed communication and interpersonal skills to create effective working relationships with all levels of management, multi-disciplinary departments and representatives, governmental agencies, technical and non-technical personnel, support staff, affiliated agencies and industries, and all clientele.  Takes charge of situations and delivers desired results on a consistent basis and within strict deadlines.

Education

· MS (Candidate) Information Technology Management, American University

· BS, Business Administration/Marketing, Frostburg State University

Certifications

· Certified CISCO Network Associate

Work History

Network Engineer, RGII Technologies, Inc., (2003  -Present)

Conducted NRAs for the Military Treatment Facilities (MTFs). Validates and tests network architecture and functionality in support of the Composite Health Care System II (CHSCII).  Design and recommend network infrastructure configurations and solutions to support CHCS II.  Developed and drafted emerging technology deliverables for Tri-Service Infrastructure Management Program Office (TIMPO). Developed, designed, managed, operated and maintained the Multi-Purpose Network Assessment Lab (MNAL) -  to support of engineers in the field.  Presented technology solutions/recommendations to government & civilian executives.  Conducted assessment of Wireless Implementation within the Military Treatment Facilities.  Prepared MNAL and wireless technology briefs and documentation(SOPs)

Network Engineer, Howrey Simon Arnold White, LLP, (2002 - 2003)

Troubleshot and maintained firm’s enterprise network, which spans the continental U.S. into Europe.10 offices – U.S. 3 offices – Europe.  Troubleshoot and maintain firm’s corporate VPN.  Design and implement new technologies and infrastructures to improve the firm’s network.  Install, maintain, and configure new and existing network devices, including routers, switches, VPN concentrators, and firewalls.  Maintain 802.11b wireless network.  Build, maintain, and troubleshoot servers along with the services running on those servers. Built, managed, and maintained the firms-wide network monitoring solution, incorporating escalation and paging procedures.  Technical lead on modeling and simulation of our firm-wide network using Opnet’s IT Guru.  Researched, evaluated and recommended new technologies and network equipment.  Wrote implementation and project plans for every assigned project, followed by complete execution of the project.  Managed Frame Relay and Internet communication links.  Implemented Video over IP across our enterprise Frame Relay network w/ QoS standard.  Assisted with video conferencing technologies and maintenance.  Technical presentation experience to executive management.  Firm-wide network project management.  Firm-wide vendor management.

Lead Tech/Network Administrator, Cable & Wireless (1999 - 2002)

Technical Lead for three contracts in the Network Administration group supporting over 175 users.  Maintained and troubleshot DHCP, WINS, DNS, and TCP/IP connectivity issues.  Troubleshot and maintained Cisco and Foundry LAN switches. Monitored and maintained all LAN hardware through a web-based monitoring application. Supported desktop/laptop users of Windows 95, 98, NT 4.0, Windows 2000, and UNIX. Built, configured, and maintained Print Servers, Exchange Servers, DHCP Servers, WINS Servers, as well as laptops and desktops.  Administered, added, and maintained user accounts on the local area IP network. Managed network file shares.  Maintained the network backup operations for all Cable &Wireless employees in the Reston location.  Configured ports on our IP network switches for VLAN capability.  Set up and maintained email distribution lists and user aliases through UNIX, which are maintained on UNIX servers. Configured and installed Cabletron and Cisco wireless IP networks, on the user end as well as the backend.  Built and configured a Citrix Metaframe Server for Published  Application access.  Maintained a Blackberry Email Server for wireless communication through Microsoft Exchange 5.5.  Installed and configured Nortel Contivity VPN client.  Maintained McAfee Anti-Virus Software (server/client) setups to ensure virus protection on the network.  Performed a 24x7 on-call support as needed to keep the network up and running.

Data Control Specialist, KPMG LLP, (1999)

Troubleshot users’ laptops/desktops on a daily basis residing in the local area network. Assisted network users and groups with installations, upgrades, and day-to-day issues regarding local area network printers.  Assisted with the rollout of new firm-wide software/hardware upgrades on laptops and desktops.  Assisted in the purchasing process of new computers, hardware, and software for members of Public Services practice. Reconfigured and re-imaged firm-issued laptops with installation of Windows 95, Office 97, Local Area Network support, and all necessary logon scripts and applications.  

Product Support Coordinator, Raxco Software, Inc., (1998 - 1999)

Managed and directed all aspects of software license renewals that develops, produces, and markets software for OPEN VMS/VAX, Alpha, UNIX, and Windows NT systems. Established department goals and objectives for all software renewal programs, including marketing and financial/project forecasting.  Organized and maintained customer database w/ vital corporate information.  Established and maintained responsive client contacts; troubleshoot and resolved problems.  Negotiated and finalized all renewal contracts.  Was the direct liaison with the CEO, CFO, VP and other upper management personnel.

Masudul Hasan – SME Technology Expert 5

Summary

Over 22 years experience in the Technical Engineering and related fields, including, data network communication, designing, implementation, analysis of communication networks, Network Readiness Assessments, and C&CI troubleshooting.. Uses highly developed communication and interpersonal skills to create effective working relationships with all levels of management, governmental agencies, technical and non-technical personnel, support staff, affiliated agencies and industries. 

Education

· BA, Math/English, University of the Punjab, Pakistan

· AA, Electronic Data Processing, Centennial College Arts and Technology, Canada

Certifications

· Certified CISCO Network Associate

· Certificate, Computer Maintenance Technology

Work History

Network Engineer, RGII Technologies, Inc., (2002 – Present)

Network Engineer for the Military Health System (MHS) Tri-Service Infrastructure Management Program Office (TIMPO).  Interfaces with the Defense Information Systems Agency (DISA) and other agencies to resolve network deployment and operational infrastructure issues.  Reviewed network designs for TIMPO, ensuring the proposed network designs were both technically and financially feasible. Currently conducts Network Readiness Assessments to ascertain whether the local and long haul infrastructure supporting MTF meets the program offices operational and application performance requirements for deploying CHCS II.

Supported the Department of State CRMS, IAD, BPP and MPP project and monitored the Intranet and Wide Area Network for the response time.  Provided technical support and backup to MPP/BPP Helpdesk - resolving day-to-day users problems and issues. Issues are elevated based on the severity of the problem.  Assures user that their  problem will be resolved in a shortest possible time. Provided technical support to SPP (Strategic Performance Planning) group.

Supported the NOAA IT Assessment project for the OFA CIO. Was Administrator for the Asset Metrix Software to collect over 120 data items about the desktop computer. Interviewed and collected network infrastructure configuration and the selection of appropriate subsets of reports from a library of 102 possible reports. Assisted in the CIO-level report.

Senior Network Engineer, Greenwich Technology Partners, (2000 – 2002)

Lead engineer for a major cable company. Designed site survey and engineering packages for the installation and turn-up of their internet network backbone. Critical Action team lead for debugging network problems and site acceptance testing. Provided technical support to upgrade Bank of America network. Supported service provider accounts. Performed analysis, design, and implementation of network designs. Provided solutions to customer network upgrades and expansions. Analyzed and tested different vendor’s equipment. Set-up test and training lab for in-house and customer training, using Juniper, CISCO, and Extreme equipment.

Senior Data Product Engineer, Teleglobe Business Solutions, (1999 – 2000)

Performed pre-sales for the national and international sales group. Developed and tested new products on Cisco, Newbridge, and Nortel powered backbone. Tested interoperability of different vendor hardware. Developed training program for the Sales force.

Sales Engineer/Research Engineer, Apex Global Internet Services (AGIS), (1997 – 1999)

Performed beta testing of new products and services in lab, on Ascend 500, 550, and 9000 switches powered backbone. Tested hardware and software from different vendors. Developed relations with different backbone and satellite carriers. Trained operation and sales engineers.

Network Engineer, Dulles Network Associates, (1995 – 1997)

Performed troubleshooting network issues and ensured effective user support. Interacted with sales, sales engineer, and clients to provide pre-sales technical support. Assisted in the development of new products and services.

General Manager, TAQ Cargo, Pakistan, (1993 – 1995)
Assessed, designed, trained, and installed LANs and WANs. Supervised team of programmers and network engineers. Linked all different branches through telephone/lease line for email and data transfer.

Senior Product Support Specialist, Telematics International, Inc., (1989 – 1992)

Simulated customer problems in the lab and recommended solutions. Tested, analyzed, and evaluated new hardware and software releases. Wrote technical bulletins for new releases. Provided level 2 and level 3 support to customer support group. Tested and supported customized software releases. 

Senior Engineer, Computer Sciences Corporation, (1987 – 1989)

Tested, analyzed, and evaluated vendor supplied equipment. Simulated network related problems in the test lab and recommended solutions. Configured PADs (Async, Bisync, Uniscope, SDLC). 

Senior Support Engineer, Systems International, (1982 – 1987) 

Installed and maintained Univac 1100/80 system for the Ministry of Interior Riyadh, Saudi Arabia.

Eric Jackson – SME Technology Expert 3

Summary

Network engineer with 10 years of experience in telecommunications, information technology, troubleshooting. Five years of  demonstrated success in project management, network operations, customer support, and vendor management. Definitive abilities in leadership, planning, organization, decision making, and team building. Team player with exceptional communication, interpersonal, and customer service skills.

Education

· BS, Information Systems Management, University of Maryland 

Certifications

· Certified CISCO Network Associate

· Certified IT Program Manager - Program Management Institute

Work History

Network Engineer/Project Manager, RGII Technologies, Inc., (2003 - Present)

Network engineering conducting Network Readiness Assessments on enterprise network security suites, virtual private network and other industry standard and leading edge security architectures, to the Military Health System (MHS) Tri-Service Infrastructure Management Program Office (TIMPO).   Manages and conducts network testing in the  Multi-Purpose Network Lab (MNAL), Troubleshoot, diagnose and repair local area network hardware and software, and long-haul telecommunications infrastructure. Read and assess network designs versus design requirements. Design and implement network testing methodologies (i.e. for latency, throughput, acceptance, capacity planning, and functionality, regression and reliability, and security vulnerabilities). Perform Independent verification and validation after network installations. Perform technical studies related to telecommunications and information assurance. Provide technical engineering analysis support to the program office for evaluation of technology initiatives. The ability to analyze and present the results of such analysis in the form of white papers and briefings is essential.

Provided technical expertise and project management support to the Navy Medical Information Management Center (NMIMC) for the deployment of Composite Health Care Systems II (CHCS II). Developed project plans and identify Naval Medicine specific operational needs for CHCS II host and satellite facilities. Ensured the scheduled project tasks are carried out in accordance with the MHS guidelines. Advised NMIMC department directors on engineering and technical matters associated with CHCS II deployment. Provided Navy Medicine advocacy services and provided initial point of entry to the command chief information officer. Coordinated with site personnel, commercial vendors, and service representatives to resolve LAN and WAN issues. Identified potential security risks, conduct initial risk assessment, evaluate and report findings to the enterprise configuration control board. Managed licenses for operating systems, applications, interface engines, and required software modules. Developed, document, and maintain network architecture designs, and design-to guidelines. Collected and reviewed customer satisfaction surveys and report the result on a quarterly basis.

Project Manager/Senior Network Analyst, Level 3 Communications, (1996 – 2003)

Scheduled and tracked the migration of backbone circuits from MCI WorldCom collocation to managed modems. Ordered egress and PRI services from managed modem providers to support AOL’s domestic dial-up services. Tracked the delivery and installation of backbone circuits and PRI’s to support managed modems. Facilitated monthly vendor report card meetings to track vendor performance. Collected and compiled statistical data related to contractual Service Level Agreements (SLA). Developed project schedules and procedures for initiation and project activities through all phases.  Briefed senior management on technical issues, project status, and options for management decisions. Directed weekly meetings and reviewed project milestones.  Tracked delivery of integrated services utilizing work breakdown structure and project schedules. Coordinated with software engineers, network engineers in an effort to facilitate quality network reporting statistics.

Supervised eighteen network analysts responsible for testing and acceptance network components comprising America On-Line domestic dial-up network. Tracked monthly service delivery objectives in accordance with customer and corporate objectives. Analyzed and tested long-haul DS-3, DS-1, and PRIs circuits to include the installation and configuration of Cisco routers, switches, and network access equipment. Coordinated operational requirements for AOL's domestic dial-up service to include production rollouts, installation and tracking phased implementation plans.  Completed final quality assurance test and acceptance of telecommunication circuits connecting dial-up networks from RBOCs, LECs and CLECs to dial-up modems interfacing with AOL’s IP network. Initiated and developed a mentor-based hands-on training program for network operations personnel.

Supervised 13 day-shift network operations analyst responsible for continuity of service for AOL’s dial-up network and ITT Sheraton wide area telecommunications network.  Monitored network consisting of frame-relay, T1s, ISDN PRIs, and Cisco Routers. Developed equipment and software upgrade procedures utilized by network operations analyst. Interacted with LEC's, IXC's, and frame-relay providers to effectively troubleshoot and repair telecommunication circuits. Performed troubleshooting of equipment including fault isolation, equipment failure and circuit outages. Directed vendor point-of-presence technicians in troubleshooting and restoring equipment. Participated in team-oriented tracking and prioritization of ticket handling including shift turnover.

Change Manager, TAC Computer Services, (1993 – 1996)

Managed all IT change management activities, including impact of proposed changes and determined course of action for the General Services Administration (GSA) migration to Novell NetWare 3.12. Received request for change (RFC) and ensured they were properly recorded in the change management log for over 2500 network devices and administrative request. Reviewed RFCs for completeness, accuracy and provided change notification to affected parties. Selected Change Advisory Board (CAB) members and facilitated CAB meetings. Prepared CAB meeting agendas and provided all necessary review information to the CAB members. Assigned teams to conduct RFC impact analyses and risk assessment. Monitored the completion of all RFCs, including change planning, building, testing and implementation.

Richard E. Perry – SME Technology Expert 5

Summary

18-year in telecommunications experience specifically in Network and Application Design and Implementation.  Conducts Network Readiness Assessment at Military Treatment Facilities. Skilled in   Implementation Coordinator, Capacity Planner, Network Engineer, Provisioning Manager, Telephony Training, Network Operation Center Lead, Central Office Technician, and Field Engineer (Domestic & International).  Success highlighted by extensive hands-on experience in telecommunications network design, testing, and implementation.  Success due to quality and timely delivery of network test plan developments, designs, deployment processes, quality and information assurance processes, and domestic & international enterprise solutions. 

Education

· BS, Computer Science, University of Maryland 

Certifications

· Certified CISCO Network Associate
Work History
Network Engineer, RGII Technologies, Inc., (2004 – Present)

Conducts Network Readiness Assessments designed to ascertain local and long haul infrastructure ability to support the operational and application performance requirements for deploying CHCS II.  Provide subject matter expertise consultation on enterprise network security suites, virtual private network (VPN) and other industry standard and leading edge security architectures.  Assess network designs versus design requirements using Multi-Purpose Network Lab (MNAL)  Troubleshoot, diagnose and repair LAN hardware and software, and long-haul telecommunications infrastructure. Provides project management support input.

Design and implement network testing methodologies (i.e. for latency, throughput, acceptance, capacity planning, functionality, regression and reliability, and security vulnerabilities).  Perform Independent verification and validation after network installations.  Perform technical studies related to telecommunications and information assurance. Technical network liaison support for Enterprise Wide Scheduling & Registration (EWS-R) development team.  Installation and configuration of developmental lab’s Wireless Access Point, Firewall (Sidewinder), and Firewall Manager.

Security Management Analyst, Operational Technologies Services, Inc., (2003 – 2004)

Provided telecommunications security support to the Federal Aviation Administration (FAA) for digital voice PBX and conferencing systems.  Managed security support efforts and activities throughout the System Certification and Authorization Package (SCAP) process.  Prepared SCAP-related reports, including risk management reports, security risk mitigation/remediation plans, information system security plans, contingency/disaster recovery plans, security test plans, and security test results reports.  Provided long-range planning supporting in-place telecomm facilities systems, costs and program management functions; budget support (WBS, DOP, fund transfers, task orders, scope of works).  Developed systems improvements, requirements, and specifications. 

Network Systems/Security Engineer, Ascension Networking Solutions, LLC, (2001 – 2003)

Provided engineering support for hardware, software, and operating systems for Telecommunications & IT Services networks.  Provided Telecom/Network Engineering services for the DoD Network Implementation at Patuxant River Air Naval Air Station, Fort Meade US Army Medical Facilities, United States Army War College of Carlisle, Aberdeen Proving Grounds, Ft. Detrick, & USACHPPM of Edgewood; Assessing & Implementing VLANs and VPNs to office-to-office networking to tackle Vulnerability issues; Installation & configuration of Nortel switches- Passport 8610, CISCO, Business Policy 2000, 450Ts, Foundry Switches (BigIron & FastIron); Completed installation of a new LAN infrastructure. Network systems, LAN design engineering site survey planning and execution; LAN operations and maintenance, installation and configuration; Network & Desktop support with Windows 2000 & XP migrations; Network Administration for multiple small business network architectures; Risk Assessments & Consultation of legacy and proposed Enterprise Solutions; Implementation for organization’s network deployments, downsizing, and upgrades; Providing & maintaining Voice and Computer network inventory, configurations, and reports for audits; IEEE 802.11b Wireless Network Implementation and Category 5 (CAT-5) building & office wiring; Configuration management of small to medium sized business telecommunication systems; and Serving as a liaison between Network Engineers and the Windows 2000 Migration team.  Provided Network Infrastructure & Active Directory reports. Reviewed and streamlined existing Windows 2000 deployment plan design specifically for the field technician and migration engineers. Technician providing Windows 95 to 2000 migration for users with an array of users, configurations, and applications.

Manager of Transport Provisioning, AT&T Wireless Services, (2000 - 2001)

Lead manager that designed, implemented, and delegated processes for Project Managers, Transport Engineers, and Provisioning Specialists that deployed AT&T’s 3G Network and legacy TDMA Network build-out. ($3.5+ million budget for 2001).  Developed and structured a model consisting of Project Managers & Transport Provision Engineering Organization that provided optimal network connectivity ensuring correct design and the ordering of T-1, T-3, and Trunk Service between the cellular sites and the switches (Ericsson, NORTEL, & Lucent Switches).  Designed and Implemented processes for newly established department of Provisioning Specialists and Project Managers. Design and Implementing databases and status reports to ensure accurate and timely deliverance of circuits for transport engineers from Virginia to Maine.

Network Engineer, ARBROS Communications, (2000)

Optimized network designs between ARBROS (Competitive Local Exchange Carrier) Nodes and NORTEL & ARBROS proprietary Switch.  Supported regional network management and SS7 build-out and processes by providing documents and training for operations and maintenance staff on internal and external network elements. Served on board to review 3rd party vendor equipment prior to building customer models.  Provided site survey reports for acquisition of existing sites.  Ensured on-time deployment and delivery of CPE systems engineered using multiple 3rd party vendor equipment.  Provided network designs and applications defined by marketing department.  Optimized network designs between ARBROS Facilities and NORTEL & ARBROS proprietary Switch   Provided documents and training for operations and maintenance staff on internal network elements and interconnected network interfacing.

Network Solutions Engineer, TELEGLOBE International, (1999 - 2000)

Prepared and documented recommendations on preferred/desired implementation and feasible alternative solutions.  Coordinated all aspects of post-sale implementation, including POP and hub analysis and installation, new voice and data offerings or upgrades, VSAT installation projects, capacity enhancement, special interconnection projects (creative ways of terminating voice traffic), router installation/modification, and end-to-end testing/coordination.  Provided 3rd level support to Engineering in resolving critical operational involving expert on-site observation/support.  Broad telecommunications skills, including familiarity with transmission systems used on fiber/microwave, PDH/SONET/SDH, and satellite systems, multiplexing equipment (TDM, DXC, ADM), Internet Protocol and typical equipment used (routers, servers) to provide IP services, voice transmission systems (switching and signaling).  Including Domestic & International Class 4 & 5 Switches.

Transmission Engineer/Implementation Specialist, INTELIGENT Inc., (1987 - 1999)

Designed and specified requirements for digital facility back haul; ILEC, CLEC, and IXCs interconnection and digital cross-connect systems.  Specified, measured, monitored and improved the switching, back haul, multiplexing and routing for intelligent services, customer service and billing platforms for the network.  Developed trunk forecasts and facility/circuit numbering schemes.  Provided Quality Assurance for all facilities installed by contractors in Southeast Region.  Interfaced with the program management team ensuring rapid and economical Microwave Radio site deployment and integration.  Provided project management and System Deployment Documentation records, testing, and hand-off for assigned microwave construction projects.  Coordinated the integration of the microwave systems, Central Operation locations, and customer facilities to bring up reliable communications systems.  Provided accurate data to complete forms related to governmental and regulatory agencies.

Robert Bettis – SME Technology Expert 5

Summary

25 years of technical management support services including LAN Design and Network Readiness Assessments with one of the nation’s largest and most responsive healthcare organizations.  Dependable and success focused, with an earned reputation for team development, polished communication skills and a well-founded knowledge of Information Technology including IT security and a familiarization with HIPAA policies and procedures. 

Education

· BS (Candidate), Business/Information Technology, Colorado Technical University

· BS (Candidate) Health Sciences, George Washington University

Certifications

· Certified CISCO Network Associate

· Microsoft Certified Systems Engineer

Work History

Deployment Engineer, RGII Technologies, Inc., (2003 – Present)

Deployment Engineer supporting  the Tri-Service Infrastructure Management Program Office (TIMPO) in San Antonio, Texas. Conducted independent verification and validation of LAN upgrade Designs for adequacy and accuracy for all upgrades throughout the Department of Defense Military Heath Systems (MHS).  Verified that all designs meet TIMPO, EIA/TIA and other industry standards.  Assisted in the complete upgrade of the local area network in the TIMPO San Antonio office.  This included an upgrade from Windows NT 4.0 to Windows 2003 and Exchange 5.5 to Exchange 2003; an installation of new servers and a Storage Area Network.   All users, accounts and servers were successfully migrated with minimal interruption to services.  Provided local and on-site technical assistance for all LAN/WAN issues that may arise within TIMPO.  Maintained close liaison with RGII supervisory personnel and the local TIMPO staff in San Antonio..  Prepared daily, weekly and monthly reports documenting work progress.  Performed NRA site visits throughout the MHS in support of the worldwide deployment of CHCS II, monitoring and trouble shooting LAN/WAN connectivity.

Information Security Specialist, Volt Technical Services, (2003)

Installed and upgraded enterprise firewalls at Air Force bases worldwide.  Conducted site surveys to determine each bases needs and issues.  Developed solutions to these issues, then returned to complete the installation of Sidewinder Firewalls on Dell 2650 computers.  Assisted the program manager in developing documentation to meet the needs of each air base, the Air Force Program Managers office and other contractor.  Assisted in the development of a sense of “team” among project members by setting an example of willingness to help and encouraging others to follow.   This has resulted in a smooth functioning team meeting all goals despite heavy travel commitments and constantly changing schedules.

Chief Technology Officer (CTO), San Diego Naval Hospital (2002)

CTO for the largest enterprise network in Navy medicine including the Network Operations Center, Mainframe Operations/Migration, Customer Support, WWW Development, Phones and Pagers including support for more than 7,800 users; 4,600 workstations; 156 servers.  Managed 65 government employees, 15 contractors, and managed an annual budget of $3.5 Million.  Supervised a successful enterprise wide $1.8 million infrastructure upgrade, replacing 50% of the existing CAT3 cabling with fiber optic and CAT 5 cabling improving access speeds and reliability.  Supervised the ongoing upgrade of the entire organization to Windows 2000 upgrading servers and establishing 2 clusters, a File cluster and a WINS/Printer Server clusters.  Managed the upgrade of the corporate Storage Area Network.  Increased storage capacity from 1.5 Terabytes to 6 Terabytes and Tape Backup capability from 1.5 Terabytes to 14 Terabytes.  Assisted in the development of the Information Systems Security Plan focuses on Network and Information Security based upon the changing IT environment and upcoming HIPPA regulations.  

Computer Operations Manager, San Diego Naval Hospital (1999 – 2002)

Led a team of 15 government employees operating an IT Help Desk and Computer Operations center in support of over 7,800 users on a 4,600 node network utilizing Remedy and SMS software. Developed and implemented a $6 million help desk/computer operations reorganization plan to improve customer service and network management.  Increased immediate resolution of trouble calls by 50% and decreased phone wait times by 70% within 6 months.  Participated in the development and implementation of a comprehensive plan to upgrade the entire organization from Windows NT 4.0 to Windows 2000.

Executive Assistant to the CEO, 29 Palms Naval Hospital (1997 – 1999)

Command Master Chief - Executive Assistant to the CEO responsible for the welfare, safety and career development for over 250 enlisted personnel.  Provided career counseling, guidance, and mentoring that resulted in increased personnel promotions and retention by 25% in 2 years.  Member of the Executive Steering Committee and Strategic Planning Council.  Assistant Systems Administrator for IT - Supported more than 600 users and 350 workstations.  Responsible for enterprise wide profile and policy construction, account administration, and problem isolation/resolution.  Assisted in the development and implementation of an enterprise wide Windows NT 4.0 upgrade, migrating all users and servers to Windows NT 4.0. This migration included implementation of roaming profiles and policy development that resulted in significant improvements in network access, reliability and security.

Human Resources Manager, 29 Palms Naval Personnel Office, (1996 – 1997)

Supervised 11 government personnel specialists providing all personnel, pay and human resource services for over 500 government employees.  Designed and implemented a $50k computer resources plan which included the reutilization of existing systems.  This plan saved the facility over $200k in new equipment costs and increased transaction processing capabilities while providing a more efficient operation.  

Joseph D. Nelson – SME Technology Expert 3

Summary

Over 20 years experience in the Technical Engineering and related technical fields, including, data network communication, designing, implementation, and analysis of communication networks. Experienced in trouble shooting and fixing online network problems, Routers, Switches, firewalls, Virtual Private Networks (VPN), Intrusion Detection, Solaris, Microsoft and  Security Policies. Installed and configured  new Networks hardware, and installed and tested network backbone wiring, n accordance with EIA/TIA and FIPS standards.
Education

· BS (Candidate) Computer Science, University of Texas

Work History

Deployment Engineer, RGII Technologies, Inc., (2003 – Present)

Facilitating the decision process requisite to the upgrade of the Local Area Networks (LAN) at each Military Treatment Facility (MTF) worldwide. Read, reviewed, and commented on the quality and propriety of proposed network designs relative to EIA/TIA and other industry standards, National Electrical Code, and, contract requirements. Documented and maintained all recommendations to DoD military health system decision-makers in matters of budget versus technology.  Liaison officer for stakeholders to expedite information flow and processing, ensuring the best decision for the government.  Conducted independent verification and validation of LAN upgrade deliverable designs for adequacy and accuracy-, documented findings, submitted the findings to the government POC, and follow up, ensuring changes are made. Scheduling, coordinating and conducting  LAN design reviews. 

Network Security Engineer, Choctaw Management/Services (CMSE), (2002 – 2003)

Performed technical analyses ensuring network/system performance as it pertains to system capacity, availability, security, and network operations.  Troubleshot network access problems and implemented network security policies and procedures.  Established, designed and maintained the network needed for claims transfer from Military Treatment Facilities, to ensure accuracy, timely transfer, and confidentiality.  Coordinated with DoD networking personnel to obtain the necessary access clearances and develop a compliance policy to ensure data transfers across military network infrastructures. Responsible for ensuring patient confidentiality and protection of other medical and financial data as required by military regulations and the Health Insurance Portability and Accountability Act (HIPAA).  Performed Help Desk responsibilities for the Women, Infants, and Children (WIC) Overseas Program, which offers 24/7 support. As the focal point for problem reporting, the Help Desk records and resolves all calls received regarding hardware, software, and the network. 

Science Applications International Corp. (SAIC), (1995 – 2002) 
Network Security Engineer

Performed network and systems security activities for Department of Defense (DoD) infrastructure projects. Performed technical analyses to ensure adequate network/system performance as it pertained to system capacity, availability, security, and network operations. Assisted in the development of security interface control documents and network/system security specifications. Participated in the review of security engineering designs and in network/system security testing, to ensure compliance with requirements. Applied approved security approaches so design decisions were evaluated analytically and systematically.  Knowledge of Routers, Switches, firewalls, Virtual Private Networks, Intrusion Detection, Solaris, Microsoft NT, and experience with DoD Security Policies was critical.

System Engineer

Installed Preventive Health Care Application (PHCA) and Computerized Accounts Payable System for Windows (CAPS-W) in various Army, Navy, and Air Force hospitals.  Configured servers and workstations on various networks and configuring devices on LAN, LAN/WAN network communication operations, and application software, hardware installations on-site, site specific customization of hardware configuration, and providing Tier I and Tier II help desk support.  Required knowledge of general communication principals (i.e. TCP/IP, LAT, Office Automation LAN) and communication hardware devices that are used with these protocols. Both projects required installation of new software versions, quick fixes and patches, and troubleshooting hardware and software problems.  Knowledge of PC configuration and Ethernet cards, and the ability to configure these devices to interact with the Hospital's existing communication network was essential. 

System Specialist

Installed Business Objects, Ambulatory Data System (ADS), and Computerized Accounts Payable System for Windows (CAPS-W) in various Army and Air Force hospitals.  This included hardware installations on-site, site specific customization of hardware configuration, and Help Desk support.  Required knowledge of general communication principals (i.e. TCP/IP, LAT, Office Automation LAN) and communication hardware devices that are used with these protocols.  

Data Manager

Provided data management support on an engineering service task which maintained software for the Automated Ground Engine Test System (AGETS) contract. Also prepared the Monthly Status Reports for the contract and maintained and generated reports for several Paradox Databases.  Supported the PC hardware and software and performed monthly backups on SAIC AGETS PC’s.

Senior Computer Operator, Datapoint Corporation, (1990 – 1995) 

Troubleshot and resolved user’s hardware and software problems.  Also scheduled, set up, monitored, and processed application schedules for Payroll, Accounts Payable, RMS, UNIX, and DOSVS/MRP systems.  Performed report and Microfiche distribution for all applications.  Maintained tape libraries under ORACLE, RMS, and MEDIACOM. Also responsible for working the helpdesk call system and performing maintenance on EMAIL and VISTA-MAIL systems.

Operation Supervisor/Morse code Interceptor, United States Army, (1984 – 1990)

Managed special intelligence collection and tasking and improving product worth through quality control. Helped train and supervise employees on Morse code equipment and advise, counsel, and motivate US Army personnel.

Anand Karunakaran – SME Technology Expert 3

Summary

Over 15 years of success in planning and directing activities, that provide innovative information technology, telecommunications, and customer service solutions.  Uses highly developed communication and interpersonal skills to create effective working relationships with all levels of management, multi-disciplinary departments and representatives, and governmental agencies. Managing capacity planning processes. Conducts Network Readiness Assessments, Multi-Purpose Network Lab (MNAL) development,   Setup and maintain Web servers, FTP servers, DNS Servers, Mail Servers, and Database Servers, troubleshooting, and assessments of technical services and products.

Education

· MS, Computer Science, University of Maryland

· BA, Mangalore University, India

Certifications

· Certified CISCO Network Associate

· Microsoft Certified Systems Engineer (NT 4.0)

· Microsoft Certified Professional Internet (NT 4.0)

Work History

Senior Network Engineer, RGII Technologies, Inc., (2001 - Present)

Network Engineer providing, Technical Management support to the Military Health System (MHS) Tri-Service Infrastructure Management Program Office (TIMPO).  Interface with the Defense Information Systems Agency (DISA) and other agencies to resolve network deployment and operational infrastructure issues.  Reviewed network designs for TIMPO, ensuring the proposed network designs were both technically and financially feasible. Support the performance and operational readiness assessments for the deployment of the Composite Health Care System II (CHCS II). Analyze, develop, recommend and implement enterprise-wide network security polices.  Evaluate systems architecture and provide IT related assistance as required.  Manages the TIMPO’s Capacity Planning (CP) team -performing capacity planning studies within the MHS. 

Sr. Systems Engineer, ICONNECTU LLC, (1999 - 2001)

Conducted the day-to-day operations of ICONNECTU’s Web hosting and Web development business. Setup and maintain Web servers, FTP servers, DNS Servers, and Mail Servers. Maintained Internet and internal security in Data Centers, including policies, accounts, and permissions. Monitor web sites/servers using Webtrends and WhatsUp. Tested, evaluated, deployed, and supported new NT based software in various stages of development. Worked with various teams to identify and isolate potential problems with services and applications. Compiled, scripted, and ran tests to monitor and report on ICONNECTU network. Automated install processes, platform standards, hot fixes, upgrades, Y2K compliance checks, and security audits. Provided helpdesk, monitoring, Tier 1 problem resolution, and escalation management in a 24x7 environment. Tested and developed procedures to upgrade to Windows 2000. Lead meetings and worked with vendors to evaluate; recommend; and purchase hardware, software, and supplies. 

Deputy Program Manager, Cybertech Group, Inc., (1999)

Conducted the day-to-day operations of the Web Development and Video Tele-Conferencing teams. Lead a Web team of ten developers and VTC team of five engineers.  Assisted with technology direction and budget planning for Web and VTC Operations. Implemented Deltek Systems Costpoint 3.x, ET 3.x and WebET for the Corporate Office on a MS SQL 7.0 backend.  Leader for day-to-day management/support of the system. Coordinated with Controller for implementation all the software upgrades.

Systems Engineer, Business Impact Systems, (1995 - 1999)

Managed all aspects of design, integration, and maintenance of Microsoft based systems for Department of Defense (DoD), Health Affairs (HA). Resident Microsoft expert for DoD HA enterprise. Managed team of seven engineers responsible for following enterprise wide services: Exchange Mail, file/print services, WINS, Domain Name Services (DNS), Dynamic Host Control Protocol (DHCP), browsing, trust maintenance, File Transfer Protocol (FTP), and web services. Conducted the day-to-day systems administration and maintenance of 35+ servers that serviced a LAN/WAN network population of 1500+ users.  Servers were Intel based multi-processor HP NetServer and Dell PowerEdge systems running Microsoft NT 4.0 Server on a TCP/IP based Asynchronous Transfer Mode (ATM) network. Administrator for all ongoing server and server product related tasking including server upgrades, consolidations, and retirements. Managed server farm using several tools including Seagate Manage Exec, Highground SRM, HP Openview, HP NetServer Assistant, and HP Top Tools. Responsible for strategic planning for NT network design, product evaluation, and hardware evaluation for entire DoD HA network. Senior Member of Web Development Team.  Developed the HA Intranet and working and coordinating with other Web developers with implementation of various web solution for HA operating procedures. Administrator for the hardware build and software installation and setup for all web and FTP servers at HA. Member of the design and architecture team for the enterprise Exchange architecture for HA and integration with the other 16 DoD agencies in the Pentagon using X.500 connectors.

Migration Team Lead, (Denver, CO)

On-site Team Lead and Senior Microsoft Architect for effort to convert 500+ node network to NT/Exchange platform from Novell/cc: Mail. Converted all File, Print, E-mail to the Microsoft platform.  Migration included automated desktop deployment of NT 4.0 workstations and all desktop apps. All servers and workstations were converted within 6-week period. Network was then integrated into the HA enterprise using the Multi-Master domain model. All file, print, and email services are shared among the entire enterprise.  Lead all levels of migration from both server and client perspective. Lead engineer in multiple small-scale migration efforts: Novell 3x and 4x to NT 4.0 - 3 servers and 100 users. cc: Mail to Exchange 4.0 – 100 Users. Exchange 4.0 to Exchange 5.0 – 3 Servers – 800 Users. Automated NT 3.51 to NT 4.0 upgrades. Application Engineer conducting testing, documenting, and deploying all Intel based client-server software products. Deployed software applications through login scripts, customized scripts, and Microsoft SMS 1.2. Developed login scripts. Automated various operations, installation procedures with KIXTART and NT shell scripts. Provided support for Macintosh, Windows for Workgroup, and Windows NT client. Provided support for handicapped users. As Desktop Engineer performed client side migration of over 700 MS Windows for Workgroups to MS Windows NT 3.51 Workstation.  Migration included providing new suite of applications in addition to new OS. Tested and implemented various software products, client/server, and standard desktop. Tested various software and provided recommendation for purchase and implementation. Tested and implemented backup/restore procedures for the HA network. Involved with the initial testing and implementation of Microsoft SMS 1.2. Evaluated GroupWare products, GroupWise and Microsoft Exchange. Tested and provided support for GroupWise on UNIX and Novell platforms during the initial testing phase for a alpha group of users. Followed that by installing and configuring a Microsoft and Novell network to test Microsoft Exchange and GroupWise during the beta phase for evaluating a messaging system.

Upward Bound Program, (1994-1995)

System/Lab Administrator – Responsible for setup of new IBM PC lab with 16 PCs, for the TRIO program housed at the University on a Novell (3.12) network. Assisted the Director of the Program in managing the day-to-day department operations. Provided technical and software assistance. Maintained and managed the Upward Bound Student Tracking System and monitored the summer program student payroll accounts. Structured the concept and general design phase for developing a home page. Performed installation and troubleshooting for various hardware/software. Trained the staff and students of the Upward Bound Program.

Satish Naik & Associates, (1989-1992)

Architect – Designed and developed architectural projects in AutoCAD.  Negotiated and finalized contracts and designs with prospective clients.  Designed, coordinated, and executed several architectural and interior design projects which included client service and site visits.  

David E. Mills – SME Technology Expert 3

Summary

Over 9 years experience with the MHS in all aspects of computing and network infrastructure support.  Instrumental in the design, planning and execution of the MHS enterprise wide upgrade from ATM ELAN to direct NIPRNET connections saving the MHS over $5 Million annually in recurring costs.  Instrumental in providing the initial concepts and designs that have become the MHS/DOD, Community of Interest (COI) network providing high speed/high availability WAN/LAN access to common Health Data Systems that are fully compliant with the DOD Global Information Grid (GIG) architecture.  Instrumental in testing and troubleshooting network performance at numerous MHS Composite Health Care Systems II (CHCS II) sites thus allowing global testing, evaluation and deployment to proceed on schedule.  Subject Matter Expert in the setup and ongoing management of all MHS network End to End performance monitoring.

Education

· BA (Candidate)Business Administration, Strayer University

Certifications

· Certified CISCO Network Associate

· Certified Network Administrator 

· Certification A+ Computer Repair Technician 

· Certification MCSE 2000

Work History

Network Engineer, RGII Technologies Inc., (2000 - Present)

Network engineer supporting Military Health System (MHS) Tri-Service Infrastructure Management Program Office (TIMPO) operations through worldwide LAN/WAN network planning, analysis, design, deployment, configuration, integration, migration, and Tier III level support. Conducts the engineering, deployment, installation, and support of routed and switched networks (Ethernet, Fast Ethernet, Gigabit Ethernet, Asynchronous Transfer Mode [ATM]) employing various network operating systems and protocols.  Analyze, develop, recommend, and implement enterprise-wide network policies. Troubleshoot, address and resolve LAN and WAN issues associated with the Operational, Test and Evaluation (OT&E) and global deployment of Composite Health Care System (CHCS) II throughout the MHS (CONUS and OCONUS) and other MHS health care applications. Interface with the Defense Information Systems Agency (DISA) and other DOD agencies to resolve global network deployment and operational infrastructure issues.

Network Operations/Program Manager/Help Desk Manager, Cybertech Group Inc, (1998 - 2000)

Managed a staff of 70 engineers in all aspects of network management from email services utilizing MS Exchange 5.5 to backup and restore procedures for a network with over 1300 users and 58 servers.  Coordinated and supervised the efforts of all other network and user support teams to provide seamless support to the user.  Teams included personnel providing support for all Video Tele-Conference, Web Development, Help Desk and end user support.  Evaluated outside vendors and new technologies in order to provide on time solutions to network growth issues and insure future performance.  Developed and implemented measures that insured the protection of all network operations from the propagation and damage of numerous email related viruses.  Provided real time metrics for file storage and mapped data storage growth using existing file storage trends in order to facilitate the planning and implementation of comprehensive data storage policies that provided the customer with the highest level of performance within their existing platforms.  

Help Desk/Desktop Support Manager

Supervised 20 Help Desk and Tier 2 support personnel on all aspects of Help Desk and end user support.  Possesses a thorough working knowledge of Remedy Help Desk and ARS asset Management software.  Over 2 ½ years experience in managing all facets of end user support for a network of 1300 users with an average combined call volume of over 4000 calls per month.  Produced monthly and weekly reports in Remedy for the customer in order to insure adherence to Service Level Agreements.  Coordinated all on site repair of over 1300 CPU's and monitors, 450 laptops, 400 printers.  Planned and executed all computer equipment moves.  Implemented measures that improved a tech bench that formerly produced no more than 15 –20 configured workstations daily to an output of up to 60 completely configured workstations while maintaining the highest levels of quality control.

Functional Applications Analyst, Litton PRC, (January 1998 - November 1998)

Provided basic Help Desk and Desktop trouble shooting procedures to verify and fix hardware and software related problems.  Configured printers and other peripherals for network installation. Responsible for inventory control, shipping and receiving, and database maintenance for all computer and network supplies and equipment belonging to the Assistant Secretary of Defense for Health Affairs.  Maintained a database listing all users (over 1200) and the property assigned to each.  Prepared all forms related to the issue of equipment to the end user and turned in all excess equipment no longer needed by the customer.  Maintained property accountability records in accordance with DOD regulations and as required by the customer.  Produced reports concerning property availability on demand.  Maintained inventory areas in accordance with customer directives.  Performed physical inventories of all areas of responsibility to verify location of supplies of equipment.  Delivered and set up computer equipment for the end user.  

S4, Non Commissioned Officer in Charge, United States Army, (1995 – 1998)

Managed, and trained personnel eight technicians in all areas of government property accountability, logistics management and basic networking and computer skills, utilizing both informal and formal classroom settings.  Designed, planned and deployed a Local Area Network infrastructure to support all Squadron and Troop administrative facilities to include file and print sharing and internet access.  Developed and implemented logistical plans and policies.  Maintained accountability and an audit trail of $280 millions in supplies and equipment with no losses.  Conducted 100% cyclic inventories of all equipment and components to ensure accountability was maintained.  Managed and maintained all organizational and functional files.  Coordinated all transportation requirements to include aircraft, train, heavy truck, and bus and road clearance for over 500 vehicles.  Tracked expenditures and prepared reports submitted to senior officers detailing adherence to an over three million dollar annual budget.

Property Book NCO, United Sates Army, (1994 – 1995)

Managed a Warehouse housing historical uniforms, equipment and supplies covering over 200 years of U.S. history.  Purchased all needed supplies and equipment for seventeen hundred personnel.  Coordinated daily issues of equipment and supplies to unit personnel and local government agencies.  Supervised a staff of four personnel.  Conducted training on the army property accountability system utilizing a formal classroom setting for thirty personnel.

Logistics Supervisor, The United States Army, (1987 – 1994)

Managed and office staff of eight personnel.  Maintained all functional and organizational files.  Purchased all needed supplies and equipment without exceeding budget constraints.  Maintained all hand receipts and component hand receipts for supplies and equipment worth over five million dollars with no losses.  Conducted logistical and basic computing training utilizing formal classroom settings for thirty personnel.  Developed and implemented plans and policies.  Recognized for developing and maintaining a database utilizing DBASE IV to allow for a more efficient means of tracking the location and maintenance status of all assigned property and equipment.
Charles W. Johnson – SME Technology Expert 3

Summary

Over 20 years experience in Information Technology, Program/Project Management, Network Management, Network Security Management, Problem Solving, Leader in Network Readiness Assessment and Multi-Purpose Network Lab (MNAL) development.  Highly creative, capable leader, recognized as a results-oriented and solution-focused individual.  Superior record of delivering large scale, concurrent, mission-critical projects on time and under budget. 

Education

· BA, Sociology, University of Florida

· Information Systems Security Manager Course

· Communications Information Systems Officers Course

Work History

Technical Manager, RGII Technologies, Inc., (2003 – Present)

Conducting Network Readiness Assessments (NRA) and Technical Assist visits (TAV) at Military Treatment Facilities worldwide.  Planned, managed, scheduled and forecasted travel costs associated with the 3 year long process in a constantly fluid environment.  Planned and supervised the deployment of network encryption devices, secure telephones, and desktop VTC suites.  60 sites, 7 teams of installers.  Entire project, including training the installers, was accomplished in less than 4 weeks. Completed ahead of schedule and under budget.  Identified requirements, coordinated with customers and suppliers and procured critical communications equipment in excess of 2 million dollars.  All projects required detailed analysis and planning, budget tracking, personnel management coordination and briefing to customers as well as superiors.   Numerous other IT related projects all completed ahead of schedule and under budget.

Network Manager, US Marines Corps, (2003)

Designed, implemented, and managed a military network in support of Operation Iraqi Freedom in Kuwait.  Achieved over 99.99% availability.   Managed a team of 41 consisting of Network Engineers, LAN Installers, Server Administrators, and Helpdesk personnel.  Designed, implemented, and managed numerous smaller networks both LAN and WAN’s.  Cisco infrastructure. All network implementations include the following: LAN/WAN Network Services, LAN/WAN Monitoring, 24x7 Data Center Operations; 24x7 Helpdesk Operations; Service Provider Tracking PC Desktop Systems; User and Administrator Security Training; Security Systems Physical and Logical Network Security Management.

Security Manager, US Marines Corps, (1985 – 2003) 

Information Systems Security Manager for the Marine Forces Reserve’s Network for 185 sites in 48 states, no breaches in security with greater than 99.99% availability. Was driving factor in increasing network stability by implementing network testing policies, configuration management policies and user and administrator/user information assurance training. Designed and implemented a network lab that contained more than $800,000 worth of equipment to facilitate testing and reduce network down time.  Wrote Configuration Management plan for above network.  Plan requested and used as the basis for the DISA Configuration Management Plan.  Developed user and administrator Information Assurance Training.  Oversaw contract negotiation and supervised contractors on DITSCAP Certification of the Marine Forces Reserve network.  Developed user training briefs and gave classes for numerous topics including Information Assurance and Accidental Spillage of Classified Materials onto an Unclassified Network. Physical Security Evaluations.  Authored Configuration Management plan for Marine Forces Reserve Network.  Plan requested and used as the basis for the DISA Configuration Management Plan.  Acted as test director and wrote the testing plan, executive summary and detailed findings report for the first official testing of IP Telephony in a tactical environment.  Defended findings and recommendations orally almost two years after submission.  As a result, documentation and recommendations are now the basis for future testing and employment of IP Telephony within the Marine Corps.  AREUR (Army Europe) is also using the documentation as the basis for their testing and employment of IP Telephony.  

Administrative Officer, US Marine Corps, (1982 – 1985)

Personnel Manager for 41 personnel during Operation Iraqi Freedom.  Administrative Officer for 250-person unit managing all personnel records and pay issues.  Have been in charge of groups varying in size from 3 persons to 65 persons. 
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Title: Tri-Service Infrastructure Management Program Office

1. Customer: 2. Contract No./Type:
Department of Defense GS-35F-5165H
Tri-Service Infrastructure DASWO01-02-F-0351

Management Program Office (TIMPO) Mods: 10
5205 Leesburg Pike, Suite 1000
Falls Church, VA 22041

3. Period of Performance: 4. Contract Value:
Initial: Feb 2000 to Dec 2004 Award: $6,771,221.46
Final: Feb 2000 to Dec 2004 Completion: $8,039,660.48
5.POC: 6. Signature;
Ms. Gail DiNicolantonio S N
gail.dinicolantonio@tma.osd.mil

Phone: 703.681-6123 ail DiNicolantonio

Scope of Work

With a staff that includes a program manager, senior systems engineers, information systems planners,
functional area analysts, and principal information engineers, RGII conducts technical studies and analy-
ses consistent with life-cycle management principles. Specifically, RGII provides infrastructure planning,
design, development, implementation, sustainment, business process re-engineering support, and Plan-
ning, Programming and Budgeting Systems for the MHS. We perform analyses of the available and
emerging telecommunication technology, trends, and how other public and private organizations acquire,
manage, and use telecommunications services. Because the MHS mission is conducted in a tri-service
managed care environment, the environment requires the extension of MHS AIS services among Army,
Navy, and Air Force installations and to Managed Care Support Contractors within and among MHS
health care regions.

RGII provides support services to TIMPO’s security management processes to include documentation de-
velopment, “review and comment” on current security designs, and assists in lab testing of proposed de-
signs and configurations of security devices. RGII provides design and development support to the MHS
VPN architecture. RGII assists in preparing risk assessments, C&A documents, and other System Secu-
rity Assessment Agreement documentation.

RGII documents the telecommunications architecture for the existing networks, to include the networks’
physical configuration, functional organization, and operational procedures. We document the formal
procedures for managing changes to the telecommunications architecture. We also define and document
the long-range telecommunications architecture with the convergence of voice, video, and data and pre-
pare a transition plan to guide the transition or evolution to that architecture. This long-range telecom-
munications architecture document includes a forecast of the future telecommunications needs and service
levels of the MHS.

RGII controlled costs and there were no cost overruns. Contract value increases were a result of increased
depth of current taskings (i.e. LAN Design and NRA support). RGII effectively managed (directing re-
sources) and coordinated maintained a cooperative relationship with government staff and TIMPO cus-
tomers. RGII provided quality service and timeliness of deliverables.
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The following work was performed and is mapped to the tasks in the TIMPO SOW:

Task 1 — Subcontractor Expenditures Plan. RGII prepared “internally” a subcontractor expenditure
report that disclosed subcontractor (i.e. consultants) expenditures, business size standards and other so-
cioeconomic program information. This information was used to compile the RGII Monthly Progress
Report to TIMPO.

Task 2 — Work Breakdown Structure (WBS). RGII provided a tailored WBS, to level 3, using the
Government provided WBS, resulting in an expanded contract WBS.

Task 3 — Contractor Project Management Plan (PMP). RGII developed a Contractor Project Man-
agement Plan (PMP) that was submitted to the government within 10 days of award and was approved by
the Government. The RGII’s control policies and procedures provided in the PMP were in accordance
with standard industry practices for project administration, execution, and tracking. RGII used the PMP
to manage, track, and evaluated our performance and was reviewed and updated, as needed, for the fol-
lowing information:

e Schedule of milestones or events where Government information/activity was required and
timeline dependencies for subsequent RGII activities,

e Integrated Master Management Plan (IMMP) describing RGII’s overall management ap-
proaches, policies, and procedures including suggested project metrics,

e Detailed staffing plan, and Quality Assurance Plan (QAP) that independently monitored the
quality of the processes and products for completing this effort. The QAP augmented with
our Peer Review process was developed in accordance with commercial standards and re-
quirements detailing the processes, procedures, and metrics for assuring quality.

Task 4 — Monthly Performance and Progress Report (MPPR). RGII prepared MPPR documenting
performance. The MPPR included accomplishments during the past month, the following month's focus
of effort, and issues or challenges facing the Delivery Order and the resultant impact. It measured our
cost and schedule performance using the WBS proposed in the RGII PMP, including the current cost and
level of effort. RGII’s Program Manager certified the report as accurate. RGII submitted the MPPR
within 15 days of the end of each period (i.e. monthly), with the first monthly report submitted after the
first full month of contract performance.

Task 5 — Project Briefings. RGII provided project briefings (when requested by the Contracting Offi-
cer’s Technical Representative (COTR)), addressing the following areas:
e Progress and status of all activities,
Accomplishments,
Findings, issues, risks, and problems to date,
Project schedule, and mitigations and recommended actions

Task 6 — Input for Program Management Support. RGII provided timely input to support TIMPO's
Integrated Baseline Reviews (IBRs), In Process Reviews (IPR) (to include a monthly Technical Support
IPR), Weekly Information Report-Electronic (WIRE) to TMA, Integrated Product Teams, Integrated Pro-
gram Planning, Scheduling and Reporting System (IPPSRS), Defense Acquisition Executive Summary
quarterly reports, lessons learned database, risk management database, Annual Performance Plan Reports,
quality improvement and performance management reports, and process improvement program reports.
The monthly Technical Support IPR included:
e management update regarding the execution of this DO including, but not limited to, person-
nel, costs and budget, deliverables (completed and planned), risks and mitigations, activities,
accomplishments
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o aGFE inventory report including Government defined data elements is available (real time)
on the TIMPO web site.

Task 7 — LAN Upgrade Support. In conjunction with the LAN upgrade process, RGII conducted inde-
pendent technical reviews of LAN upgrade designs and engineering change requests (ECRs) to validate
adequacy of the proposed LAN upgrade in support of the MHS applications. Upon completion of techni-
cal review, RGII provided assessment information and identify shortcomings and activities needed to
meet operational readiness.

Task 8 — Network Readiness Assessments. RGII conducted network readiness reviews at MTFs upon
completion of the last mile install, LAN upgrade and WAN connectivity to the Defense Information Sys-
tems Agency (DISA) Systems Management Center (SMC) supporting the MHS application, validating
network connectivity to support the MHS application activation. RGII provided assessment information
and identify shortcomings and activities needed to meet operational readiness. This testing was con-
ducted in support of AIS implementations as well as other Government directed projects or programs.
RGII developed and submited documentation outlining the validation procedures, methodology, generic
timeline with activities and resources, the readiness checklist, and notification procedures. Following each
assessment, a report was provided that includes the completed readiness checklist and further defines any
value added assistance provided to the site.

Task 9 — Multi-Purpose Network Assessment Lab (MNAL) Support. RGII developed the MNAL that
was designed to support application deployment activities such as monitoring and oversight of network
performance. MNAL was used to monitor MTF C&CI performance prior to transitioning site monitoring
to sustainment. RGII transition site monitoring to the Network Support Service (NSS) when the site went
live and the status of the transitioned sites was reported in the monthly IPR. Operational equipment
within the MNAL is representative of a typical network operation center which includes: management
and sustainment of Microsoft Windows-based server operating systems, back-up systems, routers,
switches, firewalls, virtual private networks (VPNs), caching servers, and other customary computing de-
vices and infrastructure components. RGII provided technical engineering support to efficiently manage
and maintain the devices within the MNAL. RGII developed an MNAL Operations Guide that identifies
the equipment within the MNAL and planned maintenance and operations of such equipment .

Task 10 — C&CI Troubleshooting. RGII advises the Government on the adequacy of individual and
collective Tier 2 and Tier 3 infrastructure problem resolution actions, when requested by the COTR.
RGII provided the Government with summary of analyses, trends, lessons learned and corrective actions
necessary to improve Tier 2 and 3 infrastructure trouble shooting, reporting and processes. In instances of
sites with complex networks or sites experiencing problems, the Government often required RGII to sup-
plement (i.e. NNMC Bethesda) the Tier 2/3 support with additional engineering support. Technical on-
site assistance visits were also conducted to resolve problems.

Task 11 — Assessment of Technical Services and Products. RGII provided independent consultative
quality control and analysis of technical products and services provided to TIMPO, that included but not
limited to Performance Measurement and Capacity Planning. This included ad hoc and/or routine reports,
such as a MHS VPN Device and Deployment Status Report. RGII reviewed and provided the COTR as-
sessment comments and recommendations regarding the quality of work and its results.

Task 12 — Information Assurance Support. RGII provided consultative services in support of Informa-
tion Assurance (IA) management efforts. This included providing input to tactical and strategic plans,
providing recommendations on current IA designs or supplementary approaches, developing test plans,
assisting in lab testing of proposed designs and devices, and configurations of security devices. RGII has
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begun the development of a draft Information Assurance Manual that includes IA Program Technical
plans, an IA/Security C&CI Architecture Guide and an IA Program Implementation plan.

Task 13 — System Security Assessment. RGII provided assistance in preparing risk assessments, C&A
documents, and other System Security Assessment Agreement (SSAA) documentation for TIMPO San
Antonio. This document included, but is not limited to, logical network access controls to systems, data,
or programs; physical access controls to telecommunications facilities, equipment, or wiring closets; virus
prevention and detection tools; firewalls; encryption; and incident tracking processes.

Task 14 — Technical Studies and Analyses. RGII conducted technical studies and analyses and provide
documentation in the form of white papers, as required including wireless technology, and were consis-
tent with life cycle management principles. Additionally, RGII performed an analysis of the available and
emerging C&CI technology and trends, to include an analysis of how other public and private organiza-
tions acquire, manage, and use C&CI services. The study included, but not be limited to, literature re-
search of available and emerging technology and trends, a crosswalk and comparison of the MHS current
and planned architectures to the emerging technologies, potential issues or risks of the MHS plans in light
of the emerging technology trends, opportunities for improvement through the incorporation of new and
existing technologies based on the research, and recommended next steps.

Task 15 — TIMPO Infrastructure Architecture Documentation and Planning. RGII documented the
C&Cl architecture for the existing MHS enterprise networks, to include the networks’ physical configura-
tion, functional organization, and operation procedures “as is”. The scope of this report included the
MHS LAN and WAN infrastructure, as it pertains to the design, topology, and high-level communica-
tions. This report provided a “snapshot” of the overall MHS infrastructure. RGII documented the formal
procedures for managing changes to the C&CI architecture via the MHS Infrastructure-Configuration Co-
ordination Board (MI-CCB). RGII defined and document the long-range C&CI architecture with the
convergence of voice, video, and data, and prepare a transition plan for the transition or evolution of the
MHS infrastructure to that architecture. This long-range C&CI architecture document included a forecast
of the MHS’s future C&CI needs and service levels “to be” migration architecture. RGII proposed new
architectural possibilities that can be employed within a framework of currently deployed well estab-
lished, standard technologies and support the high-speed transmission of data and video communications
overall common MHS infrastructure. The new technology leveraged the current investments in infra-
structure and support the overall MHS information technology vision and included C&CI migration and
long term plan, C&CI Architecture Guide and a C&CI Implementation Plan to achieve the long term plan.

Task 16 — Office Automation and Troubleshooting Support Services. RGII provides technical auto-
mation and troubleshooting support services for TIMPO Government Furnished Equipment (GFE) includ-
ing Video Teleconference (VTC) system, the MNAL equipment, and other GFE, as directed, in the
TIMPO locations in Falls Church, VA and San Antonio, TX. RGII documented and reported actions and
findings, as requested. RGII developed the GFE inventory tracking system and maintains the TIMPO in-
ventory of GFE used in throughout the TIMPO Falls Church, VA location.

Task 17 — TIMPO Website Design and Maintenance. RGII developed, maintained and managed the
TIMPO website as an Internet site with significant intranet capability that facilitated the transaction of in-
ternal and external TIMPO business. The website is interactive and includes, but not be limited to:
Change request forms

CDRL library catalogue

Personnel Roster

Weekly activities reports

Links to TIMPO Schedules
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e Links to TIMPO Program Documentation

e Feedback (Customer service) Forms/Surveys
We developed and maintain the TIMPO Website Maintenance SOP that outlines procedures for adding,
deleting, or updating information, including information about new and existing users, on the TIMPO
website. The Website content and time period for posting is subject to the direction and approval of the
Government.

Task 18 — Transition and Orientation Support. RGII developed a draft plan for incoming and outgo-
ing transition and commits (as well as is under contract) to coordinate with the Government in planning
and implementing a successful transition to the RGII support model. Our transition plan includes:

e Coordination with Government representatives for each requirement.

* Inventory, review, evaluation and transition of current program management items such as:
hardware/software, equipment, pagers, cell phones, calling cards, data/databases, procedural
manuals/guidelines, and operating instructions.

e Inventory and transition historical data, e.g., memos, letters, correspondence, regulations, re-
ports, documents, and the contract document library.

* Inventory and transition agreement documents, e.g., software licensing agreements, Memo-
randum of Agreements/Understanding, and Inter Service Agreements.

e Orientation phase and program to introduce Government personnel, programs, and users to
the Contractor's team, tools, methodologies, and business processes.
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HEALTH AFFAIRS

April 17,2003

Ms. Kathryn B. Freeland

Chief Executive Officer

RGII Technologies, Inc.

1997 Annapolis Exchange Parkway, Suite 210
Annapolis, Maryland 21401

MEMORANDUM FOR CHIEF EXECUTIVE OFFICER RGII TECHNOLOGIES, INC
SUBJECT: Letter of Commendation

As I take my leave as Interim Director, Tri-Service Infrastructure Management Program Office (TIMPO),
T commend the members of the RG II contract support team. During my brief period as Director, T had
the opportunity to work with the RG II team and was extremely pleased with their professional demeanor
and exemplary performance.

The RG II team is an integral part of TIMPO and continues to play a significant role in support of the
extensive world-wide Department Of Defense Military Health System computing and communications
infrastructure.

The RG II team’s contributions to the enhancement and sustainment of the information systems
supporting the MHS Information Technology infrastructure have had a profound impact on the
Department of Defense Military Health System and the care that it provides to its 8.7 million Department
of Defense eligible beneficiaries.

One of my most enjoyable duties as Director is to recognize exemplary performance. Therefore, I extend
my appreciation to you and every member of the RG II contract support team for the outstanding support
that you are providing. Iam proud to have been associated with RG II.

R. C. FOSTER, CAPT, MSC, USN
Director
Tri-Service Infrastructure Management Program Office

e
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Title: Technology Management Integration and Standards

1. Customer: 2. Contract No./Type:
Department of Defense GS-35F-5165H
TMI&S DASW01-02-F-1119
Skyline 5, Suite 809 Mods: 9

5111 Leesburg Pike

Falls Church, VA 22041
e 3. Period of Performance: 4. Contract Value:
N Initial: July 2002 to Sep 2005 Award: $15,339,949.82

TRICARE Final: July 2002 to Sep 2005 Completion: $15,402,074.25
5. POC: 6. Signatuse:
Ms. Clarissa Reberkenny ﬂ
clarrisa.reberkenny@tma.osd.mil y
Telephone: (703) 681-8823 Clarissa Reberkenny

Scope of Work

With a team of 28 program managers, senior advisors, IA/security experts, information systems engineers
and analysts, data base administrators, and Web page designers, RGII supports the daily operations of the
Technology Management Integration and Standards (TMI&S) Directorate in support of the TMA mission
— to provide quality health care to our military beneficiaries. The Technology, Management, Integration
and Standards (TMI&S) Directorate, a component of TRICARE Management Activity’s (TMA) Informa-
tion Management, Technology and Re-Engineering (IMT&R) Directorate, is tasked as the principal or-
ganization with the review, coordination, development and implementation of a Military Health System
(MHS) enterprise-wide technical architecture. The goal of this architecture is to ensure the standardization
and interoperability of Automated Information Systems (AISs) implemented in support of the Information
Management needs of the MHS. In achieving this goal, TMI&S provides support to the MHS Chief In-
formation Officer. The TMI&S effort is divided into five technical tasks, Information Assurance (IA),
Public Key Infrastructure (PKI), Architecture and Standards (A&S), Integration and Interoperability
(1&I), and Web Site and Database. RGII provides direct support to the Director and to the government
staff in charge of each of the five tasks. Requirements of the contract are to provide planning and advisory
support to TMI&S; coordinate with other organizations to reach agreement and concurrence on findings
and recommendations; and present and deliver information in an efficient and effective manner to en-
hance understanding and dissemination by the MHS Chief Information Officer (CIO). Throughout its
support for TMI&S, RGII proactively analyzes DoD directives and other government publications for im-
pacts to the MHS enterprise programs, as well as individual centrally managed Automated Information
Systems (AIS). RGII team members participate in meetings that address a variety of issues affecting
Tri-Service, Centrally Managed, and TRICARE Management Activity issues. RGII’s coordination efforts
involve representatives of the Service Medical and Line departments, DoD and Purchased Care Contrac-
tors.

RGII controlled costs and there were no cost overruns. Contract value increases were a result of increased
depth of current taskings (i.e. VHA/Sharing). RGII effectively managed (directing resources) and coordi-
nated maintained a cooperative relationship with government staff and TMI&S customers. RGII provided
quality service and timeliness of deliverables.

The following work was performed and is mapped to the tasks in the TIMPO SOW:
Task 4, 5, 6 — Monthly Performance and Progress Report (MPPR), Project Briefings, and Input for

Program Management Support. RGII provides direct program/project management and technical pro-
ject management support for the projects and activities of TMI&S in support of the TMA mission. In all

4
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contract efforts, RGII maintains successful collaboration with other TMI&S contractors and upholds a
positive team culture between government and support contractors. Our success also involves profes-
sional coordination amongst other DoD, federal, and industry organizations. Additionally, RGII aggres-
sively manages operations via daily meetings with TMI&S Director, Deputy, and Task Leaders. Our
document management process produces accurate, content-rich, and timely deliverables. Further, RGII
prepares and submits to Technology Management, Integration and Standards a Monthly Pro-
gress/Financial Report that documents the status of all work performed to achieve task order objectives,
including the identification of accomplishments to date and difficulties encountered. Direct costs and la-
bor hours and dollars are provided in a monthly and cumulative format. Labor is broken out by em-
ployee, and ODCs are broken out by element/employee. RGII team members develop executive level
presentations for MHS and Health Affairs (HA) management, including the MHS CIO and Assistant Sec-
retary of Defense (ASD)/HA, as well as detailed technical briefings for the technical managers.

Task 12 — Information Assurance Support. RGII provides consultative services in support of the
management of the Military Healthcare System (MHS) Information Assurance Program (IAP). By ana-
lyzing Federal legislation, DoD guidance and best practices, RGII develops input to the programs strate-
gic and tactical guidance. RGII developed the Military Health System Information Assurance Policy
Guidance and the Military Health System Information Assurance Implementation Guides, which provide
current approaches to the protection of the information infrastructure. To facilitate the management of the
IA Program, RGII developed and delivered the Information Assurance Management Plan, the Information
Assurance Assessment Report, the Risk Management Plan, and the Information Assurance Risk Posture
Report. RGII provides expertise and recommends solutions to complex information assurance issues. The
Health Insurance Portability and Accountability Act (HIPAA) provides new challenges to the protection
of sensitive information, and RGII’s gap analysis of the HIPAA Final Security Rule and DoD guidance
provided insight into areas where supplementary approaches and configuration control should be ad-
dressed. In addition, RGII developed the Assessment Template for the Information Assurance Compo-
nent of the MHS Enterprise Architecture. This template provides information assurance criteria for each
architectural product that will achieve the TA goals of confidentiality, integrity, availability, accountabil-
ity, and non repudiation. The template was used to assess the A posture of the architectural products
produced for the Joint Medical Information System Office (JMISO) programs CHCS Il and TMIP. The
architectural products of the MHS Enterprise Architecture were assessed and recommendations for incor-
porating the TA goals provided. An IA supporting master plan was developed to enhance the assurance
posture of the MHS Enterprise Architecture through a life cycle approach of education, analysis and IA
criteria implementation. This document serves as an Information Assurance Implementation Plan for in-
corporating the IA goals throughout the enterprise. RGII manages the MHS Information Assurance Vul-
nerability Management (IAVM) system, by disseminating Information Assurance Vulnerability Alerts
(IAVA) and monitoring compliance. The IAVM manger, RGII employee, ensures mitigation strategies
have been implemented to mitigate the risk to external and internal exposure to the threat. The configura-
tion management of IA products and IA enabled products are achieved through this oversight process. In
support of IA technical planning, RGII analyzed security standards and protocols for the interconnectivity
of MHS enclaves, and recommend solutions for the assurance of information that is that is transmitted
through non-MHS controlled communications devices. RGII support of the managemerit of the MHS 1A
Program has resulted in programmatic enhancements to the enterprise IA posture.

Task 14 — Technical Studies and Analyses. RGII has provided planning and advisory support for the
program management and technical analysis to TMI&S and the MHS Technical Integration working
Group (TIWG). The RGII Team has leveraged its expertise with technology, DoD requirements, and
MHS IM/IT programs to identify impacts, develop recommendations, and coordinate activities. The team
identifies information technology that may enhance business processes, coordinate an analysis and assist
with the presentation and consideration by the Tri-Service Medical representatives and the Joint Medical
Information Systems Office at the TIWG. The RGII team has coordinated the efforts to develop both a
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technical and impact analysis of the migration from Windows NT to Windows 2000. We have provided
expertise in developing technical guidance for the MHS concerning operating system, wireless transmis-
sion of data, server configuration, and office automation tools. As part of the TIWG subgroups, we as-
sisted with the development of an MHS document that provides guidance for the transitioning the MHS
Infrastructure to Internet Protocol Version 6 (IPv6). This effort included advising the government on rec-
ommended solutions for the transition effort. RGII’s I&I team has provided both program management
and technical support to the NIPRNet connection approval process and to the recent Ports, Protocols, and
Services efforts. The RGII team has prepared the presentation of these initiatives to the MHS Enterprise
Architecture Board, the IM Program Review Board and the MHS CIO. Central to supporting the TMI&S
I&1 effort is the understanding of the interfaces between the centrally managed programs and the re-
quirement that MHS IM/IT field cost-effective and secure systems that assist the MHS in meeting its mis-
sion. The I&I team has provided both program management and technical support to the NIPRNet con-
nection approval process and to the recent Ports, Protocols, and Services efforts.

Task 15 - Infrastructure Architecture Documentation and Planning. RGII has provided project
management and technical support to the government’s Architecture and Standards (A&S) and Military
Health System (MHS) Common Operating Environment (COE) in the development and implementation
of a technical architecture program throughout the MHS. RGII leverages its expertise in support of the
TMI&S program with oversight of recording medical unique technical standards into the DoD Informa-
tion Technology Standards Registry (DISR) (formally known as the DoD Joint Technical Architecture
(ITA)), developing and maintaining the technical view products of the MHS, and interfacing with the
MHS Enterprise Architecture (EA).

RGII develops and maintains the Technical Standards View (TV) of the Department of Defense (DoD)
Military Health System (MHS) Enterprise Architecture (EA). In doing so, RGIL:

e Maintains the MHS Baseline Technical Standards Profile (TV-1). The TV-1 identifies Informa-
tion Technology (IT) standards currently used by MHS systems, i.e., the “As Is” version of the
MHS EA TV. RGII establishes contacts with MHS IT system program offices to identify cen-
trally-managed systems, whose standards will be cited in the TV-1, and then provide assistance
(on request) in preparing standards profiles (SPs) for the systems.

Maintains the MHS Target Technical Standards Profile (Target TV-1).

Maintain the MHS Technical Standards Forecast (TV-2).

Participates in the maintenance of the DoD Information Technology Standards Registry (DISR).
‘We conduct research on IT standards, especially those relevant to medical and health care, and
recommend standards for addition to, revision in, or retirement from the DISR.

© Participates in the Technical Working Groups (TWGs) of the DoD Information Technology Stan-
dards Committee (ITSC) that reviews recommended changes to the DISR and recommend an ac-
tion for each change to the ITSC.

e Participates in the development and maintenance of the TRICARE Management Activity (TMA)
MHS EA Technical Standards View. We conduct research on IT standards, especially those rele-
vant to medical and health care, privacy and security, and follows Federal Heaith Insurance Port-
ability and Accountability Act of 1996 (HIPAA) guidelines.

® Reviews and analyzes MHS EA Operational View (OV) and System View (SV) products to de-
termine their impact on the TV products, and provide constructive feedback to the originators of
the OV and SV products.

e Prepares ad hoc standards profile reports for MHS systems that support programmatic activities,
such as budget submissions and GAO audits.

X
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Task 17 — Website Design and Maintenance. RGII supports all public and private TMI&S Web sites.
Managing TMI&S information requires in-depth knowledge of the client’s functional requirements, in-
tended audience and user needs, as well as the expertise required to manage the complex back-end data-
bases organizing the data. The RGII Web and Database Support team provides the highly skilled re-
sources required to develop technical solutions to support the diverse MHS environment. Close coordina-
tion with other contractors, the RGII staff, and the clients they support is necessary to ensure the Web site
meets both the current and changing needs of the mission. Consistent and uniform development practices
are adhered to that emphasize compliance with DoD policy and guidance, interoperability, and incorpora-
tion of industry best practices. Customized training support and user documentation is provided. The
functionality and user requirements are continually assessed to ensure core requirements are met. The
most recent development has been the creation of a private Web site hosting a ColdFusion application that
uses e-mail and SQL Server to facilitate the distributed management of role-based user accounts and to
customize the information displayed. Other databases are also being migrated to this platform to enable
greater accessibility while at the same time increasing security.

Y
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Title: National Oceanic and Atmospheric Administration

1. Customer: 2. Contract No./Type:
o NOAA 50-SPNA-0-00022

NESDIS IPO Mods: 5
8455 Colesville Road, #1450
Silver Spring, MD 20910

3. Period of Performance: 4. Contract Value:

E Initial: Feb 2000 to Aug 2004 Award: BPA
Final: Feb 2000 to Aug 2004 Completion: $22,300,577
.ﬂf 5. POC: 6. Signature:
Ms. Arlene Craig
Cd (301) 713-4716 a4

Arlene.craig@noaa.gov Arlene Craig

Scope of Work

RGII is providing 24 x 7 network management of the NOAA Campus Network, Metropolitan Area Net-
works, Internet connections, and remote site communications. RGII partners with the NOAA Chief In-
formation Officer (CIO) staff to provide federal employees, contractors, and public customers with a reli-
able, consistent, available, and secure Trusted Network. Both the NOAA Worldwide Trusted Network
and the NOAA Worldwide Public Service Network were designed, tested, and deployed by RGIL

RGII controlled costs and there were no cost overruns. RGII effectively managed (directing resources)
and coordinated maintained a cooperative relationship with government staff and NOAA customers. RGII
provided quality service and timeliness of deliverables.

The following work was performed and is mapped to the 18 tasks in the TIMPO SOW:

Task 2, 3, 4, 5, 6 — Work Breakdown Structure (WBS), Contractor Project Management Plan
(PMP), Monthly Performance and Progress Report (MPPR), Project Briefings, Input for Program
Management Support. RGII manages this contract through a Project Management Plan (PMP) that de-
fines the policies, procedures, management tools, and QA practices to be applied in performing the work.
It includes a tailored Work Breakdown Structure (WBS), schedules and milestones, QA Plan (QAP), and
the practices to be followed for project administration, execution, and tracking. We use performance met-
rics and data to provide inputs to monthly cost/schedule performance and progress reports (MPPR), proc-
ess reviews, lessons learned and risk management databases. RGII also supports the NOAA program
staff with project briefings, presentations, and technical reports as required.

Task 7 — LAN Upgrade Support. RGII performs independent review of LAN upgrade designs and en-
gineering change requests. For the NOAA NESDIS, RGII designed, integrated, and deployed a new up-
graded network using Windows NT servers and 3COM switches. We integrated, monitors, and managed
the NOAA LAN/WAN fiber-optic cable plant of 10BaseT and 10Base2. RGII saved the NOS $100,000
by assessing shortcomings and then consolidating diverse network servers.

Task 8 — Network Readiness Assessments. RGII conducts network readiness reviews of installs and
LAN upgrades before connectivity to the NOAA campus network. We perform testing and ensure per-
formance meets operational requirements for user connectivity and throughput. We deliver documenta-
tion covering testing and validation methodology and procedures.

Task 11 - Assessment of Technical Services and Products. We provide on-line reports to NOAA
managers and LAN managers on network configuration, status, changes, performance, trends and current
historical operations data. RGII provides proactive consulting services supporting NOAA’s evolution to,
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planning for, and operations of the LAN/WAN. We perform software and hardware evaluations to include
developing the mandated end user requirements, evaluating qualified vendors available products; evaluat-
ing vendor products against NOAA’s requirements, comparing costs for hardware/software components,
and recommending a technical solution that can be implemented by NOAA. In that capacity our staff uses
RGII's software/hardware technology laboratories to test, validate and evaluate new databases, operating
systems, firewalls, Internet and communications, hardware/software product offerings for NOAA’s man-
agement.

Task 12 - Information Assurance Support. Recently, RGII was faced with designing and implement-
ing a comprehensive security infrastructure to protect NOAA networks while maintaining access speed.
The solution consists of Dual Cisco PIX535 Gigabit firewalls, Cisco IOS security feature set, Internet Se-
curity Systems (ISS) Intrusion Detection Systems, and ISS Internet Security Scanner. NOAA transfers
more than 800 GB of data traffic via Internet daily. The dual firewall configuration is used for scalability
and high availability. RGII’s solution uses a modular security approach where every NOAA line office
behind the firewall has its own security level. Using the dual firewall approach provides both flexibility
and high throughput, by distributing the workload on multiple firewalls. The common set of security fil-
ters (about 200 filters) is on the entry firewall, and the Local Area Specific filters (an average of 75 spe-
cific filters) is the second entry firewall. The second entry firewall is contained within the switch support-
ing that particular office. This approach eliminates the common single firewall drawback of slowness due
to excess filtering at a single point. The common single firewall design has all of the specific filters for
each office on the network at a single choke point with all traffic being required to pass all the rules. An-
other important benefit is that each network behind the entry firewall is treated as its own individual se-
cure network. This approach surpasses the common single firewall design weakness of having a single
point of defense, which allows unchallenged movement throughout the entire secure network. RGII de-
signed and implemented the IT security infrastructure for the NOAA networks.

Task 13 - System Security Assessment. RGII performed risk analyses, vulnerability assessments, and
developed the security policy, and produced the security documentation for all networks behind the
NOAA Trusted Network. We also implemented dual, redundant virtual private network servers for re-
mote users to access network resources behind the Trusted Campus Network (TCN). RGII performs regu-
lar network security audits and implements ISS IDS engines on all NOAA connections external to the
Cisco PIX firewalls. We also implemented the Network Management Plan for installing, configuring, de-
ploying, monitoring, and managing NOAA’s Trusted Network Infrastructure. We perform network moni-
toring, problem isolation, and fault correction with proactive, predictive trend analysis, establishment of
baseline performance, and network configuration refinement.

Task 14 — Technical Studies and Analyses. In 1999, the NOAA network consisted of a shared 10 Mbps
backbone and one 10 Mbps gateway to their Internet Service Provider. RGII researched and engineered a
primary connection to the high-speed Internet2 backbone to connect each NOAA campus worldwide to
eliminate reliability problems. RGII researched, integrated, tested, and evaluated Synchronous Optical
Network (SONET) and Gigabit Ethernet. We designed, implemented, and administer a combination of
Windows NT/2000 and UNIX data and communication servers and client workstations we evaluate ven-
dor products against requirements, compare costs for components, and then recommend a technical solu-
tion that can be implemented. The RGII technology laboratory is used to test, validate, and evaluate new
databases, operating systems, firewalls, communication devices, and hardware/software product offerings
for NOAA management. RGII introduced technical capabilities including broadcast video, real-time
‘Web-based network performance reports, and incident security teams.

Task 17 - Website Design and Maintenance. RGII engineers designed the NOAA interactive Web por-
tals and successfully implemented the NOAA Web Farm Cluster of 50 Sun Solaris and Windows NT
servers, the NOAA trusted campus network of Cisco Pix firewall and Catalyst 5500 and 6500 switches,
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the NOAA voice and video over IP consisting of Real Networks products, and the NOAA remote dial-in
access consisting of a Cisco AS5200 server.
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APPENDIX C – Organization Conflict of Interest

Organizational Conflict of Interest (OCI)

TMA has categorized all non-purchased care requirements into three broad categories, as defined below, for purpose of identifying, avoiding, or mitigating Organizational Conflict of Interest (OCI) in accordance with FAR Subpart 9.5.  These categories are defined as follows:

· Category 1:  TMA Internal Support:  Services which, by their very nature, give the Contractor access to extensive data about the contracts of all other TMA contractors.    

· Category 2:  Program Management Support:  Services which assist TMA in planning and managing its activities and programs.  This includes, for example:  requirements analysis, acquisition support, budget planning and management, business process reengineering, program planning and execution support, and independent technical management support.

· Category 3:  Product Support.  Services or end items required to meet the mission requirements of TMA’s non-purchased care activities and programs.  This includes, for example:  concept exploration and development; system design; system development and integration; COTS procurement and integration; internal development testing; deployment; installation; operations; and maintenance.

RGII is a single category Offeror/Contractor under the OCI and is required to perform a comparative analysis of the TIMPO Technical Management Support Services (defined as Category 3 work in the solicitation) with all other work in which we support TMA in either Category 1 or Category 2.  Our analysis consisted of the following three steps:

1. Identifying current and previous work supporting TMA and its program offices, regardless of the contract vehicle used for acquisition of the services and categorizing the work according to the “TMA Support Contract Categories” defined by the TMA acquisition policy, including a determination of whether the delivery orders include the OCI language.  The results of this step are shown in Table C-1.

2. Performing comparative analyses of the TIMPO Technical Management Support Services work with all current and previous work with respect to the category of work performed and the program and program office(s) supported.  A comparative analysis will result in one of three conclusions:  No OCI, Possible Perceived OCI, or Possible Real OCI.  The results of this step are shown in Table C-2.

3. Developing an appropriate avoidance or mitigation plan for the OCI where the comparative analysis indicated possible real or perceived OCI.  

Our findings are summarized below.  The left-hand column denotes the number of delivery orders that relate to the specific explanation.

0
Category 1 - No ongoing or previous work (delivery order) has been or is being performed.

1
Category 2 – One ongoing (delivery orders) is being performed. (TIMPO Program and Technical Management). Our comparative analysis indicated there is/was no OCI.   

0
Category 3 - No ongoing or previous work (delivery order) has been or is being performed.

3
Category 2 – Three previous or ongoing delivery orders were not categorized by the TMA OCI language.  RGII’s categorizes, these delivery orders as Category 2-type work.  Our comparative analysis indicated there is/was no OCI.  
4  
Total delivery orders identified

Identification of Existing Work

Table C-1 provides a list of current and previous RGII’s contracts performed in support of TMA-related work.  The columns of the Table are interpreted as follows:

· Column 1.
“#” is a number that cross-references this table with the analysis results presented in Table C-2.

· Column 2.
The “Delivery Order” column contains contracting organization, contract and/or delivery order number and dates of execution.  

· Column 3.
The “Client/Work Description” column contains the task name from the contract or delivery order, including the client name and a description of the nature of the work performed.

· Column 4.
The “Category Assigned” column contains a “Yes” if the delivery order contained OCI language that classified the work under a TMA work category.  If the answer is “Yes”, the TMA assigned category is also indicated in this column.  For example, if a delivery order contained OCI Category 2, the column reads “Yes/2”.  Where no category was assigned for the task or delivery order, “No” appears in this column.

· Column 5.
Contains a RGII estimate of the category based on the category definition given above and the work performed.

	#
	Delivery Order
	Client/Work Description
	Category Assigned
	Note

	1
	Dept of Interior (DOI)

GS35F-5165H

84270

Jan 01- Jan02

Recompete:

DCC-W

DASWO1-02-F-0351

Feb 02-Dec 04
	TIMPO – Program and Technical Management 

Provide technical services for computing and communications infrastructure planning and management. RGII adheres to the Software Engineering Institute Capability Maturity Model by documenting, defining, managing, measuring and controlling all practices and procedures IAW level 2.  Tasks include: 

· Task Management

· Computing and Communications Infrastructure Testing

· Computing and Communications Infrastructure Troubleshooting

· Infrastructure Performance Program 

· Security Management Program 

· Technical Studies and Analyses 

· TIMPO Architecture Documentation and Planning

· TIMPO Contract Management

· TIMPO Personnel Administration 

· TIMPO Web Site Design and Maintenance
	For DOI:

NO

For DCC-W: NO initially 

Later included with P0005 8/20/03 as

Category 2


	2

	2
	Dept of Interior

GS35F-5165H

DO 83295

May 01-Jun 02

Recompete:

DCC-W

DASW01-02-F-1119

Jul 02-Sep 05
	TMI&S – Military Health System Technology Management, Policy, Guidance, Standardization and Planning 

Provide planning and advisory support to the TMI&S Directorate to assist in successfully carrying out its mission; coordinate with other organizations to reach agreement and concurrence on findings and recommendations which will further the strategic goals of the MHS; and present and deliver information in an efficient and effective manner to enhance understanding and dissemination by the MHS CIO. Specific Tasks include:

· Architecture and Standards – 1) Technical Architecture and Standards, 2) MHS Enterprise Architecture, and 3) Defense Information Infrastructure Common Operating Environment 

· Integration and Interoperability  - 1) Technical Support, 2) TIWG support, 3) TIWG Subcommittee Support – Ports and Protocol, Wireless, WIN 2000 and 4) NIPERNET CAP requirement.

· Program Management Support for PKI

· Information Assurance Program Support – 1) policy and research, 2) IA guidance and Assistance, 3) IA Program support, 4) IAWG support, and 5) IAVA and CERT Support.

· Web Site support – Database and TIWG and  other support

· DoD/VA Sharing –  Implementation of Standard  
	For DOI:

NO

For DCC-W:

NO
	2


Table C-1:  Identification of Current/Previous Work

Detailed Comparative Analysis

For each task in Table C-1, the delivery order SOW’s were compared with the TIMPO Technical Management SOW to determine whether real or perceived OCI exists.  The results of the comparative evaluations are categorized as follows:

1. None – No real or perceived OCI exists due to the mutually exclusive task areas, program areas, or type of work performed in each area.

2. Perceived – No real OCI exists, but a cursory evaluation of the task areas and/or program areas could raise a question that OCI might exist.

3. Real – A real OCI exists due to the support area or program being supported

Table C-2 summarizes the findings of our comparative analysis with the following information:

· Column 1.  “#” is a cross-reference number to Table C-1.

· Column 2.  “Delivery Order Name” is the task order/delivery order name for the work.

· Column 3.  “OCI Evaluation Results” contains the result of the comparative analysis as defined above

· Column 4.  The “Conclusion” column provides statements that corroborate the OCI evaluation column and any action to be taken, where necessary, to mitigate or avoid OCI
	#
	Delivery Order
	OCI Evaluation Results
	Conclusion

	1
	TIMPO Program and Technical Management Support

Dept of Interior (DOI)

GS35F-5165H

84270

Jan 01- Jan02

Recompete 

DCC-W

DASWO1-02-F-0351

Feb 02-Dec 04


	NONE
	No OCI category was assigned to the DOI delivery order or  to the recompeted DCC-W delivery order awarded in Feb 02. However, in Aug 03, P00005 included the OCI criteria in the modification was classified as Category 2.   RGII did not perform or have access to any budget information. All acquisition sensitive information was “firewalled” and kept within the confines of the TIMPO Acquisition Offices and library located on the opposite side of the office spaces. RGII bid and lost only one other effort (Deployment Management) in Dec 2002. RGII did not have knowledge or information related to this solicitation that can be construed as creating an OCI.  The Acquisition support task was deleted from the solicitation.  



	2
	TMIS 

Dept of Interior

GS35F-5165H

DO 83295

May 01-Jun 02

Recompete

DCC-W

DASW01-02-F-1119

Jul 02-Sep 05
	NONE
	NO OCI category was included in these delivery orders (initial or recompete).  This program management work related to policy and guidance for TMA and only compliments many of the tasks in the proposed TIMPO Technical Management SOW for task management, information assurance technical studies and architecture documentation and planning.


Table C-2: Analysis Results
RGII hereby certifies to the best of its knowledge its OCI status below:

 FORMCHECKBOX 

No real or perceived OCI, as defined in FAR 2.1 and discussed in FAR 9.5, will result from an award of the proposed.
 FORMCHECKBOX 

A real or apparent OCI may exist as a result of an award and therefore an appropriate OCI Avoidance or Mitigation Plan is attached (Offeror shall include an appropriate OCI Avoidance or Mitigation Plan, as required by this clause, with its proposal to the Contracting Officer). 









12/3/04
_________________________________ (Signature)
      ____________________ (Date)

Kathryn B. Freeland




CEO

___________________________ (Printed Name)
      ____________________ (Title)

Figure 4-4: Action List Database
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Figure 3-4: RGII Recruiting Process
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Figure 4-5: NRA Website





Figure 4-6: Risk Management





Figure 4-12: CDRL Database





Figure 4-21: Mecury End User Management





Figure 4-22: PacketShaper





Figure 4-23: IA Measures and Actions





Figure 4-24: Firewall and VPN





Figure 4-25: C&A Process





Figure 4-26: Technical Studies Analyses





Figure 4-27: MHS Infrastructure





Figure 4-31: TIMPO Partner Portal Data Entry Form





Figure 4-32: TIMPO Partner Portal Delivery Page
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