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1. Introduction and Executive Summary 

RGII Technologies Inc., (RGII) a Computer Horizons Company, is an award-winning full-service systems integrator with an impeccable Federal IT track record, has assembled a team of veteran intelligence community contractors and consultants with a strong and successful record of partnering with the DoD interest.  We bring the right balance of understanding and knowledge of intelligence needs, and can deliver improved DoD IT support services quickly and efficiently.  We already support the DoD community, and Exhibit 1-1 provides an overview of RGII benefits.
RGII, in partnership with DoD, will use some of the finest knowledge management and IT integration skills in the world to ensure that the war fighter, force planner, and policy maker have assured access to the intelligence DoD needs. We employ a proven, performance-based management approach that will introduce leading edge technologies quickly, efficiently, effectively, and economically to the DoD Community.

	Company
	Core Competencies
	Benefits to DoD

	RGII – federal systems integrator


·  A top-flight, agile systems integrator 


	· IMAP – ETS Division

·  ISE – ISTM Division

·  ISS – IMS Division 

·  SOM – ESS Division


	· PM vision of DoD ‘s crucial business issues 

·  Solid understanding of DoD requirements 

·  Secure IT Infrastructure

·  Rapid Response exceeding customers’ expectations




Exhibit 1-1: RGII Benefits to DoD

What RGII will do for you  

From Policy and Programs to Powerful Processes & Products  

Policies…past, present, and future 
RGII, based on its work at senior levels in the Intelligence Community (IC), understands and appreciates the refined, subtle system of checks and balances in the National Foreign Intelligence Program including:

Congress – RGII will help deliver the needed IT funding approvals by focusing on crisp value propositions, sharp cost/benefits analyses, relevant benchmarking, and well-constructed, OMB compliant, business cases that support DoD IT investments. 

CIA/CMS – RGII will develop and provide compelling evidence on worthy solutions to any level in the government.  We know the mechanisms, the key people, and how to navigate with them.    

Undersecretary of Defense for Intelligence – This and the ASDC3I is an area undergoing major change.  RGII will help DoD chart the best course for improving its operations within the new management structure. 

DoDIIS Community - RGII provides critical DoDIIS support from the policy level through the tactical levels. 

J2 functions - J2 all tier up to the Joint Chiefs of Staff. In this chain of command that ties directly to the Warfighter, RGII has considerable experience and solid accomplishments.  

Programs…past, present, and future
There are many earlier programs and continuing projects that RGII has worked, including:

GDIP – RGII worked closely with the program group participating in DRB’s, and special post 9/11 special GDIP sessions dealing with vital supplemental funding.  

JIVA –We provide JIVA program, resource, and funding management. RGII has experience in successfully dealing with the major communications and marketing challenges of key JIVA strategic programs, like JIVA-V, and we can be counted upon into the future. 

PeopleSoft – RGII will help with the work needed to reach full benefits for this DoD investment. RGII has a PeopleSoft™ implementation and configuration “sweet spot”.

IT resource management –RGII is already under contract with DIA’s IT and other resource managers. We also offer a proprietary federal budgeting PPBS software solution that will deliver the same high quality budget formulation results as the Department of State where it has been earning commendations since 1999.   

CIO advisory – we provide this service to DS today, as well as a number of other Federal agencies 

Continuity of Operations and full Disaster Recovery Plans – RGII provided the immediate program management impetus and guidance to this program shortly after 9/11 with excellent results. RGII continues today in providing ongoing support to DoD COOP.

Future programs – RGII’s earned value management methodologies, best practices, and flexible structure provides DoD with the opportunity to surge ahead in revitalizing its programs. 

Processes…past, present, and future  

To build on past DoD successes, and rapidly improve both interoperability and the quality of intelligence solutions, RGII will leverage its COTS and enterprise-level software products.  RGII brings to the DoD the ability to, on demand, to professionally accelerate the rate of change, enhance the pool of highly skilled people, and make quantum leaps in the introduction of new and emerging technologies…right now!

Knowledge Management – Processing vast amounts of information rapidly and producing accurate finished intelligence products efficiently depends upon methods for accumulating, storing, associating, accessing, retrieving, presenting, packaging, and delivering vital information. RGII can impart leading KM thinking, tools, and results.

Enterprise Architecture  - Our certified Federal Enterprise Architecture Framework experts will help you navigate to the best solutions for defense intelligence using advanced processes and tools like J2EE within the full IC security context. 

Data modeling and Software Engineering - RGII selects and employs the leading edge processes and tools such as the Rational Suite, the Rational Unified Process, and ERwin Data Modeler to help organizations achieve breakthrough results.  
Products…past, present, and future  

Portal Products - RGII has implemented over 90 portals supporting advanced knowledge management.  RGII will provide the best available solutions for DoD knowledge management needs.    

XML metadata tagging and web services - RGII is expert in this field, and we offer the products and services for you to excel. 

Microsoft Visual Studio .NET – RGII uses the newest and most promising technology, such as .NET to continuously provide leading technology direction to our clients. 

GIS - RGII offers the leading edge technologies sought by defense intelligence seniors. 

JIVA V - By leveraging the JIVA platform and the World’s leading GIS technologies, RGII has delivered some of the most valuable new intelligence products like JIVA V for complete imagery based 3-D dynamic visualization of the battlefield. 

Database dominance from RGII includes unsurpassed built-in multilevel security to give all DoD solutions a head start in developing and deploying secure intelligence systems.

Emerging technologies - the rapidly changing nature and exploding growth in the volume of intelligence information demands forward looking skills and rapid response. We have the flexibility to rapidly assimilate new technologies and produce innovation solutions with high value in time to fulfill the mission.  
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Exhibit 1-2 provides a high-level summary statement of the RGII approach to meeting the DoD program objectives.  RGII is committed to delivering quick, efficient, effective, and economical integration and engineering support services for the DoD. 

Exhibit 1-2: RGII Approach  

RGII has an open posture that assures customers quick and direct access with the right technology, the right solution, and the right schedule. RGII has none of the inertia found in large corporations, but has the agility and responsiveness to deliver earlier time to benefits. 

RGII will leverage its task order and IT system integration experience to provide the highest quality, guaranteed IT services on-time and within budget. RGII will also leverage its existing, highly qualified and experienced staff of more than 200 that are already supporting DoD.  RGII is committed to performing all necessary IT support, as well as technical innovation, to ensure the DoD infrastructure fully supports the intelligence mission.  

2. Security

RGII recognizes and understands the importance of safeguarding classified information in the interests of national security, and therefore we make security our top priority. We have broad and deep intelligence community connections that stem from extensive experience working with NSA, DIA, CIA, NIMA, NRO, ONI, Naval Intelligence, Army ISR, Air Staff Intelligence, Coast Guard, Marine Corps, and the unified commands.  As a result, RGII has proven current experience with government and intelligence community security procedures.

All RGII personnel working with classified and sensitive information hold appropriate clearances, are properly briefed, and sign a Non-Disclosure Agreement.  Work is performed only in accredited TS/SCI-cleared facilities.  The table at Exhibit 2-1 gives an overview of RGII facilities and clearances, and shows our capacity to handle surge and rapid response requirements.  RGII SCIFs have secure communications connectivity to ensure safeguarding of information being worked on. 

	
	
	Personnel

	
	Facilities
	SCIF
	TS/SCI
	TS
	Secret

	RGII
	2 TS  (VA and MD)
	1
	323
	421
	693


Exhibit 2-1:  RGII Has the Capability to Perform
The names of personnel requiring SCI access are submitted to the appropriate CO/COR for approval, and RGII maintains access lists for all personnel working on DoD tasks.  Information generated under the DoD is released only to RGII partners and the government, on a need-to-know basis.  

Standard Security Practice Procedures in accordance with DoD regulations are already in place for handling, storage, generation, production and reproduction, transmittal, disposal, and inspection of classified information, and are strictly enforced in all aspects of our operation. RGII has standard safeguards already in place to ensure that information is accessed only by authorized persons with valid need-to-know, is used only for its authorized purpose, retains its content integrity, is available to satisfy mission requirements, and is marked and labeled as required.  Our safeguards and procedures also ensure that our systems and personnel are in compliance with DCID 6/3, NSA/CSS Manual 130-1, DIAM 50-4, and the JDCSISS Supplements.  RGII adheres to the requirement by the DoDIIS Information Assurance (IA) Program and NSA/CSS Information Assurance Program for standardized security procedures in the management of SCI systems and the information they process. RGII will ensure that all classified information be appropriately safeguarded to ensure the confidentiality, integrity, and availability of the information in accordance with U.S. government policy. 

3. Experience

RGII understands the need to provide Chief Information Officers (CIO) and Program Managers across the intelligence community with information technology (IT) engineering expertise to meet their requirements in support of counter-terrorism, Homeland Defense, and intelligence collection, production, and dissemination.  

RGII has vast depth and breadth of experience in IT requirements definition, systems analysis, systems integration, information security, IT architecture definition, and processes.  We also have extensive and comprehensive operational knowledge of Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) functions and activities.  RGII is committed to using this experience and knowledge base to fully grasp the DoD’s crucial business issues, and work in partnership with the DoD to ensure the delivery of tangible and meaningful services that meet program objectives.

Technically and programmatically, RGII has been at the forefront of the actions taken by the DoDIIS Management Board (DMB) and the DMB Review Board (DRB).  Comprised of representatives from throughout the DoD intelligence community consisting of the combatant commands, the military services, and other intelligence agencies, the DMB provides guidance and direction on a wide variety of DoDIIS initiatives. We have provided analysis, technical support, and administrative and facility services to these and other DIA forums for over four years. 

RGII provides immediate, no-risk technical capability with a proven record of success in all mission areas.  Our exceptional staff experience and in-depth knowledge of IT programs, processes, and organizations is demonstrated by the meaningful and actionable policies produced as a result of our successful analysis and support services for the DIA/CIO, OSD/C3I, Service Headquarters, Component Commands, and other government agencies. 

The RGII approach to the development, testing, and deployment of IT systems and networks is based on several important principles and procedures that have been proven to reduce risk, improve scheduling, utilize contemporary best practices, and align the delivered system with the expectations of the project stakeholders.  These include:
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Earned Value Management (EVM):  The RGII approach to integrated project management is illustrated in Exhibit 3-1.  We use EVM as a general project management methodology that emphasizes accurate tracking of project status and performance, so that intelligent choices and trade-offs among competing project constraints can be made early in the lifecycle.

Exhibit 3-1:  RGII Integrated Management Approach

· Rational Unified Process (RUP):  This is our core software development methodology, and is a bedrock principle of our approach to software engineering.  It includes maximum utilization of the Rational software lifecycle tool suites to manage requirements and change requests, application modeling and detailed design, testing and configuration management.

· J2EE:  The Java 2 Platform, Enterprise Edition (J2EE) technology is our standard for developing multi-tier enterprise applications, and enabling secure, robust and interoperable business applications.  It also allows us to add full support for Enterprise JavaBeans components, Java servlets API, JavaPages, and XML technology.  J2EE is explicitly recognized as a preferred architecture under the Federal Enterprise Architecture (FEA) and allows open standards that do not lock the agency into long-term dependencies on proprietary technologies controlled by a single vendor.  

· COTS Solutions:  RGII has a number of COTS products suitable for specific applications in areas such as knowledge management, workflow management, database security, Web-based Personnel Reporting System, and Federal Budgeting System.  Proven COTS components will allow us to focus software engineering effort on implementing unique business domain logic, interfacing with other systems, migrating from legacy systems, and customizing user interfaces.

· Web Portal Solutions.  RGII has extensive, wide-ranging, and in-depth experience with Web site development and portal implementation.  RGII has developed and implemented more than 90 portals for government and commercial customers.  Our Web portals provide the advantages of:

Knowledge Management – Simplifies discovery of, access to, and exchange of critical knowledge (e.g. information, documents, data) globally. Promotes the adoption of best practice, decisions, strategic initiatives.  

Decision Support – Provides a simplified, personalized single point of access to critical information from multiple applications, intranets, fileshares, and other sources.  Promotes better and quicker decisions, productivity improvements, improved return on ERP investment.

Communication – Provides a means to quickly and consistently execute personalized staff communications on a global, regional, and local level. Provides capability for staff to self-service many needs that are currently handled by other support functions.

· .Net.  RGII has extensive experience developing with Microsoft's .NET Compact Framework to support DoD and law enforcement applications.  The .NET Compact Framework is a hardware-independent environment for running programs on resource-constrained computing devices. These devices include mobile phones, personal data assistants (PDAs), set-top boxes, and custom-built embedded appliances. 
· Organizational Optimization.  RGII has developed and implemented optimization solutions for a number of clients including NOAA and the Department of State. 

· Continuity of Operations.   RGII has developed and implemented continuity of operations and disaster recovery solutions for many federal and commercial clients.  One solution does not fit all, and RGII assists clients in risk management, identifying vulnerabilities and their mitigation, determining the appropriate recovery strategy, level of data protection, recovery time, redundancy, and testing strategy. Under the old paradigm, the focus was on backing up data, but that does nothing to ensure your ability to operate continuously. In the new world, you have to back up data as well as the network, applications, and processing capacity, people, and third parties upon whom your enterprise depends. 
The depth of reach and extensive range of capabilities that RGII brings to the DoD is illustrated in Exhibit 3-2. RGII can quickly, efficiently, effectively and economically provide the full range of community infrastructure management, information systems, intelligence support systems, and general technical support services.

Our Systems Development Life Cycle (SDLC) is also fully compliant with SEI CMM Level 3.  RGII maintains Top Secret facility clearances in Maryland and Virginia.  

3.1. Knowledge and Information Management Analysis and Planning

DIA CIO/CTO Support.  RGII is providing Technical Solutions Architect (TSA) support to the DIA Deputy CIO/CTO to assist the DIA in leveraging its investment in Oracle COTS technologies, and identify solutions that reduce development and maintenance costs while minimizing risk and system obsolescence.  In support of this goal,  RGII has prepared a DIA programs-driven strategy for the TSA.  RGII is identifying information technology solutions by focusing on enterprise-wide requirements and web-based systems used to meet the most pressing intelligence technology-related challenges.  This enables the DIA to better leverage its investment in Oracle COTS technology and reduces system risk by adopting strategies that are consistent with industry direction.  The TSA is also assisting the DIA with cross-project system requirements and recommending appropriate solutions.  
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Exhibit 3-2:  RGII Has the Depth to Provide Multiple Cover in All Service and Work Areas With Capacity to Spare

DIA-CIO Support.  RGII is supporting the DIA-CIO and DoDIIS office objectives to develop relevant and actionable CIO-related policy. RGII serves as the office expert on CIO related policy across the DoD and intelligence community. This requires a comprehensive knowledge of federal, DoD, and intelligence-related CIO policy and how this policy relates to the DIA and the DoDIIS community. RGII recommends and updates existing agency policy as needed to reflect the changing direction of the larger DoD, intelligence, or federal communities. Additionally, we recommend actions to enact and enforce DoDIIS policies in accordance with IC-CIO, DIA, and DoD directives. Critical to the success of this objective is an understanding of the differing roles and responsibilities of Director for Information Systems and Services as both the Agency CIO and the DIFM-IT.  RGII provides expert IT acquisition guidance to better position the Agency for existing, new, and emerging IT-related acquisition policy and direction from DoD and federal sources. This includes assisting the office of CIO in improving its overall agency acquisition posture to improve responsiveness to DoD acquisition reporting requirements. RGII serves as the office expert and consultant on all acquisition-related issues, which requires staff personnel to maintain an expert level of knowledge on DoD IT-related acquisition policy.  

Business Process Improvement.   RGII provides support for the development of policy required to implement ITMRA within the Air Force, strategic direction of AF IT resources, implementation of procedures to allow the effective management of AF IT investments, and liaison with MAJCOM, DOD, and other government department CIO offices.  The effort requires experience in supporting business process improvement and information technology-related programs. 

3.2. Business Continuity Planning and Engineering

Business continuity management and disaster recovery planning are vital activities to ensure that IT resources are available to support the mission and organization. RGII brings to DoD more than 14 years of experience working with many different government and commercial organizations to protect, secure, and recover data.  We bring unique and specific expertise that will be valuable to the DoD in defining agency continuity of operations planning and disaster recovery planning.  We provide high reliability and availability, measured through service-level metrics; key principle in achieving this goal is “designing for disaster prevention.”  For example, we routinely provide NASA, INS, and the DoD with multiple, uniformly configured, secured servers with redundant network connections to minimize complete outage situations.  
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As technology becomes more pervasive and dependency on technology increases, IT and operations professionals have become more sophisticated about backing up data, from “batch” backups to continuous backups to online data mirroring. Processing capabilities have followed a similar trend line, from scheduled downtime to high availability to uninterrupted processing (see Exhibit 3-3). Because data processing is now so deeply embedded in every business activity of practically every employee, protecting the data and the main processing centers no longer assures survival. It is the combination of data processing, and workgroup availability that ensures operational resilience.
Exhibit 3-3:  An Evolution – From Data Backup to Processing Redundancy

The development, maintenance, and testing of a disaster recovery plan is a complicated undertaking involving all elements of the organization—it is not just an IT issue. Treating a disaster recovery plan strictly as an IT issue can lead to recovery plans that are not fully responsive to the users.  RGII develops contingency exercise test plans, and supports the planning and execution of tests.  RGII has developed and implemented backup plans, continuity of operations plans, and disaster recovery plans for DoD, NOAA, the Department of State, the U.S. Coast Guard, NASA, U.S. Congress, and the Department of Energy.  
3.3. Information and Intelligence Analytical Processing Services

RGII is currently supporting the counter-terrorism database (CTDB) for the Joint Intelligence Task Force – Counter Terrorism (JITF-CT).  The CTDB is a collection of all-source intelligence stored by date-time group and retrieved to provide operational and analysis support for the war fighter.  RGII also supports the Web Internet Search Environment (WISE), a message repository tracking all message traffic dating back over 10 years.  WISE uses the standard date-time group criteria as the format for searching.  The Naval Security Group Command (NAVSECGRU) Headquarters at Fort Meade had a number of individual databases that do not communicate with one another; RGII moved NAVSECGRU to a centralized corporate database environment. We conducted a detailed study of the business processes, which included gathering, analyzing, and modeling business processes and gathering associated information system data.  RGII implemented a prototype database and migrated data from the legacy systems.

3.4. Network Planning and Engineering

DECC.  For the Defense Enterprise Computing Center Mechanicsburg (DECC Mech) facility, RGII provides centralized information system processing services to a diverse customer base of 100,000 users from DoD agencies, including the Joint Commands, all military departments, and other governmental agencies, which may obtain services on a reimbursable funding basis.  All network planning and engineering, information processing, software development, and related technical services are provided on a fee-for-service basis in accordance with Defense Working Capital Fund (DWCF) guidelines.  The DECC Mech mission depends on the successful, well-maintained operation of the hardware components and interfaces with interconnected sub-systems. This performance-based contract supports both mainframe and client-server environments. The operating environment at DECC Mech is volatile as new hardware, software, and application systems are implemented weekly. Ten different programming languages are supported.  RGII provides requirements analyses, network planning and architecture development, integration of COTS products, and configuration and change management. We developed the network security plan, and implement security controls on the network.

NIMA.  The NIMA GeoScout program is the complete transformation of NIMA. RGII is migrating all NIMA data to an integrated Oracle environment (9i, OLS, Spatial, RAC, etc.), and transforming NIMA operations using Oracle 11i E-business suite (iStore, Inventory, Procurement, Order Management, Configurator, iSupport, Interaction Center, Balanced Scorecard, and likely Projects, as well as Supply Chain Management).  

DSCA.  RGII is providing systems and network engineering support, training management, configuration management, system administration support, process and procedure development, and system enhancement planning for the Defense Security Cooperation Agency (DSCA) LAN/WAN architecture. RGII maintains the Windows NT and UNIX-based environment, including hardware and software upgrades, new installation, and equipment change-out and relocation. As part of our network operations support, we perform backbone monitoring, bandwidth utilization, and network security (intrusion detection). RGII provides software configuration management (CM) support for proprietary as well as COTS applications. RGII employs a network security strategy called “layered network protection.” This strategy implements network security controls and administration at the mainframe level and additional controls are placed at specific node levels within the network. Mainframe-associated database encryption and access level protection is also utilized. We support DSCA’s information security committee to promote security awareness through each division. RGII is also designing curricula and developing courses for  network and network security training programs for DSCA.  

DEA.  RGII is providing system engineering and system integration support to the DEA Chief Technology Officer (CTO) in decision-making concerning present and future IT architecture design, communications connectivity, requirement, implementation, installation, and technical support.  RGII is also providing systems engineering, analysis, and architecture migration planning support for the DEA Firebird office automation infrastructure and communications network backbone, and other mission critical enterprises of the Drug Enforcement Administration (DEA) Office of Information Systems (SI).  RGII provides on-site IT engineering analysis and evaluation expertise to evaluate all components of the enterprise, including hardware and software.  We are analyzing the enterprise network at several levels including WAN, LAN, server backbone, and external connections.  We are developing technical solutions to problems, determining future courses of action, and developing trade-off analyses and evaluations.  In addition, RGII is developing risk mitigation plans for resolving problems associated with system expansion, including the full range of concerns relating to hardware, software, network issues, and user impact.  We also evaluate COTS applications, tools, and utilities before integration into the system.
3.5. Systems Development and Integration Management Services

RGII has been providing IT engineering and integration services to the intelligence community and the DoD in general for over 20 years.  A top-level view of our management process is shown in Exhibit 3-4, including the baseline documentation we develop.

[image: image7.wmf]Task Order

Concept

Exploration

Demonstrate/

Validate

Full-Scale

Development

Production

and

Deployment

Operation

and

Support

Requirements Anal.

Software Selection.

Risk Analysis.

Cost Estimate.

Type A Spec.

Project Schedule.

Operational Rqmts.

Alternative analysis.

Trade Studies.

Test Plan.

Development Spec.

Detailed Design.

Software Coding.

Production Plan.

Product Spec.

Process Spec.

Material Spec.

System Integration.

Test & Evaluation.

RAM Assessment.

Performance.

Change Reviews.

Modifications.

Logistics 

Support.

Milestone 1

Milestone 2

Milestone 3

PDR

FQR

SDR

Document Control

Change Control

Data Management

Design Control

Change Control

Exhibit 3-4:  System Integration Management Methodology
RGII is providing support to the HUMINT Management System/Next Generation (HMSng) system for the Defense Intelligence Agency.  The HUMINT Operational Communications Network (HOCNET) is a continuing effort to develop and implement an Automated Information System (AIS) and the supporting communications infrastructure for conducting and managing worldwide DOD Human Intelligence (HUMINT) operations.  HOCNET is designated as a DoD migration system.  HMSng is the data management component of  HOCNET, for which RGII is:  

· Developing the System Design Document, Database Design Document, and Database Schemas (logical and physical);

· Finalizing the design, integrating all COTS packages, and developing the application (GUI, forms, reports, window, menus, etc.);

· Refining the HMSng database schemas, including developing required stored procedures and triggers;

· Configuring the database software for the database server platforms; and

· Producing detailed installation and configurations documentation and procedures.

RGII also designed, developed, and implemented the National Oceanic and Atmospheric Administration (NOAA) centralized Network Operations Center (NOC). RGII also implemented the network management plan and installed, configured, deployed, monitored, and is now managing the NOAA Trusted Network Infrastructure. RGII planned, integrated, and implemented Sun Solaris Sparc servers to host and manage Domain Name Service (DNS) servers. This service includes updates and management of the DNS forward and reverse database. Our team uses state-of-the art address space management database tools such as NetID to take advantage of managing/tracking IP addresses, maintaining Bind for DNS support, and Dynamic Host Configuration Protocol (DHCP). NetID allows our network managers to provide flexible implementation of IP at the desktop and deploy DNS and DHCP services across an organization. RGII uses the NT DHCP Manager to configure the dynamic TCP/IP addressing on the LAN/WAN, WINS Manager to oversee the Windows Internet Naming Service (WINS), and RAS Server to manage remote access to the servers and the methods of access. We constantly monitor file server disk use (Quota Manager) and performance. 
3.6. Rapid Response Capability

RGII has the depth and breadth to provide tremendous flexibility in responding rapidly to changing operating conditions or contingency requirements anywhere in the world.  RGII operates at approximately 97 percent of capacity, and the unused capacity is used to staff Project Teams, which respond to short notice, surge type requirements. This is a unique asset that can allow us to temporarily leverage proven personnel to handle a short-term need through managers coordinating their assets for synergistic results for DoD support. For example, RGII provides a rapid response capability to the Defense Information Systems Agency (DISA) for C3 equipment maintenance and repair functions at the National Capital Region, DISA Europe (Vaihingen, Germany), and DISA Pacific (Wheeler AFB, Hawaii) on a 24x7 per-call time and materials basis.  The routine premise equipment response criteria for DISA PAC, and DISA EUR is eight hours.  RGII also provided rapid response to DISA, through the DECC MECH contract, in response to the September 11, 2001, terrorist attacks.  

Another example of our capability; RGII supports the NOAA network and Web access that provides a vital link to weather data for meteorologists and the general public around the world.  When Hurricane Floyd approached the east coast of the United States on September 16, 1999, the NOAA network received more than one million hits per hour and the overload almost rendered the network inoperable.  An RGII response team provided the rapid response surge effort to resolve the network bandwidth and capacity limitations to enable the flow of information around the clock.

3.7. Rapid Prototyping and Proof of Concept

Language Processing Technology Prototyping.  For the National Security Agency, RGII researched and rapid-prototyped an advanced language processing application for use in operations and language training institutions.  The primary deliverable produced was a Multilingual Information Retrieval system used to search foreign language material (newspapers, web documents, etc.) for use in building training material for adult foreign language students. Over 23 languages are supported, including Asian, South East Asian, European, and Semitic, languages. Java and web server-based multilingual front ends to a Oracle Unicode database with ConText cartridge back-end. This is aimed towards 0 latency of information in an actionable language. 

Application Migration Prototyping.  RGII supported the Department of State in the system development and migration from a WANG VS system to a client-server-based environment, ensuring that redundant records are eliminated to improve application reliability, and data accuracy and integrity.  We logically modeled and “normalized” the data, and developed a consolidated relational database design modeled in ERwin and Visual Modeler.  Initial programming efforts during the execution of the project were based on the rapid prototyping, development, and demonstration of working prototypes using Visual Basic 5 as the front-end development tool and Microsoft Access for database management.  After the successful demonstration of application prototypes, the programming team proceeded to the development and implementation stages that included the building and testing of deliverable applications using an object-oriented approach based on extensive user involvement. RGII also uses the Rapid Application Development (RAD) approach for its migration methodology.  RGII and the user communicate through the prototype written using object-oriented design and programming techniques inherent in Visual Basic.  Users see what the final version of the system will look like in the prototype screens and processes as we walk them through a demonstration of one of their actual operations.  We work right then with the user to correct any omissions, problems, or changes in very specific terms. 
3.8. Application Development and Support
RGII developed a spatial data distribution system that allows the U.S. Marine Corps to share imagery and geospatial information rapidly and easily with deployed forces and other organizations (e.g., the Defense Intelligence Agency).  The system, the Geographically Linked Information Display Environment (GLIDE), uses ArcIMS, ArcSDE, and other software and the Secret Internet Protocol Router Network (SIPRNET) to display and disseminate MCIA data.  The geospatial data includes maps (e.g., cross-country mobility maps), geospatial products (e.g., obstacle maps, multispectral imagery), three-dimensional perspectives, video fly-through movies, Virtual Reality Modeling Language (VRML) data sets, and MCIA intelligence products (e.g., country handbooks).  In addition, the system makes data available from the National Ground Intelligence Center (NGIC) and the Joint Intelligence Virtual Architecture (JIVA) GIS (e.g., Vector Map [VMap] Levels 0 and 1 and Controlled Image Base [CIB] data).  An ArcSDE database stores the reference maps, the geographic names database, and the metadata and footprint information for MCIA products.  In parallel with the Internet application development, RGII developed a CD-based capability that emulates the Web functions.  The CDs provide MCIA products to field units that do not have Internet access.

For the Joint Intelligence Virtual Architecture–Visualization (JIVA-V) project, RGII developed the technology necessary to provide a robust geospatial solution for the military/intelligence community by making up to 4 TB of NIMA worldwide mapping data available to classified Internet users through a Web-based client.  Users can search for, access/fuse, and analyze data from widely dispersed locations.  The Web map service developed during the JIVA-V program provides three types of support to the client:  Web applications, service applications, and the Distributed Geospatial Intelligence Network (DGInet).  The JIVA-V is currently deployed in several locations within the Defense Intelligence Agency (DIA) and the European Command (EUCOM).  Future scheduled deployments include U.S. Southern Command (SOUTHCOM) and the U.S. Space Command (SPACECOM).  Up to 10 additional deployments are being considered.  Three JIVA-V clones are also in operation; they are at the Marine Corps Intelligence Command, the National Ground Intelligence Center, and the Air Combat Command.  
3.9. Software Support

RGII uses the Software Engineering Institute Capability Maturity Model (CMM) Level 3 Key Process Area. RGII has a proven track record in applying best practices to achieve significant savings for our customers.  Our commitment to quality is evident in our ISO 9001:2000 registration and CMM ratings.  DoD has generally spared no expense in leveraging new tools and processes and top defense companies have stepped up to the challenge to advance the state of the art in development practices.  An Integrated Product Development System (IPDS) will been deployed across RGII, and is illustrated in Exhibit 3-4.  
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COTS Implementation.  RGII a message-based research and analysis system using the webMethods Integration Platform.  The system federates ad hoc, interactive, complex, and batch queries across disparate databases containing both structured and unstructured data.  The system supports thousands of end-users at world-wide locations performing federated queries across over three terabytes of data (billions of rows of data).  The flexibility of the webMethods platform supports dynamic, ever-changing requirements.  The implementations exemplify the versatility of the webMethods platform in solving a variety of integration patterns including Federated Query, Data Synchronization, and Workflow. 
RGII also implemented a webMethods Integration Platform to facilitate rapid technology insertion.  The platform non-invasively brokers operational legacy data to remote systems and applications in near real time.  The feeding of operations data to these systems and applications during development and test stages of their evolution results in early validation of requirements and functionality, faster implementations, reduced risk, and meaningful real-time simulations.  WebMethods provides the integration backbone that links together the disparate systems independent of the individual technologies they are built upon in an open, reusable, highly scalable and cost-effective manner.  WebMethods is proven technology and part of mission-critical baseline operations.
Development and Implementation.  For the Naval Surface Warfare Center Laboratory, Carderock, RGII performed high-level programming and development to implement the Radio Coverage Analysis System (RCAS).  RCAS consists of five modules: a Look-Down aircraft LOS module, a radio link module, a limits of coverage module, a free space loss module, and a facility site search module.  We performed comprehensive source code conversions from FORTRAN 77 and FORTRAN 90 to C++.  RGII developed graphical user interfaces that are not only visually pleasing, but also practical and user friendly.  Paradox for DOS, a rational database that contains features for storing, viewing, printing, changing, sorting, and finding data is being extensively utilized. Also in use is Paradox for Windows, a full-featured, relational database that has many features for storing, viewing, printing, changing, sorting, and finding data.  It has a graphical user interface (GUI) that operates in the Microsoft Windows environment. Products utilized during the design and development phase include ORACLE Designer and Developer 2000.  Further, programs are also being re-hosted from the existing Apollo-based module onto HP-UX, changing the existing output file format from the existing CAD (*.dg) to a Drawing Interchange Format (DFX), a more universal CAD file Format. Files can be produced in either 2 or 3 D effect.

Using Cray 90 as the programming environment, RGII technologies successfully supported various high-level programming efforts for the Scientific Data Systems Division.  Other concerted efforts involved conversion of huge amounts of data originally written in COBOL to C++ for the Ring Laser Gyro Navigation System (RLGN), Doppler Sonar Velocity Log (DSVL), and the use of ORACLE and Developer 2000 for the Integrated Navigation Tactical Plotting System (INTPS) project.  The programming effort for the Computer Aided Design Reckoning Tracer (CADRT), includes but is not limited to data conversion from FORTRAN 90 to C++, the use of X-Windows, object oriented programming and the development of user-friendly GUI to replace archaic menu-driven flat programs.  These systems are accessed worldwide and are used for such varying application as navigation, speed calibration and analysis, and tracking and analysis.
3.10. Hardware Support

RGII provided enterprise-wide integration, deployment, management, and operations support for the hardware systems and components of a 3,000 seat Windows NT network of the Defense Information Systems Agency (DISA).  This effort covered 3 separate facilities and 10 remote offices.  One centralized RGII Network Operations Center manages the wide area connectivity via frame relays, T-1, and ATM.  These lines provide inter-departmental, remote access, and inter-campus communications as well as Internet access.  RGII installed and tested the Network Operations Center (NOC), cable plant, routers, firewalls, switches, hubs, frame relay, communications, servers, and performed capacity planning and configuration management.  Products such as Gauntlet/Bay Networks Firewalls, Net Ranger intrusion detection systems were used along with hardware solutions to provide multi-tiered firewalls to provide adequate security to the secret-level data stored at DISA.  RGII provided configuration management of all Bay Networks and Cisco routers through the NOC.  RGII utilizes FDDI technology switched with 10/100MB Ethernet along with a combination of Cisco (2000–7000), and Bay Network routers with standard routing protocols (TCP/IP, IGRP, EIGRP, OSPF, RIP, and BGP4) to operate and support access to the FDDI building backbone.

3.11. 
Information System Security Support

RGII’s approach to security management is illustrated in Exhibit 3-5.  Our long-term relationships with the NSA and DIA validate our security credentials in the cyber security arena.  Security management in the operational environment involves policy development and adherence; risk assessment, threat analysis, and risk mitigation; continuity planning; system certification and accreditation; security monitoring and reporting; incident response and analysis; and corrective actions. The results of our security program are also used as part of our Business Continuity Management and Disaster Recovery planning program.
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Exhibit 3-5:  RGII Approach to IT Security

RGII has developed and implemented systems and enterprise-level certification and accreditation programs that comply with the Clinger-Cohen Act, (The Computer Security Act of 1987), Executive Order No. 12472 of April 3, 1984, Executive Order No. 13011 of July 17, 1996, and Senate Bill S2448, (The Internet and Critical Infrastructure Protection Act of 2000) in many organizations and ensuring system protection levels (PL) of PL-2 and PL-3. These requirements have been implemented in DoD, other independent agencies, and the intelligence community using DITSCAP, NIACAP, and DCID 6/3, respectively. 

Intrusion Detection.  RGII developed countermeasures for domestic U.S. and overseas intrusion attempts against the Naval Medical Information Management Center (NMIMC), including computer forensic techniques.  Our investigations have helped the FBI and the Naval Criminal Investigative Service trace, identify, and prosecute malicious hackers and virus “initiators.”  RGII’s investigative and incident response capability includes packet sniffers, reconstruction monitors, configuration port testers, security knowledge base queries, and intrusive investigation tools and techniques.  These tools included programs such as PING, NSLOOKUP, and web browsers.  To evaluate the security strength of the Trusted Computing Base, RGII used penetration-testing techniques. Most of the actual penetration tests that we have conducted use at least two automated vulnerability analysis tools.  The most common commercial tools we have used for this type of testing are Webtrends Security Analyzer, ISS Internet Security Scanner, and NAI Cybercop Scanner. RGII has used penetration testing techniques within the NMIMC as one method of evaluating the security strength of the organizations Trusted Computing Base (TCB).  A prime focus of our efforts is to ensure the architecture is compliant with DoD, Health Insurance Portability and Accountability Act (HIPAA), Government Information Security Reform Act of 2000 (GISRA) requirements, NIST security standards, PDD-63, OMB Circular A-130, and other federal IA policies and guidance. RGII assesses, coordinates, and recommends security standards and protocols to be used for the interconnection of MHS networks, and the security of MHS information when transmitted through non-MHS controlled communications devices.

Multi-Level Security. RGII performed a Multi-Level Security Experiment for the National Security Agency as a “proof of feasibility” experiment and demonstration of the capability for using multi-level security (MLS) software to provide B-1 level security in a command center environment. The computing architecture was client-server, using DEC/SEVMS and SUN workstations. The Trusted*Oracle product was the basis for an innovative application of multi-level secure technology.  Using CASE*Method and CASE*Tools, standard modeling techniques, and supporting development tools, RGII modeled the test data, assisted in test writing and formulation, created the test data, and supported the successful “proof of feasibility” that a Multi-Level Secure database could support security policy enforcement in an operational environment. This project team broke new ground in applying "untrusted" tools (i.e., Oracle Forms and Reports) to "trusted" applications development by using a rigorous methodology and advanced technologies (including the implementation of both discretionary and mandatory access control capabilities). The test demonstrated that the command post application of Trusted*Oracle assured authorized users were allowed to access data only on a "need to know" basis.  CASE*Method provided a structured means to address data security requirements and guided development of the secure application test.
Information System Security.  RGII is providing technical support to the Chief Information Officer to improve the computer security standards of the Drug Enforcement Administration (DEA) Firebird office automation infrastructure and communications backbone, and other mission-critical enterprises of the DEA Office of Information Systems (SI).  This includes studies, test and evaluation, and the implementation of procedures compliant with mandated system accreditation standards.  RGII is evaluating firewalls, intrusion detection systems, and other network security technologies.  We are evaluating and making recommendations on system security features, risk assessments, and the security impacts of system upgrades.  Direct system administration and configuration support is also being provided.  RGII provides on-site IT engineering analysis and evaluation expertise to evaluate all components of the enterprise, including hardware and software.  We are analyzing the enterprise network at several levels including WAN, LAN, server backbone, and external connections.  Maintainability, performance, and security control are our drivers in performing the architecture migration.

Vulnerability Analyses.  The U.S. Department of State Financial Service Center in Paris, France, has recently allowed Internet activity to be conducted from its office, which is staffed by foreign nationals. Consequently there is a concern that security has not been adequately addressed in providing these increased services.  RGII performed vulnerability analyses and risk assessments on this network, provided recommendations for increasing security, and implemented the approved recommendations. RGII conducted penetration testing and intrusion attacks on the network and, based on those results, then conducted internal network scans, activity traces, and system cracking activities. Based on an analysis of these investigations, countermeasures were implemented. 
Enterprise Security Architecture.  As shown in Exhibit 3-6 our enterprise security architecture approach is intended to standardize security implementations throughout the enterprise.  As a result, government agencies can address their security challenges with consistent, carefully planned and properly implemented security measures to reduce vulnerabilities, increase productivity, and reduce cost.

Exhibit 3-6:  Enterprise Security Architecture

As used in the DIA WISE project, the enterprise security approach solves a number of recurring development and deployment issues. Chief among these are:

· Securing Data in Storage – granular access controls based on data sensitivity labels 

· Protecting Data in Transit – secure data across all tiers 

· Industry standard integrity and encryption 
· Centrally Managing, Detecting and Quantifying Data Misuse (Internal/External Threats) 

· Public Key Infrastructure (PKI) throughout the system to authenticate and authorize users. 
· Security design process – reduce the development time for secure J2EE applications, improve code quality by preventing developers from having to write home-grown or third-party back-end integration, and provide a highly scalable and available infrastructure. 

Project WISE is flexible enough to allow for code reuse within a three-tier model, where the authorization and authentication processes contain the majority of the enterprise security logic. This makes it easier to reuse all elements of the application, if necessary.  The framework not only encourages, but it also almost enforces the use of component-based development.  Project WISE developed much of the standard baseline security coding, freeing up developers to focus on other custom processes, business logic and presentation logic.  Mapping security design components to reusable code components will be more direct, as a result of the WISE project. Such gains at design time will result in increased productivity for all new Oracle development efforts moving forward. Larger gains in development efficiency are expected in future projects in both initial development and maintenance areas, as anticipated integration and consolidation with other DIA Oracle systems become available.

3.12. General Information System Engineering and Technical Assistance
Systems Engineering.  RGII is performing systems engineering tasks for the Joint Intelligence Virtual Architecture (JIVA) Integration Management Office (JIMO).  We are also planning, testing, and evaluating advanced technology against functional requirements and technical standards.  RGII provides full program execution support, from program initiation through post-imp1ementation support, to the JIMO.  We also identify and clarify requirements; assess the situational realities; assemble resources to develop strategy; establish strategic goals, risk levels, and priorities; establish decision criteria; identify/evaluate specific candidate strategies; select the best candidate strategy; and refine the overall strategy.  RGII supports the test and evaluation of proposed JIVA technology, particularly the Beta I and Beta II phases of DoD Intelligence Information System (DoDIIS) lifecycle management.  We also conduct independent validation and verification testing of software, and perform operational test and evaluation of automated information systems for operational effectiveness and operational suitability.  RGII also assists the JIMO staff in implementing methodology for effectively testing and evaluating potential and acquired technology.  Team RGII also supports the JIMO in overseeing and guiding the designated components, initiatives, and sub-programs by addressing technical issues, standards considerations, and engineering interpretations of the appropriate documentation.  Specifically, we provide support in the development of overarching security architecture as part of a larger technical architecture (also referred to as a “software” or “tools” architecture) as defined by the C4ISR Architecture, Framework Version 2.0.

IT Architecture Support.   RGII has supported a number of IT architecture efforts over the past few years, including the AF Chief Architect's office. RGII supports the Air Force (AF/XI and AF/IL) in communications and information architecture policy, guidance, and development and has developed IT architectures for Air Mobility Command and the AF-CIO office. RGII personnel supported the Joint Theater Air and Missile Defense Organization (JTAMDO) with their BMC4I Operational & Systems Architecture efforts.  They researched and determined necessary Information Exchange Requirements, participated in DoD and Joint architecture working groups, and provided the JTAMDO input/interface for the Joint Operation Architecture.  In addition, we provided architecture analysis using the JTAMD Interoperability Analysis Support Tool, interPRO.  RGII personnel also developed the top-level architecture for the DoD Wide Area Surveillance/Recognized Picture (WAS/RP) Working Group. This effort was part of the Technical Cooperation Program, an international coalition (AUS, CAN, NZ, UK and US) at the Minister/Department of Defense level to spur cooperative technical research.  As a result, the five nations have a better understanding of how each collects, processes, correlates, fuses, stores, and displays the Recognized or Operational Picture of the battle area.
3.13. System and Facilities Management Support

RGII is providing system engineering, system integration, and maintenance support to the Drug Enforcement Administration (DEA) Chief Technology Officer (CTO). RGII is supporting decision-making concerning present and future architecture design, communications connectivity, requirement tasks, implementation, installation, and training requirements.  We are performing requirements planning, conducting system evaluations, and performing test and evaluations to verify desired performance parameters.  RGII proposes engineering changes to the current systems, ascertains and reports impacts on system performance, and provides technical assistance in the development of interface control documents.  We are developing technical solutions to problems, determining future courses of action, and developing trade-off analyses and evaluations.  In addition, RGII is developing risk mitigation plans for resolving problems associated with system expansion, including the full range of concerns relating to hardware, software, network issues, and user impact.  We also evaluate COTS applications, tools, and utilities before integration into the system. RGII also develops studies, emerging technology reports, market surveys, objective design studies, requirements studies, software documentation, and system documentation as required by the CTO.
3.14. Internet/Intranet WWW Support

Portals.  RGII has implemented over 90 portals for various government and commercial clients.  We designed a Web portal, utilizing the .NET Framework, in response to a U.S. Army Logistics Integration Agency's (LIA) requirement to provide centralized tracking of M1 Abrams Tank Partnership for Reduced Operations & Support Costs Engine (PROSE). The PROSE portal provides a user-friendly, scalable system to track and maintain PROSE engines and their components, enhancing the collection of maintenance metrics.   The second release of the PROSE portal was entirely rebuilt using Microsoft .NET technology. The code was written in C++, while the Web pages and XML Web services use ASP.NET. Our developers built .Net wrappers to abstract legacy third-party libraries that interfaced to a legacy system, which allowed the developer to create a truly object-oriented application and provided the customer with a client application that had a zero footprint.  As a result of the capabilities built for the PROSE project, RGII is now working with Microsoft's .NET Compact Framework to support law enforcement applications.  

Web Applications.  In support of the Military Health System CIO, RGII provides functional, technical, and systematic analysis and development services under the Web Site and Database (W&D) task. Our support included development of the TMI&S web site (http://www.tricare.osd.mil/tmis/default.htm), Web applications, and numerous online databases. Our team developed the graphical images and provided all the HTML, DHTML, ASP, Shell Script and Java script coding on the TMI&S site, for seamless integration with the MHS web servers. In addition, we are providing TMI&S with online database development for tracking the certification status of the unclassified but sensitive Internet protocol router network (NIPRNET) circuits; tracking of the Technical Integration Working Group (TIWG) meeting and goal mappings; and tracking of the IA DoD Information technology Security Certification and Accreditation Process (DITSCAP). RGII also designed and implemented the NOAA World-Wide Public Service Network (PSN) and the PSN network security architecture. We designed and developed a highly redundant, scalable, and cost-effective Web clustering platform utilizing the open-source Linux operating system and the Linux Virtual Server (LVS) clustering software.  The system has resulted in a cost savings to the CIO/HPCC office, and has proven to be highly reliable and scalable, providing in excess of 99.9999% availability − 45 minutes of downtime in three years!  The Linux Rainbow Cluster Web Farm hosts more than 74 NOAA Websites. Exhibit 3-7 gives a short list of sites.  

RGII also developed the NIMA E-Commerce Prototype (NEP), which is a Web-based ordering system for NIMA’s geospatial products that are distributed by the Defense Logistics Agency (DLA).   NEP is built on Oracle's 11i iStore, Order Management, and Inventory e-business applications. The inventory application was geospatially enabled using Oracle Spatial to allow users to perform geospatial queries on the products. NEP has reduced the timeline for ordering existing hardcopy products from 2-3 weeks to a matter of days and has given NIMA much improved tracking of what is being ordered by which customers. NEP went live on SIPRNet on 1 April 2003.

3.15. Training

RGII brings to DoD an experienced and qualified team of instructors and training professionals who can satisfy all the training requirements of the DoD user community. We have developed and implemented one-on-one, computer-based, online, and classroom-style training courses for the Department of Defense, NOAA and the Department of State.  Our plain-language course materials are tailored for various audience levels, including PMO staff, administrator staff, and the user community. We currently provide on-site training to approximately 5,000 military and government personnel employed by the Tri-Service Infrastructure Management Project Office (TIMPO).  Team RGII is also providing both classroom and computer-based training for strike planning system and mission planning system instruction (TAMPS, N-PFPS, JMPS, JMEM) at the Strike Fighter Weapons School.  We augment tactical instructors, prepare courseware, research and develop updates and enhancements to course materials, perform training system evaluations, and develop solutions to complex training problems in accordance with current tactical doctrines.  RGII provides a complete integration package, and empowers the client by providing them the tools they need to perform their mission successfully.
3.16. Documentation

RGII provides the DIA focal point for the review; comment and evaluation of proposed IT-related Mission Need Statements (MNS), and Operational Requirements Documents (ORD).  We ensure a timely, complete, and accurate review of these documents to ensure the best interests of the DIA and DoDIIS community are reflected in the final documents.  RGII has the distinctive capability to review and assess a myriad of IT-related information developed under the Joint Capability Integration and Development System (JCIDS) including but not limited to Initial Capabilities Documents (ICDs), Capability Development Documents (CDDs), Capability Production Documents (CPDs) and their derivatives, the Capstone Requirements Document (CRD), and the C4I Support Plan (C4ISP).   RGII’s in-depth knowledge of the requirements and the acquisition processes combined with our experience in the C4ISR arena, position us as the leader in technical review for these documents in support of the CIO Office of the DIA. 

3.17. Project Management Services

RGII is providing full program execution support, from program initiation through post-implementation support, to the Joint Intelligence Virtual Architecture (JIVA) Integration Management Office (JIMO).  We identify and clarify requirements; assess the situational realities; assemble resources to develop strategy; establish strategic goals, risk levels, and priorities; establish decision criteria; identify/evaluate specific candidate strategies; select the best candidate strategy; and refine the overall strategy. RGII participates in the program reviews at the Defense Intelligence Analysis Center (DIAC), and briefs plans for accomplishing the goals.  RGII plans and conducts critical Technical Interchange Meetings (TIM) as required by the DIA to collect data and resolve issues.  Team RGII assists the JIMO in planning and managing those activities essential for effective program control and flexibility.  Specifically, we identify critical development milestones, particularly those with dependencies between separately developed JIVA technologies, and assist in integrating them into the JIVA master schedule.  We review schedules and milestones from JIVA technology developers for consistency with the master schedule, technical reference model, or technical architecture, and common understanding and vision with the JIVA Enterprise acquisition strategy.  We estimate project costs and assess and track project risks.  Finally, all RGII program management is conducted in accordance with DoD 5000 Series Program Management Guidance.  
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NOAA home page�
�
�HYPERLINK "http://www.accessnoaa.noaa.gov/"��www.accessnoaa.noaa.gov��
NOAA Employees�
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NOAA CIO�
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�HYPERLINK "http://www.ogp.noaa.gov/"��www.ogp.noaa.gov��
Office of Global �Programs�
�
�HYPERLINK "http://www.security.noaa.gov/"��www.security.noaa.gov��
NOAA Security�
�
�HYPERLINK "http://www.homeland.noaa.gov/"��www.homeland.noaa.gov��
Homeland Security	�
�
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