Tier 1 Help Desk SOW

1.0 Scope of Work 

The contractor shall provide the personnel skilled with the required Tier 1 support technical expertise and interpersonal skills to support the U. S. Army Medical Information Technology Center (USAMITC), U. S. Army Medical Research and Materiel Command (USAMRMC) and its component agencies, the U. S. Army Medical Department (AMEDD) at large, and other selected government agencies. Contractor shall provide support for various types of Information Technology (IT) equipment, software, and organizational procedures with a focus on enterprise applications, such as Microsoft Active Directory and Exchange.  In support of USAMITC Client Services Branch, the contractor shall supplement USAMITC staffing of government persons providing complete Tier I support to an estimated 400 person user community working in direct support of the USAMITC mission and selective Tier I support for an additional 65,000 plus AMEDD-wide user base utilizing USAMITC managed enterprise systems. 

2.0 Background Information

This paragraph provides general background information related to:

1) Tiers of Support,

2) the types of data used by tier 1 support persons and,  

3) USAMITC’s philosophy regarding quality tier 1 support services.  

2.1 Tiers of Support 

This section contains an analysis of tier 1 support business practices in context with other tiers of support.  This section is provided to ensure understanding about the boundaries of responsibilities between other tiers of support and this Tier 1 Support Contract. 

Help Desk services are often described in terms of tiers of support.  Traditionally there are three tiers of support, with each subsequent tier requiring a higher level of expertise / attention being provided to the end-user.  Generally, higher tiers of support cost more money.  These tiers of support are generalized below:

Tier 1 support will consist of the following activities:

1) Answer calls and log a trouble ticket.

2) Attempt a quick resolution to the end-users issue.

3) Provide information dissemination of organizational policies and procedures. 

4) Manage a queue of trouble tickets based on established priorities (Triage).

5) Refer more advanced problems to specialist technicians providing Tier 2 & 3 support.

6) Maintain ownership of referred issues to ensure closure by Tier 2 & 3 support.

7) Run Help Desk reports and perform some help desk systems administration activities.

8) Participate in quality improvement activities including team meetings.

Tier 2 support will consist of the following:

1) Accept referred calls from Tier 1 support technicians.

2) Provide higher level application specific, operating system, desktop, and office automation support.

3) Provide on-site support as required to resolve end-user issues. 

Tier 3 support will consist of the following:

1) Accept referred calls from Tier 1 support technicians.

2) Work with on-site Tier 2 support as required to the resolve issue.  

3) Provide expert application / system support.

4) Engage corporate resources (team leader) as required to resolve the issue.

Tier 0 Support - In addition to these traditional levels of support, new automated tools have become available to empower the end-user to resolve their own issues.  These automated tools are sometimes referred to as Tier 0 support tools and are normally implemented in larger organizations.  Tier 0 applications, such as a web-site to allow end-users to log their own trouble tickets, review the status of a trouble ticket or look up the resolution to a common problem in a database, become cost justifiable once a user community grows beyond a certain size.  

2.2 Data and Information

Trouble Tickets – The primary type of information collected by support technicians is a trouble ticket event.  This is usually initiated when an end user calls into a Tier 1 help desk phone number and a help desk representative subsequently logs the issue into the help desk system.  End users can also send an e-mail message or enters data into a web-site; either event generates an automated trouble ticket.  If the Tier 1 representative responding to an event cannot resolve the issue within an established block of time, the issue is assigned to a Tier 2 or Tier 3 support person based on the type of support required. Contractor shall track tier 1 service by person-hours, on a trouble ticket (event) basis, and accurately document the total number of service-hours provided per each respective service event.

Management Reports and Trend Analysis – Both canned and ad-hoc help desk reports are generated to track trends, collect metrics, etc.  

Documented Processes and Procedures – USAMITC in collaboration with their contracted support personnel, maintains and updates standard processes and procedures related to service desk protocols.  Contracted technical support at all Tiers of support is expected to help maintain and improve these processes and procedures through regularly held team meetings and will participate on a Configuration Control Board (CCB) which will be chartered to conduct configuration management of Service Desk policies and procedures.   

2.3   USAMITC’s Philosophy – Tier 1 Support Class of Service

Within industry today, service desk philosophy spans a spectrum of approaches based on cost vs. quality.  At the low end, some organizations provide no support at zero cost while at the high end others provide premiere services regardless of cost.  Between these two extremes various other cost models exist depending on the organizations objectives.  USAMITC’s approach is to provide HIGH VALUE service by maximizing Tier 0 and Tier 1 services using a “concierge” approach.  This approach includes:

1) Very High Levels of personalized support – A live person answering the phone.

2) Tier 1 support maintaining ownership of the issue until resolution.

3) Extensive follow-up and systematic escalation processes for all unresolved issues. 

4) Not closing an issue until the customer confirms a high level of satisfaction. 

3.0 Specific Tier 1 Support Tasking:

Requirement 1:  The contractor shall provide services consistent with the descriptions and intent of prior paragraphs which result in Tier 1 help desk support for select AMEDD wide enterprise applications and all USAMITC service desk functions to include:

Requirement 1.1:  The contractor shall provide services and support in response to AMEDD assigned personnel with hardware and software issues, by logging and resolving issues, related but are not limited to:

· All Microsoft Back Office applications (e.g. SMS, SQL, Active Directory, Exchange, etc.)
· All Microsoft Front Office (Microsoft Office and related) applications
· All common desktop applications (e.g. Acrobat reader, Activecard Gold, Approveit, HEAT, Winzip, etc.)
· All enterprise distributed (AMEDD) security applications and procedures (IAVAs, IAVBs, TAs, etc.)
· All USAMITC managed Enterprise systems (TAMMIS, S3, 3PC, AEFSS etc.)
· All other AMEDD COTS and GOTS applications as required except MHS managed systems 

Requirement 1.2: The contractor shall provide services and support in response to USAMITC assigned personnel with hardware and software issues, by logging and resolving issues, related but are not limited to:

· All Microsoft Back Office applications (e.g. SMS, SQL, Active Directory, Exchange, etc.)
· Hardware (servers, desktops, laptops, tablet PCs, computer peripheral equipment, PDAs, fax machines, printers, copiers and other similar IT assets; including understanding of all related hardware maintenance agreements).

· All Microsoft Front Office (Microsoft Office and related) applications.
· All common desktop applications (e.g. Acrobat reader, Activecard Gold, ApproveIt, HEAT, Winzip etc.)
· All locally distributed (USAMITC) security applications and procedures (IAVAs, IAVBs, TAs, etc.)
· All USAMITC managed Enterprise systems (TAMMIS, S3, 3PC, AEFSS etc.)
· All other USAMITC purchased or managed COTS and GOTS applications as required except MHS managed systems.  

Requirement 1.3:  The contractor shall provide services and support in response to USAMITC assigned personnel with information services and procedure issues, by logging, resolving and forwarding issues, related but are not limited to:

· Facilities Management Support (HVAC, furniture moves and repairs, ancillary equipment, conference room scheduling)

· Security Management Support (physical security alerts, after hours visitor badge collection, Emergency Recall coordination) 

· Phone Systems Support (new phone orders and changes, voice mail setup and phone feature support) 

· VNC / VTC Information Support 

· Organizational Communications Support (switchboard operator services, email announcements, building alarm response, dissemination of organizational “HR” policies and procedures) 

Requirement 1.4:  The contractor shall provide system administration services and support for Help Desk Servers.
Requirement 2:  The contractor shall maintain automated and tunable escalation processes and procedures for managing help desk priorities.  

Requirement 2.1:  Applications - The contractor shall assist the government in creating baseline escalation processes and procedures for all identified application support areas.  Once baseline processes and procedures are created, participate in a continuous process improvement plan targeted at optimizing service desk application support capabilities.  

Requirement 2.2:  Hardware - The contractor shall assist the government in creating baseline escalation processes and procedures for all identified hardware support areas.  Once baseline processes and procedures are created, participate in a continuous process improvement plan targeted at optimizing service desk hardware support capabilities.  

Requirement 2.3:  Information and Procedures - The contractor shall assist the government in creating baseline escalation processes and procedures for all identified information and procedure support areas.  Once baseline processes and procedures are created, participate in a continuous process improvement plan targeted at optimizing service desk information and procedure support capabilities.  

Requirement 3:   The contractor shall assist the government in creating and systematically enhance baseline service level metrics for measuring help desk services and a process to provide periodic / ad hoc service desk performance reports to include, but not limited to: 

1) Time to respond with support

2) Time to problem resolution

3) Tier level identification of problem resolution

4) Escalation status for all issues

5) Customer survey results

6) Analysis and recommendations for enhancing customer satisfaction.  

It is anticipated that each of these categories will include at least several performance metrics.   

Requirement 4:  Alarming - The contractor shall assist the government in configuring and utilizing software that will automatically escalate and alarm on all outstanding calls that have not been resolved by target resolution times.

Requirement 5:  IVR- The contractor shall assist the government in utilizing (configure and run reports) systems and processes which route incoming calls via an Interactive Voice Response (IVR) system, in the event this type of system is implemented by USAMITC.  

Requirement 6:  ACD - The contractor shall assist the government in utilizing (configure and run reports) systems and processes which route incoming calls via an Automated Call Distribution (ACD) system, in the event this type of system is implemented by USAMITC.  

Requirement 7:  Industry Best Practices - The contractor shall assist the government in implementing government selected technical and procedural solutions consistent with industry best practices for service delivery as detailed in the Information Technology Infrastructure Library (ITIL) Best Practice for Service Delivery Guide unless directed otherwise by the USAMITC Service Desk CCB.  

Requirement 8:  Skills and Knowledge - Individuals assigned as a Tier 1 Support Representative are not required to have in depth knowledge or skills in any particular application, type of equipment or USAMITC function.  However, the team of Tier 1 Support Representatives as a group is expected to have an expert span of knowledge and experiences across the entire spectrum of applications, hardware, services and processes which constitute the environment and mission which USAMITC supports.  All Tier 1 support representatives are required to have a broad experience base in IT applications including a minimum of moderate level skills in the Microsoft Office Suite of applications.  The ability to quickly learn new applications, IT equipment operations and USAMITC organizational policy is mandatory.  

A clear and understandable speaking voice is essential for all Tier 1 Support positions.  Tier 1 support representatives are expected to communicate clearly and concisely and without the use of colloquial or slang language.  English is the only required language for all representatives.  Multi-lingual support may be required during the processing of individual task orders under this agreement.  

Tier 1 support persons are expected to have above average data entry and English composition skills.  Representatives shall be required to enter data into the trouble ticket system while concurrently communicating with end users requesting support over the phone.  Data entered into the trouble ticket system is expected to clearly, accurately and concisely reflect the events presented by end users.  

Knowledge of military customs and cultural protocols is a job requirement for consideration as a Tier 1 support professional at USAMITC.  Exposure or experience with the US Army Medical Command (MEDCOM) is a preferred, but not required, job applicant attribute.   

Requirement 9:  Behavioral Profile – Tier 1 persons:

Display a friendly demeanor which results in building rapport with customers and co-workers. 

Remain calm and helpful regardless of the behaviors of other persons, 

Can de-escalate angry and frustrated people,

Demonstrate very strong listening skills,

Accurately communicate events through clear and concise written and verbal accounts,

Utilize both deductive and inference problem solving skills (critical thinking),

Ability to articulate and document processes in written format,

Enjoy research and continuous learning,

Enjoy reading and writing.


Requirement 10:  Hours of Operations – USAMITC requires Tier 1 Support on a 24 X 7 X 365 basis.  This support shall be a blend of “Standard Coverage” and “Extended Coverage” as established through the Service Desk CCB and directed by the USAMITC Client Services Branch Chief.  The government reserves all rights to modify hours of operation and anticipates regular modifications in order to meet mission requirements.  The current mission requirement is to ensure high levels (90% or greater) of Tier 1 support requests being immediately answered by a live person.  

Standard Coverage Services - There shall be a minimum of 2 FTEs providing this initial on-site service.  During standard coverage, Tier 1 help desk support will be staffed 100% of the time.   under this contract work shall be performed Monday through Friday:

     Tier 1:  Initial 14 hour workday:  0500 hours through 1900 hours, 

     excluding the following Federal Holidays:

New Year’s Day



Labor Day

Martin Luther King Day


Columbus Day

President’s Day



Veterans Day

Memorial Day



Thanksgiving Day

Independence Day


Christmas Day

Standard coverage work location is: 

2710 Howitzer St., Building 2372, 

Fort Sam Houston, TX 78234-5087.  

Extended coverage – Extended coverage service includes Tier 1 support located as required to ensure support personnel are available to receive and respond to incoming Tier 1 support requests during all other times not covered under “Standard Coverage” described above.  During extended coverage, Tier 1 help desk support will be staffed “on-call” 100% of the time.       

Contractor shall staff Tier 1 support by staggering Contractor’s shift schedule in such a way as to ensure the Government does not incur overtime charges.  Contractor shall provide proposed shift schedules to ensure shift coverage and minimize overtime costs.

Requirement 11:  Configuration Control Board (CCB) – All Tier 1 support persons participate in configuration management processes to some degree.  The service provider shall establish baseline processes and metrics as described in Requirements 2 and 3 above.  Once baseline processes and metrics are established, a CCB will be conducted not less then once per calendar quarter and not more then once per calendar month.  The Client Services Branch Chief (contract task manager) or his / her designated representative will chair the CCB.  

During the CCB all relevant metrics will be presented and reviewed to evaluate and approve changes in service level objectives over time.  Recommended changes to service desk processes, procedures, coverage and metrics will be presented to the board for consideration.  The objective of the board is to optimize service desk metrics.  The definition of optimized in this context is to provide USAMITC and it’s customers with the highest quality service desk possible at the lowest possible cost.  

Requirement 12:  Continuity of Service Required - Contractor shall ensure the services under this contract be continued without interruption and that, upon contract expiration, a successor, either the Government or another contractor, may continue them. The Contractor agrees to 

(1) furnish phase-in training and (2) exercise its best efforts and cooperation to effect an orderly and efficient transition to a successor.

Requirement 13:  Help Desk Certification – The contractor shall ensure that at least one assigned person under this contract shall have Help Desk Certification as a Help Desk Certified Professional or have an ITIL Practitioner’s Certificate in IT Service Management at all times.  All other tier 1 support persons are expected to have or be working toward help desk certifications.  

Requirement 14:  Extended Work Week (EWW) - Within eight (8) hours following Contracting Officer’s written notification, Contractor shall provide sufficient Contract staff to perform a specific EWW requirement.  Contractor shall address EWW response in a Contractor’s Mobilization and Contingency Plan.  The Government may require Contractor to staff the Enterprise Command and Control Center (EC3), 24 hours a day, seven (7) days a week; or work a EWW in support of special projects.  Examples of the need to request a EWW (Extended Work Week):

1) Unplanned move of personnel from an office area due to emergency response issues in the workplace (i.e. homeland security alert, flooding or fire in an office environment) which might require support staff for after hours work or possibly weekend support.

2)  A power outage has caused mission critical computer systems to fail.  

3)  Assistance has been requested to meet a critical project deadline

Requirement 15:  Computer Telephony Support - Contractor shall provide expertise in configuration and management of any government selected Computer Telephony Interface (CTI), auto-attendant, Interactive Voice Response Unit (IVRU), and Automatic Number Identifier (ANI), APROPOS Automatic Call Distribution (ACD) via an automatic call distribution system and similar equipments and software. 

Contractor shall utilize the Crystal Reports features of the HEAT system or like reports in any comparable call tracking system which the government selects.  Contractor shall provide expertise in the configuration, utilization, integration, and management of an automated knowledge base support system (iKnow), HEAT, iHEAT (web interface for HEAT) and associated modules or provide the expertise in any comparable call tracking system which the government selects.  
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