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1 Introduction

Systems Research and Applications Corporation (SRA) and RGII Technologies, Inc.(the SRA Team) are pleased to provide this technical proposal in support of the requirements detailed in the Section C of Request for Quotation (RFQ) # eia 060005, Department of Education (ED) Information Assurance Support Services. Our technical capabilities described in this volume will demonstrate why the SRA Team is the right industry partner for ED Information Assurance Services (IAS), offering robust information assurance and security solutions and expertise at low risk and reasonable cost.
1.1 The Information Assurance Challenge

The provision of ample security is a mandate for federal information systems. Federal entities must ensure that their information systems operate under the protection of security controls that are commensurate with the risk and magnitude of harm that could result from a compromise of sensitive data collected, processed, and/or transmitted by those systems. Accordingly, security considerations must be factored into all aspects of the system development lifecycle (SDLC) and incorporated into the system design through the implementation of adequate technical, management, and operational controls. Information system security planning in the Federal Government is driven by a complex—still evolving—framework of federal information security requirements and guidance. These include federal authorities, such as the Federal Information Security Management Act of 2002 (FISMA—part of the E-Government Act), Appendix III of OMB Circular A-130, Security of Federal Automated Information Resources, and the Clinger Cohen Act (CCA), as well the various National Institute of Standards and Technology (NIST) Federal Information Processing Standards (FIPS) and Special Publications (SP).

The SRA Team is fully experienced with all federal laws, regulations, and guidance that apply to ED systems, and we bring to the Department an exceptional ability to develop and administer all critical portions of a robust security posture. Moreover, the SRA Team’s involvement with NIST experts in their development of security standards and methodologies provides our IA analysts and engineers with valuable insight into the Institute’s direction on IA standards and guidance—insight that will enable our team at ED to anticipate changes and determine how they may affect the Department.
1.1.1 Another Perspective—Security and Privacy Safeguards as Business Enablers

The SRA Team understands that federal organizations are gradually transitioning to a more modern way of doing business by using the Internet to make information and services readily available to their customers. We also understand that until now, many of these organizations have delayed these capabilities because of security concerns. The decision to factor security services prominently into all stages of system management, however, may just provide them with a catalyst toward enhanced business capabilities. Properly implemented, security safeguards do more than simply protect sensitive information by keeping hackers out—they let business partners and customers in. In doing so, they facilitate business and promote progress. A strong IT security program 
not only protects sensitive information from unauthorized access, but also helps to ensure that the proper information is available and accurate for the people who need it. Similarly, an assurance of privacy and confidentiality can enable a business to increase its customer base, and an assurance of availability and integrity enables that business to get its work done more efficiently. Therefore, instead of viewing security merely as a burden imposed by federal regulations, perhaps security solutions should be viewed from the perspective of any other IT investment—as an opportunity to improve business processes, reach more customers, and increase efficiency.

1.2 The SRA Team
SRA’s focus on effective, collaborative teaming, building value, and providing reliable services is a driver for our success. SRA has partnered with RGII to establish a fully integrated team designed to provide the most flexibility and value for the IA support services ED requires. As a team—and as a partner to ED IAS—we are committed to bringing the best, most flexible solutions to this project and will use “best-in-industry” staffing practices that draw on the best-qualified, best-value personnel from the SRA Team’s substantial corporate resources.
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SRA Company Overview

SRA is a systems integrator with a continued focus on helping our clients solve their business and information technology (IT) problems. Founded in 1978, became a public company (NYSE SRX) in 2002 and has grown to more than $881 million in annual sales (FY2005) and 4,800 employees. We are a large business, serving our clients from our headquarters in Fairfax, Virginia, several offices in the D.C. metropolitan area and throughout the country. Offering a wide range of services from complex system integration to robust IA solution delivery, SRA is recognized for our commitment to deliver cost-effective, value-add solutions. Currently, we serve government clients in 12 of the 14 departments of the Executive Branch, all branches of the military services, the White House, and the Judicial and Legislative Branches of the Federal Government. We manage the IT infrastructure of a number of major agencies, have been instrumental in the implementation of public key infrastructures (DoD and other settings), and have developed and implemented a variety of innovative tools. We are proud of our 27-year history of continuous growth driven by our delivery of quality services that add value to programs of national importance.
1.2.1.1 SRA’s Dedicated Information Assurance Practice

	SRA’s Dedicated Information Assurance Practice

	SRA’s IA Practice of SRA is part of the Security and Systems Engineering Solutions strategic business unit. As a separate entity, the IA unit works with federal clients for both Civil Government and Defense/Intelligence sectors. This provides win-wins for our federal clients:

· Allows independent security assessments for federal agencies;

· Establishes core group of experts focused solely on IA best practices;

· Provides clients with a benchmark across the federal agencies;

· Capitalizes on interactive relationships among SRA’s various sectors to leverage best practices from related engagements and capture agency-specific domain knowledge to tailor approaches, overcome obstacles, and achieve high performance goals for each client.


SRA not only understands the challenge presented by information system security requirements, but also has the broad experience and deep expertise needed to provide the best value solution for security infrastructure and program support. SRA’s IA Practice consists of experienced, certified personnel that operate independently of the company’s system and software engineering business units. These IA professionals have assisted numerous clients, such as the Securities and Exchange Commission (SEC), the Government Accountability Office (GAO), Department of the Labor (DOL), and the Environmental Protection Agency (EPA), in the development and continuous improvement of their successful IT security programs In doing so, SRA has enabled our federal partners to transition their IA capabilities from mere security compliance to security excellence and helped them to improve their FISMA scorecards and overall information system security postures. The unique knowledgebase comprised by SRA’s IA professionals provides our project teams with up-to-date information on regulations, comparable situations, best practices, tools, and rapidly evolving cyber threats and vulnerabilities—resources that enable SRA to provide quality IA services and products.
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RGII Company Overview
Founded in 1990, RGII Technologies, Inc. (RGII) is a wholly-owned subsidiary of Computer Horizons Corp., providing innovative technology solutions and program management to the federal, state, and local government markets. RGII has grown to more than 350 employees, with regional offices in seven states, customer sites worldwide, and a compounded annual growth rate since inception of 161 percent. In 2003, RGII was acquired by a $300 million leading business solutions and human capital management company, Computer Horizons Corp. (Nasdaq: CHRZ). RGII’s full spectrum of services includes network and information technology; program management; IA and security; technology management; systems development/maintenance; call management services; engineering technology, and technical services. In partnership with its customers, RGII uses its technical expertise and deep understanding of the government market to organize, manage, and integrate information in formats that streamline operations and access emerging technologies.
We are International Organization for Standardization (ISO) 9001:2000 registered and our parent company is assessed at Software Engineering Institute/Capability Maturity Model (SEI/CMM) Level 4.
1.3 Proven Capabilities and Benefits

For ED, the SRA Team will employ proven management and IA practices that we have refined through hundreds of successful federal civilian and military projects. These include the processes we successfully demonstrated in earning the top corporate score for IT security program management support from the National Security Agency (NSA). Figure 1-1 below provides a sampling of the capabilities that the SRA Team brings to ED IAS in support of the Department’s IAS needs.

	Capability
	Description and Benefit

	Corporate-wide SEI CMMI Level 3
	Software Engineering Institute (SEI) Capability Maturity Model Integrated (CMMI)-based process improvement reduces project risk; provides standard, adaptable processes and training for project staff; and results in higher product quality. CMMI ratings can assist organizations in selecting reliable and low-risk suppliers of IT products and services. SRA will apply our CMMI Level 3 program management processes to ensure the success of IAS services provided to ED.

	NSA IAM-CMM Certified
	The NSA rating profile is a direct application of the Continuous Appraisal Method using the INFOSEC Assessment Capability Maturity Model (IA-CMM) to measure the maturity of information security processes performed within an organization. SRA received NSA’s highest overall composite score for conducting risk assessment services—using IA-CMM. Our NSA IA-CMM rating indicates SRA’s high level of quality in both IA services and product delivery—a level of maturity that is not offered by many vendors. In addition, all SRA IA program managers (PMs) and task leads are certified in NSA’s INFOSEC Assessment Methodology (IAM).

	Full-scale IT Security Program Support
	SRA’s IA professionals have assisted numerous clients, such as SEC, GAO, DOI, and EPA among others, in the development of comprehensive IT security programs. We have an established IA support infrastructure that includes repeatable processes, templates, and tools for development of security documentation. This extensive, full-lifecycle, federal security program experience means that the SRA Team can bring the most-effective security risk management, plus the ability to help our clients quickly implement policies and procedures with less effort and lower total cost (better, faster, cheaper) and capitalize on capabilities already developed for other government agencies.

	FISMA Management Innovator
	SRA has assisted numerous federal agencies to meet FISMA responsibilities, including NIST, GAO, EPA, DOL, DOC, HHS, DOI, Treasury, DHS, the White House, GSA, and FAA. To facilitate EPA’s FISMA management and reporting, SRA developed ASSERT©, an enterprise-wide FISMA management tool, now available as a government-off-the-shelf product through the ASSERT© Consortium and used by GSA, SSA, and FAA. SRA’s extensive IA experience and expertise have enabled our all of federal agency partners to achieve continual improvements in their FISMA scorecards. SRA also supports NIST’s FISMA Implementation Project. Benefit 


	Dedicated and credentialed IA group
	SRA’s IA professionals are focused exclusively on security analysis and engineering. Our IA practice consists of proven expertise and a unique knowledgebase of up-to-date information and the ability to apply best-practices in implementing technology and countering evolving threats.

	Federal Information Assurance Experts
	Our in-depth understanding of federal regulations, standards, and compliance requirements, means that we can provide effective guidance and support on policy, procedure, and guidelines as well as improved data collection and reporting (e.g., FISMA, Improved Report Card, NIST SP 800-26). In addition, our hands-on experience with the evolving certification and accreditation requirements as defined by the NIST FISMA Implementation Project will allow us to impart timely, effective compliance with federal requirements guidance to ED system owners.

	Large Pool of Subject Matter Experts
	SRA has a large, available pool of subject matter experts with specific “on demand” expertise (e.g., policy analysts, organizational specialists, PKI, IDS, Firewall, Mainframe, Windows, wireless)—providing an enhanced ability to accomplish ad hoc tasks from a single-source industry partner; ability to tap thought leadership capabilities.


Figure 1‑1: The SRA Team’s information security credentials are significant, including a wide range of services provided to customers throughout the Federal Government.
2 Management Approach

SRA has successfully performed all possible IAS support services tasks described in Section C of the RFQ for clients across the Federal Government, and we bring to ED IAS a disciplined management approach and proven technical processes to support its IA support needs. This section describes SRA’s management approach. Underpinning our management and technical delivery capabilities are the management processes, procedures, and tools formalized in SRA’s Project Management Handbook© (PMH), and maintained by our Process Management Group. Created in 1991, the PMH is based on the SEI’s CMMI for Software© and the Project Management Institute’s A Guide to the Project Management Body of Knowledge (PMBOK©). The PMH will provide the foundation for managing and performing technical delivery of all requirements in this SOW. SRA will apply our SEI CMMI Level 3 program management 
	Benefits of SRA’s Management Approach

	· Open, direct, & inclusive management style—SRA communicates freely within the project team, and most importantly, with our customers. We have found that an inclusive management style leads to effective partnerships.

· Robust management processes & tools—SRA’s management approach follows CMMI Level 3 best practices, which will provide the rigorous controls needed to ensure that this project is executed in conformance with ED’s desire for exceptional management control over its processes.
· Independent quality assurance program—To ensure the quality of SRA’s services and products, we integrate processes such as personnel management, quality assurance, and risk management into every phase of project execution. These integrated—yet independent—processes guarantee objectivity in the measure of our performance against established standards and best practices.

· Partnership with ED IAS—SRA’s management style will promote a cooperative environment among ED IAS, SRA, and other contractor personnel to establish a framework that fosters collaborative planning and decision making, and to develop a flexible, responsive relationship to meet evolving business needs.


processes and NSA IAM processes to ensure the success of C&A activities for ED systems. In addition, all SRA Team IA PMs are proven experts and hands-on practitioners, in addition to experienced supervisors, and are certified in NSA’s IAM, which requires five years of demonstrated experience in information or computer security.
SRA’s CMMI Level 3 project management approach addresses the full spectrum of management activities involved with contract or task execution, including start-up, planning, execution, tracking, control, oversight, and closeout. Additionally, this proactive infrastructure incorporates the tools and processes necessary to ensure operational excellence in all aspects of task order performance, including quality assurance, risk management, configuration management, security management, and subcontractor management. Figure 2-1 below shows key indicators and metrics by category (management, technical, cost/schedule) and the automated tools that the SRA Team Program Manager (PM) will use for monitoring and reporting.
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Figure 2‑1: SRA's established management processes ensure highly responsive and high quality support.
2.1.1 Team Management and Organizational Structure
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	Figure 2‑2: The SRA Team’s management structure provides efficient communication channels and ensures maximum flexibility in our support of ED IAS support tasks.


<<DETERMINE WHAT OTHER PARTS OF OUR MANAGEMENT / STAFFING APPROACH TO INCLUDE. REFERENCE ORALS MANAGEMENT SECTION.>>
3 SRA’s Teaming and Subcontractor Management Approach 

Our compelling teaming philosophy is simple: select the best partners; embrace the small business community; ensure that our partners share our commitment to service and quality; and demand a corporate culture that puts customer mission objectives first.
3.1 Teaming
SRA and RGII have history or working together for the benefit of our mutual clients.  Each company in this partnership values the role that the other plays in the success of our shared engagements.  Further, each understands that in order to maintain a productive partnership and meet client needs, each member of the team must have meaningful responsibilities.  The SRA Team is a fully integrated group that will work together to provide ED with the most value in support of the Department’s IT security program.  As a team—and as a partner to ED—we are committed to bringing the best, most flexible solutions to this project and will use “best in industry” staffing that draws on the best-qualified, best-value personnel from our entire team.  Accordingly, in full utilization of the SRA Team’s breadth and depth of expertise, rather than assigning end-item responsibilities, SRA will ensure that members of the ED project team work collaboratively with each other and with ED to meet the Department’s objectives.  Subcontractor management is therefore an integral function of SRA’s task order management approach.
3.2 Subcontractor Management

SRA’s subcontractor management goal is to create an integrated or “seamless” organization that is driven by performance and service. Accordingly, SRA uses the same processes, methods, and tools to evaluate subcontractors’ performance as we use to assess our own projects. We will review their performance at monthly internal program reviews (IPRs) where Mr. Eakin will report to Mr. Jacobs and other senior managers.  We incentivize our subcontractors through work allocations based, in part, on cost and schedule adherence and customer satisfaction with their services. The result for ED IAS will be an integrated team that can consistently deliver high-quality services to ED IAS and its customers.

Our subcontractor management approach embodies four mechanisms to maintain schedule, cost, quality, and technical control, and to mitigate subcontractor management risks:

· SRA conveys assignments with a simple, clear statement of work, with well defined milestones and deliverables. 

· SRA establishes and maintains daily, open communications to ensure that all team members—SRA and contractor personnel alike—adhere to the same standards, policies, and procedures, ensuring smooth operations and maintenance. SRA will ensure that all team members understand and successfully carry out task activities under the same performance measures.
· SRA requires subcontractors to designate a point of contact (POC) with authority to commit company resources and coordinate task assignments. These POCs participate in quality assurance reviews at the corporate level.

SRA establishes a periodic or milestone-keyed project review process. RGII personnel will participate in regular project review process and provide written status reports.

3.2.1 Subcontractor Management Plan

SRA will work with RGII to develop written statements of work (SOW)as appropriate for task orders issued by ED under the IAS BPA. These SOWs will define the roles, objectives, deliverables, and constraints. Each agreement will identify specific team communications activities, lines of communication and reporting, and issues of quality and contractual commitment. The agreement will designate technical and business POCs).
For RGII, Mr. Eakin will have the authority to commit corporate resources and will be accountable for the performance of RGII personnel. Based on weekly and monthly performance data, SRA managers will evaluate performance and record RGII’s performance ratings in SRA’s subcontractor performance database.  We then use subcontractor management controls and incentives (e.g., future work assignments) to meet targets with high-quality products.  Through these provisions, we will be able to deliver the SRA Team’s best functional and technical resources, and apply our best processes and practices to each aspect of the project.
3.2.2 Subcontractor Performance and Incentives
The SRA Team’s performance planning will strive to define performance requirements and quality levels for RGII that combines qualitative assessments of enabling ED mission success and quantitative measures of SRA Team performance based on TO-specific metrics. SRA allocates a substantial portion of incentive fee directly to the performance, goals, and objectives of ED IAS, demonstrating that the SRA Team is not only responsible for outstanding project performance, but also that we are a stakeholder in the broader success of ED IAS.

3.3 Anticipated Support from RGII

<<NEED INPUT>>
3.4 Teaming Agreement

In support of the principles described above, SRA and RGII have executed a teaming agreement, which is available in Appendix B.
4 Integrated Staffing Approach
The SRA Team has assembled a highly capable, readily available team of IA professionals who possess significant experience and subject matter expertise within the IT security space. These individuals possess current and relevant knowledge and skills to successfully support ED IAS, and they have contributed to the successful development, implementation, and application of NIST-based IA solutions throughout the Federal Government.  As an integrated team, they embody an IT security knowledgebase that is unmatched in the industry. In addition to broader IA knowledge, the proposed SRA Team is experienced with our approach for developing and implementing IT security solutions, as well as the individual the technologies employed by the ED IT infrastructure. 
As demonstrated by the resumes in Appendix A and the skills and experience matrix in this section, collectively, these individuals possess a great breadth and depth of experience and skills that will provide real value in our support of ED IAS and ED’s IT security program. To identify candidates for this effort, we took a holistic view of the overall set of skills required to execute the possible IAS support services tasks identified in Section C of the RFQ. Our objective was to provide an assortment of individuals who can provide the types of IA support services required to support the ED IT security program.

We believe that this integrated team approach will provide ED with optimal support and flexibility as the Department’s IA support needs expand or evolve. Not only have we selected personnel to compose an integrated team of experts covering all of ED’s IA support needs, but each individual’s set of skills, knowledge, and experience can also transcend the IA task areas identified in the RFQ to support a variety of the possible IAS support tasks. As individuals, the depth of their knowledge and experiences can contribute detailed, first-hand insight for individual tasks as they relate to their specific areas of expertise.  Collectively, the breadth of their knowledge will fully account for the types of IA support that ED requires.

4.1 Proposed Personnel

One of the most important factors in successful project execution is assigning a team of individuals who have the right experience, are savvy in the correct technologies, possess the right mix of skill, and exhibit strong innovative attitudes. These characteristics describe the candidates project that the SRA Team has assembled for this work. We are committed to working with the ED IAS to select the best-qualified individuals to support this project. The following skills and experience matrix (Figure 5) provides an overview of the proposed SRA Team members. This matrix cross-references the possible IAS support tasks from the RFQ with the skills/experience of each team member. Appendix A provides detailed resumes fro each individual, calling out specific experience directly related to the skills that ED needs.
NOTE: This chart will be adjusted/expanded and needs to be populated. 
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Figure 4‑1:
5 Technical Approach

SRA will help IAS transition from an IT security compliance focused organization into an IT security service focused organization; complete with a menu of proposed IT security services offerings.  SRA understands that most Federal Government departments and agencies have focused on IT security compliance activities as a result of FISMA and OMB mandated requirements.  The second stage in maturing an IT security service focused organization is the full integration of IT security with the other OCIO functions, processes, and procedures such as enterprise architecture (EA), Capital Planning, Investment, and Control (CPIC), IT operations, System Development Lifecycle (SDLC), and configuration management.  The third stage in the maturity of an organization’s IT security program is the full integration and institutionalization of IT security into the daily business functions and processes of the organization, such as business risk management, and as part of other types of IT support provided to the business function.  SRA would recommend the following process to assist this maturation process. 
· Conduct an IT security program assessment to determine the current state of the ED IAS.  
· Develop an IT security program plan with both an operational (1 to 3 years) and strategic (3 to 5 years) view.  
· Gain senior management approval and support and begin implementation of the program.  
Review and update the program plan at least annually with special emphasis on feedback from the field.

5.1 IT Security Policy and Procedure Development and Integration

SRA has developed and implemented security policies for many of the largest federal agencies and CIOs, including DOI, EPA, the Departments of Labor (DOL) and Commerce (DOC), and the Executive Office of the President (EOP). SRA’s approach to information systems security policy development and implementation follows NIST guidelines and uses industry methodologies and best practices to provide maximum return on investment for our client’s risk management budget. We understand the full range of policy needs and the complex interplay between policy, procedures, realistic practices, NIST standards, federal regulations, and budget prioritization. This interplay requires constant adaptation to meet evolving needs in the IA space, such as the release of new or revised regulations and guidance or to address changing circumstances. The need to continually enhance the clarity of policy and procedures is part of the dynamic nature of a successful IT security program.
Figure 3-1 below lists the possible IT security policy support tasks from Section C of the RFQ. The subsections that follow then discuss the SRA Teams approach to performing those tasks.

	Section
	Task Name
	Description

	4.1.1
	Information System Security Policy Gap Analysis
	Perform Gap Analysis between Department’s IT Security Policy and NIST 800-53 Security Controls

	4.1.2
	Information System Security Policy Development and Update
	Develop and Update Policies and Procedures Based On NIST 800-53 Security Controls

	4.1.3
	Policy and Procedure Alignment with ED Security Goals
	Integrate policies and procedures to ensure that they align to Department IT security goals and objective


Figure 5‑1: 

5.1.1 Information System Security Policy Gap Analysis

Success of the ED IT security program hinges on policy. Policy is a living, breathing component of any successful organization. Effective IT security policy provides the uniform guidance required for consistent compliance and implementation. It mirrors organizational culture and is in harmony with demonstrated business practices. IT security policies should be risk-based—focused on closing security gaps with appropriate controls. They must also be clear, concise, flexible, responsive, and easy to implement in a demanding environment. They cannot be overly burdensome in practice. 
It is important to establish the underlying policy constraints, scope, and requirements prior to any policy rewrite effort.  SRA must work with the customer to establish a policy framework based upon IT security standards and goals.  Administrative issues, such as format templates, style guides, and document review processes must be addressed.  The authoritative sources used to write the policy must also be established.  For example, OMB’s EA Assessment Framework and OMB Circular A-119 have a profound impact upon security standards, but could necessitate major changes to current organizational processes.  Note that federal requirements alone (from OMB circulars, federal laws, NARA requirements, etc.) can easily generate hundreds of policy requirements to incorporate.  Additionally, any supplemental guidance regarding specific needs or wishes from the ED IAS staff will be documented and vetted for inclusion into policy content.  Once a requirements baseline is established, SRA will perform a gap analysis between the intended direction of the organization and the current policy state.  The recommendations will culminate into a proposed project plan to allocate resources and address the deficiencies.  The gap analysis will also include a formatted business risk analysis result suitable for inclusion into an OMB A-11 section 300 exhibit to help with CPIC justification of the investment.

SRA has provided this type of support to various federal agencies for years, usually with onsite staff augmentation to the IT security program staff.
5.1.2 Information System Security Policy Development and Update

SRA will work with IAS personnel to develop or update security policies, procedures, standards, and guidelines based on NIST 800-53 security controls, as well as new technologies and threats. 
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	Figure 5‑2: SRA's Approach to policy development results and effective policies


Throughout the development process, our IA experts will strive to understand the specific security issues facing ED and to build a policy set that complies with both ED IAS and federal government requirements. SRA will ensure that these policy documents are as independent of specific technologies as possible, so that frequent updates for new technologies are not required. SRA will deliver these documents to the ED IAS Director for review and approval. Figure 3-2 depicts our approach to collaborative policy development. 

5.1.3 Policy and Procedure Alignment with ED Security Goals
There are several emerging guidance sources with recommendations as to how policy and procedure alignment should occur.  A civilian federal agency must adapt the official guidance.  

ED security goals are reflected by the requirements and standards established for the organization.  In general, an organization’s security goals should be synchronized with the organization’s overall business goals as part of the overall EA.  In October 2000 the CIO Council produced the Architecture Alignment and Assessment Guide, which identifies the Security Standards Profile within the EA as one document that encapsulates an organization’s security standards.  Additionally, the FEA also captures security standards used within the CPIC and SDLC process to help achieve organizational security goals.  Policies and procedures generally enforce the requirements and standards that achieve the ED security goals.  Policies and procedures must be mapped against the gap analysis explained in section 4.1.1 to ensure that the ED security goals are brought to fruition.

5.2 IAS analytical support and requirements gathering

Figure 3-3 below lists the possible IAS analytical support and requirements gathering tasks from Section C of the RFQ. The subsections that follow then discuss the SRA Teams approach to performing those tasks.

	Section
	Task Name
	Description

	4.2.1
	IT Security Requirements Gathering
	Perform IT security requirements gathering for implementation of new technologies such as public key infrastructure, digital signatures, e-authentication, and encrypted e-mail solutions

	4.2.2
	Analytical Support for Information System Security Centers of Excellence
	Perform analytical support in support of creating Information System Security Centers of Excellence (COE) for various security lines of businesses

	4.2.3
	Information System Security Advisory Support
	Capture information regarding new or over the horizon security initiatives promulgated by OMB, GSA, or any lawful act and provide white papers and implementation analysis and roadmaps


Figure 5‑3: 

5.2.1 IT Security Requirements Gathering

IT security requirements gathering involves both technical and organizational sources.  The “low-hanging-fruits” are the federally mandated requirements mentioned within section 4.1.1.  The policy gap analysis is based upon a clear understanding of underlying ED requirements and goals.  A key method used to ensure that IT security requirements are synchronized across the organization is to generate an agency-level requirements traceability matrix (RTM).  An agency-level RTM is a key mechanism to ensure that all requirements the agency wishes to enforce have been identified.  An RTM also facilitates import into EA and CPIC process tools, to help infuse security into the SDLC process.  Expansion of the RTM can additionally indicate the parties responsible to execute the requirement and the mechanisms that precisely address the requirement.   

The more elusive requirements are the organization-specific functional and non-functional requirements that may or may not be documented.  It is recommended that the initial RTM form the basis of internal meetings to elicit requirements as part of the RTM review process.

5.2.2 Analytical Support for Information System Security Centers of Excellence

The IT Security Line of Business (LOB) Program is designed to identify opportunities and solutions to strengthen the ability of all agencies to identify and defend against threats, correct vulnerabilities, and manage risks (including those specific to a single agency or shared among agencies).  The program accomplishes this by improving and promoting more consistent security management processes and controls across government through adaptation of proven practices; achieving efficiencies and effectiveness through standardization and sharing of capabilities, skills, and processes across government, where appropriate; promoting seamless, secure information sharing to improve operational timeliness between Federal Agencies; and achieving savings or cost avoidance through reduced duplication and economies of scale for common hardware, software, and shared services.  The IT Security LOB Program has identified five IT security activity areas for managing a government-wide information systems security program.  These are Program Management; Security Considerations in the Information Systems Lifecycle; Situational Awareness and Incident Response Capability; Training, Specialized Training and Knowledge Sharing; and Selection, Evaluation, and Implementation of Security Solutions.  SRA was one of the companies asked by the task force to respond to the request for information.  Additionally, SRA has been deeply involved with and provided support to several clients in developing their proposals to be centers of excellence.  Through all of this, SRA has gained a great deal of insight into the IT Security LOB program.  Based upon this insight, SRA will perform analytical support in support of creating or utilizing Information System Security Centers of Excellence (COE) for various security LOBs to support the ED IAS based upon approved requirements and taskings by the COTR.  This will be accomplished through conducting research, reviewing, analyzing, and evaluating the results, formulating finds and recommendations, and preparing white papers and briefings as required.
5.2.3 Information System Security Advisory Support

SRA currently staffs an Advanced Information Assurance laboratory, which we use in a number of creative ways to equip our IA engineers with the skills needed to support our clients’ technical advisory needs. Accordingly, SRA has the expertise needed to stay on top of emerging threats and innovative security solutions. The SRA Team will remain current on security technology and possible threats to ED’s IT infrastructure by subscribing to and monitoring security newsgroups, mailing lists, and postings for threats and vulnerabilities. As needed, SRA will recommend appropriate courses of action to counteract identified threats to or vulnerabilities in ED systems. The SRA Team will regularly provide a summary of external and internal information security issues and their impact on ED’s IT infrastructure. As needed, SRA will also prepare technical bulletins for the ED constituency to educate personnel on information system security issues.

SRA’s IA professionals are experts on NIST, OMB, and GSA authorities and can instruct IAS on how emerging guidance may impact the ED IT Security Program. SRA’s collaboration with NIST security experts provides us with a thorough understanding of NIST guidance and the Institute’s direction with respect to incorporating security into the SDLC. Accordingly, SRA will work with ED system owners and application PMs to ensure that security is an integrated component of their system and software development lifecycles by attending review board meetings and commenting on design documents, and testing the software as needed.

To round out these advisory services and back up our recommendations, SRA has the expertise to identify, evaluate, and recommend tools for the ED security infrastructure. We will also provide necessary justification and documentation to support technology updates or new acquisitions. (See Section 3.3.4).
5.3 engineering support

To ensure that SRA provides the anticipated technical level of IA support appropriate for the current ED environment, SRA will work collaboratively on technical staffing needs. Specifically, SRA will work with ED to identify desirable specialized IA support skills for currently deployed technologies such as databases (e.g., Microsoft SQL, Oracle, IBM DB2, Domino), operating systems, (e.g., Microsoft Windows 2000, 2003, XP, UNIX HP/UX, Solaris, Digital Unix, SNA, IBM OS/390), hardware (e.g., Netra, DEC Alpha, IBM Mainframes), specialized software applications (e.g. Tripwire, Veritas, IIS, Solaris iPlanet, Lotus Notes, Microsoft Exchange, Citrix Terminal Server), or other specialized needs required to function effectively.
Figure 3-4 below lists the possible engineering support tasks from Section C of the RFQ. The subsections that follow then discuss the SRA Teams approach to performing those tasks.

	Section
	Task Name
	Description

	4.3.1
	Information System Security Architecture Support
	Provide security architecture support, design secure enclaves, extranets, and security architecture solutions to support government to citizen initiatives and securely enable ED’s businesses, internal, and external customers and stakeholders

	4.3.2
	Technical, Security, and Requirements Review Board Participation
	Attend the Department’s technical, security, and requirements review boards as an IA representative to support IT projects

	4.3.3
	System Component Implementation, Configuration, and Maintenance
	Provide technical expertise in the implementation, configuration, and maintenance of system components (servers, operating systems, applications, etc). Implement and configure IT systems and applications

	4.3.4
	Security Product Testing, Evaluation, and Reporting
	Provide technical expertise on best of breed security technology. Review, test, and report on security technology on behalf of the information assurance group


Figure 5‑4: 

5.3.1 Information System Security Architecture Support
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	Figure 5‑5: 



The complexity and connectivity of today’s IT systems and networks presents great security challenges for both information technology producers and consumers. Because security threats can adversely affect ED’s ability to provide services—adversely affecting customers and stakeholders—a sound security approach is essential to ensure the confidentiality, integrity, and availability of ED’s information and resources. The security architecture is part of the overall enterprise architecture (EA), emphasizing controls, procedures and elements that secure the technology infrastructure, data, and service components. The security architecture framework provides a structured process for architecture development. The target security architecture and evolving baseline architecture—products of this framework—become part of ED’s enterprise architecture as those efforts progress. The target security architecture is a design standard incorporating desired security into all IT infrastructure elements.
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	Figure 5‑6: The security architecture framework structures the architecture development and maintenance process.




The implementation of an appropriate security architecture will allow ED to: comply with Federal EA requirements; interoperate with other organizations; deliver orderly and efficient security solutions; enforce policies, regulations and business requirements; and move ED IAS forward on the maturity scale. The basic security architecture model (above right) separates design and planning activities from various technical areas that support the design. The best solutions start with a thorough plan focused on the organization’s business objectives and operations–not on specific technologies used by the organization. To aid in ED’s security architecture development, the SRA Team will use available, updated principles and an understanding of the ED environment to tailor the generic framework shown in Figure X-X. The security architecture framework requires that objectives from ED Information Security Plans (ISP) and strategic plans and initiatives identify required security capabilities, which will then be captured within the target architecture. Thus, ED’s target security architecture will comprise a collection of management, operational, content, and infrastructure-related capabilities needed to meet its business objectives. Once the appropriate capabilities are identified, the SRA Team can align current and future technologies within the appropriate capability area. A planning process that can track issues and individual projects to completion, plus conducting “what-if” scenarios, will support target security architecture information.
SRA currently provides and/or has provided security architecture and/or EA support to several customers for both federal civilian and military organizations. SRA currently has an in-house Metis training program as well as a partnering arrangement with Troux technologies. The current expectation is that ED will require security architecture support for the FEA. SRA stands ready to ensure security and IA concerns are addressed within a FEA context and the Troux Metis platform, unless alternate guidance is provided by ED. 
The SRA Team is capable of applying NIST SP 800-series and/or IATF framework guidance towards the “defense-in-depth” design of secure enclaves. We are also capable of incorporating or supplanting this guidance using alternatives specified by ED.

The SRA Team will ensure secure extranet design to the level of effort that the ED desires. We are capable of designing both unencrypted encapsulation and encryption measures based upon ED confidentiality, integrity, availability or Closed User Group (CUG) functionality requirements. This includes, but is not limited to, RFC 2547 BGP VPN, GRE, PPTP, MPPE, VPDN, L2TP, PPPoE, MPLS VPN, IPSec, SSL/TLS, SSH, Citrix, S/MIME, WAP, WEP, PKE, PKI, 802.1x, and 802.11i WPA2 IPSec. Based upon the technology selection, we can design solutions ranging from a few hundred to several thousand endpoints, and we will work with the customer to identify the specific requirements.

The SRA Team is aware that ED was designated the proposed agency managing partner for “on-line access to loans (e-loans)” within the Federal Enterprise Architecture Program Management Office (FEA-PMO) 24 Presidential Priority E-Gov Initiatives. The SRA Team is capable of designing secure both “greenfield” (i.e. new) and existing (e.g., GovLoans.gov) public Web services.

5.3.2 Technical, Security, and Requirements Review Board Participation
The SRA Team will represent ED in IA matters and ensure NIST 800-series guidance is properly applied. We are also ready to maintain the linkages between requirements and the FEA Reference Model, CPIC, SDLC, section 53 and section 300 of OMB Circular A-11. In addition, to help ensure compliance with emerging guidance, the SRA Team stands ready to maintain standards in an XML-based format.

5.3.3 System Component Implementation, Configuration, and Maintenance

The SRA Team typically supports customers with a combination of both common and specialized skill sets. Common skill sets include numerous operating system platforms, network devices, and well-known applications. Specialized skill sets tend to vary greatly and are provided based upon discussion with the customer. In short, the SRA Team is capable of implementing, configuring, and maintaining a wide range of IT systems and applications. Due to the large number of possible vendor-specific automated and manual solutions, it is recommended that ED provide the SRA Team with specific requirements that vary from generic or common skill requirements.

5.3.4 Security Product Testing, Evaluation, and Reporting

The SRA Team’s senior technical personnel are constantly assessing new and current technologies through industry conferences, vendor presentations, prototypes, industry journals, and research from organizations such as the Gartner Group.  This information gathering provides our team immediate access to pre-filtered, up-to-date technology information, such as which standards are truly industry-wide and which are proprietary.  Additionally, our methodologies provide tools to evaluate and track requirements, evaluate vendor demonstrations, and track action items generated during the process. Additionally, SRA maintains in-house IA lab facilities and a wide-range of technology skills. Senior technical personnel from the SRA Team have presented papers at major international conferences and have participated in industry working groups. We will continue to provide these services on behalf of the ED Information Assurance Group.
5.4 general security service support

The SRA Team is well qualified to respond to any ad hoc security service requests regardless of complexity—from the evaluation of IA and security planning documentation to the preparation and delivery of security presentations and in-depth, information security position papers for the ED CIO, IAS Director, and wider audiences at all levels of expertise.
Figure 3-5 below lists the possible general security service support tasks from Section C of the RFQ. The subsections that follow then discuss the SRA Team’s approach to performing those tasks.

	Section
	Task Name
	Description

	4.4.1
	System Security Plan and IA Documentation Review and Evaluation
	Review and evaluate system security plans (SSPs), configuration management (CM) plans, disaster recovery plans, contingency plans, etc.

	4.4.2
	System Security Plan and Certification and Accreditation Documentation Support
	Develop SSPs and documentation related to the certification and accreditation (C&A) of systems and applications

	4.4.3
	Security Analysis and Reporting
	Develop security white papers, analytical products, perform security reviews and risk assessments and associated reports

	4.4.4
	Security Event Support
	Host Off Site Events and Roundtables to Support the Department’s Various Security Working Groups and Committees, and Security Events Such As Awareness Day

	4.4.5
	Security Presentation Development and Delivery
	Produce and Deliver Security Presentations, Briefs, and Studies

	4.4.6
	Security Awareness and Specialized Training
	Provide Support and Security Awareness and Specialized Training

	4.4.7
	Incident Response Capability Support 
	Support Incident Response and Management Activities


Figure 5‑7: 

5.4.1 System Security Plan and IA Documentation Review and Evaluation

The SRA Team will review and evaluate ED’s SSPs and other IA documentation (e.g., CM plans, disaster recovery plans, and contingency plans), to determine their compliance with all relevant federal security laws and regulations, as well as existing and any new NIST, OMB, and ED IAS guidance. As appropriate, we will recommend adjustments or revisions with respect to achieving compliance and/or based on the status of particular systems or applications and changing system priorities as defined by ED IAS.
5.4.1.1 System Security Plan Evaluation

The goal of the SRA Team’s evaluation of ED SSPs will be to ensure that these important documents plan for an appropriate level of risk, which must ultimately be approved by the appropriate ED authorizing officials. SRA has a great deal of experience reviewing SSPs for our clients, and we are thoroughly familiar with NIST SP 800-18, Guide for Developing Security Plans for Information Technology Systems. For example, at EPA, SRA evaluated approximately 60 SSPs during the Agency’s investment review process. SRA’s professionals assessed each plan for adequacy using EPA’s guidance document for Security Plan Preparation and best government/industry practices. Subsequently, SRA prepared a new SSP Guide to bring EPA processes in line with NIST SP 800-18 and NIST SP 800-26, and has since prepared several security plans following that guidance.

Similarly, at DOL, SRA developed and reviewed security plans submitted by DOL agencies for compliance with applicable DOL and NIST guidance and standards. SRA suggested ways in which the agencies could bring their plans into compliance. Additionally, SRA developed an easy-to-use template that DOL agencies now use to create SSPs. This template ensures that all necessary factors are addressed and that the resulting plans are consistent and auditable. The template includes instructions on what each section should contain, background information that helps authors understand the principles of IA relevant to each section, and suggested language where possible.

For ED systems, the SRA Team will ensure that all information derived from the system description, security characterization, security control selection, and risk assessment is accurate and captured in the SSP. SRA Team analysts will gather necessary information to assess the ED SSPs through a series of interviews and by reviewing the current documentation on the systems. We will then determine the accuracy of the existing SSPs and make an initial determination regarding the sufficiency of the documented security controls.

5.4.1.2 Configuration Management Plan Evaluation

Configuration Management (CM) is the process of establishing and maintaining the security, integrity, reporting, and audit capability of Configuration Items (CIs). Proper and secure operation and maintenance of ED information systems requires the application of CM principles to existing networks, hardware, and software to ensure that quality systems and software products are implemented and maintained. As a management tool, CM ensures that system components—whether documentation, hardware, or software—are properly identified and controlled during the day-to-day operations at the ED. CM also provides a disciplined set of techniques for controlling changes to identified baseline security configurations and enhances consistency, compatibility, integrity, and security of ED information systems.

At a minimum, the SRA Team’s evaluation of ED CM plans will consider the following metrics:

· Effort per baselined work product; 

· Percentage of planned CIs baselined per unit of time; 

· Number of change requests received per month and resources expended in closing each request; 

· Work completed and resources expended in CM activities; and 

Profiles of the type of change over time.

5.4.1.3 Contingency and Disaster Recovery Plan Evaluation

ED Disaster Recovery Plans and Contingency Plans form the basis of ED IAS efforts to provide mitigation and preparedness operations, crisis management and response, resource services, and recovery operations. The SRA Team will review and evaluate these important plans to:
· Determine the plans’ viability and effectiveness to facilitate recovery of mission critical ED systems supporting essential data, communications connectivity, and critical business functions;

· Determine the level to which plans and procedures are thorough, complementary, and sustainable;

· Determine the level to which plans are based on current policy guidance, and are consistent and congruent with that guidance; and

Develop a list of needed improvement to comprehensive emergency operations and response plans and procedures.

SRA has significant experience and a long tradition of excellence within the contingency planning arena for DoD and civilian federal government agencies. Our expertise is a discriminating qualification. We understand the dynamic nature of disaster recovery planning that is a consequence of the constant changes that occur throughout an organization and its IT environments. IT is critical, especially during emergencies, and IT organizations have a significant responsibility—from preparedness through recovery.
5.4.2 System Security Plan and Certification and Accreditation Documentation Support

The SRA Team has successfully performed certification and accreditation (C&A) services for clients throughout the Federal Government and has assisted more than 200 federal systems achieve C&A. We bring to ED IAS a disciplined approach and proven technical processes to support all of its C&A needs.

The core of the SRA Team’s approach to SSP and C&A documentation support is a series of interactive interviews with management and system personnel and users, where we gather the information necessary to develop the system boundary, the security characterization, risk assessment, security plan, and all other components of the C&A package. The SRA Team will use data collection tools based on NIST SP 800-26 and NIST SP 800-53 to capture the information.

System Description and Security Characterization – The system description and security characterization lay the groundwork for all other C&A activities. Once completed, they set the system control objectives for the duration of the C&A process. The system description includes: a functional overview; the network or application architecture; hardware and software components; the information types processed by, stored within, or transmitted through the information system; users and their types of access; and the interconnectivity and information sharing with other information systems. Once the system description has been defined, The SRA Team will establish the security categorization. FIPS Publication (Pub) 199, Standards for Security Categorization of Federal Information and Information Systems, provides high-level criteria for the impact analysis on confidentiality, integrity, and availability. The team then clarifies the information types that the system processes, stores, or transmits using NIST SP 800-60, Guide for Mapping Types of Information and Information Systems to Security Categories, and evaluates the other factors that might impact the security characterization.
Privacy Impact Assessment – The privacy impact assessment (PIA) analyzes whether a system contains personal identifiable information (PII) and determines the risks and potential effects of collecting, maintaining, and disseminating that information. The PIA also evaluates protections and alternative processes for handling information to mitigate potential privacy risks. The SRA Team will employ a specially designed survey to extract all forms of PII within ED information systems. The PIA report will then provide ED IAS with a basis for determining whether its information systems adequately protect PII.
Security Control Selection – During the initial interview process, we will establish a set of baseline security controls based on NIST SP 800-53. This will be modified by what is (and what is not) applicable to the target information system and by the common control elements to the GSA environment and the target system location. The outcome will be a requirements traceabilty matrix (RTM) for each system or enclave of systems. The RTM, together with the system description and security characterization, will provide a baseline for all subsequent work processes.
Risk Assessment – Risk assessments are an integral part of an organization’s risk management process because they holistically evaluate the security posture of information systems and the environments in which they operate. Their primary purpose is to provide a measure of the relative threats to and vulnerabilities of an information system so that resources can be effectively distributed to minimize potential loss. SRA has supported innumerous risk assessment efforts for our clients, including EPA, CDC, GSA PBS, DOL, and many others. At EPA, SRA conducted risk assessments for 13 MAs, following a NIST-compliant methodology developed by SRA specifically for EPA that combines the assessment of operational and management vulnerabilities with a TVA. Typically, a complete risk assessment with TVA takes approximately three months to complete. However, to help EPA meet an urgent obligation, SRA ramped up the resources needed to conduct and complete a large assessment consisting of hundreds of systems in less than six weeks. To date, the SRA Team has performed more than 100 risk assessments for EPA, including the risk assessment of the Agency’s National Computer Center involving hundreds of assets in five "asset" areas from mainframe to telecom.
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	Figure 5‑8: SRA’s risk assessment methodology is deliberately broad in scope, considering various aspects of risk.


SRA’s risk assessment methodology (Figure 3-6) is deliberately broad in scope, considering not only technical information system security aspects of risk (e.g., hacker/cracker attacks), but also the physical, personnel, and informational components of risk. SRA will address NIST-defined management, operational, and technical controls categories as laid out in SP 80-53 as applicable to ED information systems and documented in their respective RTMs. SRA will perform and document the results of risk assessments for ED information systems following guidance set forth by NIST SP 800-30, Risk Management Guide for Information Technology Systems, as required during the C&A lifecycle or as requested by the Government. SRA will capture most of the information necessary for the risk assessment analysis during our initial ED personnel interviews. However, additional contacts with the system owner may be required for information clarification.
The SRA Team’s risk assessments of ED information systems will examine all threats, vulnerabilities, and likelihoods to determine each system’s risk posture. During risk assessment performance, the SRA Team will capture information and update the respective plan of action and milestones (POA&M) for each system. SRA Team analysts will then evaluate risk mitigations to determine which risks have been reduced to the desired level, which risks may need further reduction, and which risks are acceptable to the authorizing official. The Risk Assessment Reports will provide clear summaries of the risk levels with respect to operations, assets, and individuals. If appropriate, SRA will discuss acceptable level of risk and the specific risks that should be accepted with the authorizing official.
Security Plan Development/Update – The SSP is a living document that reflects decisions and justifications for control selection, as well as the controls themselves. Our interviews of ED personnel will allow the SRA Team to capture all information necessary for the system description, security characterization, PIA, security control selection, and risk assessment. Our analysts will then assess and document this information in the SSP in accordance with guidance from NIST SP 800-18 and the new NIST SP 800-53 security control categories.
Contingency Plan Development/Update – The SRA Team will document or update the contingency plan for ED information systems, as directed. ED information system contingency plans will work in concert with existing overarching COOP plans in that they focus on the recovery of information systems. Recognizing that the terms outlined in ED COOP plans and existing ED contingency plans address some of the requirements for the ED information systems, the scope of the individual system contingency plans will acknowledge the content of these overarching plans and incorporate the needs of each specific system.

The SRA Team will gather relevant information for the contingency plan as part of the initial interview process. For information systems that do not already have contingency plans in place, steps involved in plan development include:

· Conduct business impact analysis to determine the optimum point to recover the information system.

· Identify preventive controls to prevent potential outages.

· Develop recovery strategies based on worst-case scenario; integrate with overarching COOP plans.

Document contingency plan.

Configuration Management Plan Development/Update – The CM plan supports the maintenance of accurate records of the assets that make up an information system—hardware, software, firmware, interfaces, and documentation. The SRA team will tailor ED CM plans to reflect new NIST SP 800-53 requirements.
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SRA’s NIST SP 800-53A-Compliant Security Assessment Process



	Figure 4‑7: SRA will follow a NIST SP 800-53A-compliant process to verify and validate control information documented in ED SSPs.


Security Assessment – SRA’s security assessments of ED information systems will ascertain whether security controls protecting confidentiality, integrity, availability, and accountability, have been implemented, implemented correctly, and are adequate. SRA process (Figure 4-7) for testing system security controls is compliant with guidance from NIST SP 800-53A, Guide for Assessing Security Controls for Federal Information Systems. 
Determine the Test Objectives: Using NIST SP 800-53 to benchmark the security controls for each system’s designated security level, the SRA team will design the security assessment tests to measure the effectiveness of security controls that are (or should be) implemented as per the SSP.
Develop Test Procedures, Expected Results, and Resources Needed: Test objectives will be broken down into individual controls as enumerated in NIST SP 800-53. Test case scenarios will be compliant with NIST SP 800-53 and based on review of supporting documentation, interviews with relevant staff, observation, or hands on testing.
Test Plan and Schedule: SRA will submit the test plan to the appropriate ED stakeholders for approval before final scheduling. The test plan will provide a checklist of the information the system owner will have to assemble for the assessment. Once approved, the execution of the Security Assessment Test Plan will begin. The SRA assessment team will work with the ED-appointed POC to coordinate testing activities for all managerial, operational, and technical controls.

Conduct Security Assessment Activities: SRA will test the security controls identified in each security plan. Security assessment engineers will run through each step of the test script, and the security assessment witness will verify results that will be measured against the expected results in the script. The assessment team will utilize two assessment methods—interview and examination—to evaluate the implementation and effectiveness of the management, operational, and some of the technical controls documented by each information system’s SSP. In addition, they will utilize various testing techniques to determine the effectiveness of each information system’s technical safeguards. This will include an observation of the technical settings against documented standards and configurations. In addition, SRA’s assessment team may recommend the performance of a technical vulnerability assessment (TVA) to evaluate some operational and specific technical controls. The TVA will consist of discussion of the technical environment and the use of an automated tool to analyze distinctive parameters of the baseline. The extent and degree of testing will be discussed in detail with the appropriate ED stakeholders. The exact number and type of technical tests performed will depend on the size, boundary, and components of each system.
Develop the Security Assessment Report: The Security Assessment Report will include a summary of findings and a detailed explanation of identified deficiencies in each test accompanied by recommendations for mitigation. The SRA Team will deliver draft Risk Assessment Reports to ED IAS for a period of review and comments. Subsequently, immediate actions taken by ED based on negative results will be documented. The vulnerabilities or weaknesses that cannot be corrected immediately will be inserted into the mitigation plan and/or POA&M for remediation tracking as required by OMB and FISMA reporting. Once received, the team will incorporate any requested changes and deliver final versions.
Plan of Action and Milestones (POA&M) – The POA&M will be populated initially with the weaknesses identified in the risk assessment that are to be mitigated. It will be updated with the results of the security assessment and other evaluations and inspections, as applicable. The SRA Team will assist ED IAS in developing or updating a POA&M for each information system or enclave of systems and prepare the POA&M for the C&A package.

The C&A Package – The SRA Team will assemble the necessary documents for the C&A package for review and approval by the CIO and the certifying and authorizing officials. These documents—the SSP (with the risk assessment report, contingency plan, configuration management plan, rules of behavior, and other necessary appendices), the Security Assessment Report, and the POA&M—will be assembled with a proposed certifier’s statement and accreditor’s statement to make up the C&A package. The SRA Team will then review the package and all content to ensure that the system’s security posture is clearly and completely explained and prepare a summary for the certifying official to review. The SRA Team’s approach also includes a one-to-three-page summary that explains to the accreditor the purpose, contents, and implications of the package.

Additionally, if requested, the SRA Team can present a briefing to the certifier or the accreditor to further help him or her understand the risks that are being accepted and mitigated, and why. If, after the presentation, ED IAS requests that the team document additional controls, mitigations, or acceptance of risk, the SRA Team will then update the C&A package accordingly.
5.4.3 Security Analysis and Reporting

5.4.3.1 White Paper and Analytical Product Development
SRA managers include former Chief Information Officers (CIOs), Chief Information Security Officers (CISOs), and other high-level officials who understand the information that senior managers need and how to present it effectively. SRA is well qualified to support IT systems security and IT security white paper development. Often, these papers respond to high-urgency requests, such as information requests from the media, Inspector General, or Congress. Our special interest reports will include recommendations consistent with federal policies and will address the appropriate audience.

5.4.3.2 Security Reviews and Risk Assessments

See “Risk Assessment” and “Security Assessment” in Section 3.4.2.
5.4.4 Security Event Support

The SRA Team is thoroughly experienced in IA conference support, including event coordination, program development, and onsite logistical support. For example, in 2003 and 2004, SRA supported the GSA PBS Security Conference, which focused on educating regional Information System Security Officers (ISSO) about C&A requirements and procedures. As a result, we know the attributes that make such events successful and can draw from our earlier accomplishments and lessons learned to make ED IAS events a success.
5.4.5 Security Presentation Development and Delivery

Whether onsite at ED or within our pool of IA resources, the SRA Team has the subject matter expertise needed to quickly address all information security-related inquiries. Our managers include former CIOs, CISOs, and other high-level officials who understand the information that senior managers need and how to present it effectively. SRA Team IA professionals are proficient in researching, developing and delivering presentations and white papers on current information security trends and issues.
5.4.6 Security Awareness and Specialized Training

Effective training and widespread awareness of ED security policy is critical for effective control and enforcement. The SRA Team has the capability to develop and administer a security awareness and training program to keep important security issues alive in the minds of ED employees.

SRA has provided clients with security awareness and training support since the early 1980s. We have developed successful training solutions supporting regulatory, role-based, performance, or mission-essential task requirements spanning civilian and defense agencies, including GAO, DOI, DOL, Treasury, the U.S. Geological Survey, the Naval Sea Command, and the U.S. Missile Defense Agency. Our IA group has a full-time training specialist with both course development and instruction expertise. Once the SRA Team and ED IAS define training and awareness program goals and activities, our training specialist will produce collateral or training courses for in-person, CD, or Web presentation, as requested.

SRA will work with ED IAS to tailor our effective methodology for security awareness and training program development. This process will include the following activities:

· Identify the scope, goals, and objectives of the ED training program;

· Identify target audiences (stakeholders) for training; 

· Motivate management and employees through the development and deployment of innovative training solutions; 

· Administer/implement the program; 

· Maintain the program; and 

Evaluate the program.
5.4.6.1 Security Awareness Program

	[image: image9.emf] 



	Figure 5‑10:  The Instructional System Design process involves a continuous cycle of evaluation to ensure the relevance of course curricula and materials to training program objectives.


Depending on ED IAS preferences, the ED security awareness campaign may include brochures, e-mail reminders, security posters, formal training sessions, video clips, and other means to transmit the central message of the IT security program to the ED employees (e.g. pocket-size awareness cards, desktop calendars, or pre-packaged banners or posters).

Role Base Training – Role-based training is effective in educating personnel with significant security responsibilities, as well as personnel who may not have daily security responsibilities but whose actions could affect an organization’s IT security. SRA has already developed security-related training for these personnel, ranging from general to policy-specific in nature. We can tailor our curriculum/courses to the ED specific requirements upon request. Figure 3-8 depicts the instructional system design method we employ. The Analyze step determines current security knowledge level and relevant training. During program Design, we will work with the ED IAS to define learning objectives, specify training media, generate the syllabi, and specify individual lesson designs. The Develop step builds on the learning objectives through diagrams and outlines to identify necessary activities. Program Implementation entails deployment of the training program via the ED IAS’ preferred environment (e.g., classroom, intranet, CD, or mobile training). Finally, Evaluation is ongoing during all phases of course development to assist in review and improvement of the training program. If desired, SRA can handle all training logistics—for in-person and computer-based training.

5.4.7 Incident Response Capability Support

As incidences of violations and intrusion into secure networks increase, Congressional and Executive attention has turned to requiring federal agencies to create their own incident response capabilities to detect and respond to cyber attacks. SRA has the knowledge and expertise to support ED IAS in managing and refining an incident response capability. SRA has successfully developed and supported full Computer Security Incident Response Capability (CSIRC) for several agencies, including IRS and GAO. Drawing on these experiences and ongoing efforts, SRA will bring valuable lessons learned and ‘on the job’ insight to the ED IAS team.

In performing this task, SRA will:

· Provide additional incident response support resources to augment those already available within ED IAS.
· Assist in determining the exploit used to compromise ED computer systems.
· Assist in determining the scope of the incident and identifying if there were any other systems compromised during the exploit.
· Assist in formulating a mechanism to mitigate the risks associated with vulnerabilities, which may include actions such as applying patches to the affected system to protect against the exploit and providing the expertise to work with ED IAS staff in implementing mitigation strategies.

· Assist ED IAS in performing duties associated with responding to and documenting computer security incidents.

Provide onsite guidance and “lessons learned” sessions to educate ED IAS and pertinent Contractor support staff about the exploit and assist in establishing that network components have been configured in a secure manner prior to bringing them back online.
Appendix A – Proposed Personnel
	William H Bell

	Principal, Information Assurance Division

	Professional Qualifications and Educational Background

	Education:
	Ph.D. (former candidate-ABD), Georgia State University

M.B.A., Finance, Georgia State University

M.S., Engineering Science, University of Toledo

B.S., Mathematics, University of Toledo

	Clearance
	Top Secret

	General Experience:
	Mr. Bell has more than 30 years of IT experience in program management and analysis of customers’ business objectives.  During the past 5 years his concentration has been on enterprise and component level program management, program delivery, business process reengineering, computer and information security and architecture.  

	Specialized Experience
	Mr. Bell has held various policy, technical and management positions in the Federal government, most recently as Head of the Department of Justice Computer Security Technology Laboratory.  Mr. Bell has been an active participant in Federal Public Key Infrastructure activities, which are geared to improve the computer security and critical infrastructure protection processes of the government.

	Key Skills:
	Program and Project Management, Risk Assessment, Information Assurance Policy, Computer Security Program Planning, Public Key Infrastructure


Experience Relevant to Possible ED IA Support Tasks:

Mr. Bell’s IA clients and experience includes the Department of Defense (DOD) and the Department of Justice (DOJ).
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering – 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness – 
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· SRA International, Inc.,  Arlington, VA – Program Manager
2000-Present
· Department of Justice, Head, Computer Security Technology Laboratory
1997-2000

· Department of Justice, Science Officer
1984-1997

· Federal Bureau of Investigation, Senior Operations Research Analyst
1978-1984

· United States Postal Service, Atlanta, GA – Director of Support
1973-1978
	Carlos Blazquez, IAM, IEM, MCSE, CISSP

	Information Assurance Analyst

	Professional Qualifications and Educational Background

	Education:
	B.S., Foreign Area Study, United States Military Academy

	Clearance
	Top Secret/SCI/SSBI, Department of Defense

	General Experience:
	Mr. Blazquez is an experienced network security operations manager with expertise in security operations management, security architecture design, modernization, and oversight of information technology systems.  His areas of expertise also include network security, information assurance, and security program management.

	Specialized Experience
	

	Key Skills:
	Certification and Accreditation, Network Security Architecture Development, Intrusion Detection, Vulnerability Assessment, Security Program Management, Incident Response


Experience Relevant to Possible ED IA Support Tasks:

Mr. Blazquez’s IA clients and experience includes the Federal Deposit Insurance Corporation (FDIC), the United States Information Technology Agency (USAITA), and the United States Army.  Since 1998, he has focused his efforts on security vulnerability assessments, continuity of operations and incidence response, and network security administration.
· IT Security Policy Support
· Policy Development – For USAITA, led NISO Security Team to become ISO 9001:2000 compliant.  Integrated the structure of the Information Technology Infrastructure Library (ITIL), Information Technology Services Management (ITSM) into NISO Security Operations.

· General Security Service Support
· Risk Assessment – For the US Army, directed and performed technical assessments, briefings, and reports.  Successfully conducted network vulnerability assessments, mitigation of network vulnerabilities with system administrators.
· C&A Documentation – For the USAITA, managed the certification and accreditation of the Pentagon network infrastructure.
· Disaster Recovery/COOP Planning – While at USAITA, Co-founded the Pentagon Computer Incident Response Team (PENTCIRT).
· IA Training and Awareness – Co-authored and produced USAITA “Pentagon Network Defense in Depth” security poster which was briefed to over 300 ranking officials in the Pentagon.  Trained US  Army and contractor information assurance personnel.
· Incidence Response – For USAITA, his team successfully relocated to alternate site and continued uninterrupted security monitoring of Pentagon networks during terrorist attack of 9/11.  He also assisted the operations group in crisis management to successfully recover hardware in crash site, and re-establish network operations to Pentagon customers.

· General Management – For the USAITA, managed thirty-seven NISO contractor security personnel from different companies, with teams working 24x7, 365 to secure the Pentagon backbone networks, supporting over 50,000 global customers and 48 physical sites in the National Capital Region.
· Engineering Support
· Security Architecture Design – Led successful effort to re-engineer and implement new Pentagon Backbone Security Modernization Plan, a $3.5 million dollar project in 2002 that upgraded the Pentagon network intrusion detection sensors, firewalls, VPN’s, as well as implemented the first Pentagon Enterprise Security Management system for USAITA
· Implementation/Configuration/Maintenance – For USAITA, implemented an upgrade to the Pentagon network including intrusion detection sensors, firewalls, VPN’s.  Was the first to implement an Enterprise Security Management system for the Pentagon.
Employment History

· SRA International, Inc.,  Fairfax, VA – Program Manager
2005-Present
· Telos Corporation, Security Operations Manager
1999-2005
· Quantum Research Intl, Sterling, VA – Security Vulnerability Assessment Analyst
1998-1999
· US Army, Officer
1991-1998
	Scott Braus, CISSP, IAM, ACIA

	Senior Information Assurance Engineer

	Professional Qualifications and Educational Background

	Education:
	M.S., Concentration in Information Assurance, University of Maryland University College*

*Expected Spring, 2007

B.S., Computer and Information Science, University of Maryland

A.A., Computer Studies, University of Maryland University College

Graduate, Basic NCO Leadership Course, US Army Intelligence Center and School

Graduate, Primary Leadership Development Course, Eighth US Army NCO Academy

	Clearance
	Top Secret/SCI/SBI, Department of Defense

IT-I (OPM L-Level), Department of Energy

MBI, Department of the Treasury

	General Experience:
	Mr. Braus has 17 years experience in information technology and information security and is experienced in developing and implementing IA policies and procedures, system component implementation, configuration and maintenance, and security product testing and evaluation.

	Specialized Experience
	Mr. Braus has hands-on experience deploying network security solutions throughout federal agency enterprise infrastructures including firewalls, intrusion detection/prevention systems (IDS/IPS), HTTP proxies, encrypted web and FTP servers, and hardened bastion hosts in infrastructures of more than 100,000 end users.  Mr. Braus has performed penetration testing, security audits, vulnerability assessments, host-based and network-based intrusion detection data collection, forensic analysis, as well as integration of varying security devices into a comprehensive Security Information Management (SIM) infrastructure.  He has also designed and implemented technical solutions to ensure compliance with GISRA and FISMA; his efforts directly resulted in the Nuclear Regulatory Commission’s dramatic improvement of two letter grades in the 2002 GISRA Audit, making them third highest in the Federal Government.

	Key Skills:
	Intrusion Detection and Analysis, Distributed Security Solution Development, Vulnerability Assessments Forensic Investigations, Security/Network Architecture Implementation


Experience Relevant to Possible ED IA Support Tasks:

Mr. Braus’s has extensive experience working in the field of information security for the Internal Revenue Service (IRS), the Nuclear Regulatory Commission and the United States Army. Since November 2002, he has served as the technical lead for the IRS’s Computer Security Incident Response Capability (CSIRC), assessing, developing, and implementing information security policy and conducting certification and accreditation (C&A) activities.
· IT Security Policy Support
· Policy Alignment – At the IRS, led the CSIRC team to the highest Treasury Inspector General audit results.
· General Security Service Support
· Risk Assessment – At the NRC, performed risk assessments and internal vulnerability analysis to proactively identify and mitigate risks to the agency.
· IA Training and Awareness – For the IRS, spoke at the September 2005 GFIRST Conference describing technical solutions employed in the IRS CSIRC to enhance security analysis capability, representing the team’s expertise in the field of Information Assurance.
· Incidence Response – For the IRS, assisted Treasury Inspector General Forensic Investigation personnel analyzing compromised system data.
· Engineering Support
· Security Product Research – For the IRS, performed extensive pilot testing of Security Information Management (SIM) products including ArcSight and NetForensics.
· Implementation/Configuration/Maintenance – For the IRS, deployed and maintained ISS Site Protector, 40 Network Sensors, and 300 Server Sensors.  For  the NRC, configured and deployed conduits and access control lists on a Cisco PIX 520 firewall in a live DMZ.
· Security Architecture Design – For the NRC, designed encrypted FTP and Web servers on Windows NT and UNIX enterprise servers.
Employment History

· SRA International, Inc.,  Arlington, VA – IA Analyst
2002-Present

· Nuclear Regulatory Commission, Rockville, MD – Senior INFOSEC Analyst
2000-2002
· Sytel, Inc., Bethesda, MD – UNIX System Administrator
1999-2000

· Office of the Joint Chiefs, Washington, DC – Computer Analyst
1998-1999

· United States Army, Information Systems Security Officer
1988-1998
	Rosendo Casanova, IAM, GIAC

	Information Assurance Analyst

	Professional Qualifications and Educational Background

	Education:
	B.S., Liberal Arts, Regents University*

*Expected 

	Clearance
	Top Secret/SCI/SSBI, Department of Defense

Full Life Style Polygraph

	General Experience:
	Mr. Casanova has over twenty-four years of experience in leadership, management, training and counseling and over thirteen years of experience in intelligence analysis, electronic intelligence operations, physical and communications security, counter signals security, and telecommunication operations.

	Specialized Experience
	Mr. Casanova is experienced in security policy development, system security plans and procedures, and analytical risk assessment.  He has provided technical support and assisted in high-level security risk assessments, in accordance with DITSCAP, AR 380-19, DCID requirements and policy development for various government agencies.  He has co-authored the US Exports (USXPORTS) License Processing System (LPS) and Secure Air Force Data System (SAFEDS) prototype’s Security Policy, System Security Plan (SSP), System Security Authorization Agreement (SSAA), System Security Requirements Specification (SSRS) and Concept of Operations (CONOPS) as part of a package submitted to the USXPORTS Designated Approving Authority (DAA) for an Interim Approval to Operate (IATO).  He also authored the USXPORTS System Threat Analysis document which defined potential threats and describes security-relevant information pertaining to the USXPORTS System that will influence the security policy, security architecture, security requirements, security design, and secure operation of the USXPORTS System.

	Key Skills:
	Security PolicyAssessment and Development, Vulnerability Assessment,  Information Assurance Training


Experience Relevant to Possible ED IA Support Tasks:

Mr. Casanova’s IA clients and experience includes the US Army, the Department of the Interior (DOI), the Department of Labor (DOL), and the US Securities and Exchange Commission (SEC).  He has extensive experience in security policy development and assessment.
· IT Security Policy Support
· Policy Gap Analysis – For DOD, as a technical expert on Classified National Security Information and Policy issues he was responsible for the review, analysis, and subsequent recommendations regarding the implementation of Executive Order 13292—Further Amendment to Executive Order 12958.  His analysis and technical recommendations were utilized by the Office of the Under Secretary of Defense for Policy to bring all of their production Information Systems into compliance with the Executive Order.  
· Policy Development – Responsible for policy and document development in support of the USXPORTS license processing system.  Also responsible for system security policy and document development in support of various government agencies including System Security Plans (SSP), System Security Authorization Agreements (SSAA), System Security Requirements Specifications (SSRS), Plan of Action & Milestones (POA&M) and Concept of Operations (CONOPS).  
· Policy Alignment – 
· General Security Service Support
· Risk Assessment – Responsible for the identification of potential threats and security-relevant information which would influence the security policy, architecture, requirements, design, and secure operation of the USXPORTS System.
· IA Training and Awareness – Responsible for the design, development, conduct, and support of Specialized Role-based training and Computer Security Awareness and Training (CSAT) programs for various governmental agencies including DOI, DOL, and GAO.  He also developed the MDA Designated Approving Authority (DAA) Course, CAC / PKI Awareness Training Course. 
Employment History

· SRA International, Inc.,  Arlington, VA – Program Manager
2001-Present
· LinguisTek, Inc., Columbia, MD – Linguist/Analyst
2001-2001
· WebContent, Inc., Sterling, VA – Instructional Designer
2001-2001
· Defense Intelligence Agency, Washington, DC – Intelligence Analyst
1997-2001

· John F. Kennedy Special Warfare Center and School, Fayetville, NC – 
1993-1997

Senior Instructor
· US Army, Section Chief, Master Instructor
1981-1993
	Pam Culbreath

	Senior Information Assurance Analyst

	Professional Qualifications and Educational Background

	Education:
	B.S., Computer Science, Hampton University

	Clearance
	

	General Experience:
	Ms. Culbreath has over 10 years of professional experience, focusing for several years on INFOSEC and Information Security Architecture as it pertains to information system (IS) security application, implementation, and systems evaluation.

	Specialized Experience
	

	Key Skills:
	Certification and Accreditation, Security Awareness Training and Education, 
Risk Analysis/ System Test and Evaluation, Security Policy Development and Implementation, Plan of Action and Milestones (POA&M)/FISMA Reporting  


Experience Relevant to Possible ED IA Support Tasks:

Ms. Culbreath’s IA clients include the Peace Corps, the Department of Justice (DoJ), the Department of Defense (DoD), the Department of Veterans Affairs (DoVA), and the United States Navy Marine Corps.
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering - 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness – 
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· SRA International, Inc.,  Fairfax, VA – Senior IA Analyst
2005-Present
· BAE Systems, Washington, DC – Senior IA Engineer
2000-2005
	Thomas Eakin

	Information Assurance Director

	Professional Qualifications and Educational Background

	Education:
	M.S., Information Management, George Washington University

B.A., Economics, University of South Florida

	Clearance
	

	General Experience:
	Mr. Eakin is an experienced executive in the development and delivery of information technology consulting services to the federal government.  Mr. Eakin has experience in delivering consulting services in the areas of Information Assurance (IA); the development of Information Technology Architectures (ITA); development and implementation of IT Capital Investment programs, development of Web based applications; and program management activities for large IT product development, implementation and deployment programs.

	Specialized Experience
	

	Key Skills:
	Certification and Accreditation, Network Security Architecture Development, Intrusion Detection, Vulnerability Assessment, Security Program Management


Experience Relevant to Possible ED IA Support Tasks:

Mr. Eakin’s IA clients include the Department of Education (DoEd), the Department of Defense (DoD), the Department of Energy, the National Air and Space Administration (NASA), and the Department of Transportation (DOT).
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering - 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness – 
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· RG II Technologies,  Falls Church, VA – Information Assurance Director
2002-Present
· Booz Allen & Hamilton, McLean, VA – Senior Associate
1989-2002
· UNISYS Corporation, Reston, VA – Principal Programmer
1985-1989
· Richard S. Carson and Assoc., Bethesda, MD – Senior Consultant
1985-1985

· PRC Realty Systems, Inc., McLean, VA – Product Development Manager
1984-1985
· AZTECH Corporation, Washington, DC – Director of Mini-Computer Devlpmnt
1980-1984

· Intl. Business Services, Inc., Washington, DC – Senior Consultant
1979-1980

· Systems Automation Corporation, Silver Spring, MD – Financial Systems Analyst
1978-1979

· US Department of State, Washington, DC – Accountant
1975-1978
	Jeffrey Edelheit, IAM, IEM

	Information Assurance Analyst

	Professional Qualifications and Educational Background

	Education:
	M.S.I.S., Information Systems, George Mason University, 1990

B.B.A.., Accounting, University of Toledo, 1971

	Clearance
	Interim Secret (2003), Department of Defense

	General Experience:
	Mr. Edelheit has extensive experience in IT and security engineering, analysis, integration and design in commercial, civil government, and DOD environments. He has managed IT system development, security, and IV&V work programs.

	Specialized Experience
	

	Key Skills:
	Certification and Accreditation, Information Assurance Compliance, Network Security Architecture and Design, Risk Assessment, Vulnerability Assessment, Security Testing and Evaluation, Project Management


Experience Relevant to Possible ED IA Support Tasks:

Mr. Edelheit’s IA clients include the Department of Commerce (DoC), the Office of Personnel Management (OPM), the Department of Health and Human Services (HHS), the Environmental Protection Agency (EPA), the Department of Labor (DoL), and the Department of the Treasury (DOT).
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering - 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness –
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· SRA International, Inc.,  Arlington, VA – Senior Security Analyst
2003-Present
· User Technology Associates, Inc.,  Arlington, VA – Principal
2003-2003

· BT Americas,  Reston, VA – Principal Architect, eCommerce Products
2000-2003

· TechSpan, Inc., Fairfax, VA – Principal
2000-2000

· Cable & Wireless, Vienna, VA – Manager, Network Services
1999-2000

· BT North America, Reston, VA – System Engineering Manager
1995-1999

· The MITRE Corporation, McLean, VA – Sr. Member of Technical Staff
1983-1995
· Essex Corporation, Alexandria, VA – MIS Manager
1983-1983
· Price Waterhouse, Washington, DC – Senior Consultant
1982-1983

· Federal Communications Commission, Washington, DC – Systems Accountant
1978-1982

· Various Accounting Positions
1971-1978
	Zachary Graber, CISSP, CCNP, CCDP, SCPFA

	Senior Information Assurance Analyst

	Professional Qualifications and Educational Background

	Education:
	M.S., Electrical Engineering, Virginia Tech

B.S., Electircal Engineering

	Clearance
	

	General Experience:
	Mr. Graber has 15 years of experience in information assurance and network engineering, working for the federal government, major telecommunications companies and enterprise clients.  He is the lead engineer for the GAO vulnerability assessment team, responsible for identifying and mitigating risks in IT systems.  Mr. Graber is proficient in IT security, internetworking and routing protocols, and is experienced with WAN and LAN technologies, TCP/IP and ATM.

	Specialized Experience
	He has been technical lead on a variety of projects, including security architecture designs, a nationwide SIPRNET deployment, a vulnerability assessment security team, a nationwide GigE deployment, and the installation of integrated systems consisting of up to 12 racks of servers and RAIDs, and over 100 networked computers.  Mr. Graber is proficient in IT security, internetworking and routing protocols, and is experienced with WAN and LAN technologies, TCP/IP and ATM.

	Key Skills:
	IT Security, Vulnerability Assessment, Risk Mitigation, Network Design and Implementation, Network Component Configuration, Network Intrusion Detection Systems (NIDS), and Incident Response


Experience Relevant to Possible ED IA Support Tasks:

Mr. Grayber’s IA clients include the General Accounting Office (GAO) and the United States Navy.
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering – 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness – 
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· SRA International, Inc.,  Arlington, VA – Program Manager
2002-Present
· Greenwich Technology Partners, Chantilly, VA – Consultant 
2000-2002

· Technica Corporation, Dulles, VA – Information Systems Engineer
1998-2000

· Raytheon Systems Corporation, Falls Church, VA – Senior Electrical Engineer
1996-1998

· The MITRE Corporation, McLean, VA – Senior Electrical Engineer
1991-1996
	Keith Hall, IAM, IEM, CISA, CISSP, CCSP

	IT Security Architect

	Professional Qualifications and Educational Background

	Education:
	M.B.A., Global Management, University of Phoenix

B.S., Electrical Engineering, Purdue University

	Clearance
	

	General Experience:
	Mr. Hall has eight years of experience in the architecture and design of networks for security-sensitive, civilian sector clients in both the Enterprise and Service Provider arenas.  

	Specialized Experience
	During the last 3 years at SRA International, Mr. Hall has been the Lead Architect or Lead Advisor on several projects successfully executed on time and within budget.  He has delivered new security plans and policies, policy gap analyses, and network architecure designs.

	Key Skills:
	Security/Network Architecture Implementation, Distributed Security Solution Development, Vulnerability Assessments 


Experience Relevant to Possible ED IA Support Tasks:

Mr. Hall’s IA clients include the Department of Defense (DoD), the Securities Exchange Commission (SEC), and the Federal Aviation Administration (FAA).  He has experience in the development of Security Plans and Policies as well as in Network Security Architectures.
· IT Security Policy Support
· Policy Gap Analysis – For the SEC, delivered the SEC IT Security Requirements and Standards policy.  Developed and generated the initial SEC program-level IT Requirements Traceability Matrix (RTM) to indicate how the agency complies with applicable guidance such as Federal Laws.
· Policy Development – For the DOD, produced Information Assurance technical security architecture guidance targeted towards System Engineers with topics such as VPN, IDS, and FW infrastructure integration.  For the FAA, was the primary technical contributor to the Software Development Plan (SDP) to analyze the current environment and generate a forward-looking roadmap of future initiatives.
· Policy Alignment – For the SEC, provided a methodology to map all Federal Enterprise Architecture (FEA) reference models with SEC policies and technology guidance.  Delivered the Security Architecture white paper describing concepts for incorporation into the SEC Enterprise Architecture program
· General Security Service Support
· Risk Assessment – For the DOD, produced classified network and vulnerability analyses and rated networks within the DoDM 8510.1-M DITSCAP process using NSA Protection Profiles, DISA Security Technical Implementation Guidance and DoD Instruction 8500.2 Information Assurance guidance.  Analyzed the mission-side situational awareness architecture, systems, and networks of the Ballistic Missile Defense System (BMDS) for vulnerabilities.
· Incidence Response – Was lead architect on project to enable operational enhancements and automate functions of the FAA Computer Security Incident Response Center (CSIRC).  
· Engineering Support
· Implementation/Configuration/Maintenance – Provided technical security engineering support to the DoD Missile Defense Agency, Chief Information Officer Vulnerability section.
· Security Architecture Design – Developed the High Level Architecture for the VPN Extension (VPNx), for the Society for Worldwide Interbank Financial Telecommunications (SWIFT) Architecture Team.  High Level Architecture (HLA) topics included the devices and service component design in a layered security architecture to support a 7,300 end-node network spanning three continents.
Employment History

· SRA International, Inc.,  Arlington, VA – IT Security Architect
2003-Present
· Greenwich Technology Partners, Senior Network Engineer
2000-2003

· Digex, Senior Network Engineer 
2000-2000

· Networking for Future, Washington, DC – Senior Networking Consultant
1998-2000
	Walter Hare, IAM, IEM, CISSP

	Information Assurance Analyst

	Professional Qualifications and Educational Background

	Education:
	M.S., Management Information Systems, George Washington University

B.S., Building Sciences, Auburn University

	Clearance
	

	General Experience:
	Mr. Hare has over 15 years of professional experience, and more than 11 years of information systems and security experience encompassing security program management, controls administration and reviews, risk analysis, solution/system engineering, disaster recovery planning, and the development of security policies, procedures and standards.

	Specialized Experience
	Mr. Hare 

	Key Skills:
	Certification and Accreditation, Security Policy Analysis and Documentation, Risk Assessment, System Security Plan Development, Project Management


Experience Relevant to Possible ED IA Support Tasks:

Mr. Hare’s IA clients include the National Security Agency (NSA), the Federal Deposit Insurance Corporation (FDIC), the US International Trade Commission, the National Aeronautics and Space Administration (NASA), and the Department of Labor (DOL).
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering - 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness –
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· SRA International, Inc.,  Arlington, VA – Senior Security Analyst
2000-Present
· Integrated Management Services, Inc., Arlington, VA – Project Manager
1999-2000

· Star Mountain, Alexandria, VA – Manager, Network Services
1999-1999

· QSS Group, Inc., Lanham, MD – Senior LAN Analyst
1997-1999

· Teleglobe International, McLean, VA – Manager, Desktop/LAN/WAN
1996-1997
· NCI, Inc., McLean, VA – Systems Engineer
1996-1996
· Computer Data Systems Inc., Rockville, MD – Info. Mgmt. Specialist
1996-1996

· I-NET Inc., Bethesda, MD – Deputy Project Manager
1992-1996

· US Marine Corps, Captain
1988-1992
	Micheal J Jacobs, CIPO, CRMP

	Program Manager

	Professional Qualifications and Educational Background

	Education:
	B.S., Business Administration, Kings College

	Clearance
	Top Secret

	General Experience:
	Mr. Jacobs has 39 years of experience in Information Security and Information Assurance and 20 years of experience in large-scale Information Security and Information Assurance enterprise management.

	Specialized Experience
	Mr. Jacobs is responsible for managing the efforts of 200 plus individuals engaged in a variety of Information Assurance (IA) policy and planning, system design and enterprise architecture, implementation, evaluation and system assessment, computer forensics, and computer incident response team operations for a large number of Federal, State and Local government and commercial clients. These full lifecycle IA services are performed in accordance with best practices and are compliant with appropriate law and policy from the Federal Information Security Management Act (FISMA) of 2002 to the Defense Department's Defense Information Technology Certification and Accreditation Program (DITSCAP).  

	Key Skills:
	Information Security and Assurance, Information Security and Assurance Management, Policy Analysis, operations Management, Requirement Analysis, Product Design and Development, Information Systems Security Production and Control, Architecture Support


Experience Relevant to Possible ED IA Support Tasks:

Mr. Jacob’s IA clients include the National Security Agency (NSA), the Department of Justice (DOJ), the Department of the Interior (DOI), the Department of Labor (DoT), the Government Accounting Office (GAO), and the Executive Office of the President (EOP).
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering - 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness – 
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· SRA International, Inc.,  Fairfax, VA – Director, Cyber & Nat. Sec. Program
2002-Present
· National Security Agency, Washington, DC – Information Assurance Director
1964-2002
	James M. McGuire

	Information Systems Analyst

	Professional Qualifications and Educational Background

	Education:
	M.S., Health Administration, Virginia Commonwealth University

B.S., Medical Technology, The University of Iowa

	Clearance
	

	General Experience:
	Mr. McGuire is a seasoned professional experienced in civilian and Federal government healthcare and technology areas.  He has a successful record in leadership positions, policy analysis, project management, and business operations.

	Specialized Experience
	

	Key Skills:
	Information Assurance Policy Analysis and Development, Program and Project Management, Risk Assessment, Information Security Architecture Design and Implementation, Government Security Controls


Experience Relevant to Possible ED IA Support Tasks:

Mr. McGuire has extensive experience in Information Architecture within the Department of Defense (DOD).
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering – 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness – 
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· RG II Technologies,  Falls Church, VA – Information Assurance Analyst
2004-Present
· Standard Technology Incorporated, Falls Church, VA – Senior Healthcare Analyst
2003-2004

· Potomac Hospital, Woodbridge, VA – Senior Healthcare Analyst
2001-2003

· Fairfax-Nrthrn. VA Hematology-Oncology, Annandale, VA – Practice Administrator
2000-2001

· Michael J Davidson, OD, PC, Springfield, VA – Administrator
1998-2000

· Harbor Consultants Int’l, Inc., Fairfax, VA – Consultant
1997-1998

· Bon Secours Health System, Inc., Richmond, VA – Administrative Resident
1990-1996

· Sentara Hampton General Hospital, Hampton, VA – Medical Tech. Supervisor
1988-1990
	John Michel

	Information Assurance Team Leader

	Professional Qualifications and Educational Background

	Education:
	Post Graduate Work, Computer Systems Management, University of Maryland University College

Certificate, IT Advanced Management, National Defense University

B.B.A., , The University of Georgia

	Clearance
	Secret

	General Experience:
	Mr. Michel has 18 years experience in the management of information technology as a strategic driver in enterprise-wide business solutions, 9 years of experience in the development and delivery of information assurance and resource management education, and 5 years of experience in the analysis and implementation of information assurance policy.

	Specialized Experience
	Mr. Michel has extensive experience working with the Department of Defense Information Assurance Program.

	Key Skills:
	Information Assurance Policy Analysis and Development, Program and Project Management, Risk Assessment, Information Security Architecture Design and Implementation, Government Security Controls


Experience Relevant to Possible ED IA Support Tasks:

Mr. Michel has extensive experience in Information Architecture within the Department of Defense (DOD).
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering – 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness – 
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· RG II Technologies,  Falls Church, VA – Information Assurance Team Leader
2004-Present
· United States Army, Officer
1984-2004

	Steven Newburg-Rinn, IAM

	Director, Information Assurance

	Professional Qualifications and Educational Background

	Education:
	J.D., Law, University of Chicago Law School

B.A., Economics, George Washington University

	Clearance
	

	General Experience:
	Mr. Newburg-Rinn is an SRA Principal and Director of SRA’s Civil Government Information Assurance Division.  He is a recognized expert in information assurance, information technology, and the areas in which information technology and public policy intersect.

	Specialized Experience
	Mr. Newburg-Rinn has extensive experience managing large scale information assurance efforts.  He headed IT strategic planning for the Environmental Protection Agency, and served as Deputy Director for its agency-wide IT Security Office.  He oversaw the development of the Federal Government’s first information system designed for public access through computer “telecommunication” (statutory term).  This involved all aspect of system development and QA for a major information collection.  It required the development of policies and tools for on-line public access, and a set of trade-secrecy/confidentiality policies.

	Key Skills:
	Management of large staff organizations, IT requirements, Public Policy Analysis, Information Assurance


Experience Relevant to Possible ED IA Support Tasks:

Mr. Newburg-Rinn’s IA clients include the Environmental Protection Agency (EPA), the Department of Agriculture (USDA).
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering - 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness – 
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· SRA International, Inc.,  Fairfax, VA – Director, Civil Government IA
2000-Present
· Environmental Protection Agency, Assoc. Director for Security Policy
1979-2000

· Federal Trade Commission, Washington, DC – Senior Trial Attorney
1972-1979

· Fried, Frank, Harris, Shriver, and Kampelman, Washington, DC – Associate
1969-1972

· US District Court, Detroit, MI – Law Clerk
1968-1969
	Paul Reeder, IAM, IEM

	Information Assurance Analyst

	Professional Qualifications and Educational Background

	Education:
	M.S., Telecommunications, Concentration in Security, George Mason University
B.S., Business Management, Virginia Polytechnic Institute and State University

	Clearance
	Secret

	General Experience:
	Mr. Reeder has 6 years experience in information technology and information security and is experienced in developing and implementing IA policies and procedures, conducting C&A activities, and ensuring compliance with Federal information security requirements.

	Specialized Experience
	During the last six years at SRA International, Inc., Mr. Reeder has developed and executed the C&A methodology at the Executive Office of the President. In addition, he has worked to develop project level baseline information security assessments for a number of other government clients including EPA and the USITC.  Taking information gained from these types of assessments, Mr. Reeder has developed a number of IA program and policy documents and training and awareness programs, and has developed action items to mitigate identified security weaknesses. He has reviewed, streamlined and updated existing FEMA emergency logistics management processes and documentation based on analysis of existing documentation, current and future needs, and input from subject matter experts within FEMA. He is also knowledgeable with federal law and guidance relating to information security, such as OMB A-130, FISMA, and the NIST guidelines and requirements. Mr. Reeder also has significant experience applying NIST and NSA technical guidelines to operational environments.

	Key Skills:
	Certification and Accreditation, IDS Implementation, Incident Response, Forensic Investigations, Security/Network Architecture, Penetration Testing


Experience Relevant to Possible ED IA Support Tasks:

Mr. Reeder’s IA clients have included the Executive Office of the President (EOP), the Environmental Protection Agency (EPA), the Federal Emergency Management Agency (FEMA), and the United States International Trade Commission (USITC). Since March 2002, he has served as an onsite Program Manager and IA at EOP, assessing, developing, and implementing information security policy and conducting certification and accreditation (C&A) activities.
· IT Security Policy Support
· Policy Gap Analysis – At EOP, performed baseline gap assessments based on existing organization policies and practices when compared to existing government regulations and industry best practices.
· Policy Development – At EOP, developed the Information Assurance Program and Policy and an associated User Guide.

· General Security Service Support
· Risk Assessment – Developed the Risk Assessment Methodology for USITC.
· C&A Documentation – At EOP, developing and executing the C&A methodology for EOP systems; developed system security plans, conducted risk assessments, and conducted or coordinated security test and evaluations for the EOP IA Directorate on the EOP Network and its hosted applications.
· IA Training and Awareness – Developed primary information security training materials for the EPA EMPACT program.
· Engineering Support
· Security Product Research – Security Researches, reports on, and recommends security tools to clients, with respect to client needs and available resources
Employment History

· SRA International, Inc.,  Arlington, VA – IA Analyst
2000-Present

· U.S. Army – Stinger, Avenger Team Leader - Paratrooper
1997-2000

· JIL Information Systems, Inc., Tyson’s Corner, VA – Technician / College Intern
1993-1997

	Roy Siple

	Senior Information Assurance Analyst

	Professional Qualifications and Educational Background

	Education:
	M.S., Telecommunications Management, Naval Postgraduate School

B.S., Industrial Administration, Iowa State University

Program Manager Certificate, Defense Systems Management College

	Clearance
	Top Secret/SSBI

	General Experience:
	Mr. Siple has thirteen years of information assurance experience included in twenty years of information systems program management and financial administration experience.  

	Specialized Experience
	For the last 3 years at SRA International, Mr. Siple has led large complex Information Assurance teams at the Federal Deposit Insurancee Corporation, the Department of Labor, and the Centers for Disease Control.

	Key Skills:
	Certification and Accreditation, Information Assurance, Program/Project Management


Experience Relevant to Possible ED IA Support Tasks:

Mr. Siple’s IA clients include the Federal Deposit Insurance Coporation (FDIC), the Department of Labor (DOL), and the Centers for Disease Control (CDC).
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – For the CDC, drafted system security plans.

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering – For the US International Trade commission, was responsible for interviewing department heads to gather requirements.
· General Security Service Support
· Risk Assessment – For the CDC, conducted system security tests and evaluation.  Drafted documentation to record risk level.
· C&A Documentation – Provided certification and accreditation support for various civil government agencies.  
· IA Training and Awareness – 
· General Management – Currently leads a team of thirty four IA analysts providing Access Control, Computer Incident Response, PKI lab, and security engineering support.
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· SRA International, Inc.,  Arlington, VA – Program Manager
2003-Present
· Northrop Grumman, Reston, VA – Program Manager 
1992-2003

· United States Navy, Officer
1970-1992
	Richard E. Wolfe, CISM

	Sr. Information Assurance Analyst

	Professional Qualifications and Educational Background

	Education:
	M.B.A., , Golden Gate University

B.A., , San Jose State University

	Clearance
	

	General Experience:
	Mr. Wolf has over 25 years of project management and computer security experience. He has expertise in project management, information assuruance, computer systems vulnerability assessments, and remediation.  

	Specialized Experience
	Mr. Wolfe has experience in assisting agencies with with performing annual security program reviews required by the Federal Information Security Management Act (FISMA) utilizing the NIST 800-26 or 800-53 Self-Assessment questionnaire.  Previously, Mr. Wolfe was active duty and reserve force experience as a Navy Medical Service Corps officer specializing in medical administration and information technology. Mr. Wolfe served as the Chief Information Officer (CIO) at Naval Medical Center Portsmouth VA.   

	Key Skills:
	Information Assurance, Program Management, Risk Assessment, Security Policy Analysis and Review, Public Key Infrastructure


Experience Relevant to Possible ED IA Support Tasks:

Mr. Wolfe’s IA clients and experience includes the Department of Housing and Urban Development (HUD), the Department of Defense (DoD), and the United States Navy.
· IT Security Policy Support
· Policy Gap Analysis – 
· Policy Development – 

· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering - 
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness – 
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· RG II Technologies,  Falls Church, VA – Information Assurance Director
2002-Present
· Columbia Union College, Takoma Park, MD – Adjunct Professor
1996-Present

· US Navy – Various Positions including CIO of US Navy Medical Center
1995-2002

· BankofAmerica, Greensboro, NC – Bank Collections Representative
1994-1995
· Career Control, Greensboro, NC – Director
1992-1994

· United States Navy – Officer
1991-1992

· Golden Gate University, San Francisco, CA – Asst. Professor
1980-1991

· Wells Fargo Bank, San Francisco, CA – Assistant Vice President
1967-1980
	Sue Young, CBCP

	Senior Management Analyst

	Professional Qualifications and Educational Background

	Education:
	B.A., Business Administration, Averett College

	Clearance
	

	General Experience:
	Ms. Young has over twenty years of experience in people management, project management, business continuity, and business development within communications and technology industries.  

	Specialized Experience
	Ms. Young has developed NIST compliant contingency plans and System Security Plans for federal agencies, and she has managed infrastructure projects to provide web access, high availability and disaster recovery for critical applications within a large, NYC based financial institution.  She has also developed and exercised Continuity of Operations Plans for the private sector as well as federal government agencies.  

	Key Skills:
	Continuity of Operations (COOP) Planning, Disaster Recovery Planning, Infrastructure Project Management 


Experience Relevant to Possible ED IA Support Tasks:

Ms. Young’s IA clients include the Environmental Protection Agency (EPA), the US International Trade Commission, and the Pension Benefit Guaranty Corporation (PBGC).
· IT Security Policy Support
· Policy Gap Analysis – For the EPA, was responsible for consolidating the current COOP Plans within the Information Technology (IT) organization, ensuring compliancy with FEMA guidelines, and identifying vulnerabilities and gaps.   
· Policy Development – For the US International Trade Commission, developed NIST compliant contingency plans for three major applications.
· Policy Alignment – 
· IAS Analytical Support and Requirements Gathering
· IT Security Requirements Gathering – For the US International Trade commission, was responsible for interviewing department heads to gather requirements.
· General Security Service Support
· Risk Assessment –
· C&A Documentation – 
· IA Training and Awareness – 
· Engineering Support
· Security Product Research – 
· Security Architecture Design & Support – 
· Implementation/Configuration/Maintenance – 
Employment History

· SRA International, Inc.,  Arlington, VA – Program Manager
2005-Present
· User Technology Associates, Continuity of Operations Specialist 
2003-2004

· American Management Systems, Program Manager 
2000-2002

· AT&T, Manager
1983-1998
Appendix B – Teaming Agreement
Subcontracting Manage ment Plan


Establish clear, concise teaming and subcontractor agreements with clear statements of work and performance metrics.


Establish and maintain open communications channels based on clear roles and responsibilities.


Share technical documents, lessons learned, and risk data—best idea wins.


Establish formal cost/schedule reviews and adopt common invoicing and financial reports.


Implement document and deliverable reviews and frequent reporting processes.


Track performance against plan and survey and analyze customer satisfaction.





Contingency Considerations


Backup methods, frequency and storage


System recovery on an alternate platform from backup media


Manual Workaround


Coordination among recovery teams


System performance using alternate equipment


Internal and external connectivity


Equipment Replacement


Notification procedures














�I know this is not the current NIST term, but this is the term that ED is using.


�This is meant to reflect ED’s desire to transition from a security-compliance focus to a security-service focus.


�Augment.





Improve table


�This section will be totally re-worked. 


�This might be too much on this section, but I left it in for someone else to determine.


�This section will need to be tailored for ED’s needs. At this point, this content is just a starting point


�If we decide to keep this graphic, we’ll need a caption.


�This is tailored to the section numbers of the SEC proposal – is it useful here and worth changing?


�We’ll need to determine whether a similar graphic would be worthwhile. If so, we’ll definitely need to adapt. I have the original.





