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1.0 INTRODUCTION

This Statement of Work (SOW) outlines specific technical support requirements for the Information Systems Security and Critical Infrastructure Assurance Program at the Department of Housing and Urban Development (HUD).  These requirements are to support HUD’s strategic security planning.
1.1 BACKGROUND

The departments and agencies within all branches of the Federal government are required by Public Law 100-235, “Computer Security Act of 1987” and the Federal Information Security Management Act (FISMA) to develop and maintain security plans.  The Office of Management and Budget (OMB) has published guidance for the executive branch in OMB Circulars A-127 and A-130, Appendix III, “Security of Federal Automated Information Resources” updated in 1996.  There is no longer a distinction between sensitive and non-sensitive systems in the guidance from OMB.  The Circular is now consistent with the Computer Security Act of 1987 and recognizes that Federal information technology systems have varied levels of sensitivity and criticality. This effort will be partly based on previously collected  FISMA data already residing in spreadsheet formats.

1.2 Objective

Each agency is required to submit to OMB their strategy and action plan to correct security weaknesses identified in the agency’s annual security program review. Including but not limited independent evaluations, other reviews or audits performed throughout FY 2005, and uncompleted actions identified prior to FY 2005
The steps leading up to these budget submissions and the required follow-up reports, require agencies to gather a significant amount of data in a short amount of time. The agency’s CIO has the overall lead and needs to develop an action plan for ensuring the CIO receives all required information so the agency can submit their reports on time.

2.0
SCOPE

The contractor(s) shall provide technical support services and products for information systems security and critical infrastructure assurance program for HUD.  During the period of performance of this task order, technical services shall be available within the HUD Office of Chief Information Officer, (OCIO). This will be in accordance with the individual tasks described in the sections below. The contractor shall furnish the necessary personnel; materials, facilities, travel and other services required to provide technical information systems security support and related administrative services to HUD.  At all times the contractor shall consider existing and draft legislation, existing and draft federal standards, commercial best practices and industry or recognized association standards.  The contractor shall develop a thorough familiarization with the HUD’s mission and the role each asset plays in the support of that mission. 

A primary objective of this statement of work (SOW) is to allow the Department to provide better controls over how its information technology (IT) resources are managed and secured, by acquiring contractor subject matter expertise and technical support to ensure the Department is in compliance with FISMA.  The contractor shall initially provide assistance to HUD’s OCIO to perform its annual review of the Department's and Principal Office's (PO's) information security programs, reporting is due to OMB in October, as directed by OMB.  The OCIO's evaluation must be coordinated with the OIG's independent evaluation to ensure consistent methodology and avoid unnecessary duplication of effort.  Major tasks the contractor shall address include, but are not limited to, the items listed in section 3 of this statement of work.

This initiative will assist in the reduction and removal of high-risk situations, which may interfere with access to HUD IT systems and resources.    

3.0
TASKS
The following tasks identify technical support for the HUD OCIO to review, identify, itemize and document components, processes and information considered critical to HUD’s missions including Program Areas. These tasks shall include the effort required to research and document a response directly related to OIG’s security audit findings. These task areas address technical support to assist the OCIO with the major aspects of risk management. The contractor shall perform those services necessary to determine the level and types of security controls necessary to adequately and cost effectively protect HUD’s IT infrastructure and the major application systems supported. This support shall include OIT compliance with FISMA.  

3.1
Federal Information Security Management Act (FISMA) Support  

This task area provides for technical support to the HUD’s OCIO to review, identify, itemize and document components, processes and information considered critical to HUD’s mission including Program Areas.

The contractor shall include technical and reporting support for HUD’s FISMA   response. The contractor shall provide technical support to document HUD’s compliance with the FISMA ACT. This technical support shall be to specifically develop the written reporting requirements of the FISMA ACT based on OMB memorandums providing guidance. The FISMA compliance effort will include the following subtasks:

A. Project Work Plan: 

The contractor shall develop a detailed plan specifying, at a minimum, the milestones, start/end dates for each activity and their dependencies, deliverables, resources required and assigned to fulfill OMB’s FISMA requirements.  Emphasis will be on the annual evaluation, due in the fall of each year to OMB, of the Department's and Principal Office's (PO's) information security programs, performed in coordination with the OIG's independent evaluation of the Department's information security programs and practices, and extend through the out years with emphasis on the strategy and tasks required to correct security weaknesses identified in the annual evaluations.  This plan is to be modified as required, but not less than monthly.

B.    FISMA Training Workshops
The contractor shall develop and provide at the HUD Headquarters site-training workshops on FISMA requirements, activities and plans to promote the best possible responses to the NIST 800-26 or 800-53 Self-Assessment questionnaires.  The first segment will consist of training as four one-hour workshop sessions on how to complete the National Institute of Standards and Technology's (NIST) Special Publication 800-26 / 800-53.  It will also include four one-hour sessions covering the requirements of NIST 800-65 for prioritizing weaknesses for the POAM report.  It will also include four one-hour sessions covering the requirements of NIST 800-60 and FIPS 199/200 for categorizing systems for the POAM report.  These sessions shall be targeted towards individuals required to complete the self-assessment questionnaire, categorize impacts and prioritize weaknesses.  This shall include computer security officers, system project managers, and system administrators. All training completed will include evaluations by attendees, with summary of these evaluations, recommendations for improvements to the OCIO.  The second segment shall cover the POAM process user guide containing procedures in five 1-hour training sessions geared to showing end users how to use the process.  Both the process user guide and self assessment training materials shall be provided to HUD in soft and hard copy. 

C.
Annual FISMA Report submission to OMB 

The contractor shall assist HUD in performing the OCIO's annual security program review required by FISMA utilizing the NIST 800-26 or 800-53 Self-Assessment questionnaire. It is important to note the OCIO's evaluation of the Department's security programs must be fully coordinated with and not duplicate the OIG's independent evaluation, including review and summary of the results of the self-assessments (NIST Questionnaires) completed by system owners, as well as take into account all previously conducted audits, risk assessments, OMB A-130 Reviews, and/or other security related assessments and corrective action plans.  The contactor shall develop and present in final form the annual FISMA report to OMB based on information provided by HUD.  Along with the annual report submission the contractor shall develop an executive summary on how the Department is implementing the requirements of FISMA and the results of the OCIO's annual evaluation of the Department's security programs.  

3.2 Plan of Action and Milestones (POAM) maintenance 
The contractor shall maintain the Plan of Action and Milestones (POAM) report and the supporting statistics provided to OMB.  This will include ongoing working level meetings with the Program and IT Staff throughout the life of the contract.  The contractor shall provide to HUD as part of this contract agreement data entry support to enter the current year data into the existing HUD data collection/management process or spreadsheet software.  This effort shall be done as information about audits, reviews and as the current NIST questionnaire responses are completed. This effort shall include ongoing review of the existing POAM process guidebook for recommended changes. This support shall continue throughout the life of the contract. The FISMA ACT requires (via OMB direction) reporting on each of the following activities; the milestones, start/end dates, dependencies, deliverables, required resources (e.g., dollars, staff, training, etc.), and incorporates, but not necessarily is limited to, the following:

· Risk assessment of internal and external threats.

· Risk-based security policies and procedures.

· Incident response capabilities, including OIG notification.

· Testing and evaluation of policies and procedures.

· Security throughout a systems life cycle.

· Security awareness and specialized training.

· Description of each Principal Office’s (PO) Information Security Program.

NOTE:  The Department’s strategic Plans must include reference to its ISP, which needs to include, but not be limited to the time periods, budgets, staffing, and training resources necessary to implement the Department's security program.

3.3
Quarterly statistical data update for OMB submission

The contractor shall review progress efforts made by the agency and will develop and publish a FISMA compliant quarterly report for HUD and about HUD suitable for submission to OMB.  This will be done for each quarter as specified by OMB direction and will include an executive summary.  Preparation of these reports shall include transcribing the Self Assessments, prioritizing all relevant IT security related information into the POAM format, and providing continuous quality assurance review.  These reports shall be completed and ready for submission when delivered to HUD staff.  Under current OMB rules the quarterly reports are due to OMB on  September 15, 2005, December 15, 2005, and March 15, 2006, and June 15, 2006.  

3.4
Leading and presenting FISMA POAM validation meetings quarterly 
The contractor shall provide to HUD as part of this contract agreement meeting management support to present and lead in review meetings for each of HUD’s 14 program areas.  There are 14 programs to be reviewed each quarter.  The meetings shall last approximately 1 hour each and will occur for each program area one time per quarter.  The contractor will provide the staff resources to edit the POAM based on the results of these meetings.              

3.5      POAM Process

The contractor shall provide to HUD as part of this contract a POAM process that will provide procedures for and automation of the POAM for approximately 200 systems.  The POAM process will provide for report issuance based on OMB directions.  Reports from the process will be suitable for delivery to the Office of Management and Budget (OMB) without further work by the HUD staff.  The automated process will cover the System POAM for each Program, the Program POAM for each Program, and a change control record for all changes to the POAM data.  The POAM process shall be based on OMB guidance as to data fields and headings required and will include categories as specified in NIST SP 800-60 and FIPS 199/200.  The POAM automation process shall contain a data field for each weakness identifying prioritization in accord with NIST 800-65. The POAM process will be implemented so as to provide access by each Program office, the IT Security Office and the OIG staff.  Program Offices will be allowed access to their data by selected individuals and supervisory staff only while the IT Security Office and the OIG will have centralized access to all data.  The contractor shall provide to HUD as part of this automated POAM process data entry screens for both the NIST 800-26 and the NIST 800-53 Self Assessment questionnaires.  This POAM process will include an automated link between the self-assessment and the POAM data.  The automated link will take the data entered into the Self Assessment and transfer it into the POAM data configuration.   The process will include the capability to enter weaknesses from other sources such as Certifications and Accreditations, audits, and risk assessments.  The Self-Assessment/POAM process shall be available for data entry, modification, deletion and review by approximately 300 persons in Program areas, IT technical support staff, IT Operations, and IT Security at the Washington D.C. Headquarters offices. The contractor shall load the current POAM data residing on Excel spreadsheets into the automated process. All databases and software associated with the automated processes provided by this contract shall become HUD property.  The process shall allow for future maintenance and revisions to be done by HUD staff to accommodate changes in OMB directions in the out years.                               

4.0
SCHEDULE OF DELIVERABLES

4.1 Kick-Off Meeting

A kick-off meeting will be scheduled within five (5) workdays after award.  Attendees will be at a minimum:  HUD Government Task Manager (PTM) Contract Officer, Program Manager, Project Task Manager (PTM) and the Contractor. This meeting is to discuss overall project goals, deliverables and schedule.

4.2
Weekly E-mail Reports

The contractor shall provide weekly email reports to the Government Technical Monitor (GTM) the Government Technical Representative (GTR).  They will state the status of the project, adherence to the project plan, timelines, and any problems encountered in the project.

This report shall be submitted in Word and Excel format via email to the GTR and GTM.
4.3
Progress Reports

The contractor shall provide monthly progress/status reports after the issuance of this task order that are due no later than fifteenth workday after the month ends.  The status report will show actual progress against the work plan.  The status reports shall: (1) provide a brief, factual summary description of technical progress made and costs incurred for each task (or group of tasks) during the reporting period;  (2) identify significant problems and their impacts, causes, proposed corrective action; and the effect that such corrective actions will have on the accomplishment of the task order objectives; (3) the schedule status or the degree of completion of tasks/activities by time intervals; and (4) cost status or the actual cost of work performed in accomplishing the tasks.

4.4 Project Work Plans

The contractor shall provide a work plans within 5 workdays after the issuance of this task order unless otherwise stated in the deliverable schedule.  The work plan shall consist of a narrative description and a graphic summary of the schedule and financial elements of the task order.  The narrative shall: (1) describe the planned schedule; (2) identify each step in the work process required for completing the task order work and the period of time needed to accomplish each step, expressed in terms of calendar dates; (3) provide the staff, financial, and other resources allocated to each task; and, (4) provide the rationale for project organization, staff utilization, and other resources allocated to each task or activity.

Changes to the work plan shall be reviewed and accepted by the GTM, GTR and contractor Project Manager prior to work beginning.
4.5
Schedule of Deliverables   

	No.
	Title/Soft Copy Format
	SOW Paragraph
	Recipients
	Final Due

	1
	Kick-Off Meeting
	4.1
	CISS Project Task Manager, CISS Contracting Officer, 

On-Site Task Manager, GTR, GTM(s) other customer representatives and the Contractor
	5 workdays after award of the task 



	2
	Weekly E-Mail Reports
	4.2
	GTM and GTR
	Weekly on the 5th working day of each week

	3
	Progress Reports
	4.3
	GTM and GTR
	Monthly on the 10th working day following 

	4
	Project Work Plan
	3.1 A. and 4.4
	GTM and GTR
	Within 5 workdays after award of task  

	5
	Performance Evaluation Meetings
	6.2
	GTM and GTR
	Monthly on the 10th working day of month following 

	6
	Performance Quality Evaluation 
	6.3
	GTM and GTR
	Monthly on the 10th working day of the month following

	7
	Quality Control Plan 
	4.7
	GTM and GTR
	Within 10 workdays of task award

	8
	POAM quarterly review meetings
	3.4
	GTM and GTR
	4 weeks prior to Quarterly reports

	9
	Data Entry Support
	3.2
	GTM and GTR
	Due to HUD 30 working days after task award

	10


	FISMA Quarterly Reports to

OMB  

 
	3.2 and 3.3
	GTM and GTR
	Due to HUD on 9/01/05, 12/01/05, 3/02/06 and 6/01/06

	11
	FISMA Annual Report for OMB Submission
	3.1 C.
	GTM and GTR
	Draft due 8/29/05

	12
	FISMA Annual Report for OMB Submission
	3.1 C.
	GTM and GTR
	Final due 9/03/05

	13
	FISMA Training Sessions
	3.1 B.
	GTM and GTR
	      9/26-30/05

	14
	POAM process
	3.5
	GTM and GTR
	        03/01/06


4.6    Quality Control Plan 

The contractor shall establish a Quality Control Plan (QCP) within ten working days of task order award.  The GTM will notify the contractor of concurrence or required modifications to the QCP within ten working days of receipt.  The contractor shall make appropriate modifications within five calendar working days of the GTM’s notification and provide to the GTR and GTM for final concurrence.  The QCP shall include the information as stated in the following paragraphs.

4.7
Delivery of Products

All products delivered specifically for this task order shall be delivered to both the

GTR and GTM.  The contractor will provide both hard copies and soft/electronic copies of all deliverable in HUD’s standard office word processor or Word and spreadsheet or excel.  Without exception, all final deliverable will be in a format consistent with HUD Standards and as described in this statement of work and shall have an error rate of less than 1%.

5.0     PERIODS and PLACE of PERFORMANCE

The initial Period of Performance (POP) will be from the date of award through August 31, 2006. Following the initial POP, two option years will be available to be exercised at the discretion of the government at the end of each POP.  It is anticipated that the work will be performed at the contractor’s facility.  The support provided by the contractor shall include occasional meetings and work sessions at the HUD Headquarters location in Washington D.C.  Coordination of work to be performed must be done through the GTR and GTM. 

6.0
PERFORMANCE MEASUREMENTS

6.1  Performance Due Dates

Time is of the essence in the performance of this task order.  All deliverable due dates must be met in accordance with the task order schedule.  Schedule delays that are not beyond the contractor’s reasonable control will result in the withholding of task order payments according to the schedule of payments until the contractor’s satisfactory completion of the task order.

6.2  Performance Evaluation Meetings

The GTR/GTM may require the contractor’s program or project manager to meet with HUD procurement officials, and other government personnel as necessary.  The contractor may request a meeting with the GTR/GTM whenever the contractor’s technical or administrative personnel believe such a meeting is necessary.  The contractor shall prepare and provide written minutes of any such meetings to the GTM/GTM for signature by HUD Program Management and the Task ordering Officer or task order administrator.  If the GTR/GTM does not concur with any portion of the minutes, notice of such non-concurrence will be provided to the contractor’s program or project manager and task orders representative within five business working calendar days following receipt of the minutes.  The contractor shall acknowledge or resolve all disputes and resubmit the minutes to the GTR/GTM within five business days of receipt of the HUD non-concurrence.

6.3  Performance Quality Evaluation

Quality level will be assessed by HUD’s evaluator (GTM), based on a yes-no evaluation of completed tasks and sub-tasks, based on compliance with the following accuracy standards.  The accuracy of spelling and grammar shall exceed 99 and 9/10 per cent on all written products. The accuracy of mathematical work shall exceed 99 and 9/10 per cent for all such work.  The accuracy of administrative organizing and presentation shall exceed 99 and 9/10 per cent. For those tasks listed on the PRS Table, the GTM or other evaluators will require the Program or Project Manager (or their onsite designated representative) to acknowledge notification of the deficiency will not necessarily constitute the Program or Project Manager’s concurrence with the finding.  Government surveillance of tasks not listed in the PRS or by methods other than those listed in the PRS may occur during the performance period of the task order. Any action taken by the CO as a result of surveillance will be in accordance with the terms of the task order. 

6.4
Performance Requirements Summary (PRS) Table
Performance

Performance 

Performance

Surveillance

Requirement

Indicator
 
Standard   

Method      

Develop

Deliver Reports 
Compliance to

Reporting 


FISMA Quarterly
Complete and

FISMA

Reports

on Time

POAM Quarterly        Compliance to            Compliance to
           Observed quality  

Review  Meetings       OMB directives          FISMA                       of the POAM

Data Entry

Completeness of 
Compliance to            Observed quality and  

Support

Data Entry                  FISMA                        use of data

Develop Training
Deliver Training
Compliance to

Reporting 

Presentation

Sessions

FISMA

Develop FISMA
FISMA compliance
Compliance to

Reporting    

Annual Report            Report to OMB
FISMA

POAM process
FISMA reports           Compliance to

Observed use of     





To OMB

FISMA                        the process

6.5
Explanation of columns:

Performance Requirement
A specific task to be completed, or deliverable to be furnished.

Performance Standard
The empirical baseline against which the quality and timeliness of the contractor’s performance will be measured, expressed as the minimum objective that must be achieved for performance to satisfy the requirements of the task order.

Performance Measurement/

Monitoring Method
Criteria by which contractor’s work output is measured against the requirements of the task order and the method of surveillance. 

7.0 
GOVERNMENT PROVIDED EQUIPMENT, INFORMATION AND PROPERTY

7.1 Government Equipment 

The government will not furnish workstations or supplies for this task.

7.2 Government Information

Previous POAM and FISMA reports will be provided to the vendor.  

7.3 
Standards and Guidelines

Standards and guidelines that apply to the SOW are listed in the chart that follows.  These standards and guidelines have been coded as mandatory and advisory.  The contractor shall comply with those standards and guidelines coded as mandatory.  The contractor shall be guided by those standards and guidelines coded advisory to the extent necessary to accomplish requirements in the SOW.
	Document Number
	Title
	Released
	Mandatory/

Advisory

	HUD Handbook 2400.25 REV-1
	HUD’s Information Security Policy
	May 05
	M

	Special Publications 800-26, 800-53, 800-60, 800-65
	National Institute of Science and Technology (NIST) Special Publications 
	Sep 04
	M

	OMB Circular A-130

(34 FR 6428)
	"Security of Federal Automated Information Resources" (Appendix III)
	Feb  96
	A

	FIPS 199/200
	Federal Information Processing Standards (FIPS)
	Sep 04
	M

	HSPD-7
	“Critical Infrastructure Protection”
	Dec 03
	A

	FISMA
	Federal Information Security Management Act
	Dec 02
	M


8.0 SECURITY

8.1 Security Clearances

The Contractor shall provide only fully qualified personnel for the work performed under this task order and they shall also have the appropriate security investigation clearance of a NACI.  It is anticipated that the work to be accomplished under this task will be unclassified.  

8.2
Security and Controls

HUD Handbook 2400.25 Information Security Program, describes the department’s Data Processing Security. All staff assigned by the contractor must have an adequate clearance in place before beginning work. The contractor must be able to produce documented evidence that a clearance exists for review of the GTM or designated staff.  The policies outlined in the Handbook support the ADP security requirement found in the Model Framework for Management Control Over Automated Information Systems and ADP Security Guidance from OMB Circulars A-123, A-127 and A-130.  The policies contained in these documents apply to all ADP systems operated by, or on behalf of, HUD and include mainframes, minicomputers, minicomputers and network systems.  The contractor shall comply with HUD’s Security Program.

Contractor's employees performing under this SOW must sign a written non-disclosure agreement before data and information may be disclosed to them.

All data, information, draft, and final work products including logs, files, and passwords, will be turned over to the government upon completion of this task.  The data or information obtained during the course of this effort shall not be disclosed to anyone unless expressly authorized in writing by the Government project manager and task-ordering officer.  All products from the contractor must be certified to be free of computer viruses. 

9.0
DEFINITIONS AND ACRONYMS

9.1
General Definitions
Critical Defect:  Any defect in an update or other product or service which could potentially result in errors in the system’s ability to carry out its functional, mission requirement or the system’s failure to comply with existing regulatory requirements, as determined by the Government; and any error which results in computer lock-up, system crash, virus infection, or requires a workaround by the end user.  Includes use of Contractor supplied products or services (such as task order deliverables, hotline resolutions, and documentation) which results in such defects.  Also includes any previously identified defect that reappears in any subsequent update, product, or service.  The inability to download or install a functional working copy of an electronic or hard copy product, due to any product error, is also considered a critical defect.
Defective Service:  A service or deliverable output that does not meet the performance standard specified in the task order for a specific performance requirement.  A critical or non-critical defect.

Evaluator:  An individual technically qualified to perform quality assurance functions for a task ordered service.

Government Technical Manager (GTM):  The Government official designated as the focal point for the functional (requiring) activity having programmatic responsibility for the system being maintained and who, in conjunction with the Government Technical Representative (GTR), has authority to direct and oversee the technical effort being performed under the task order.
Government Technical Representative (GTR):  The Government official designated by the Task ordering Officer and responsible for performance monitoring and quality assurance on behalf of the Government.
Non-critical Defect:  Any defect in an update or other product or service that is not determined by the Government to be a critical defect.

On-site Support:  Work performed by the contractor on Government premises, in facilities furnished by the Government for that purpose.  Such facilities typically include office space, furniture, office equipment, and supplies, etc., and frequently include IT and administrative support.  If on-site support is to be provided under the task order, direct labor charges are not subject to contractor overhead, and specific security and administrative procedures relating to Government-furnished facilities will be included in the terms and conditions accordingly.
Performance Evaluation:  The Government’s record of the Contractor’s performance under the task order, to be used for future source selection purposes by other Federal departments and agencies.
Performance Requirement:  The service level that separates acceptable performance from unacceptable performance of a task according to the Performance Requirements Summary and the Inspection of Services clause.  The performance requirement specifies the maximum number of defective deliverables or the maximum percentage of defective items or services in the lot that can occur before performance is deemed unacceptable.  Once that maximum is exceeded, the Government may exercise its right to reduce the incentive, impose the penalties, or require the remedies called for under the terms of the task order.
Performance Requirements Summary (PRS):  A listing of the performance requirements under the task order that are to be evaluated by the Government on a regular basis, performance indicators for these requirements, performance standards for these requirements, and surveillance methods to be used to determine if performance standards are met (and optionally, any maximum payment for meeting the acceptable quality level (AQL), and any deduction from payment for not meeting the AQL).
Performance Standard:  The contractor's performance level required by the Government.  This is also known as the acceptable quality level (AQL).
Quality Assurance:  For the purposes of the task order, quality assurance refers to actions by the Government, and quality control refers to actions by the contractor. Quality assurance is that surveillance methodology undertaken by the Government, in accordance with stated task order requirements and the Government’s Quality Assurance Surveillance Plan (QASP), to ensure that products or services provided by the contractor are within the acceptable quality level for a given performance requirement. It includes assessment of the contractor’s quality control plan and procedures.  The Government’s surveillance methods are outlined in the PRS.
Quality Control:  Actions taken by the contractor to control the production of supplies and services to ensure that they conform to the performance requirements and standards.  Quality control procedures are outlined in the Quality Control Plan (QCP) developed by the contractor.

Random Sampling:  A quality verification method where each service output in a lot has an equal chance of being selected for quality assurance surveillance.
Rework:  Corrective action taken by the contractor at its own expense and at no additional cost to the Government to rectify defects identified either by the Government (as a result of quality assurance surveillance) or by the contractor (as a result of internal quality control).
Sample:  A sample consists of multiple outputs drawn from a lot for quality assurance surveillance.
9.2 
Technical Definitions 

Federal Information Security Management Act (FISMA)

This is part of Public Law 107-347 (Electronic Government Act) that applies to all Federal agencies.  It requires that a security program be in place for all civilian agencies and that the program will cover cost-effective security controls based on NIST Special Publication 800-53 for information systems.  It also requires self-assessments and a Plan Of Action and Milestone (POAM) entry for all applications, and requires mandatory periodic training for all persons involved in the management, use, and operation of federal computer systems. 
OMB Circular A-130, Appendix III “Security of Federal Automated Information Resources”

This Circular in fills out the details following the general principles of the Computer Security Act of 1987.  Security controls are specified by this circular by 1) Assigning responsibility for security, 2) Developing a system security plan 3) Establishing rules of behavior for users, 4) Training staff on a periodic basis, 5) Reviews of Security controls on a periodic basis, 6) Authorization of processing.   

Homeland Security Presidential Directive (HSPD) 7

This is a regulation coming out of the white house superseding the Presidential Decision Directive 63.  It addresses protection of the critical physical and cyber infrastructure for both the public and private sectors.  The Federal government is to perform essential national security missions and to ensure the general public health and safety.  The directive requires a comprehensive plan that covers how HUD will eliminate significant vulnerabilities and maintain that plan.  This plan will be comprehensive enough to cover all computer resources owned or operated in behalf of HUD. 


10.0     OTHER PERTINENT INFORMATION and SPECIAL REQUIREMENTS

10.1
Government Technical Representative (GTR)

The GTR for this task order is Jerry Horton. The GTR is located at 451 7th Street, SW, Room 4284, Washington D.C. 20410.  He can be reached at 202-708-1817, extension 2303.  The GTR will provide task order monitoring and oversight and technical direction on administrative issues.

10.2
Government Technical Monitor (GTM)

The GTM for this task order is John W. Smith. The GTM(s) are location at 451 7th Street, SW, Room P3100, Washington D.C. 20410.  He can be reached at 202-708-0614, extension 8070.  The Government Technical Monitor will provide technical direction. 

10.3
Standard Work Hours
The normal HUD working hours is 8:45 to 5:15 p.m. Monday through Friday.  The Department is on flexible hours between 7:00 a.m. and 6:30 p.m. with the core hours being between 9:30 a.m. and 3:30 p.m.  Contractor resources assigned to key tasks are expected to be available within the normal HUD working hours.  Hours billed in excess of 40 hours per week shall be at regular rates, unless other arrangements are made with the Contracting Officer.

10.4 
Key Personnel

Key personnel must be available on a full-time basis during the period of performance of this task order and are considered essential to the work being performed under this task order.  Prior to diverting any of the specified individuals to other projects, the contractor shall notify the Contracting Officer reasonably in advance and shall submit justification (including proposed substitutions) in sufficient detail to permit evaluation of the impact on the program. 

10.5
Observance of Legal Holidays And Administrative Leave
The Government hereby provides notice and the contractor hereby acknowledges receipt that HUD observes the following days as holiday, any exceptions require prior approval by the Contracting Officer:


New Year’s Day


Martin Luther King’s Birthday


Washington’s Birthday


Memorial Day


Independence Day


Labor Day


Columbus Day


Veteran’s Day


Thanksgiving Day


Christmas Day


Any other day designated by Federal Statute.


Any other day designated by Executive Order.


Any other day designated by the President’s proclamation.

When any such day fall on a Saturday, the preceding Friday is observed; when any such day fall on a Sunday, the following Monday is Observed.  It is understood and agreed between the Government and contractor that observances of such days by Government personnel shall not be cause for additional period of performance, or entitlement of compensation except as set forth within the task order.  In the event the contractor’s personnel work on a holiday, no form of holiday or other premium compensation will be reimbursed either as a direct or indirect cost.  However, this does not preclude reimbursement for authorized overtime work.

When HUD grants administrative leave to its Government employees, assigned contractor personnel in Government facilities shall return to the contractor facility.  The contractor agrees to provide sufficient personnel to perform requirements of critical tasks already in operation or scheduled, and shall be guided by the instructions issued by the CO or his duly authorized representative.

11.0
TRAVEL

HUD will not reimburse contractor’s local travel.  There will not be out-of-town travel associated with this task order. Anticipated local travel costs must be included in the cost proposal.
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