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Statement of Work

1.
INTRODUCTION
The Department of Housing and Urban Development (HUD) seeks to establish blanket purchase agreements (BPAs) with firms having expertise in information security and privacy protection.  The Department is soliciting proposals among selected General Services Administration (GSA) Federal Supply Schedule contractors.  The BPAs will serve as acquisition vehicles for efficiently acquiring expert services to support HUD’s Office of Information Technology Security diverse program needs. 

General Requirements and Other Provisions:

For every task identified for this Task Order (TO), the Contractor will identify in writing all necessary tasks and subtasks (if any) with their associated costs and milestone dates.  The Contractor will also be responsible for updating the work plan with status and revisions, as required.

As each deliverable is prepared, the Contractor will meet with the OCIO and designated HUD representatives for work meetings to facilitate preparation of deliverables and to ensure the Contractor understands the Government’s requirements.  The OCIO and designated HUD representatives and the Contractor will discuss and agree upon the exact contents of the related deliverables identified as the final version and document for this agreement by written memorandum.  The OCIO, to confirm the contents and terms that are agreed upon during these discussions, will complete this memorandum.

All written deliverables will be phrased in lay-person language.  Statistical and other technical terminology will not be used without providing a glossary of terms.

As each written deliverable is submitted, the Contractor shall provide copies to the OCIO for review and approval. In addition to the OCIO, the Office of Information Technology Security (OITS) and other HUD employees as deemed appropriate by the OCIO will review all deliverables for appropriateness. 

Where a written deliverable is required in draft form, OCIO will complete its review of the draft deliverable within five workdays from date of receipt.  The Contractor shall have five workdays to deliver the final deliverable from date of receipt of the Government comments.

The Government reserves the right to add additional tasks under this SOW as deemed appropriate.  In doing so, the Contracting Officer must authorize the additional tasks in writing.  If any additional tasks are realized, the Contracting Officer will issue a modified Statement of Work describing the added task.  Upon acceptance of the contractor’s proposal, the Contracting Officer will issue a written task order modification to authorize performance of the additional work.

Task Activities and Deliverables are stated in a manner that defines exactly what is obligatory, but provides the contractor the appropriate latitude in determining how to complete the requirements. The premise is that the Government is paying for the contractor’s expertise and not simply for 40 hours per week of effort. 

Performance measures are defined for each proposed task (if applicable). Each task order description has established quantifiable (where applicable) performance measures to evaluate the contractor’s performance. Quarterly meetings between the contractor and HUD’s OCIO will be scheduled to exchange information on how well the contractor is meeting the performance measures. At any time, the contractor may submit a self-evaluation. If a long deliverable period is set for a task, then milestone plans and regular/interim update meetings will be scheduled. 

Quality Assurance/Surveillance Plan (QASP): The purpose of the QASP plan is to build quality into the processes of completing each task, so additional work can be avoided. Using this approach, the contractor will ensure consistent and uniform performance assessment. Top-level surveillance will be the plan’s focus. It will specify all the work requiring surveillance, as well as the Government’s surveillance methods. Essentially, the QASP makes use of the contractor’s internal monitoring by local project and program managers in close conjunction with HUD’ COTR and task managers.
1   SCOPE OF WORK

The Government requires contract services to provide project management, technical support for IT applications and business systems, and enterprise architecture (EA) development, implementation and governance. The contractor shall provide all resources necessary to accomplish the deliverables described in this statement of work (SOW), except as may otherwise be specified. Under this task order, the contractor shall:

· Provide ongoing project management of software development (including requirements development), documentation, and technical support for IT applications or business systems managed by the Office of the CIO and ancillary support to other HUD offices, including the regional offices. 

 Provide project management and technical support for the OCIO EA development, implementation and governance.  
 Perform recurring reviews, assessments, and system architecture analysis and make recommendations on HUD’s enterprise architecture in close cooperation with the OCIO business analysis efforts. 
 Provide IT Capital Planning including OMB Exhibit 300s and IT investment portfolio support, utilizing an automated systems approach to reduce resubmissions. 
 To meet the objectives for this project, the contractor shall:
 Provide representations of the execution status of individual projects and the overall IT portfolio to meet criteria established by the OCIO.
 Collect, format, aggregate, and display executive level portfolio data to be used by the CIO Staff, project managers, and other stakeholders for IT portfolio management process decision-making.
 Provide training to HUD’s project managers and others who prepare and evaluate IT portfolio management documentation.  

Services provided under this requirement shall be consistent with the Software Engineering Institutes Capability Maturity Model Integration processes. 
2.
SCOPE OF WORK

The below categories represent the known areas of work at this time and may not be all inclusive of the work to be performed under the awarded BPAs.  However, any work issued as a Task Order under the awarded BPAs will be consistent with the mission and stated responsibilities of the Office of Cyber Security and the contractor’s GSA Schedule contract.

A. Security Training

B. FISMA Reporting

C. Situational Awareness and incident response

D. Lifecycle Security solutions

E. Certification & Accreditation

F. Labor Categories
G. Cyber Security Business Assurance Support

H. Critical Infrastructure Protection Support

I. Privacy Protection Support

J. Technology and Integration Support

K. Field Operations and Information Security Officer (ISO) Support

L. Program Management Office Support

Requirements Analysis
The contractor shall lead the Requirement Management efforts to establish a common understanding between the customer and the software/business process project team, and the customer’s requirement, which shall be addressed by the development team.  This effort involves establishing and maintaining an agreement with the customer on the requirements for the development project. 

The agreement shall include both technical and non-technical requirements and forms the basis for estimating, planning, performing, and tracking the software/business project’s activities throughout the product development lifecycle.

Project Planning 

The contractor shall perform this function in an effort to establish reasonable plans for performing the development of the product (IT applications/business process/EA) and managing the overall product development life cycle.  

This effort shall also include developing estimates of work to be performed, and establishing the necessary review of project plans, earned value management (EVM), work breakdown structures and schedules.

Draft Project Plans shall be submitted to the OCIO for review. Final Project Plans shall be forwarded to the HUD OCIO/Project Manager and/or Contracting Officer for incorporation into the Task Order.

3.3 
Project Tracking and Oversight 

The contractor shall perform tracking and oversight efforts to provide adequate visibility into actual progress so that management can take effective actions when the project deviates significantly from plan. Tracking and oversight shall also involve tracking and reviewing the software accomplishments and results against documented estimates, commitments, and plans, and adjusting these plans based on the actual accomplishments and results.  The contractor shall:

· Develop and maintain a critical milestone schedule that documents the most important schedule issues for management attention.

· Provide recommendations to address any schedule or cost variance associated with project plans.

· Coordinate and plan meetings, where appropriate, including program management reviews, and walk-through/design reviews.   

· Provide project progress reports and other management documents as specified in project deliverables and as required by the government management.

3.
OVERALL GOVERNMENT RESPONSIBILITIES  

Government responsibilities will be cited in specific task orders.  Responsibilities may include providing workspace if work is to be performed on-site; access to needed documents and files; telephone service; Government-furnished equipment, and procedural guides, reference materials and program documentation.

4.
CONTRACTOR EXPERIENCE REQUIREMENTS

The contractor is expected to have demonstrable expert knowledge in all aspects of information security, critical infrastructure protection and privacy.  Demonstration of this expertise will be in the technical proposals, resumes of key personnel, and successful relevant past experience.  Expertise is expected to be demonstrated in the key areas that the offeror bids.  The Government is seeking specific expertise in at least the following areas:

· Health Insurance Portability and Accountability Act (HIPAA)

· Compliance support, including reviews and inspections of facilities, and all aspects of support for legislative requirements such as the Government Information Security Reform Act (GISRA) and the Federal Information Security Management Act (FISMA)

· Cyber security policy development

· Cyber security technology and integration support, including cyber security architectures, standards, technology assessments and evaluations, identification and authentication, authorization, encryption, intrusion detection, firewalls, secure protocols, configuration management, virtual private networks, and all other security technologies

· Critical infrastructure protection, continuity of operations, and disaster recovery

· Cyber security training, education, awareness, and professionalization

3.4 Enterprise Architecture (EA) Development, Implementation and Governance–Overall Background and Purpose
All Federal agencies are required, under provisions of the Clinger-Cohen Act, to develop and implement an enterprise architecture to manage their information technology (IT) investments in alignment with their business processes and mission needs. HUD is responding to these mandates by acquiring competent contractor support to work in partnership with HUD’s OCIO in the needed plan and documents that will provide HUD with agency-wide architectural strategies, recommendations, policies and implementation guidelines. 

HUD’s EA initiative is a national effort to support the goals, strategies and business needs of the OCIO.  An understanding of the challenges and business priorities of HUD over the next several years is essential for proper alignment of HUD’s overall direction and ensuing actions. HUD intends to follow the Federal Chief Information Officer (CIO) Council’s guidance for architecture development, implementation and governance.  Specifically, HUD intends to follow the Federal Enterprise Architecture Framework (FEAF) that has four architectural layers:  Business Processes, Data, Applications and Technology. The FEAF provides three distinct phases to architecture development and implementation.
1. Definition and documentation of the current “As Is” baseline;

2. Development and documentation of the target “To Be” architecture;

3. Formulation and documentation of Transition plans from the “As-Is” to the “To-Be” architecture.

The overall purpose of this task requirement is to acquire competent support services to assist in the initial development, implementation, maintenance, and management of HUD’s EA at all layers (i.e., process, data, applications and technology) and through all phases:  (i.e., “As-Is”, “To-Be” and Transition Plans).  Support services are also required to ensure enterprise alignment to the OCIO EA through architectural governance. In addition, support services are required for the effective communication of architectural strategies, goals, objectives and accomplishments for various audiences (e.g., executives, management, technical, etc.) through briefings, newsletters, web site, and other forms of communication mediums.

5.
SECURITY

All contractor employees who work on projects and tasks under the BPAs are required to sign a non-disclosure agreement.  All contractor employees assigned to any task orders associated with this contract must have favorable background investigations and possess national security clearances of at least Secret.  Access to proprietary and official use only data is often necessary for work under the BPA.  Public release of information connected with this project will not be permitted.  All products and information associated with or generated from this project are considered sensitive information and the property of the Department of HUD and shall not be distributed, copied, transmitted, or by any other method disclosed to the public or any individual without the express written permission of the HUD Office of Chief Information Officer (OCIO) and the consent of the Contracting Officer.  If at any time the contractor believes information regarding the policies, procedures, or configuration specific to the Department’s cyber security technologies that have been or may have been compromised, the contractor shall notify HUD officials immediately.  The contractor shall ensure adequate LAN/Internet, data, information, and systems security in accordance with HUD OCIO standard operating procedures and standard contract language, conditions, laws, and regulations.  The contractor’s firewall and Web server shall meet or exceed the Government minimum requirements for security.  All Government data shall be protected behind an approved firewall.  Any security violations or attempted violations shall be reported to the HUD project manager and HUD Information Security Officer (ISO) as soon as possible.  The contractor shall follow all applicable HUD policies and procedures governing information security.  Any new key personnel assigned by the contractor to this task must be identified and resumes provided along with the contractor’s technical proposal.  No substitutions shall be made without the full knowledge and consent of the Contracting Officer and the Office of Information Technology Security (OITS).

Specific Tasks:  Security Support:

The Contractor shall provide monthly reports on performance and progress addressing delivery order activities, and will highlight accomplishments, significant problems, personnel labor hours, and expenditures.  The contractor shall provide personnel with the expertise needed to provide the required services in each area of the task.  The contractor shall manage and account for all resources assigned to the contract.

The Contractor shall provide technical assistance in support of Information Management Technology and Re-Engineering (IMT&R's) Automated Information Systems (AIS) Security Program.  The contractor's primary responsibilities are to: ensure IMT&R's AIS Security Program complies with Federal and Departmental AIS security regulations, to conduct technical security reviews; provide support in resolving technical security issues; and to monitor the development and implementation of systems in accordance with IMT&R AIS security policy and standards.

The contractor shall direct and coordinate the collection of system documentation and develop the Certification testing, providing the associated documentation (Final Risk Analysis, Security Test Plan, and Security Test and Evaluation Report), conduct security testing, and prepare required test report for C&A of AISs.  Although AISs will be certified and accredited separately; where applicable, supporting documentation, procedures and requirements may be applied to other AIS(s) C&A requirements to avoid duplication of efforts.  However, where appropriate, the contractor will delineate specific attributes unique to specified AIS(s) and prepare new documentation and test requirements.  The contractor shall follow the guidance provided in the HUD Program.  Each of the task activities shall be accomplished as described below.

4.1 Security Test Plan. 

The contractor will develop a test plan for each itemized AIS that is to be evaluated and tested under this task. This test plan shall include all the attributes of the submitted test plan for the system provided by the AIS certification, and provide for the complete testing of the system as necessitated by the system attributes, regardless of the status of the submitted system Security Test Plan.

4.2 Security Test and Evaluation Report.  

The contractor, with assistance from the government, shall execute the tests specified with the AIS(s) C&A Plan as developed under the section 4.1.  The contractor shall document the test procedures and results of the tests and provide those results with sufficient analysis to identify corrective actions required to correct any deficiencies found during testing.

4.3 Final Risk Analysis Report.  


The contractor shall develop a final AIS Risk Analysis Report which presents all safeguards implemented within the integrated architecture for the system to eliminate or reduce the risk to operate and identify risks which exist due to lack of sufficient countermeasures.  The final risk analysis report shall provide conclusive information to determine if the risk to operate is at an acceptable level.  The report shall contain a summary of security testing results which validates that the countermeasures are properly implemented or not and also verifies identified vulnerabilities (those for which no countermeasures) exist within the system. 

4.4 Certification and Accreditation Recommendation.  

The contractor will prepare a Certification Recommendation for HUD CIO signature.  The recommendation shall sufficiently reference the security testing and final Risk Analysis Report information to provide a representative system security posture such that the CIO will be able to approve or disapprove the accreditation request. 

3.0 TASK REQUIREMENTS

The contractor shall provide project management and technical support for IT applications and business systems, and for OCIO’ EA program as detailed below. Program Managers, Project Managers and the Enterprise Architect  are considered “Key Personnel” and shall demonstrate an understanding of OCIO’ organization and organizational methodology and must also have a demonstrable ability to manage contractor activities at the HUD Headquarters and Regional Offices, if required. Responsibilities include full Software Development Life Cycle (SDLC) support for Information Technology projects. The contractor shall provide:

· Requirements Analysis

· Project Planning

· Project Tracking and Oversight

· Enterprise Architecture Support

· Capitol Planning and OMB 300s Submissions 

· Technology Assessment

· Post implementation review per project and/or program

· Miscellaneous services to support the development, analysis, and implementation of IT strategies, architectures, program planning and assessment of business processes, risk and trade-off, alternatives, and feasibility studies that advance the goals and objectives of the HUD CIO organization.

6.
KEY PERSONNEL  

Experienced professional and/or technical personnel are essential for successful contractor accomplishment of the work to be performed under the BPA and task orders. These are defined as key personnel and are those persons whose resumes were submitted. The contractor agrees that such personnel shall not be removed, diverted, or replaced from work without approval of the Contracting Officer and OCIO.

Any personnel the contractor offers as substitutes shall have the ability and qualifications equal to or better than the key personnel being replaced.  Requests to substitute personnel shall be approved by the OCIO and the Contracting Officer.  All requests for approval of substitutions in personnel shall be submitted to the OCIO and Contracting Officer within thirty (30) calendar days prior to making any change in key personnel.  The request shall be written and provide a detailed explanation of the circumstances necessitating the proposed substitution.  The contractor shall submit a complete resume for the proposed substitute, any changes to the rate specified in the order (as applicable) and any other information requested by the Contracting Officer needed to approve or disapprove the proposed substitution.  The Contracting Officer will evaluate such requests and promptly notify the contractor of approval or disapproval thereof in writing.

8.
CONTRACTOR INDEPENDENCE

Certain OCS functional areas that are not associated with this BPA will require complete contractor independence.  At the present time, these areas are anticipated to be support for certification and accreditation, independent verification and validation, IT investment planning, and acquisition programs / program management, although other areas may be identified in the future.  The contractors that are engaged to support the requirements in these areas will be required to sign an agreement that would prohibit the contractor from performing any other work in the HUD enterprise that would violate conflict of interest or separation of duties principles.

9.
CONFIDENTIALITY AND NONDISCLOSURE
It is agreed that:

1.  The preliminary and final deliverables and all associated working papers, database, and other material deemed relevant by HUD which have been generated by the contractor in the performance of this task order are the exclusive property of the U.S. Government and shall be submitted to the Contracting Officer at the conclusion of the task order.

2.  The Contracting Officer will be the sole authorized official to release verbally or in writing, any data, the draft deliverables, the final deliverables, or any other written or printed materials pertaining to this task order.  The contractor shall release no information.  Any request for information relating to this task order presented to the contractor shall be submitted to the Contracting Officer for response.

3.  Press releases, marketing material or any other printed or electronic documentation related to this project, shall not be publicized without the written approval of the Contracting Officer. 

10.  RIGHTS IN DATA

The Department of Housing and Urban Development shall have unlimited rights to and ownership of all deliverables provided under this BPA and task orders, including reports, studies, standard operating procedures, directives, conference materials, presentation materials and any other deliverables.  The definition of “unlimited rights” is contained in Federal Acquisition Regulation (FAR) 27.401, Definitions.  FAR clause 52.227-14, Rights in Data-General, is hereby incorporated by reference and made a part of this BPA and all task orders issued under the BPA.

11.
METHOD OF TASK ORDER AWARD AND CONTRACT TYPE

Any warranted HUD Contracting Officer may issue task orders under this BPA.  The task orders may be awarded on a firm fixed price, time and materials, or labor hour basis, depending upon which type is most suitable for the work to be accomplished.  The labor rates established as the BPA baseline ceiling rates shall not be exceed.  The BPA contractors will be allowed to discount the baseline ceiling rates in response to individual solicitations for BPA task orders.  Incidental other direct costs (ODCs) such as local travel, reproduction, mailing, document transmittal media (diskettes and CDs), etc. shall not be reimbursable under the BPAs.  

Generally, a 1-week solicitation period will be stipulated to BPA contractors when proposals are solicited for work to be provided under a BPA task order.  Award of individual task orders will be in accordance with Federal Acquisition Regulations (FAR) 8.404(a) and 8.404(b)(2).  Award of individual task orders among the BPA contractors will be based upon the best overall value to the Government; i.e., the process described in FAR 8.404(b)(2). 

12.
PERIOD OF PERFORMANCE 

The BPAs shall be effective from the date of award and cover a 3-year ordering period.  Orders may be placed during this 3-year period, and performance of task orders may continue up to a 1-year period after the ordering expiration date.  

13.
TASK ORDER FUNDING

Funding for work ordered under a BPA shall be by task order signed by the Contracting Officer.  Award of a BPA does not constitute an obligation on the part of the Department of Housing and Urban Development, and the BPA is not a contractual instrument.  Funded task orders will serve as the contractual instruments and will invoke the terms and conditions of the BPA, the governing GSA FSS contract and the contractor’s rates, as proposed and accepted by the Department.

14.
INCLUSION OF BPA TERMS AND CONDITIONS 

These BPA Terms and Conditions are hereby incorporated by reference and are applicable to all task orders issued under the BPA, unless revised by mutual agreement between the HUD Contracting Officer and the contractor.

15.
BPA COMMITMENT

Award of a BPA does not guarantee that task orders will ultimately be awarded and issued.  There is no minimum or maximum amount guaranteed under this acquisition vehicle.

FISMA Reporting

SCOPE

The contractor(s) shall provide technical support services and products for information systems security and critical infrastructure assurance program for HUD.  During the period of performance of this task order, technical services shall be available within the HUD Office of Chief Information Officer, (OCIO). This will be in accordance with the individual tasks described in the sections below. The contractor shall furnish the necessary personnel; materials, facilities, travel and other services required to provide technical information systems security support and related administrative services to HUD.  At all times the contractor shall consider existing and draft legislation, existing and draft federal standards, commercial best practices and industry or recognized association standards.  The contractor shall develop a thorough familiarization with the HUD’s mission and the role each asset plays in the support of that mission. 

A primary objective of this statement of work (SOW) is to allow the Department to provide better controls over how its information technology (IT) resources are managed and secured, by acquiring contractor subject matter expertise and technical support to ensure the Department is in compliance with FISMA.  The contractor shall initially provide assistance to HUD’s OCIO to perform its annual review of the Department's and Principal Office's (PO's) information security programs, as directed by OMB.  The OCIO's evaluation must be coordinated with the OIG's independent evaluation to ensure consistent methodology and avoid unnecessary duplication of effort.  Major tasks the contractor shall address include, but are not limited to, the items listed in section 3 of this statement of work.

This initiative will assist in the reduction and removal of high-risk situations, which may interfere with access to HUD IT systems and resources.    

Certification & Accreditation

cycle process, its four phases are independent of the life-cycle Certification and Accreditation Activities

HUD Information Technology Security Certification and Accreditation Process (HITSCAP) is the standard HUD process for identifying information security requirements, providing security solutions, and managing information system security activities.  All Services require the certification and accreditation of their Information Systems.  The HITSCAP establishes a standard process, set of activities, general task descriptions, and a management structure to certify and accredit IT systems that will maintain the security posture of the HUD Information Infrastructure (HII).  The HITSCAP focuses on protecting the HII by presenting an infrastructure-centric approach for Certification and Accreditation (C&A).  The HITSCAP is designed to be adaptable to any type of IT and any computing environment and mission.  The process can be adapted to include existing system certifications and evaluated products.  The process is designed to certify that the IT system meets the accreditation requirements and that the system will continue to maintain the accredited security posture throughout the system life-cycle.  The users of the process align the process with the program strategy and integrates the process activities into the system life-cycle.  While HITSCAP maps to any system life-strategy 

Office of Cyber Security

Cyber Security Program Area Services and Support

Blanket Purchase Agreement

Statement of Work 

A.
GENERAL INFORMATION 
1.  Title of Project:  Office of Cyber Security Blanket Purchase Agreement for Cyber Security Program Area Services and Support.

2.  Scope of Work:  The Department of Housing and Urban Development (HUD), Office of Information Technology Security (OITS) is responsible for ensuring the confidentiality, integrity and availability of HUD’s private data, ensuring the timely and uninterrupted flow of information throughout the HUD enterprise, and ensuring that HUD systems are protected from the potential of fraud, waste and abuse.  The contractor shall provide all resources necessary to accomplish the tasks and deliverables described in this Statement of Work (SOW), except as may otherwise be specified.  The SOW represents the known areas of work at this time and may not be all inclusive of the work to be performed under the awarded BPAs.  However, any work issued as a task order under the awarded BPAs will be consistent with the mission and stated responsibilities of the OITS and the contractor’s GSA Schedule contract.  The contractor shall assist the OITS to comply with Federal information security laws; the Health Insurance Portability and Accountability Act (HIPAA); Government Information Security Reform Act (GISRA), Federal Information Security Management Act (FISMA), Freedom of Information Act (FOIA), Privacy Act of 1974, and other policy-related and administrative requirements.

3.  Background:  HUD utilizes a highly decentralized management structure whereby the authority to make decisions is delegated to the lowest management level practical.  While this streamlines the decision process for delivering services to the public, it significantly complicates the process for maintaining the security, privacy, and other administrative controls necessary in today’s networked information systems environment.  OITS is responsible for providing centralized cyber security services to the HUD environment by addressing issues that cut across Administration lines.  These centralized services may impact directly on cyber security, privacy, and critical information protection (CIP) and/or other administrative issues.

· Protect the boundary of the HUD Enterprise

· Secure HUD IT assets and infrastructure

· Centralize cyber security technologies and controls 

· Professionalize HUD cyber security practitioners

· Comply with legislative and regulatory requirements

· Remove the FMFIA (Federal Manager’s Financial Integrity Act) “material weakness” in information security

· Achieve NIST FITSAF (Federal Information Technology Security Assessment Framework) level 4, eventually reaching level 5
The OITS continues to support the aforementioned priorities and may require periodic tasks to be performed under its Blanket Purchase Agreements.  The tasks to be performed fall under the following six categories:

· Cyber Security Business Assurance Support

· Critical Infrastructure Protection Support

· Privacy Protection Support

· Technology and Integration Support

· Field Operations and ISO Support

· Program Management Office Support

These areas are encompassed in OITS’s six organizational components that are responsible for the HUD’s security programs and services.  These programs and their goals are described in an overview in paragraph L of this BPA Statement of Work.  Paragraphs M through R detail the support requirements for each of the six organizational areas as well as those for overall management and administration support.  Individual task orders will be for work in one or more of the above six areas and will correlate to the programs and goals described in paragraph L and its subsequent paragraphs.

The BPAs are not the exclusive vehicles for acquiring contractor services.  A single provider services contract for the Central Incident Response Capability (CIRC), and several other task orders are in place for a variety of contractor support.  This BPA will enable additional support on an as-needed basis.  However, it is anticipated that the majority of work required by OITS over the  years will be performed under this BPA.

HUD is governed by a number of laws, policies, mandates, and guidance related to cyber security.  These laws and mandates charge HUD management with responsibility and accountability to maintain the confidentiality, integrity, and availability of data, protect HUD systems and networks from cyber security threats, and ensure the continuity of HUD networks and systems in the event of natural disasters.
The National Institute of Standards and Technology (NIST) guidance for the Federal Information Technology Security Assessment Framework (FITSAF) begins with the premise that all agency assets must meet the minimum-security requirements of OMB Circular A-130, Appendix III.  Appendix III establishes a minimum set of controls to be included in Federal IT security programs.  The new NIST SP 800-37, Guidelines for the Security Certification and Accreditation of Federal Information Technology Systems will describe guidance for accomplishing C&A in HUD along with HUD Information Technology Security Certification and Accreditation (ITSCAP) directive and handbook and supplemental guidance.  As well, NIST SP-800-53 will describe minimum controls for various sensitive classification levels.

The contractor is expected to be familiar with the Federal environment, as well as the laws and regulations governing IT security in the Federal Government.  The documents listed below are applicable to this Task Order.  

This list is not intended to be all-inclusive. 

· The Computer Security Act of 1987 – Codifies the requirement for Government-wide IT security planning and training.

· CIO Council - “Federal Information Technology Security Assessment Framework”, dated Nov 28th, 2000

· CIO Council - “Architecture Alignment and Assessment Guide”, dated Oct 2000

· CIO Council - Federal Enterprise Architecture Framework Version 1.1” dated Sep 1999

· Paperwork Reduction Act of 1995 – Establishes a comprehensive information resources management framework including security.

· Clinger-Cohen Act of 1996 – Links security to agency capital planning and budget processes, and requires the development and maintenance of a sound and integrated information technology architecture, which includes a cyber security architecture.

· Presidential Decision Directive 63 – Relates to ensuring constitutional Government, continuity of operations (COOP) planning, and continuity of Government (COG) operations.

· OMB Memorandum 99-05 – Provides instructions to agencies on how to comply with the President’s Memorandum of May 14, 1998 on “Privacy and Personal Information in Federal Records”.

· OMB Memorandum 02-09 – Reiterates the high priority to the security of the Federal Government’s operation and assets and requires agencies to identify and resolve current security weakness and risks, as well as protect against future vulnerabilities and threats.

· GAO FISCAM – The Federal Information System Audit Control Manual methodology provides guidance to auditors in evaluating the internal controls over the confidentiality, integrity, and availability of data in computer-based information systems.

· Federal Information Security Management Act of 2002 – The legislation, which sets standards and guidelines for sensitive (unclassified) Federal systems.

· NIST Special Publication 800-14 – Guides organizations on the types of controls, objectives, and procedures that comprise an effective security program.

· NIST Special Publication 800-16 – Provides guidelines for role-based security training and awareness.

· NIST Special Publication 800-18 – Details the specific controls that should be documented in a security plan. Guide for Developing Security Plans for Information Technology Systems.
· NIST Special Publication 800-26 - Security Self-Assessment Guide for Information Technology Systems”

· NIST Special Publication 800-37 – Guidelines for the Security Certification and Accreditation of Federal Information Technology Systems (Draft publicly released 10/28/02) – details guidelines to be used in the certification and accreditation of federal systems.

· NIST Special Publication 800-53 – Minimum Security Controls for Federal Information Technology Systems, details the minimum-security requirements for systems of various sensitivity levels.

· NIST Special Publication 800-53A – Techniques and Procedures for the Verification of Security Controls in Federal Information Technology Systems.

Other legislation with cyber security implications includes:

· HIPAA – the Health Insurance Portability and Accountability Act – Requires agencies to address administrative procedures, physical safeguards, security awareness training, access controls, data and entity authentication, network safeguards for integrity and protection, and potentially electronic signatures at some time in the future.  HIPAA covers protected health information (PHI) stored or transmitted in any form of medium:  electronic, paper, and oral.  HIPAA was passed in part to impose security controls on the handling of personal health care information in order to protect individual privacy.

· Electronics Communications Privacy Act  (ECPA) – Provides federal legal protection against hacker attacks against voice and data communications.

· Government Paperwork Elimination Act (GPEA) - Allows citizens to use electronic technologies when filing information with, or retrieving it from the Federal Government. GPEA directs Federal agencies to provide public access to Government services and documents by 2003 and gives the public the option of submitting Government forms electronically. 

· The Freedom of Information Act (FOIA) - Provides that any person has the right to request access to federal agency records or information. All agencies of the United States Government are required to disclose records upon receiving a written request for them, except for those records that are protected from disclosure by the nine exemptions and three exclusions of the FOIA.
· Government Information Security Reform Act (GISRA) – GISRA amends the Paper Reduction Act of 1995 by enacting a new subchapter on information security.  The act requires annual and quarterly reporting of the results of surveys and the status of security deficiencies and remediation Plans of Action and Milestones for all HUD systems.

· The Privacy Act of 1974 - An omnibus "code of fair information practices" that regulates the collection, maintenance, use, and dissemination of personal information by federal executive branch agencies.  It contains civil and criminal sanctions for unauthorized disclosure. 

In addition to these legislative requirements, there are a number of regulatory policies and directives with cyber security implications.  These include:

· OMB Circular A-11 – Provides guidance to agencies concerning budget formulation and investment planning for IT assets.

· OMB Circular A-130 - Revised, (Transmittal Memorandum 4)

· OMB Memorandum M-00-07 – Addresses OMB principles for incorporating and funding security as part of agency information technology systems and architectures.

· OMB Circular A-130 - Revised, (Transmittal Memorandum 4)

(Both of the above are guidance targeted toward more effective implementation of computer security and critical infrastructure protection.)

· OMB Memorandum M-99-20 – Addresses the need to assess risk and maintain security to prevent intentional disruption of Department Internet website operations.

· OMB Memorandum M-02-01 – Provides guidance for preparing and submitting Security Plans of Action and Milestones in support of GISRA reporting.

· National Institute of Standards and Technology (NIST) Special Publication 800 – Provides a number of guidelines for cyber security policies and technologies.  NIST SP 800-12, 800-14, 800-16, 800-18, 800-26, and 800-30 listed previously are a part of this 800 series.

· National Institute of Standards and Technology (NIST) Federal Information Processing Standards – Documents federal standards for cyber security technologies and algorithms.

· Executive Order 12656 - Requires Departments to ensure the continuity of essential functions in any national security emergency by providing for the safekeeping of essential resources.

In October 2001, the President issued two Executive Orders that provided for increased emphasis for infrastructure protection, including cyber security infrastructure protection.  

· Executive Order 13231 – Departments are responsible and accountable for providing and maintaining adequate levels of security for critical information systems, including emergency preparedness communications systems.

Collectively, these cyber security environment trends, and legislative and regulatory mandates place a very high standard of performance on HUD.  HUD must protect the confidentiality, integrity, and availability of  data, and protect against financial fraud, waste, and abuse.  As part of these mandates, OCIO has to provide significant quarterly and annual reporting to GAO and OMB on the status of HUD efforts to meet these requirements.  Furthermore, HUD must ensure the continuity of HUD operations for networks and systems in case of natural disasters.  Significant effort and funding will be necessary every year for the foreseeable future to meet these required standards of performance.
B.
CONTRACT AWARD MEETING 

The contractor shall commence performance on each task issued under the BPA after the Contracting Officer has conducted a Contract Award Meeting or has advised the contractor that a Contract Award Meeting is waived.  
C.
GENERAL REQUIREMENTS

1. All written deliverables shall be phrased in layperson language.  Statistical and other technical terminology shall not be used without providing a glossary of terms.

2.  In addition to the initial policy-related information and requirements provided by Department of Housing and Urban Development, the contractor shall keep abreast of new legal and policy issues and changes which impact the OITS’s Cyber Security Programs and Support services.  The contractor shall ensure that any changes that occur prior to delivery of the modules are incorporated, subject to the OCIO’s approval. 
3.  Where a written milestone deliverable is required in draft form, HUD will complete its review of the draft deliverable within ten (10) calendar days from date of receipt.  The contractor shall have five (5) calendar days from date of receipt of the Government’s comments to deliver the final deliverable.

D.
SPECIFIC MANDATORY TASKS AND ASSOCIATED DELIVERABLES

This BPA SOW serves as an omnibus document that establishes the scope and parameters for task orders that are issued under Blanket Purchase Agreements.  Each task order issued under the BPA will contain a SOW for the specific requirement.

In completing the scope of work requirements described in task orders, the contractor shall perform the work and provide the deliverables, as described and required in each Task Order SOW.

E.
EVALUATED OPTIONAL TASK AND ASSOCIATED DELIVERABLES 


None.

F.
SCHEDULE FOR DELIVERABLES

1.  The contractor shall complete the Deliverables specified in the Task Order Statements of Work by the dates indicated.  

2.  Unless otherwise specified, the number of draft copies and the number of final copies shall be the same.  Draft and final deliverables shall also be in electronic format, i.e., on diskette, CD-ROM or e-mail attachment.

3.  If for any reason any deliverable cannot be delivered by the contractual/task order delivery date, the contractor is required to explain why in writing to the Contracting Officer including a firm commitment of when the work shall be completed.  This notice to the Contracting Officer shall cite the reasons for the delay, and the impact on the overall project.  The Contracting Officer will then review the facts and issue a response in accordance with applicable regulations.
G.
CHANGES TO BPA TASK ORDER STATEMENTS OF WORK

Any changes to Task Order SOW shall be authorized and approved only through written correspondence from the Contracting Officer.  Change orders will be issued and monitored by the Contracting Officer.  A copy of each change will be kept in a project folder along with all other products of the project.  Costs incurred by the contractor through the actions of parties other than the Contracting Officer shall be borne by the contractor. 

H.
REPORTING REQUIREMENTS
1.  The contractor is required to provide the OCIO with monthly (or bi-weekly, if specified in the Task Order) written progress reports (original plus 2 copies and electronic version).  These are due to the OCIO by the fifth workday following the preceding month/reporting period throughout the project's duration.

2.  The progress report shall cover all work completed and products delivered during the reporting period and work planned for the subsequent reporting period.  This report shall also identify any problems that arose and a statement explaining how the problem was resolved.  If problems have not been completely resolved, the contractor shall provide an explanation.  The contractor shall also provide the financial status of the Task Order, delineated by task, to include funds expended during the reporting period, cumulative funds expended to-date, and estimated funds remaining.

I.
TRAVEL

The OCIO must approve contractor travel in advance.  Long distance travel and per diem shall be reimbursed in accordance with HUD/Federal Travel Regulations.  Local travel and other associated local travel costs shall not be a reimbursable item under the BPAs. 

J.
GOVERNMENT RESPONSIBILITIES
The Government will assure that the contractor has access to readily available documents in support of all tasks, commencing immediately upon contract award.  The Government will provide procedural guides, reference materials and program documentation.  The Government will gather and provide any required information that is not publicly available, and will provide access to Government staff and leadership as required to support the individual tasks.

K.
CONTRACTOR EXPERIENCE REQUIREMENTS

The contractor’s experience requirements are stated in the BPA Terms and Conditions.  They may be further augmented, if necessary, to ensure needed skills are acquired for specific task orders.

L.
OFFICE OF CYBER SECURITY PROGRAMS AND VISION

The OITS is responsible for the development, publication, and implementation of Departmental information security policies, standards, and guidance, as well as coordination of all aspects of the Department’s information security program, which directly supports HUD’s information security objectives.  OITS provides management leadership in information security policy and guidance, expert advice, and collaboration among the Administrations and Staff Offices in developing, promoting, and maintaining information security measures to adequately and cost-effectively protect sensitive information to meet the Department’s current and future business needs.  OITS ensures that information security policies, principals, standards, and guidelines are implemented appropriately throughout the Department, overseeing their use, and coordinating implementation of information security requirements into the Department’s IT Enterprise Architecture.

Overall, OITS is responsible for formulating and establishing policies and programs for HUD’s privacy program; cyber security architecture, engineering, and research and development; operations center and incident response; certification and accreditation; and critical infrastructure protection.  OITS develops and coordinates Departmental policy for information security and cyber security, and coordinates overall planning for Department-wide security enhancement initiatives including implementation of firewalls, network intrusion detection, incident response and reporting, public key infrastructure, and related technologies.  It provides leadership and management for the HUD Central Incident Response Capability (HUD-CIRC), coordinating all computer security issues, and advising all HUD staff on information security issues and concerns.  OITS provides oversight and supervision to a segment of Information Security Officers (ISO) who are geographically dispersed throughout the country.  

OITS conducts information security risk assessments, and develops Department-wide directives, standards, and guidelines to assist in the identification and measurement of information security threats and vulnerabilities.  It performs information security audits and evaluations, and evaluates information systems to ensure compliance with Department information security program directives and Federal computer security statutes.

OITS is responsible for referring probable criminal and/or statutory violations of information security to the HUD OCIO, providing advisory services to information systems planners, and evaluating information systems plans and studies to recommend more adequate information security.  OITS ensures compliance with the Computer Security Act of 1987 mandate to provide training in computer security awareness and accepted computer practices for all employees involved with Federal computer systems under the jurisdiction of the Department.

OITS chairs subcommittees and working groups chartered by the HUD Information Technology Board (ITB) to advance the Department’s Information Security Program, and serves as a member of the ITB.  OITS serves as liaison with the National Institute of Standards and Technology (NIST), National Security Agency (NSA), Office of Management and Budget (OMB), General Accounting Office (GAO), and HUD OIG on information security.  It serves as the conduit for reports, assessments, responses, and documents entering or leaving the Department that concern information security policies, practices, or findings.  In addition, it coordinates representation for key interagency and extra-Governmental information security groups to ensure that Department interests are served, and that information obtained from participating in these groups is shared among all affected organizations within the Department.  

The overall vision for HUD cyber security is to provide world-class cyber security service, achieve Federal Information Technology Security Assessment Framework (FITSAF) level 5, and become the model cyber security program in Federal Government.  Achieving this vision will eliminate the information security “material weakness”, protect the confidentiality, availability, and integrity of HUD data, and protect against financial fraud, waste, and abuse in HUD information systems.

HUD and its support contractors will have to complete tasks successfully to achieve the Vision for cyber security, including the following:

· Comply with all legislative and regulatory requirements for cyber security.

· Update and test all HUD Critical Infrastructure Protection plans at least every three years.

· Stand up HUD’s Privacy Program to protect all protected health information (PHI) stored or transmitted in any form of medium:  electronic, paper, and oral.

· Obtain OIG certification that the HUD “material weakness” has been removed.

· Update Cyber Security artifacts in the HUD Enterprise Architecture whenever the HUD mission, strategies, and priorities change, or when additions or changes are required based upon a Milestone Decision Briefing.

· Certify HUD at Federal Information Technology Security Assessment Framework (FITSAF) Level 5 based upon evaluations by NIST through ensuring: 

· There is an active enterprise-wide security program that achieves cost-effective security;

· IT Security is an integrated practice within HUD;

· Security vulnerabilities are understood and managed;

· Threats are continually re-evaluated, and controls adapted to changing security environment;

· Additional or most cost-effective security alternatives are identified as the need arises;

· Costs and benefits of security are measured precisely as practicable; and,

· Status metrics for the security program are established and met.

FITSAF Level 5 is comparable to level 5 of the Software Engineering Institute’s Capability Maturity Model for software development.  At level 5, organizations have a mature and comprehensive program in place that is continuously being improved.

OITS’s mission is accomplished through the following organizational components:

· Business Assurance Service;

· Critical Infrastructure Protection Service;

· Privacy Service;

· Technology and Integration Service;

· Field Operations and ISO Support Service; and

· Program Management Office Service

The following paragraphs, M through R, describe each of the OITS Services and outlines the anticipated tasks to be performed under the BPA.

M.
BUSINESS ASSURANCE SERVICE 

The Cyber Security Business Assurance Service promulgates Department-level cyber security policies, procedures, and guidelines that implement Federal laws and regulations, and provides guidance on policy implementation within its area of expertise.  It reviews proposed cyber security policies in areas of responsibility to ensure issues are adequately addressed.

The Cyber Security Business Assurance Service provides reporting service for HUD’s annual and quarterly GISRA reports to OMB, and ensures that deficiencies discovered through OIG and GAO audits are incorporated into the HUD GISRA vulnerability-tracking database.  It also tracks vulnerability remediation and provides periodic updates to HUD’s OIG and GAO regarding HUD’s remediation progress.  The Service ensures that remediation actions reported are accurate and complete.

The Cyber Security Business Assurance Service oversees and directs the Department-wide cyber security Certification and Accreditation (C&A), Compliance and Reporting, and Review and Inspection programs.  It ensures that HUD security policies, procedures and standards are in compliance with regulatory requirements and legislated mandates governing information systems security with special focus on the Computer Security Act of 1987, GISRA, GAO’s Federal Information Systems Audit and Control Manual (FISCAM), and OMB Circular A-130, Appendix III.

The Cyber Security Business Assurance Service establishes long- and short-range plans for the cyber security certification and accreditation (C&A) program.  It determines Department-wide cyber security C&A program needs, and promotes strategies to incorporate C&A into the lifecycle plan of each HUD system.  The C&A program also ensures that systems C&A are incorporated into the overall HUD planning, programming, and budgeting process.  The Service reviews proposed cyber security policies, and develops HUD’s cyber security C&A strategic plan.  It promotes strategies to incorporate cyber security C&A program needs into both long- and short-term strategic plans.  The Service advises and makes recommendations to senior officials concerning the feasibility of the Department’s C&A priorities and implementation plans, and ensures the attainment of Department-wide C&A objectives.

The Cyber Security Business Assurance Service conducts physical and electronic system and site reviews of HUD information systems and facilities to ensure that remediation progress is made as reported, and to provide advice and guidance to HUD system and facility managers to improve their information security posture.  It develops review and inspection plans, in cooperation with the HUD OIG, and in accordance with Department priorities.  The Service coordinates inspections to ensure effective follow-up and oversight coverage of all HUD security programs.  Review and inspection staff use the HUD FISMA data, as well as results of HUD OIG audits and inspections, to determine where to target reviews.  

The Cyber Security Business Assurance Service develops review and inspection plans, in cooperation with the HUD OIG and in accordance with Department priorities.  It coordinates inspections to ensure effective follow-up and oversight coverage of all HUD security programs.  The Service reviews all HUD facilities' GISRA reporting and provides solutions to FISMA, OIG, and GAO non-compliance issues.  In addition, it reviews the physical security of information systems and administrative policies on cyber security.
Tasks related to Certification and Accreditation of HUD systems are not included as part of this BPA.  BPA tasks anticipated for Business Assurance Service support may include:

· FISMA Data Collection and Reporting

· Quarterly Reporting

· Annual Reporting

· Coordination with HUD OIG to audit field reporting

· Mapping / Reconciling GISRA and FISMA POA&M budgets to the HUD Exhibit 53

· Policy Support

· Assessment of existing policies and directives

· Recommend update or change of existing policies and draft of new policies

· Drafting of guidance documents

· Tracking of security-related laws, rules, regulations, and other guidance documents

· Active Compliance Monitoring

· Penetration Testing
· Compliance / Inspections

· Pre-Audit Reviews – Analysis and Supporting Documentation

· Pre-Audit Reviews – Weakness Remediation
Task 3   Enterprise Architecture Infrastructure (EAI)

Purpose:  The purpose of this task is to provide annualized recommendations for enterprise infrastructure additions, replacements, and upgrades for procurement, implementation and integration into HUD’s infrastructure.  These infrastructure upgrades include but are not limited to HUD’s network, server, desktop, email, storage architectures.

Task 3 Activities

1. The contractor shall perform enterprise-level architectural analysis to recommend annual infrastructure changes.  These recommended changes shall include documented, architectural analysis of the following:

a. Transitioning HUD’s infrastructure from its current “As-Is” infrastructure to changes necessary for alignment with the “current” and potentially “research” categories in the TRM.
b. The contractor shall review available capacity usage and planning information on national infrastructure items (e.g., network, server, standard desktop images, etc.) as a basis for HUD’s “As-Is” infrastructure and current capacity usage.
c. The contractor shall identify to the OCIO any other data or information required to perform this task and conduct enterprise infrastructure analysis and recommendations.
d. The contractor shall consider current business drivers (e.g., consolidation of services, etc.) in the EAI analysis and recommendations report.
e. The contractor shall review design and schedule information (e.g., capacity planning, deployment schedules, etc.), performance test results and other available information for national-level system projects in order to determine cumulative impacts to HUD’s existing “As-Is” infrastructure.  The contractor shall also use this information as a basis in recommending national infrastructure changes on an annualized basis.  
f. The contractor shall review all data collected from all sources for completeness. The contractor shall reconcile the independent data sources to ensure the data is valid. The contractor shall analyze asset data to identify and compile a list of EAI candidate architectural segments with value criteria for customer prioritization.
g. The contractor shall perform any and all analysis to provide architecturally sound infrastructure modification/addition recommendations. 
h. The contractor shall recommend to the Task Manager tools to support the capturing and analysis of this task.
2.  The contractor shall document all analyses and recommendations in an annual EAI report.  The EAI report shall document the methodology used to perform the analysis.
a. The contractor shall provide cost estimates on recommended infrastructure changes and provide cost estimates for the subsequent two years beyond the date of the EAI recommendations report.
b. Upon approval of the EAI report, the contractor shall develop generic procurement specifications for the EAI line items.    The contractor shall also recommend annual configurations for server and desktop platforms.  This information shall be included in the EAI Implementation Report.
c. The contractor shall collect and provide data important to the EAI project with stakeholders throughout OCIO. Outreach shall include attending meetings with stakeholders and facilitating discussions of data important to the EAI project. 

Task 3 Deliverables:

1. Draft Enterprise Architecture Infrastructure (EAI) Recommendations Report

2.  Final EAI Recommendations Report incorporating government comments.

3.  Draft EAI Implementation Report

4.  Final EAI Implementation Report incorporating government comments.

N.
CRITICAL INFRASTRUCTURE PROTECTION SERVICE 

The Cyber Security Infrastructure Protection Service oversees and directs the development of HUD’s cyber security critical infrastructure protection strategic plan.  It establishes long- and short-range plans for the cyber security critical infrastructure protection program.  It determines Department-wide cyber security critical infrastructure protection program needs and promotes strategies to incorporate these plans in both long- and short-term strategic plans.  It advises and makes recommendations to senior officials concerning the feasibility of the Department’s critical infrastructure protection program priorities and implementation plans.  It ensures the attainment of the Department-wide infrastructure protection objectives in the overall HUD planning, programming, and budgeting process.

The Cyber Security Infrastructure Protection Service also develops and implements a Department-wide restoration and recovery plan; ensures that HUD’s overarching cyber security program is in alignment with industry trends, technologies, and best practices; ensures Department-wide conformance to the Inspector General’s Act of 1978; and leads HUD efforts at planning and implementing critical service delivery planning.  In this regard, it is responsible for overseeing HUD adherence to Presidential Decision Directive 63 (PDD 63) as it pertains to planning for the continuity of the national infrastructure, contingency planning, continuity of operations (COOP) planning, and emergency preparedness.

The Cyber Security Infrastructure Protection Service oversees and directs the operation of HUD’s cyber security operations center (i.e., the HUD-CIRC) and is responsible for the incident response strategic plan.  (Requirements to support the HUD-CIRC are not included as part of this BPA.  As noted in Section A, paragraph 4 of the SOW, the HUD-CIRC requirements are satisfied by a separate contract vehicle).  It establishes long- and short-range plans for the cyber security operations center and incident response program.  It determines Department-wide cyber security operations center and incident response program needs, and promotes strategies to incorporate these plans in both long- and short-term strategic plans.  It advises and makes recommendations to senior officials concerning the feasibility of the Department’s operations center, incident response priorities, and implementation plans.  It ensures attainment of the Department-wide operations center and incident response objectives in the overall HUD planning, programming, and budgeting process.

The Cyber Security Infrastructure Protection Service oversees and directs cyber security program management activities, cyber security penetration testing, vulnerability scanning, event correlation and analysis, audit log analysis, patch distribution, and remediation planning.  In addition, it ensures conformance and compliance with the Capability Maturity Model (CMM); conducts cyber security risk assessments and return on investment studies; and oversees the preparation of preliminary studies, feasibility studies, and other planning efforts.

The Cyber Security Infrastructure Protection Service ensures that HUD policies are in compliance with regulatory requirements and legislated mandates governing the cyber security operations center and incident response programs.  It promulgates Department-level cyber security policy, procedures, and guidelines that implement Federal laws and regulations, and provides guidance on policy implementation.  It reviews proposed cyber security policies in areas of responsibility to ensure issues are adequately addressed.

The overall objectives of the Critical Information Protection Service include:

· Meeting legislative mandates

· Identifying mission essential IT assets

· Prioritizing critical assets based on their dependency study

· Modeling threat profiles

· Correcting externally identified deficiencies

· Improving HUD emergency preparedness

· Achieving an enhanced Cyber Security Program

· Centralizing of key functions and the eliminating of redundancy

· Aligning with the HUD’s strategic direction

The Critical Information Protection Service Elements and their Goals and Objectives are:

Critical Information Protection

· Establish overarching CIP strategy

· Identify and prioritize critical assets using established methodologies

· Coordinate with President’s CIP board

Service Continuity
· Establish contingency planning policy framework

· Develop data center contingency plans

· Evaluate site disaster recovery plans
· Coordinate disaster recovery simulations 
· Oversee certification and accreditation (C&A) of critical systems

· Oversee Department of Housing and Urban Development Central Office (HUDCO) data center relocation
Readiness Operations Center (ROC)
· Establish and set up ROC IT capability

· Procure hardware and software to equip the ROC
· Provide software maintenance and training

· Provide 24 hour a day/7 day a week monitoring of critical assets

· Refresh hardware

The Critical Information Protection Service will accomplish these goals by identifying and prioritizing the Department’s information assets, building asset-level threat profiles and analyzing infrastructure vulnerabilities, developing the Department’s policy for contingency planning for its IT assets, supporting HUD ROC routine and emergency operations, and providing information management capability to support HUD situational awareness, crisis management, command and control and decision support missions.

The Critical Information Protection Service also includes maintaining the Readiness Operations Center information management capability (ROC-IMC) to support OCS’s role in emergency preparedness for the Department.  The ROC-IMC provides for the visualization of HUD’s critical assets nationwide during emergency situations to support HUD senior leadership.  The ROC-IMC monitors the availability of critical and essential automated systems from HUD data processing centers and COOP sites, and ensure the protection, security, and integrity of information flows and decisions without interruption.  

As HUD’s emergency response practices and procedures continue to mature it is critical that the ROC-IMC continue to evolve to meet the communications and decision support needs that are identified.  Further, the ROC-IMC can be an important tool in the development of plans and standard operating procedures by offering a laboratory environment to run tabletop exercises. 

BPA tasks anticipated for Critical Information Protection Service support may include:

· Critical Asset Identification and Prioritization Support

· Business Continuity Planning and Testing

· Disaster Recovery Planning and Testing

· Crisis Communications Planning and Testing

· Continuity of Operations (COOP) Support

· Continuity of Government (COG) Support

· Readiness Operations Centers (ROC) Implementation and Periodic Testing Support

· CIP Performance and Progress Metrics Tracking and Reporting Support

O.
PRIVACY SERVICE
The Privacy Service is responsible for overseeing and directing the development of HUD’s privacy program and strategic plan, and for establishing long- and short-range plans for the privacy program.  The Privacy Service determines Department-wide privacy program needs and promotes strategies to incorporate these needs in both long- and short-term strategic plans.  It advises and makes recommendations to senior officials concerning the feasibility of the Department’s privacy priorities and implementation plans.  The Privacy Service ensures the attainment of the Department-wide privacy objectives in the overall HUD planning, programming, and budgeting process.

The Privacy Service oversees and directs HUD cyber security privacy program activities including, but not limited to, conformance to the Health Insurance Portability and Accountability Act (HIPAA) and Electronic Communications Privacy Act, COMSEC regulations, non-disclosure statutes, OMB guidance on computer cookies, OMB Circular A-130, Government Paperwork Elimination Act, user authentication, insider threat, and identity theft.  

The Privacy Service directs the full range of Department-wide privacy programs.  It ensures HUD policies are in compliance with regulatory requirements and legislated mandates governing those programs.  It promulgates Department-level privacy policy, procedures, and guidelines that implement Federal laws and regulations, and provides guidance on policy implementation.  It reviews proposed privacy policies in its areas of responsibility to ensure issues are adequately addressed.

The chief objectives of the Privacy Service are to protect confidential information and to improve HUD data management through compliance with Federal and HUD-specific privacy requirements.  To accomplish these objectives, the Privacy Service has four program elements: Policy and Planning; Outreach; Training, Education, and Awareness; and Assurance.  The goals and objectives for these areas are shown below.

Policy and Planning

· Track privacy- and HIPAA-related legislation and changes to rules and regulations 

· Develop HUD privacy and HIPAA policy and directives

· Develop guidance documents for managers, employees, and technical staff

· Assist in choosing new information technology that sustains privacy protections

· Assist in deploying effective security controls and authentication tools consistent with the protection of privacy

· Ensure that the technology implemented in HUD Administrations is consistent with Federal and agency guidelines for enterprise architecture

Outreach

· Assess HUD baseline for existing privacy projects
· Develop customer and HUD privacy materials
· Develop and implement communications and marketing plan and strategy
· Manage organizational change
· Establish HUD Privacy Awareness Day
· Facilitate Privacy Advisory Board meetings
· Manage Privacy Stakeholder Group

· Develop privacy mission statement, principles, and bill of rights

· Participate in conferences 
· Draft and conduct senior management privacy briefings
Training, Education, and Awareness

· Implement a privacy training program for employees, managers, and system administrators

· Promote privacy awareness and training for all HUD staff
· Develop privacy training modules
· Staff HIPAA training
· Track privacy training statistics

· Certify privacy training completion
· Develop online and Web-based privacy tools

Assurance

· Develop and execute privacy compliance assessment

· Update OCS systems database

· Assess data collected by HUD against data allowable and required for HUD
· Analyze information handling processes against privacy requirements and best practices

· Assess Web site privacy policies

· Monitor HUD offices annually to ensure all HIPAA and privacy policies are being implemented consistently and correctly
· Track privacy assurance improvement

· Develop privacy risk assessment reports and remediation plans
· Serve as primary contact point for privacy-related audits by the Office of the Inspector General (OIG)
· and the General Accounting Office (GAO)
· Conduct HIPAA system certification and accreditation (C&A) 

Contractor-provided services acquired under BPA task orders may include one or more of the sub-components identified below:

Policy and Planning
· Assessment of existing privacy and security policies

· Recommend update or change of existing policy and draft of new policy

· Drafting of guidance documents

· Development of standard language and templates for assessments, agreements, and contracts

· Tracking of privacy- and security-related laws, rules, regulations, and other guidance documents

· Supporting Privacy Program Management functions

Outreach

· Development and implementation of communications plan and strategy

· Facilitation of Privacy Advisory Board activity

· Management of Privacy Stakeholder Group

· Development of materials for and conduct of senior/executive briefings

· Liaison with HUD offices and external Government, industry, and association offices

Training, Education, and Awareness

· Development of training curriculum

· Delivery of training courses

· Awareness activities

· Creation and maintenance of a Web page

Assurance
· Compliance liaison

· Support for managing GISRA corrective actions

· Creation and management of information assurance metrics

P.
TECHNOLOGY AND INTEGRATION SERVICE

The Cyber Security Technology and Integration Service (TIS) oversees and directs the development of Department-wide cyber security architecture, standards, technical procedures, and product configuration guidelines.  It establishes long- and short-range plans for the evaluation of promising cyber security technologies and products, conducts research on the Department’s future cyber security requirements, and identifies products and technologies of interest.  

In coordination with the Department’s Enterprise Architecture plans and developments, the Cyber Security Technology and Integration Service identifies and promotes strategies to incorporate new security technologies in both long- and short-term cyber security strategic plans.  It advises and makes recommendations to senior officials concerning the feasibility and appropriateness of the Department’s cyber security tools, technologies, and configuration guidelines.  The Service provides expert advice and consulting on technical security matters to field ISOs, systems administrators, software developers, and other personnel involved in the implementation of security technologies.  It ensures the attainment of Department-wide cyber security objectives in the areas of security architecture, standards, technical procedures, and product configuration guidelines.

To accomplish its mission, the TIS will evaluate, test, and implement security technologies and tools with the potential to meet a variety of Departmental security objectives.  A formal test plan and evaluation criteria will be prepared prior to the start of each test/assessment.  Evaluation results will include an assessment of the impact of introducing a new technology or product into the HUD environment, and will consider compatibility issues, Enterprise Architecture issues, and cost and resource issues.  

Based on current and future computing environments; the latest risk profiles; sound technical judgment; and a solid understanding of the HUD mission, the contractor shall be able to produce configuration guidelines for both hardware and software products, which minimize the security risks to HUD data, while maintaining the ability of HUD to fulfill its mission and provide service to the community.

In providing mission support to the TIS, BPA tasks are anticipated in following areas:

· Information Security Officer technology support

· Cyber Security standards and procedures development assistance

· Cyber Security configuration management support

· Technology support for Cyber Security Policy and Directives
· Technology support for Certification and Accreditation – Directive 6214

· Technology support for Privacy and HIPAA compliance

· Technology support for SOC forensics analysis

· Advanced Technology evaluation and certification support to address:

· Advanced Authentication and Authorization

· Public Key Infrastructure

· Wireless Networks

· Seven Layers of Defense in Depth

· Enterprise Architecture review and maintenance

· Other Cyber Security technology analysis

· Technical rapid reaction support
INTEGRATED INFORMATION TECHNOLOGY SUPPORT SERVICES SUPPORT SERVICES

Task Orders will be issued for support services outlined in the following sections. Each Task Order will provide details of required services, deliverables, performance measures, and time and place of performance.   

· IT Planning 

Identification, evaluation and recommendation of solutions and opportunities, including the modification and process re-engineering of existing systems to encourage and facilitate the development of integrated systems, provide added functionality and improve productivity.
· Requirements Analysis
A set of procedures followed by the project team to learn how the present system operates and what are its benefits and shortcomings.  Users’ requirements are documented meaningfully.  It is assumed that the user knows what he wants, but has difficulty in translating requirements into data-processing terminology.  This procedure helps get the requirements in writing to guide the subsequent efforts of the systems design and implementation.  This sub-phase is one of the most important in the entire project life-cycle. 

· Systems and Database Design 

Includes the design approach, alternative designs and analysis, and impact analysis.  Maps and maintains trace ability of the design to requirements; develops user interfaces; identifies the major components and interfaces of the system; determines impact on work flow processes; and develops testing strategies, test cases and testing plans.  Also includes conducting design reviews to clarify design drivers; select an IT platform and/or architecture; identify and weigh portability considerations, potential capacity and performance implications; identify existing systems that may be reused, and other pertinent design information.

· Systems Procedures and Standards 

Devising systems procedures and standards using all applicable standards and procedures as required by the Federal Information Processing Standards, other standards, and the client organization’s standards and policies.  Includes identifying the applicable standards and procedures and making recommendations about their use to the client organization.

· Systems Development and Testing 

Translating system specifications and detailed design documentation into system components, code or both.  May include initial development of a prototype of the system that will be tested and evaluated before the systems development effort.  Includes: developing code, conducting peer reviews and providing summary progress of the development effort; establishing and maintaining the integrity of baseline configuration, software version descriptions and related documentation; establishing test and verification procedures to ensure system integrity so that the system meets functional requirements; and, conducting unit, system and integration testing to validate the system's capabilities.

· Systems Documentation

Development of all documentation, including manuals, e.g., operations, system maintenance, user and training, and plans, e.g., system integration and site implementation.  The document is dynamic in that it will be modified to take advantage of new methodologies, techniques and tools, e.g., CASE.  The documentation follows the latest approved standards at the time of development of the system.

· Systems Installation and Acceptance 

All activities associated with the installation and operation of the system.  During systems implementation, includes providing support through the development of prototype installation test plans, installation test reports and the preparation of systems manuals including operations, maintenance and user manuals customized by site.  Delivery of the system and all documentation and products associated with the system.  Installation, integration, testing and implementation of the systems developed to include all activities associated with data conversion, data collection, capture, validation, and verification, user training and system turnover.

· Systems Programming

Programs are written using the programming standards established by the client organization.  Substantial emphasis is put on a structured process for preparing a test plan, which outlines all of the testing to be done.  The programmer plans testing problems thoroughly before the testing begins.  The results of the testing are then reviewed by qualified personnel to decide that each program and module is operating satisfactorily.

· Systems Integration

Includes the analysis of the distribution of functionality across systems, development of system interface concepts, designs and specifications, and the development of specifications and standards for information transfer between systems.

· Interoperability Verification and Testing

Verification and testing to ensure interoperability with existing systems.  May include access to existing mainframes and servers, compatibility with operating systems, COTS software and client organization applications, and communications and telecommunications systems.

· Systems Conversion

Converting systems from current environments to new ones, for example, from assembler language to 4GL.  May include the development of specifications, programming, testing and documentation.  Legacy systems may also be selected for the development of new front-end user interfaces.

· Systems Enhancements, Support and Maintenance

All requests for system modification and/or enhancements, received after the systems design freeze and after the system is implemented, are classified as planned software maintenance.  These requests consist of actions that are important for corrections to the design and future enhancements to the system.   Systems support is provided to ensure the successful operation of the system in an accurate, efficient and timely manner.  Any necessary fine-tuning and re-testing are done following client organization standards and procedures.
· Systems Configuration Management 

Systems configuration management activities commence early in the systems development life-cycle and continue for the life of the system.  Configuration Management responsibilities include the review of all software, hardware, network and application changes and the identification of potential issues, conflicts or problems relating to the proposed changes, or the timing of the changes.  Changes include installation of new products and components, new versions, upgrades, engineering changes, new agency-developed applications and modifications to agency applications.  May include the development and implementation of a Configuration Management database and associated plans.  Data to be maintained include parameters and configuration information on existing systems, reasons for the changes, associated changes and other items as recommended by the Contractor or required by the client organization.  Preparation of reports and briefings to give client organization management recommendations and alternatives.
· Database Administration

The Database Administrator (DBA) is responsible for database and data dictionary design and establishment, performance monitoring and timing, database reorganization, database backup and recovery, DBMS service utilities, DBMS software maintenance, disk-space management and software planning and evaluation. The DBA is responsible for safekeeping the data and for control of the data and its structure.  The DBA is also concerned with the various design methods used in developing databases. 

· Data Conversion

Data conversion and migration services to move data between existing client organization systems and between existing and new systems.  This could be across operating systems and/or hardware platforms or between different databases.  It applies to client organization application files and end-user database files.  Activities include creating file inventories, developing procedures for, and conducting, data conversions and ports, and acceptance testing activities.  Also includes developing procedures and proposed methods for performing file migration with a minimum disruption to end-users.
· Information Security

Enhancing IT security of data residing in computer files or during transmission, assessing IT risks relating to privacy, fraud and abuse and the adequacy of internal controls to eliminate and/or mitigate risks to systems being built.  Contingency plans cover system failure and recovery procedures.  Procedures are developed in case of disaster or other conditions that may severely affect the provision of timely and efficient system services.  Includes evaluating and implementing encryption, authenticating users on a system, providing for digital signatures to ensure integrity of electronic messages and files.  May include analyzing and maintaining a list of critical systems to decide for each system the time available to transfer to an alternative processing site without significant programmatic impact.  Includes systems handling National Security and Limited Official Use data.  Also includes the conduct of risk analyses and the development of recommendations and implementations, plans for new procedures and changes to existing systems. Identification and recommendation of new security-related technology product versions and enhancements to existing products and services.  Developing implementation, transition and verification testing plans for installing these products within the existing client organization technology infrastructure.
· Telecommunication Systems, incl. Local, Metropolitan and Wide-area Networking 

All prototype hardware, firmware, software, proof-of-concept capability and prototype engineering maintenance and support to initiate and complete the end-to-end transmission of data.  May also include the end-to-end transmission of voice and video traffic; performance and operational threshold monitoring, tuning, and overall network management of LAN, WAN and remote host connectivity; automated network management procedures that can rapidly respond to network fault conditions; management query and reporting of current and historic network performance; and simulation of network operations, fault conditions and proposed conditions.  Includes designing, implementing, operating and maintaining networks with appropriate diagnostic tools and equipment to monitor, troubleshoot and repair end-to-end transmission of voice, video and data traffic.  May also include support of the current Department of Defense systems to ensure that record cable traffic passed via the Automated Digital Network (AUTODIN), a switched network of the Defense Communications System (DCS), is provided to the client organization and the move to the new Defense Messaging System (DMS) slated to replace AUTODIN in the year 2000.
· User Training 

Schedules for implementation are completed, and the users are given their manuals and comprehensive training in the operation of the system.  The production files are created or converted to make the system operational.  User training also includes formal instruction on the use of commercially available COTS software.
· Data Entry 

Initialization of data collection processes to capture existing unstructured data to validate data being captured, verify integrity of data collected, and assure all data captured complies with data administration standards.  Includes system data dictionaries and documentation to support data collection functions.  Personnel may operate keyboard-controlled data entry devices to transcribe data into forms suitable for computer processing. The work requires experience and judgment in searching, interpreting and selecting items from a variety of source documents.
· Object Oriented Design/Programming 

Transforming an object-oriented model into the specifications required to create the system.  Moving from object-oriented analysis to object-oriented design is accomplished by expanding the model into ever more detail.  Object-oriented programming is more flexible than standard programming.  It is an evolutionary form of modular programming with more formal rules that allow pieces of software to be reused and interchanged among programs.  Each object can then be examined, discussed, modeled, designed, programmed, tested and implemented.
· Technical Support 

Providing a full range of technical expertise in all areas of computer knowledge.  This includes programming, systems design and development, systems analysis and other software tasks.  It includes the ability to operate computer systems and associated peripheral equipment including servers, monitors, disk-drives, printers and modems.  Support may be requested in mainframe, minicomputer and/or personal computer environments, help desk/Info Center, and in field sites.  The technical assistance may include database maintenance, performance monitoring and tuning, networking and telecommunications support.
· Workflow Processing

The use of automated methods for the routing and control of documents and transactions through a process such as procurement requests, personnel requests, etc.  Also involves scanning and storing information in digital form on computers.  The information may be pictures, drawings or text.  This process may also be described as the combining of single work units and their (partial) products as they are aggregated in an overall process, such as data entry to verification to populating a database to query and reporting.  It could be represented in a flowchart or a process model where each function is shown with inputs, methods and controls from other functions, outputs to other functions that serve these purposes, and the overall initiating activity and end-product.
· Records/Document Management and Information Distribution

Use of automated systems to manage and distribute records and documents.  Records management includes, but is not limited to, data entry, tracking, archiving and destruction, reporting and security of paper records through the use of automated tools such as bar-coding.  Document management includes, but is not limited to, records management and the use of automated tools to assist in gaining control over revision cycles, tracking revision history, setting user authorizations, redlining, multiple department communications and data-sharing, and storing the data about an organization’s documents to assist in search and retrieval.
· Joint Requirements Planning (JRP)

JRP consists of workshops with key end-users for planning and designing a system.  The users are encouraged to do most of the talking.  Information Systems staff translate what the users want into structured specifications and design so that users can understand and discuss the results.  JRP sessions do not contain technical detail.  They often involve higher-level managers and sometimes top-management.  They establish requirements and justification for a system and the detailed functions it will perform.  A major benefit of JRP is making executives think creatively about how information systems can help them.  The workshops cause an examination of goals, problems, success factors and strategic opportunities in information strategy planning.
· Joint Applications Development (JAD) 

In the JAD session, several knowledgeable people in the subject organization or in the subject functional area meet for extensive and intensive discussions and brain-storming sessions.  These sessions are professionally facilitated and discussion/conclusions and disagreements are formally captured and distributed.  These sessions strive to accomplish agreement or consensus on the topics of the session.  Disagreements are resolved so everyone understands what the target/new process/function/system will and will not accomplish.
· Rapid Applications Development (RAD)

An approach to systems development that incorporates a variety of automated design tools (CASE).  RAD focuses on human management and user involvement as much as on technology.  RAD aims for rapid development of a single, stand-alone system of limited scope.  The use of CASE tools is a necessity for this path, as are rapid development techniques and features such as time-box management, reusability and user workshops.  RAD techniques are largely a subset of Systems and Information Engineering techniques.
· Feasibility Study

Identifies objectives, requirements, system concepts, and candidate approaches.  It researches possible solutions and analyzes commercial off-the-shelf (COTS) products available for achieving the objectives.  May include making recommendations on the approach to be taken.  The feasibility studies will be used by managers to decide whether to proceed with the task.
· Cost-benefit Analysis

An in-depth evaluation of a given approach as to technical feasibility and/or the benefits to be gained for a specific cost.  The analysis involves identifying, developing and analyzing the costs (actual and opportunity) and benefits of a given approach in quantitative terms if feasible and in qualitative terms otherwise, and preparation of a recommendation to proceed or not to proceed.  The user may require that this type of analysis occur independently or with other activities comprising a full system development effort.
· Business Process Re-engineering 

A complete analysis of the processes used to generate desired products and services with a possible revamping of the entire approach.  The primary drivers should always be the customer’s needs.  These needs ultimately dictate the scope and the level of technology investment.  The issues that need to be reconciled include time, quality, customer perspective, people empowerment, efficiency and flexibility.  Technology is considered a potential enabler of the new approach.
· Systems and Information Engineering 

An integrated set of methodologies and products used to guide and develop information processing within an organization.  It starts with enterprise-wide strategic planning and ends with operational applications.  It includes activities required for the support of operational systems oriented to enhancing operations of hardware and software systems to include the collection and analysis of systems information, diagnosis of problems and development of recommendations to resolve problems.  It establishes and maintains systems and software configuration baseline data and documentation. It includes redesign activities that modify functionality and/or produce technical improvements to enhance software and security.  It monitors system execution and performance; performs problem analysis and resolution; and provides technical assistance to the end-user.  It performs system and software conversion activities that include the transition of existing applications from one environment to another. It performs production control activities such as the support of cyclical changes to operational workloads, data compression, data restores, reorganization of files, recovery of systems, production of reports, download/upload of information, and setup and verification of fields and programs for the execution of production runs.  It prepares and executes disaster recovery procedures; analyzes, compiles and aggregates data to produce statistical trend analysis reports; develops user-friendly interfaces between different automation functions and upload/download capabilities; and develops and implements an audit strategy to ensure the integrity and confidentiality of data.
· Other IT-Related Services

Examples include technical and quality reviews, documentation of existing systems and procedures, preparation of IT standards and procedures, preparation and performance of special presentations, provision of IT training, document analysis, data collection and operational analysis.

Q.
FIELD OPERATIONS AND ISO SUPPORT SERVICE

The Cyber Security Field Operations and ISO Support Service oversees and directs the Department-wide cyber security training, education, and awareness program.  It provides management and support for a segment of  ISOs who are geographically dispersed throughout the United States.  It provides coordination and management of the Administration’s security programs, including Benefits Delivery Network (BDN) and VISTA security. It oversees management of the HUD Cyber Security Working Group.  The Service promulgates Department-level cyber security policies, procedures, and guidelines that implement Federal laws and regulations, and provides guidance on policy implementation within its area of expertise.  

The Cyber Security Field Operations and ISO Support Service undertakes many initiatives to ensure all of HUD’s users are continually trained on cyber security practices.  It manages an active training, education, and awareness program, and maintains the Cyber Security web page.  It conducts web-based and classroom training initiatives, and professional certification support.  The Service manages several initiatives to ensure continual professionalization and accreditation of the ISO practitioner.

The Cyber Security Field Operations and ISO Support Service provides for management, oversight and support for a segment of ISOs through its Field Operations Division.  It performs the full range of supervisory functions for the assigned segment of ISOs.  The Service provides cyber security subject matter expert support for Facility ISOs who report to their respective Facility Directors.  

Contractor-provided services acquired under BPA task orders may include one or more of the sub-components identified below:

· Field Operations

· Develop Centralized Baseline Security Standards

· Field Level GISRA Remediation Management Support

· Training, Education, Awareness, and Professionalization

· INFOSEC and Other Cyber Security Conference Support

· ISO Web-based Training Development

· ISO Classroom Training and Mentoring

· OCS HomePage Support

· Brochure/Poster/Promotional Material Development

· Satellite Broadcast/Video/Visual Media Production Support

· CISSP Training and Certification Support

· ISO Certification and Credentialing Management and Reporting

· Field Operations and ISO Performance and Progress Metrics Tracking and Reporting

R.

PROGRAM MANAGEMENT OFFICE SERVICE  

The Cyber Security Program Management Office (CSPMO), oversees and directs the HUD enterprise cyber security infrastructure technology insertion program.  This program focuses on ensuring the confidentiality, integrity, availability, and accountability of sensitive information within the Department.  It includes the planning, and coordination of large scale, enterprise cyber security infrastructure acquisitions.  The Office ensures that these acquisition solutions are lifecycle tested for security, integrated into the enterprise, and are functional using the CSPMO testing lab and other appropriate facilities.  A key target for the office is the participation, coordination, oversight, and management of the HUD emergency action security planning and implementation.  Current programs include the Enterprise Cyber Security Infrastructure Program (ECSIP) and the HUD Authentication and Authorization Infrastructure Program (AAIP).  The CSPMO ensures that these programs are modeled for insertion into the integrated process flow adopted by the Department for management of projects charged with the acquisition of IT.  The CSPMO coordinates the development of IT Security Certification and Accreditation Project (ITSCAP) Certification and Accreditation (C&A) materials, and ensures that independent security verification activities take place for these programs.  

The CSPMO determines enterprise cyber security research, development, testing, and evaluation (RDT&E) needs, and promotes strategies to incorporate these needs into both long- and short-term strategic plans.  These strategic plans focus on the remediation of information security material weaknesses for the Department as cited by the GAO, HUD OIG, and the FISMA reporting.

The scope of CSPMO focus includes enterprise cyber security architecture, engineering, systems development, production, and installation projects in the overall HUD planning, programming, and budgeting process.  The current focus is the enterprise-wide Security Operations Centers (SOC) that will be implemented as part of a comprehensive boundary definition and management program.  Typically, the scope of a CSPMO program requires extensive coordination throughout HUD.  This coordination includes the development of policy, and shared responsibilities for implementation and operational changes throughout the enterprise.  The goal of the CSPMO is to shoulder these responsibilities, resolve conflicts, and develop successful HUD-wide implementation strategies.

Contractor-provided services under BPA task orders may include one or more of the sub-components identified below:

· Cyber Security Implementation Projects

· Seven Layers of Defense in Depth Strategy Implementation Support

· Advanced Authentication and Authorization Implementation Support

· Other Cyber Security Technologies and Processes

· Technology Assessment Support, including, not limited to:

· Database and File Encryption

· Identification and Authentication (Biometrics, Sign-on)

· Wireless VPNs

· Intrusion Detection, Personal Firewall, Anti-Virus
KNOWLEDGE MANAGEMENT

KNOWLEDGE TRANSFER
· E-Learning
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