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INTRODUCTION


This document describes the technical and program support required by the General Services Administration (GSA), Office of the Chief Information Officer (CIO) in support of Information Technology (IT) security program plans, policies, and training. 

BACKGROUND

Over the last two years, the IT environment within GSA has dramatically changed, with migration from a predominantly mainframe environment to a more distributed systems environment.  Virtually every employee has a computer on their desk and  access to the Internet and Intranet, and employees are teleworking and using remote access to the systems and data within GSA.  In addition, many of the systems are web-based and provide access not only to employees but also to vendors and customers. Plans are to continue migration into the electronic workplace environment to operate as “CyberGSA.”  

These technological changes and improvements have enabled GSA to provide better customer service and enhance the capabilities of its employees.  However, with these increased capabilities facilitated by technology, IT security risks have increased significantly.  In response, the GSA CIO has adopted certain IT Security policies for the agency.  Additionally, the OCIO has developed  IT security procedural guides .  These guides require review and updates based on new legislation, regulations, standards, or other guidance.
REFERENCES
The following documentation pertains to this task and is available to the contractor for review:

Computer Security Act of 1987

OMB Circular A-130, Revised, (Transmittal Memorandum 4)

OMB Circular A-130 Appendix III- “Security of Federal Automated Information Resources”

OMB M-01-08, dated Jan 16th, 2001, “Guidance On Implementing the Government Information Security Reform Act”

CIO Council, “Federal Information Technology Security Assessment Framework”, dated Nov 28th, 2000

CIO Council, “Architecture Alignment and Assessment Guide”, dated Oct 2000

CIO Council, “Federal Enterprise Architecture Framework Version 1.1” dated Sep 1999

NIST Special Publication 800-18, dated Dec 1998, “Guide for Developing Security Plans for Information Technology Systems

NIST Special Publication 800-26, dated November 2001, “Security Self-Assessment Guide for Information Technology Systems”

Government Information Security Reform Act (GISRA)  - Title X, subtitle G of the 2001 Defense Authorization Act (P.L. 106-398)

SCOPE OF WORK

The contractor shall provide the Government with services necessary to assist in developing, implementing, and managing the GSA IT Security Program. This task is to be performed on a time-and-material basis and will be considered a work request task in accordance with the Schedule contract.

STATEMENT OF WORK
The contractor shall assist GSA in updating these GSA/CIO Security Program guides:
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IT Security Procedural Guide: Password Generation and Protection 

IT Security Incident Handling Guide
 

IT Security Procedural Guide: Conducting Risk Assessments
 

IT Security Procedural Guide: Security Test & Evaluation (ST&E)
 

IT Security Procedural Guide: Developing a Configuration Management Plan
 

IT Security Procedural Guide: Developing a Contingency Plan
 

IT Security Procedural Guide: Access Control
 

IT Security Procedural Guide: Auditing and Monitoring
 

IT Security Procedural Guide: Certification and Accreditation (C&A)
 

· IT Security Internet Guide (in development)

· IT Security Remote Access Guide (in development) 

The contractor shall work closely with the GSA/CIO staff during performance of this effort.  The COTR shall be the authority for accepting work effort.

GENERAL COMPLIANCE REQUIREMENTS
GSA information systems are the property of the Government.  The contractor shall be responsible for adhering to all aspects of the Privacy Act and is prohibited from removing from the worksite any programs, documentation, or data without the knowledge AND written approval of the COTR.

Hours of work on this task will be in accordance with the terms and conditions of the Schedule contract.  The contractor shall be paid only for actual hours worked. 

In the event that overtime is required, it shall be worked in accordance with this contract.  The contractor shall provide a justification for any overtime requested to the COTR. 

PERSONNEL REQUIREMENTS
In addition to the personnel requirements required for each skill category as stated in the Schedule contract, the contractor's personnel shall be Certified Information Systems Security Professionals (CISSP).

DELIVERABLES

The contractor shall provide monthly to the Government a thorough and complete report of all activities accomplished. 

Inspection and acceptance of deliverables shall be in accordance with the terms and conditions of the Schedule contract.  In the event of rejection of any deliverable, the contractor shall be notified in writing within 15 working days and shall have 5 working days to correct the deficiency at no additional cost to the Government.  The Government shall have 10 working days to review the first correction of any rejected deliverable and 5 working days to review subsequent corrections of the same deliverable.

GOVERNMENT SUPPORT
The contractor shall receive the following Government support at no charge for performance of this specific task:

Documentation:  Access to manuals and materials necessary to perform this task.

Space and Material: Work space and material shall be furnished by GSA to the contractor and his/her employees and representatives who are dedicated fully to the fulfillment of this task.  This space and material shall be assigned at the discretion of the Government.

Technical Assistance: A qualified employee shall be available to provide technical assistance and advice between the hours of 9:00 a.m. and 3:00 p.m., Monday through Friday.

TRAINING

The Contractor shall provide fully trained and experienced technical and lead personnel required for performance.  Training of contractor personnel shall be performed at the Contractor's own expense, except:

When the Government has given prior approval for training to meet special requirements that are peculiar to a particular task order.  The Government will pay any direct charges associated with authorized training (e.g.., tuition, travel, and per-diem, if required) and the Contractor shall pay, without the Government reimbursement, salary, and other expenses.

The Government will not authorize training for contractor employees to attend seminars, Symposia, or User Group Conferences, unless certified by the Contractor and the Government that attendance is mandatory for the performance of a task order.  When training is authorized by the Contracting Officer, in writing, under the conditions set forth above, the Government will reimburse the Contractor for tuition, travel and per diem, if required.

Training at Government expense shall not be authorized for replacement personnel nor for the purpose of keeping Contractor personnel abreast of advances in the state-of-the art or for training Contractor employees on equipment, computer languages, and computer operating systems that are available on the commercial market.  Training shall not be authorized at Government expense to develop skills on hardware and/or software that was already being used by the Government at the time of the award of the contract.

TRAVEL

Travel may be required on this task and shall be approved by the Contracting Officer or the COTR in writing in advance of any travel being performed.  Travel times, other than during the standard work week, shall be performed as may reasonably be required for the expeditious rendering of services thereunder, and shall be performed to the extent such travel is specifically authorized by the Contracting Officer or the COTR only.

Travel and per diem shall be reimbursed in accordance with FAR 31-205.46, Travel Costs.  As applicable, the task order will have a cost-reimbursable line item with a not-to-exceed ceiling amount.  It is the Contractor's responsibility to ensure that adequate funds remain on the line item prior to traveling.

Local travel is considered to be a requirement for the contractor/subcontractor employee to work at a Government facility at least 50 miles away from the Washington, DC metropolitan area.  The Washington, DC metropolitan area is defined as the area inside of the Capital “Beltway.”  

INCIDENTALS

For time and material tasks, the Contractor will not be paid for hours not worked.  This includes instances during normal work hours where Government personnel are placed on administrative or other non-voluntary leave.  Examples of this include, but are not limited to: closing of a Government facility due to inclement weather, acts of God, Presidential inaugurals and funerals, bomb threats, fire-related closings, budget-related furloughs, and other closings ordered by the President.  In such an event, Contractor personnel may be required to stop working.  The Contractor will NOT be paid for work NOT performed.

INVOICING AND PAYMENTS

Invoices shall be submitted monthly.  The original invoice shall be submitted to the GSA Office of Finance.  A copy of the invoice and supporting documentation shall be submitted to the COTR.  The supporting documentation will include any information which is necessary to verify the hours worked by each contractor employee and any other charges, i.e., timesheets, travel approvals, etc.  Payment will be made upon acceptance of the monthly invoice.

PERIOD OF PERFORMANCE
The period of performance shall be from December 1, 2002 through May 30, 2003

GOVERNMENT CONTACTS:

Contracting Officer: 

Lydia Dawson

Federal Technology Service

Office of Info Technology Integration

GSA IT Acquisition Services Center(TFL)  

1800 F Street, NW 

Room 2024

Washington, DC  20405-0002

(202) 501-2519

COTR/Project Manager

Richard Krauss 

General Services Administration- (IPCS)

1800 “F” Street, NW

Room 2004

Washington, DC  20405

202 –208 4526
richard.krauss@gsa.gov
EVALUATION FACTORS AND CRITERIA

The technical/cost proposal will include, at a minimum, a Plan of Accomplishment that will address each specific work area/deliverable and any tools that will be used. 

PLAN OF ACCOMPLISHMENT

The proposal will be evaluated and a recommendation will be submitted to the Contracting Officer.  The recommendation will be used along with other factors to determine which offer has greatest value to the Government.

The offeror shall demonstrate a clear understanding of the complexity of the tasks identified.  At a minimum, the offeror shall provide:

(1) Technical Approach – a description of the specific approach, methods, and/or techniques to be used in performing the services (including type of analysis utilizing flowcharts/structured analysis).  A description of any automated tools that will be used.  Resumes of proposed personnel shall also be included.

AWARD

Award will be made to the offeror whose proposal provides the most advantageous solution to the Government, price and other factors considered.  For this requirement, technical factors are more important than price.  As the technical merits of the proposals become more equal, cost may become the determining factor.  The Contracting Officer shall determine what trade-off between technical merit and cost promises the greatest value to the Government, price and other factors considered.

