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1.0 EXECUTIVE SUMMARY

RGII Technology Inc., understands the technology and customer service issues faced by the Navy Medical Information Management Center (NMIMC) and the Bureau of Medicine and Surgery (BUMED).  The objectives and functions of your Network Operations Center (NOC) are summarized as follows:
Objectives

· To maintain maximum security, availability, and performance for the organizational  network infrastructure.

· To ensure connectivity within the organization infrastructure backbone working closely with system administrators.

· To exercise management and control over the entire infrastructure, keeping the organization efficient while controlling cost and disaster recovery objectives.

Functions

· Advise Managers on technical network management issues, recommend and implement configuration and operational changes. 

· Provide and maintain public high bandwidth access to the organization’s information servers (web servers). 

· Assist in the daily operational management of the organization’s secure firewall.

· Monitor the network performance through receipt of alarms, 
implement diagnostic actions, initiate immediate responses to operational problems, notify  Managers of network events, and provide network information on a regular or ad hoc basis to Managers.

· Coordinate, monitor, and control the distributed and shared resources of the network (i.e., resources shared across LANs, the network backbone, network connections, Internet connections, and information servers).  

· Ensure high performance standards of an organization’s network maintain all network components in working order and configure them at maximum performance levels.  

· Develop and issue network configuration, status, performance, and trend reports.

· Use network management tools to modify the network configuration, change its status, and adjust parameters to tune its performance. Identify the location of faults and determine the best way to correct them.

· Develop and maintain detailed physical layer diagrams  (Topology) on the conduit and cabling throughout the infrastructure.

RGII has Network Operations Center experience to provide the management and technical solutions to the NMIMC/BUMED NOC.  The following white paper is forwarded and outlines our technical approach to provide superb network operations center service.
2.0 COMPANY BACKGROUND

RGII Technologies, Inc. (RGII) is a woman-owned, SBA certified 8(a) small business headquartered in Annapolis, Maryland. Established in 1990, the company has grown to employ over  professionals supporting customers from 16 locations. RGII is a recognized leader providing high quality professional services in information technology and communications. RGII’s success is a direct result of building upon two key assets—personnel and performance.  Current customers include the Navy Medical Information Management Center OSD Health Affairs, Departments of Commerce, Agriculture, Defense, Health and Human Services, Justice, State, Transportation, and Treasury.  Other customers include the Federal Housing Finance Board, the District of Columbia, and the Federal Deposit Insurance Corporation.

RGII’s management process incorporates a complete framework of contract compliance traceability, quality assurance and controls, and best client partnership practices.  RGII’s value added capabilities include:

	RGII Feature
	Benefits to NMIMC/BUMED Network Operations Center (NOC)

	On-Site Project Leader
	· Availability to both customer and employees

· NMIMC IT project experience

· Quality contract management and execution

· Quality control of final contract deliverables and projects w/ regards to performance, cost, and schedule.

· Define quality of service (QOS) metrics

	Seasoned, Experienced Network Engineers
	· Maximum system security and system availability 

· Optimal network performance

· Applied experience and knowledge 

· Cisco certifications

· UNIX and NT Specialists

	RGII Information Security Team
	· Simulate authorized attacks on NMIMC/BUMED network systems

· Identify vulnerabilities

· Added NMIMC/BUMED “insurance policy”

· Seasoned IT security professionals 

· Experience in certifying and accrediting networks at a DoD C2 level

· Augments/ad hoc existing security team

	RGII R&D Computer Lab
	· Evaluation/beta testing for new or upgraded applications and tools

· Test bed for OS or application migrations

· Software development

· Remote network management

	RGII Customer Hotline

1-888-748-2431
	· Added layer of emergency response capabilities to all our clients

· 24 x 7 first tier layer of support

	RGII Technical & Education Assistance 
	· Reduction in cost through high employee retention

· Increased productivity 

· Cost effective, and efficient IT innovations and forecasting.

· Certified engineers

	RGII Technical Roundtables/Intranet
	· Disseminate ADP current and forecasting information to employees and client

· Increased productivity
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RGII is a Microsoft Certified Solution Provider


RGII possesses significant depth of personnel, capabilities, and contract experience providing the full range of information technology services for over ten years. RGII personnel have successfully designed, programmed, installed, configured, tested and maintained dozens of systems including, but not limited to, LAN/WAN network operation systems, hardware systems, information systems, databases, document management systems, libraries, and resource centers. The RGII staff provides systems administration; system/network analysis and design, engineering, monitoring and security; configuration management; transition planning and implementation; platform changes, legacy application migrations, Network Operating System migrations, integration, testing, and upgrades, programming conversions, and data conversions. Other experience includes large enterprise domain management; IV&V; data modeling and CASE tools; n-tier architecture evaluation; information systems security/assurance/accreditation; and RAD/JAD prototyping development. In addition, RGII personnel have extensive experience in the migration or conversion of systems in a variety of operating and multi-programming environments. RGII has designed, developed, implemented, and operated large-scale computer facilities, help desks, and LAN/WAN for numerous organizations. 

RGII understands the technology issues faced by NMIMC/BUMED as an emerging technology organization.  NMIMC/BUMED requires a low risk vendor who can provide immediate support of the enterprise wide network system multiple hardware and software technologies. Our key personnel and our proven past performance clearly demonstrate the in-depth understanding we bring to the NMIMC/BUMED NOC technical environment.

3.0
RGII’s Understanding of the Requirements for a Network Operations Center

3.1

Management and Staffing Plans
Project Leader

As evidence of our strong commitment to NMIMC/BUMED, RGII will assign the NOC Project Leader responsibilities to an on-site, hands-on manager who is thoroughly familiar with all aspects of the required technical and performance requirements who will assist the NMIMC/BUMED NOC department head/COR with the functions of:

· Preparing project management schedules and cost

· Developing cost benefit analyses and feasibility studies

· Preparing monthly status reports - summarizing NOC operations, significant network events, system performance measures, current and upcoming issues and recommendations - for distribution to NMIMC/BUMED management.

· Preparing ad-hoc presentations to NMIMC/BUMED management for NOC operation issues and recommendations.

· Preparing and maintaining interoperation agreements. 

· Attending NMIMC/BUMED Department head, customer services, security, and other ad hoc meetings where the NOC requires representation.

· Supervising NOC contract personnel including annual performance evaluations, on-going performance monitoring and counseling when necessary.

· Working with the Senior Network Engineer to conduct interviews and final hires for vacant or new NOC positions.

Senior Network Engineer

RGII will provide an experienced Senior Network Engineer who will:

· Monitor, notify and report upcoming network changes or upgrades, adverse conditions or events, emergency situations, performance impacts, etc. to the NMIMC/BUMED management.

· Assist the COR NOC department head/COR and RGII Project Leader with the preparation of monthly status reports, management presentations, feasibility studies, cost benefit analysis, project schedules and other ad-hoc reports.

· Maintain current interoperation agreements.

· Maintain open communication between the NOC authorized end users/systems administrators, administrative managers, BUMED CIO, NMIMC/BUMED security manager.

· Advise systems administrators/managers in technical network management issues and cost control recommendations of their own domain. 

· Support architectural functions including: 

· Maintaining side-band, in-band, and out-of-band management of communication devices and lines. Maintain the topology of the NOC-managed networks and their connections to other networks. 

· Design and implement architectural changes to the NOC network infrastructure – to enhance performance and resolve operational problems.

· Support fault management functions including: 

· Providing a published guaranteed single point of contact list (phone, e-mail, and fax) for end-users. 

· Monitoring the operation of the NOC network infrastructure, completing trend analyses, and taking proactive measures to prevent network faults and recommend solutions for strategic planning. 

· Providing a friendly, responsive, quality central help desk coordinator for the NOC infrastructure problem reporting and resolutions. 

· Receiving alerts and alarms from monitored equipment, automatically correlate them, and enter them into the Remedy trouble-tracking database system for future statistical reporting. 

· Providing fault identification, isolation and correction.

· Support security management functions including: 

· Maintaining current database of backbone router configurations for easy and rapid recovery. 

· Following proactive morning daily procedures – specifically verifying the configuration of each backbone router. 

· Following proactive system protections – specifically implement, maintain, and operate filters, firewalls, intrusion detection, and RMON2 probes.  

· Alerting systems administrators of all detected security problems, and take action to prevent compromise of the NOC managed networks. 

· Assisting the Incident Response Team. 

· Following Security Policies and Incident reporting procedures.

· Support configuration management functions, including: 

· Providing and maintaining an active current database on all NMIMC/BUMED NOC managed IP addressable elements and other network components, which is accessible to authorized NOC end users. 

· Maintaining, managing (assign and reassign), and tracking IP network and subnetwork addresses provided by the NOC. 

· Maintaining a real-time tree display of the NOC managed network assets. 

· Maintaining the primary and secondary DNS service for NOC supported locations. 

· Managing and documenting the utilization of cabling between buildings and riser cables within each building. 

· Support performance management functions, including: 

· Producing and monitoring real-time performance statistics, completing trend and capacity analyses, identifying requirements for system changes, and making documented recommendations.  

· Provide network performance statistics to the authorized NOC end users for their respective networks.

· Manage and providing NOC future expanded functions.

Network Systems Engineer

RGII will provide a Network Systems Engineer with experience in LAN/WAN network support, design, engineering, implementation, diagnostics, performance management, and security.  He/she will have hands-on experience networking with both OSI/GOSIP and TCP/IP suites, installation, configuration and diagnostic troubleshooting of Cisco routers, Cisco Catalyst switches, and intelligent HP, Cabletron, and Synoptic Hubs. He/she will have knowledge of Cisco IOS (ver. 10 & 11), CiscoWorks, HP OpenView, and Cabletron Spectrum.  He/she will ensure customer satisfaction and network availability.  He/she will have knowledge with network protocol analyzers, and both fiber and copper cable test equipment and have a strong background in network systems security, including application and protocol filtering, policy based routing, firewalls, intrusion detection, risk and vulnerability assessments, and implementation of countermeasures.

Mid-Level Network Systems Engineer

RGII will provide a mid-level network systems engineer who will provide:

· Daily administration, including: 

· Answering phone calls, e-mails, and general walk-in end-user questions in a courteous and accurate manner, and

· Creating trouble tickets for proper distribution to the network engineers.

· First Tier network engineer support, including:

· Making preliminary investigations of network problems to determine whether they are the responsibility of the NOC, 

· Referring callers to appropriate administrator or IT security officer, etc. if not NOC related, and

· Providing proactive network performance actions such as tracing routes from inside and from outside of NMIMC/BUMED, showing IP routes, and pinging IP devices when necessary.

· Issuing Remedy trouble ticket status reports. 
3.2
RGII Experience and Approach for Operating the NMIMC/BUMED NOC 
RGII will apply proven methodologies and approaches successfully used in several similar RGII NOC/Information Technology contracts completed or currently being performed for the Federal Government.  RGII’s past performance demonstrates our understanding of each of the NOC functional areas as well as the overall management approach necessary to successfully perform the NOC core and expanded functions.  RGII has extensive knowledge of the operational environments of NMIMC/BUMED gained through the INFOSEC A&C project.  

RGII will provide network systems engineers and senior network systems engineers for staggered shifts of eight (8) hours to ensure on-site 12 hours per day coverage of monitored NOC network systems from 6:00 a.m. to 6:00 p.m. EST, Monday through Friday (excluding Federal holidays and other Government official office closings).  This coverage will include a maximum presence during the statistically quantified peak load.  RGII engineers will perform daily opening and closing procedures such as: routers and system configuration/status checks, administrative duties, identification and assignment of new problem calls, nightly reports, router and system configuration and data backups, etc.  Peak load times will be statistically monitored and may be shifted to ensure appropriate staffing levels.  RGII will provide extended hours/weekend coverage when necessary for scheduled maintenance or upgrades, and for unscheduled services to resolve NOC system problems.  All extended hours, staff absences, and back-up staff will be approved by the COR in conjunction with the RGII on-site Project Leader. The professional RGII staff understands and accepts these requirements as standard support practices within the information technology services industry. RGII will provide skilled “back-up/alternate” support staff if the on-site full-time NOC staff is not available or if additional help is required due to surge requests or expanded workload.

An RGII Senior Systems Consultant will be available to the NOC department head/COR, RGII Project Leader, and the RGII Senior Network Engineer on an as-needed basis, during surge workloads, emergency situations, or for complicated design, configuration or implementation issues.  

The RGII NOC staff will be responsible for collecting, verifying, and maintaining accurate documented data on 1) the configuration of the backbone network and the attached LANs, 2) the NOC managed communications links, 3) and the cable plant.  RGII will incorporate this data into the NOC’s Physical Network Management System (PNMS) or topology.  RGII can also collect and verify data on the configuration of the telephone cable plant, and 2) shall incorporate the telephone cable plant data into the PNMS.

RGII will assist the NOC department head/COR in planning, evaluating, acquiring, installing, configuring, and operating additional equipment needed to meet the NOC’s mission.  RGII clients often require additional resources in monitoring new technologies and technical trends, which may add value to existing systems, whether in the form of increased performance or efficiency, and/or a significant operational cost savings.  RGII will provide these ongoing services in the form of opportunity identification and recommendations based on detailed cost benefit analyses and technical feasibility assessments.  Additionally, technical information and industry trend information is disseminated to all RGII staff by several forums which include: RGII technical newsletter, RGII Intranet, RGII global e-mail distribution (for security warnings and major industry developments), monthly RGII staff technical roundtables, and monthly program reviews.  RGII promotes the free distribution and discussion of lessons learned and technical findings among all RGII employees and RGII clients.  With this additional insight, each RGII project staff is better prepared to provide current and relevant information to their clients in support of any strategic planning and/or technology forecasting.

3.2.1
NOC Core Functions

RGII’s Experience and Approach to NOC Project Management Functions

RGII’s approach to project management support of a distributed architecture of mission critical systems is to maintain a positive working relationship and continuous coordination with the COR, NMIMC’s Director of IT Services, BUMED’s CIO and the Help Desk Department head, and the systems administrators/operation managers.  This is accomplished through daily, weekly, or monthly events reporting, web-based network statistical performance reporting, and timely reports of upcoming scheduled maintenance or upgrades.  RGII is committed to keeping all affected parties informed and ensures that accurate monthly status reports and project schedules are disseminated in a timely manner to the COR.  This approach ensures that all parties are kept informed of daily events and performance so there are no surprises.  Other reported information includes a summary of NOC operations and significant network events, performance measures, issues, and recommendations.  As with our current support to NMIMC and NAVSEA, RGII will hold monthly, or as called by the COR, status meetings with the COR, NMIMC Director of IT Services, and the Help Desk Department head, and with the system administrators/operations managers to keep them informed of performance issues, upcoming changes, OS migrations, and equipment configurations and/or upgrades.  These meetings can also be used as a technical working group to enhance everyone’s knowledge of current technology and NOC system configurations.

Additionally, RGII’s approach to project management includes the development and maintenance of Standard Operating Procedures (SOPs) for all RGII-managed support activities including LAN/WAN operations, backups, configuration management, change management, incident reporting, trouble ticket processing, metrics and customer service.  RGII employs SOPs to ensure the integrity, reliability, and continuity of network operations.  RGII SOPs are tested before being implemented, and then revised and re-tested for quality.  All SOPs are reviewed semi-annually, or on an as-needed basis to ensure current up-to-date procedures.

RGII’s Experience and Approach to Organizational Functions

RGII knows that each client’s organization operates differently. To understand an organization’s politics, policies, operating procedures and management structure requires a lot of up front time devoted to learning and then digesting the information.  An RGII value-add to the NOC is our in-depth knowledge and experience with NMIMC’s organization.  RGII’s staff has supported NMIMC/BUMED for the past three years and is very familiar with the relevant policies and procedures, interoperation agreements, management/reporting structure, past and upcoming IT projects.

RGII recognizes that good operating relations with other groups is essential to the NOC’s success.  RGII’s approach to these interoperation agreements between the NOC and the systems administrators/managers of the equipment for which the NOC has management responsibility, is to maintain positive open communication between the NOC and all parties concerned. RGII develops this positive open communication by building a relationship of respect and understanding of each organization’s task functions and duties.  We will also ensure that all RGII NOC personnel are courteous, highly skilled and knowledgeable in their area of expertise and have a complete understanding of the interoperation agreements.  This approach ensures that the NMIMC/BUMED NOC gains the trust and respect required to complete its mission.  RGII understands the requirement that the NOC department head/COR will approve all changes to current and future interoperation agreements.

As with RGII’s NOC support of NOAA, NAVSEA, and Coast Guard, interoperation agreements also require positive relationships with NOC equipment vendors such as Bell Atlantic, UUNet, Cisco, SUN, HP, 3Com, Cabletron, etc. and as such, RGII has established trusted working sales and technical relationships with each.  

RGII’s Experience and Approach to NOC Architectural Functions

RGII’s approach to network planning and engineering support is to continuously monitor all factors that have the potential to adversely affect network performance.  RGII uses network management tools to track and monitor all activities, including controlled changes such as configuration modifications, software updates, and cabling changes, as well as unexpected behaviors or failures.  RGII’s approach begins with reliable network management solutions using industry proven tools and software applications and seasoned network managers, to reduce operating expenses while saving a considerable amount of time in the process.  RGII’s approach of “complete network control” gives network managers more time to focus on strategic issues that help leverage network resources to improve network performance and Navy Medicine productivity. 

RGII currently uses Concord’s Network Health, HP OpenView, NetMetrix, and Netscout to monitor and track bandwidth utilization and network performance so network engineers can anticipate problems and take immediate action to resolve.  RGII uses both historical and current Network Health statistical reports to predict trends and to plan for future resource requirements.  RGII will present the NOC department head/COR and NMIMC management with actual network performance reports, trend analysis, and recommendations to increase network performance, cost effectiveness, and reliability.  

RGII takes advantage of SNMP agents, probes, and Cisco’s suite of powerful internetworking management applications for both our NOAA and NAVSEA clients to conduct both in-band and side-band device management.  For network planning and engineering purposes, RGII uses Cisco Netsys to simulate network configuration changes and adjust parameters for fine tuning performance to see actual results (improvements and/or failures) before the final implementation or modification is made to the architecture/configuration of the network system to improve performance.  RGII currently uses CiscoWorks (and Bay Network’s NETArchitect for our NAVSUP client) for router configuration, side-band management, router status, protocol and interface utilization, auditing SNMP and Syslog events, and added layers of network access controls.  In cases of centralized management component failures, RGII uses direct or SLIP terminal links to network consoles (routers, hubs, switches, etc.) for out-of-band management.  

RGII maintains accurate, up-to-date diagrams for all supported LAN/WAN systems, devices, communication links, and attached networks.  A sample topology of our NOAA NOC was provided to you at last week’s briefing.  Maintaining automated tracking and management of network assets, configurations and capacity, is accomplished by using auto-discovery network asset management tools like CiscoWorks, Objectel Functional Architecture, Specturm AutoDiscovery, Novell ManageWise, and backed-up by physical inventories.  These tools allow RGII’s network engineers to switch between the physical and logical views of the NOC network managed assets to perform their planning, engineering, and communication link design functions.  

RGII’s Experience and Approach to NOC Fault Management Functions
RGII currently uses Remedy Action Request System and Help Desk Automated Tracking System (HEAT) at various client sites, to track the number of event calls received, the status of event calls, the management of problems and the history of problems solved.  RGII maintains a list of authorized NOC end-users and provides a single point of contact (RGII NOC employees are available by office phone, cell phone, pager, e-mail and fax.) for authorized end-users. This point of contact will coordinate efforts with NMIMC’s Help Desk.  Our standard help desk process is shown in Figure 1.  RGII’s NOC staff engineers receive calls from the NMIMC central help desk to report a system problem.  The network engineer identifies, troubleshoots, and solves the problem with minimal operational downtime.  Call solutions are tracked in a help desk database and used for future problem resolution, trend analysis, and performance  measures.  RGII provides monthly status reports graphically depicting number of calls received, duration of open calls, and number of closed calls.  The tracking database reports can be categorized by type of problem, technician’s name, Office initiating the call, etc.
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RGII’s approach to network operations and management is to develop and adhere to strict policies and procedures regarding daily activities and to publish and post meaningful statistical reports and events data.  This data is monitored and analyzed on a continuous basis to isolate and identify trends that may lead to unacceptable performance levels, system failures and/or security risks. RGII will implement or manage existing databases containing various systems information.  This database will allow on-line access to various reports containing such data as ADP inventory, configuration management tables, help desk statistics, preventive maintenance schedules, bandwidth utilization, security reports, project schedules, performance metrics, etc.  
The most critical factor in maintaining peak efficiency and availability for NMIMC’s mission critical system is proactive network and systems monitoring.  RGII has extensive experience using HP OpenView Network Node Manager and CiscoWorks to visibly monitor the actual happenings/status of the network.  Network topology visualization, traffic monitoring, modeling up to the application level, device administration, and alarm management all performed from one unified network management console significantly improves the availability and responsiveness of the network while reducing the amount of time needed to isolate network problems.  As an added feature to maintain peak efficiency of the NMIMC/BUMED NOC network, RGII will connect the HP OpenView system to an active paging system that will alert or page the network engineers during network component outages, during high collision volume, and other potential problems.  We can even configure the system to alert the network manager when the when a network component is back up and operational.  This paging system offers network managers an additional layer of network monitoring and warning capabilities.  All alerts will be correlated and entered into the Remedy trouble tracking system by using HP OpenView’s SMART Plug-in, which will help to maintain and accurate database. RGII also has significant experience in using stand-alone network protocol analyzers (HP Network Advisor and Wandel & Goltermann), remote protocol analysis tools, and fiber optic and Cat 5 copper cable test equipment.

Another important factor in maintaining optimal operation and availability is controlling the routing of data across the network.  RGII’s approach to data routing is using Cisco Policy Routing and other RMON2 standardized tools (Netscout) to monitor traffic moving through the network and to prioritize the routing of time sensitive or mission critical data through direct links.  This data can be prioritized using source addresses and/or characteristics of the applications such as FTP, PING, TELNET, etc.  These standardized management tools allow network managers to know who the “top talkers” are, and more importantly, to plan for and maintain total control over the network.  All network routing protocol problems will be identified, isolated and corrected by the RGII network engineers.  

RGII’s Experience and Approach to NOC Security Management Functions

NMIMC’s connections to mission critical systems must be available at all times to both the NMIMC internal and external end-user communities.  RGII has extensive experience with Cisco IOS security features, PIX Firewall, CheckPoint Firewall-1 and Gauntlet firewall that deliver strong security without impacting network performance.  Coordinating with NMIMC’s security team, RGII will enforce maximum secure access between NMIMC’s internal network and Intranet, Extranet links, and the Internet for remote and branch offices access.  As mentioned earlier, RGII uses RMON2 probes to monitor traffic moving through your network.  The RGII NOC engineers use the traffic packet information to set up specific router and switches packet filtering tables including packet identification rules, which can determine where the packet should be sent, filtered, and/or broadcast. These filters and rules can be filtered by MAC addresses, protocols, and even application types. RGII also sets up specific access list filters on a per-protocol basis using Cisco IOS (ver 10 & 11), to assist our administrators with preventing unauthorized access and with account control.  RGII’s approach to security includes intrusion detection, vulnerability assessments, and implementation of proactive counter measures.  RGII is experienced in the use of ISS Realtime Intrusion Detection System and NetRanger, which detect intrusions based on patterns of network conversation activity.  In conjunction with these intrusion detection systems, RGII uses Internet System Scanner.  RGII’s approach is to periodically scan the NMIMC/BUMED network to see what systems have ports open, known vulnerabilities, and/or potential vulnerabilities.  We will then recommend and implement the corrective countermeasures.  RGII will generate reports from both the Realtime Intrusion Detection System and the Internet System Scanner, which will allow us to coordinate the configuration of the  firewall to block all threats with NMIMC’s security team. RGII also protects host systems with implementation of security tools such as: Crack, Secure Messaging (PGP), Analysis tools (COP), file system auditing (Tripwire), and TCP wrappers.  For added network system security, RGII will use Security Dynamic ACE Server token SecureID cards with 60-second, one-time password system-level security for all NOC engineers.  All detected security problems will be reported per the NMIMC Incident Security Policy, systems administrators and operations managers will be notified right away, and immediate action will be taken to prevent compromise of the system. 

RGII has our own in-house INFOSEC team of information assurance experts, who with the NOC department head/COR, will simulate attacks to identify NOC host and network vulnerabilities.  For added system proactive security, RGII uses CiscoWorks for configuration management and at a set time to automatically download the current operational configuration of all network modules, this assists in the prevention of operational down-time in case of disasters or human configuration errors.  Maintaining the most recent backup configuration permits for optimal rapid recovery time.  RGII also conducts proactive morning router configuration checks to ensure there were no changes made.  This approach ensures system availability and maintains performance.

RGII NOC engineers will work with the NMIMC Computer Incident Response Team (N-CIRT) to apply a formal risk analysis methodology to determine appropriate recovery measures for any NMIMC data compromised.  The RGII security methodology is designed to ensure that the network is appropriately secure and fully auditable.  At the same time, our methodology aims for an economic balance between the impact of catastrophic errors and the cost of protective measures.  Specific disaster recovery plans and procedures will ensure that essential tasks continue and that the network encounters minimal disruptions if a disaster occurs.  RGII will work with the N-CIRT to develop formal disaster recovery plans in accordance with existing NMIMC Continuity of Operations Plans that include: establishing disaster recovery teams, providing backup facilities, identifying critical systems, and training personnel in disaster-recovery procedures. 

At NOAA, NAVSEA, and USCG, RGII protects remote access to the system servers by authenticating users with terminal access by validating user ID and password pairs, limiting log-on attempts, and setting user privilege levels.  RGII has experience with Cisco’s AS5200 universal access server, which offers customers one truck line for all incoming ISDN or asynchronous calls. Using Cisco IOS, RGII will setup multi-protocol security levels and monitor host logs and to help prevent security breaches.

RGII completes risk assessments of all RGII-managed network facilities and systems, determines vulnerabilities and potential risks.  RGII then develops disaster recovery and contingency plans that address natural disasters, man-made disasters, hardware or software malfunction, and sabotage scenarios.  We develop a matrix of activities and personnel needed to respond to these emergency scenarios.  RGII also identifies the materials and personnel needed to meet the crisis and get the critical system operational as soon as possible.  All RGII-developed disaster recovery and contingency plans will be presented to and approved by the NOC department head/COR. Once plans are developed, RGII will test backup and contingency plans periodically and update them as needed.  RGII is prepared to use our current off-site storage facilities for NOC system backup tapes if needed.  RGII will identify resources required on hand and resources that we need to obtain in the event of a network crisis. 
A carefully planned and tested backup strategy is the best insurance for recovering lost or damaged data and maintaining continuity of operations.  RGII will follow a strict back-up policy, which will include routine back-ups, off-site storage, and a back-up media rotation policy.  These back-up routines will consist of a combination of incremental back-ups and full systems back-ups, and will include all shared network components with changeable configuration tables and files. RGII will periodically test “system restores” to verify the validity and completeness of these backups.  Additionally, we will periodically review current back-up routines in the pursuit of faster, more reliable, and less expensive methods. RGII will manage and maintain the NMIMC/BUMED NOC network to ensure communications capacity and throughput are maintained at adequate levels, appropriate backup and disaster-recovery procedures and capabilities are present, and there are minimal interruptions to daily operations.

RGII’s Experience and Approach to NOC Configuration Management Functions

NMIMC’s enterprise network is comprised of a complex assortment of hardware and software, all working in concert to move data from one point to another.  RGII’s approach is to manage the NOC as an enterprise and not as a collection of individual networks.  To support our experienced staff, we currently use several network management tools to assist with the support of the LAN/MAN/WAN Distributed Architecture, which gives us a system level focus.  RGII uses CiscoWorks or Bay Networks Optivity to examine the relationship between the network’s primary building blocks – hubs, switches, and routers – and give us a central management point for remote troubleshooting. RGII maintains real-time tree displays of all supported network systems and managed assets using tools such as HP OpenView, CiscoWorks, Tivoli, Objectel and on a smaller scale Transend and Spectrum. RGII also uses CiscoWorks to deploy new OS upgrades and version control, along with back up of current system configurations.  Backing-up current configurations running at optimal performance allows for easy recovery if there is a system failure or performance decrease due to modification or a security attack.  Using CiscoWorks or Bay Networks Optivity to maintain standard operating systems and version control is essential for efficient network management.

RGII’s approach includes the maintenance of a complete, accurate database of all network-managed assets (i.e. routers, switches, hubs, communication links, cable plant, etc.).  RGII maintains an accurate database by implementing autodiscovery of IP addressable devices and elements. Non-IP addressable elements information will be entered into the database from a physical inventory and as new devices are acquired.  RGII used CiscoWorks which autofed inventory data into an Oracle database for asset management.  We currently use Tivoli for asset management in NAVSEA, and Objectel for our WAN support operation.  The NOC complete inventory asset database will include the element/device name, description, serial number, model number, version information, warranty information, historical problem data, and both the physical and logical location of the element in the network.  All NOC authorized end-users will have query access to the assets database as requested by the NOC department head/COR.

RGII currently provides clients with node address management Domain Name Service (DNS).  This service includes updates and management of the DNS forward and reverse tables.  RGII has planned, implemented, and administered Domain Name Servers on different platforms.  Our administrators are experienced with managing primary and secondary DNS servers, and with DNS design, domain levels, architecture, and site/replication architecture.  Our engineers have hands-on experience with tree designs, CA trusts design, namespace/naming standards, hardware/operating system configuration, creating and managing subdomains, creating and managing zones, forward/slave DNS configuration, weekly DNS updates, and compiling updates to root servers.  Recently, RGII has used state-of-the art address space management database tools such as NetID, which allows RGII to take advantage of managing/tracking IP addresses, maintaining Bind for DNS support, and Dynamic Host Configuration Protocol (DHCP).  NetID allows RGII network managers to provide flexible implementation of IP at the desktop and deploy DNS and DHCP services across an organization.
RGII has extensive experience with cable plant design, installation, and management.  RGII has successfully installed fiber optic and Cat 5 copper cable for the USCG, NMIMC (Surgeon General’s home and associated Government housing), and NAVSEA. RGII is currently migrating the NOAA Suitland campus from the thin coaxial 10Base2 to Cat 5 and fiber runs between office LANs.  RGII tests these cable runs using various test equipment and analyzers from handheld UTP/STP analyzers to sophisticated OTDR test equipment.  Once building connection cables and building riser cables are installed, RGII uses Accugraph to document the detailed physical cable plant for Government management reporting.  RGII will adhere to any NMIMC cable plant policies currently in place and will assist the NOC department head/COR and other managers with any design/configuration issues.  We will ensure that although day-to-day cable management may be delegated to certain NOC users, the NOC will remain the authoritative source of configuration information.  Delegates will be required to keep the NOC fully informed on current cable status.

RGII’s Experience and Approach to NOC Performance Management Functions
RGII recognizes that producing and monitoring real-time performance data is essential for the NOC department head/COR, NMIMC/BUMED IT management, and system administrators/operators to prevent disasters and plan for future engineering and performance improvements.  RGII’s approach to providing immediate access to network bandwidth performance reports is using Concord’s Network Health, which offers NMIMC/BUMED management web-based access to reports.  NMIMC/BUMED managers will have access to current performance, bandwidth reports and customized trend analysis reports. RGII’s approach is to establish preset thresholds based on industry standards for acceptable network performance and/or agreed standards.  As the NMIMC network exhibits performance behavior approaching a predefined threshold that indicates a problem, the “Exceptions” report flags the behavior, correlates the behavior, and automatically generates an informative thumbnail sketch of the issue.  RGII does not depend on the event logs, as traditional network managers do, to drive our response to performance issues.  This is because event logs do not tell whether a particular event is an anomaly, part of a consistent pattern of behavior, or the manifestation of a trend.  RGII’s uses “Exception” reports to show the pattern of events occurring, their relationship to other key performance indicators and whether or not they exhibit a pattern or trend in overall performance. 

RGII network system engineers use the system monitoring reports to analyze trends and capacity, identify needs for system changes, and finally to recommend enhancements and/or changes to the Government managers for real-time problem resolution or strategic planning purposes.  

RGII’s approach for maintaining NMIMC/BUMED network equipment and software begins with preventative maintenance and proactive management.  RGII’s experience has taught us to anticipate problems before network performance is seriously degraded and to take correction action before the network goes down.  Comprehensive network management tools (HP Open View, CiscoWorks, Netsys, Network Health, HP Network Advisor, etc.), used by experienced network engineers, enable us to accurately and effectively manage both software and hardware components. 

3.2.2
RGII’s Experience and Approach to NOC Systems Monitoring

RGII will assist the NOC department head/COR in notifying or reporting any adverse conditions or events that may affect, or threaten to affect, the backbone or their systems.  RGII understands that assets that must be monitored include:

· NMIMC/BUMED backbone network routers and any SNMP-manageable UPS attached to them.  This also includes any shared routers, firewalls, switches, hubs, Internet connections, and the NMIMC/BUMED WWW.  

· Devices directly connected to the campus backbone routers and any SNMP- manageable UPSs attached to them.

· MAN and WAN communication links; all devices between and directly connected to the MAN and WAN communication links; RMON and RMON2 devices supplied by or for the use of the NOC; NOC assigned critical switches, routers, servers, and workstations; and, any SNMP-manageable UPS attached to these devices.

An essential feature of Infrastructure Management and improving Total Cost of Ownership (TCO) is to prevent problems from occurring and to quickly resolve issues once they surface.  Through continuous analysis of network performance statistics and load projections, RGII will deliver periodic reports/metrics on the “health” of the network and identify potential risk areas.  

3.2.3
RGII’s Experience and Approach to NOC Systems Control

The RGII Project Leader and Network Systems Engineers will adhere to the NMIMC/BUMED NOC’s core function of coordinating control actions with the systems administrators of the backbone routers and any SNMP-manageable UPSs attached to them.   
For those issues requiring immediate action, RGII will notify the NMIMC/BUMED systems administrators and coordinate corrective actions and follow-on validation testing.  These corrective actions may include upgraded technologies, increased capacities, or a redistribution of resources.  For those potential issues, RGII will provide a report detailing a recommended corrective action plan to mitigate the risk prior to it reaching a critical state.  RGII will perform a follow-on test and validate that the threat has been minimized to an acceptable level or has been eliminated entirely.  All incidents or changes will be thoroughly documented within the network help desk tracking reports, monthly status reports, as well as updated in all topology and configuration management documents.

3.2.4
RGII’s Experience and Approach to the NOC Expanded Functions

The RGII Project Leader and Network Engineers will assist the NOC department head/COR with any expanded NOC functions including the following:

· Accurate management of NMIMC/BUMED network addressing and naming within the NMIMC complex:  RGII has had experience using NetID, which allows RGII to take advantage of centrally managing/tracking IP addresses, maintaining BIND for DNS support which will allow standards based dynamic DNS updates, and DHCP to simplify IP addressing tasks. NetID allows RGII network managers to provide flexible implementation of IP at the desktop and deploy DNS and DHCP services across an organization.

· Accounting management: RGII will monitor and record network traffic patterns (by protocol, application, or MAC source address) and trouble calls to the NOC, which will assist the COR NOC Manager with actual Line Office and Staff Office NOC usage reports.  (This includes bandwidth utilization, remote access, etc.)

· LAN/WAN network management services: RGII will assist with high-level LAN network management.  RGII has extensive LAN OS experience, including MS NT Server, Novell, Banyan, UNIX, and Apple LocalTalk.  

· Management and maintenance of current and future Service Level Agreements: RGII will assist with the management and maintenance of any vendor or BUMED office service level agreements.

· Secure remote viewing of the NMIMC/BUMED NOC Network Management Console by authorized NOC end-users and expert contractor support:  Several of the network management tools have native web based interfaces that access can be given throughout the NMIMC/BUMED network.  RGII can set up a universal access server for asynchronous serial and ISDN line access for remote administration.  This can be used in conjunction with the Secure ID cards.  

· Extensive port and MAC address security functions:  Using Cisco IOS and PIX Firewall features, RGII can set up extensive MAC address filtering rules and configurations for added system security

· Proxy Agents: RGII will implement and manage Proxy agents as required to communicate with foreign devices.

· Set-up of paging systems that will automatically notify network engineers and administrators of monitored network events:  RGII will connect the HP OpenView or other performance monitoring tools to an active paging system that will alert or page the network engineers during network component outages, during high collision volume, and other potential problems.  RGII will correlated and entered the alerts into the Remedy trouble tracking system by using HP OpenView’s SMART Plug-in, which will help to maintain and accurate database.

· Design, configuration, implementation, and support of future NMIMC/BUMED applications and protocols – including voice over IP or ATM, video over IP or Picture Tel/ISDN:  RGII’s Network Engineers recently conducted a study for NOAA in implementing voice over IP (VoIP).  RGII will use NMIMC’s existing IP network infrastructure to transmit voice calls.  RGII also has experience with implementation of an ATM networks, and will assist NMIMC with any migrations.  RGII is currently supporting the NOAA Web Farm for the HPCC office, using Sun Sparc 1000 and Sun Sparc 20 servers.  The servers are running Sun Solaris 2.6 OS and Appache application.

· Coordination and installation of outside communication lines and devices, and promotion of efficient use of existing NMIMC/BUMED telecommunication resources. Assist Line Offices and Staff Offices with critical information and engineering to expand bandwidth or to acquire new telecommunications services: RGII will assist the COR NOC Manager to complete performance monitoring of NMIMC/BUMED NOC network systems and telecommunication resources. 

4.0 RGII Management Plan

4.1 Utilizing Human Resources

Continuity of Operations and Retention of Institutional Knowledge during Transition

As a dynamic and growing technical services firm of over 175 employees, RGII continually recruits within the marketplace for highly qualified professionals.  As such, RGII has identified current and contingency hire resources that meet or exceed the education and experience requirements of the projected NOC labor requirements.  RGII has considerable experience in staffing start-up projects and in transitioning projects from incumbent contractors.  We are ready and able to begin work with this staff during the transition period.  Our transition plan includes identifying, interviewing, qualifying, recruiting, and hiring any incumbent personnel willing to remain on the existing contract.  We intend to interview and offer employment to some incumbent personnel who desire to continue supporting the NMIMC/BUMED NOC.  We believe it is advantageous to both NMIMC and RGII to retain some of the current work force as possible.  This provides continuity of support services while retaining the institutional knowledge of the NOC environment.  Our approach for acquiring and providing an experienced, qualified staff is as follows (in priority):

1. Offering first right of refusal to qualified incumbent staff.

2. Hiring current work force personnel.

3. Reassigning proven RGII employees to the NMIMC/BUMED NOC project.

4. Contingency hires.

5. New hiring actions.

Initially, as approved by NMIMC/BUMED, RGII will offer employment to the qualified incumbent personnel.  At award, we will provide each with a personal letter and instructions on how to apply for continued employment supporting the NMIMC/BUMED NOC.  

In the event that any of the incumbent staff are not available or refuse RGII’s offer of employment, RGII will still have the staff available on day one of this contract.  This will ensure a smooth transition of responsibilities to the RGII staff and minimize any disruption to the operational state of the NMIMC/BUMED NOC.  
Identifying, Obtaining, and Retaining Appropriately Skilled Personnel

As a dynamic and growing IT services company, RGII’s success is a result of one overriding factor(the quality of our workforce.  No facet of a corporation’s personality, its management expertise, technical prowess, or past performance can be disassociated from the people involved.  The ability to identify, obtain, and retain skilled personnel is enhanced with a combination of salary, benefits, and training. RGII provides its employees with a competitive compensation package encompassing wages and benefits attuned to the appropriate geographic area. 

The following methods will be used, as appropriate, to meet the staffing needs for this effort:

· Qualified incumbent staff.

· Assign from within current RGII personnel.

· RGII resume tracking system, an in-house database system for resume searches in all recruiting efforts.

· Established contacts with various professional organizations, employment organizations, and college and university placement offices. 

· Employee referrals under the RGII Employee Referral Program.

· Long-term relationships with appropriate and proven personnel placement firms nation-wide.

· Vacancy announcements on RGII’s corporate web site (http://www.rg2.com) and advertisements in a variety of Internet job opportunity databases, newspapers and/or IT technology organizations and magazines.

· Regional technical and professional career fairs and quarterly RGII open house job fairs.

· Effective sourcing contacts, such as technical user groups, data processing organizations, military organizations and companies who have announced that employees are available due to layoffs.

RGII has established a personnel database that details the areas of expertise, education, and years of experience of current employees, as well as those of pre-screened candidates, including incumbent personnel.  As we identify vacant position requirements on new or existing contracts/task orders, or if replacements are later required, our Project Leader (PL) and Senior Network Engineer will determine the availability of current employees ( by skill, education, and experience ( to support the effort.  The PL fills those positions from among qualified individuals in the RGII corporate staffing pool.  We will also make changes to our staff if needed or requested by the COR to meet dynamic project requirements over the life of this contract.  We will take all necessary steps to assure that project personnel are professionally qualified and meet all task requirements.  Our qualification verification process ensures that RGII will be able to provide a full complement of qualified personnel.  

[image: image5.wmf]To minimize the need for outside personnel resources, RGII continues to build a highly qualified staffing pool in anticipation of business growth.  Recruiting is ongoing, and candidates are selected not only on the basis of the specific skills they bring to a project, but also for their potential to grow and advance within RGII.  (Our recruiting process is shown in Figure 2).  When screening candidates, experience is considered to be a prime ingredient, but a successful candidate’s background must be supported with relevant education and training, excellent references, and effective communication skills.  Three or more RGII staff members interview potential employees.  At least one interviewer will have technical skills directly related to the job requirement.  A candidate’s resume and references are researched prior to finalizing a recommendation for hire.  Once approved, the candidate will officially be made an offer by RGII and will begin performing at the earliest possible date.  RGII advocates and practices Equal Employment Opportunity, and promotes the hiring of applicants based on their qualifications, including minorities, veterans, and handicapped individuals. We also participate in the welfare-to-work program nationwide, improving low skilled employees’ technology skills.

RGII’s total compensation plan is designed to attract and retain the superior technical, managerial, and administrative talent necessary to provide high-quality support to our customers. The attractiveness of this plan was a major factor that led over 95% of the incumbent personnel to sign “Offer Letters” upon RGII’s award to provide IT services to the U.S. Coast Guard, Headquarters. In addition to competitive salaries, a significant portion of RGII’s total compensation consists of comprehensive benefits and bonus programs that provide opportunities for professional growth and reward performance based on the individual’s contribution to the program(s) on which he/she works.  RGII’s comprehensive benefits package includes:
· Group Health Care Plan, which includes medical, prescription, dental, and vision coverage. Eligibility for coverage begins on the 1st day of employment.

· RGII observes all Government Holidays.

· Annual Paid Leave Plan consists of: 10 days for the first three years of employment, 15 days for 4th year through 7th year of employment, and 20 days for 8th year and beyond.

· Paid Sick Leave consists of 5 days, annually.

· RGII sponsors a tax deferred 401(k) savings plan, where RGII matches 100% of employee contribution up to 4% of their annual salary.  RGII matched contributions are immediately 100% vested on the first day of employment.

· Life and AD&D Insurance, coverage is equal to the employee’s annual salary up to a maximum of $50,000.

· Technical Training and Seminar Financial assistance.

· Education Financial Assistance Program, up to a maximum of $2,000 per calendar year.
To effectively motivate all employees, RGII provides a structured human resource approach. This approach assumes employees want to contribute to organizational effectiveness and have the ability and resources to do so.  We also understand that monetary rewards are not always the prime employee motivator.  RGII has devised a working environment to help all employees become enthusiastic, responsible and ultimately effective.  We motivate through recognition, reward, and promotion based on performance; encourage new ideas and initiatives with an open work environment; and offer specific feedback on individual and team performance. 
RGII’s Incentive Award Program encourages achievement of “individual” goals related to growth, creativity, and innovation, and provides recognition and compensation opportunities as the reward for their attainment. The program includes team-based awards where entire teams are recognized for their achievements in improved performance and operational efficiency, attainment of strategic objectives, such as addressing a customer’s enterprise needs, and for their commitment to providing their consistently high-level service to the customer.

RGII’s growth and success, from three employees in 1994 to over 175 today, is indicative of our ability to successfully recruit the employees required to ensure a quality product and customer satisfaction. Historically, RGII’s IT project-related turnover rate has been at a low of 11 ½%.  RGII’s customers can be confident that performance and support will consistently be of a high quality and employee stability will be a major factor. RGII’s commitment to its employees makes the company a strong cohesive team and enables it to meet the demanding needs of its customers.

Minimizing the Adverse Impact of Personnel Changes, Such as Loss of Institutional Knowledge 

Continuity of operations is critical for all RGII customers.  Allowing institutional knowledge to go undocumented leaves an organization at a high degree of operational risk, whether replacing individual staff members or the entire support contractor staff.  RGII ensures that all knowledge developed in support of each client is properly documented in the form of status reports, studies, project plans with lessons learned, configuration management logs, standard operating procedures, statistical logs, trouble ticket databases, topology, etc.  RGII encourages the automation of these knowledge “containers” and will design and implement systems to do so.  Having this knowledge base “on-line” will allow for search capabilities on specific topics and items as well as desktop access as required.  To further enhance continuity of operations between employee replacements, RGII’s proposed alternate staff will be continuously oriented to the current status by the on-site staff.  This will ensure the availability of a prepared back up when transitioning new staffing.  

RGII does not believe in leveraging undocumented knowledge in order to secure a contract from future procurement competition.  RGII does believe in providing the best value of services to our customers, which includes a fully documented, risk-free operational environment.  

4.2
Organizing and Applying Resources

NMIMC/BUMED/RGII Partnership in Effectively Defining and Managing Tasks to Fulfill Evolving Requirements of the NOC

RGII managers and senior technical staff will work directly and cooperatively with NMIMC/BUMED and provide all necessary information and analyses needed for IT strategic planning and annual budget forecasting.  This information is analyzed and prepared in concert with NMIMC’s strategic goals and initiatives.  In addition to technical expertise, RGII also adds NMIMC-specific organizational insight to each task.  

RGII ensures that all customers are kept current on the latest information technologies, and advised as to which technologies will add functional or cost savings value to their organization. RGII understands the rapidly evolving nature of information technologies and the need to constantly evaluate industry trends and identify both the risks and the opportunities various technologies may offer.  RGII managers will provide a combination of reports including: technical feasibility studies, cost-benefit analyses, risk identification/mitigation studies, project plans, and both systems and support impact reports (hidden costs) to ensure that the customer will have a comfortable level of supporting data when making planning decisions for their organization.  RGII also utilizes many communication vehicles to ensure that all knowledge that is gained on one project is shared throughout the organization for all to benefit from.  This information, which consists of items such as hardware and software conflicts, product reviews, security/virus warnings, system patches, new technologies, etc., is disseminated through the organization using global e-mails, RGII Intranet, RGII Newsletter, monthly RGII staff technical roundtables/discussion groups, and RGII program reviews.  

NMIMC/BUMED/RGII Partnership in Effectively Defining and Managing Tasks to Respond to Emergencies and other Unanticipated Demands on the NOC

RGII uses a combination of existing staff (float personnel) and pre-qualified and field-tested consultants to handle both planned and unplanned surge support requirements; this includes a variety of support requirements such as: system upgrades, migrations, new hardware and software installations, emergency responses, and various technology studies.  RGII provides our Annapolis-based computer lab to clients who require additional testing facilities or software development resources.  All emergency support requirements are handled as requested by each client.  Each client is provided an emergency contact list that indicates the first and second level contact for the specific contract/task, and includes RGII corporate management contacts in the event that the site-specific contacts are not responding.  RGII offers a 24x7 customer service hotline to all current RGII clients.  This hotline is offered as an additional layer of emergency support for each of our clients.  RGII operates this hotline by using internal help desk staff on rotating shifts.  If a technician is not available, a voice message will be recorded and an automatic page will alert the on-duty technician.  The client will receive a call back within 15 minutes.  

5.0
RGII Corporate Resources

Training and Maintaining the Competence of RGII Personnel

RGII offers a full employee training and certification program and encourages employees to participate.  This training is provided as a combination of internally offered courses (with instruction by RGII-certified trainers), peer training, commercial training, and computer based training.  RGII offers hands-on courses on weekends and others in computer-based training format for those employees who are supporting a client on-site and whose absence may cause risk to the operational support being provided.  RGII recognizes three types of training:

· Career Training - To include new or advanced training within an approved technical or managerial field, and educational reimbursement for degree seeking employees.

· Maintenance Training - To include refresher courses, version upgrade courses, or any course intended to enhance or keep current, an existing knowledge.  

· Certification Training - To include any training required to achieve a vendor certification within the approved technical or managerial fields (i.e., Microsoft, Novell, Cisco, Lotus, HP, etc).

RGII’s Ability to Apply Special Resources to Critical Situations

As an RGII Vice President, Mr. Kenneth Kmiec, has been entrusted with the access and authority to commit any resources required to ensure the immediate and appropriate response to any critical situation.  He has a procurement authority for overhead expenses and client-authorized ODCs (Other Direct Costs).  Mr. Kmiec also has direct access to the RGII auxiliary and surge support staff and consultants, and the authorization to commit these resources as necessary.   

RGII’s Ability to Propagate Corporate Expertise and Experiences Company Wide (On/Off Site) in a Cost-Effective Manner

At no cost to NMIMC/BUMED, RGII currently has established, numerous mechanisms and forums to assist in the timely propagation of new technical data, findings, warnings, patches, reviews, etc.  RGII utilizes the following methods to distribute information company-wide:

· RGII Intranet - RGII provides all employees unlimited access to a centralized data repository of previous project information, lessons learned, planning documents, manuals, etc.  This area may be searched and utilized by RGII employees to support any client requirements that may benefit from this additional knowledge.

· Global E-Mail Distribution - RGII utilizes global distribution lists to quickly disseminate industry warnings, virus alerts, critical findings, etc. as well as to solicit additional information from other employees regarding a specific product or technology.

· Global Text Pages - All RGII Managers and Senior Technicians are equipped with alphanumeric pagers.  In the event of a critical warning or a critical emergency response requirement, individual or group pages may be broadcast for immediate attention.

· RGII Newsletter (“Communique”) - The RGII monthly newsletter “Communique” is used to disseminate non-critical information such as new application tips and tricks, product evaluations, upcoming releases of new versions of applications, etc. to the employees, which will then be shared with our customers.  

· Monthly RGII Roundtables - RGII holds monthly technical roundtables to discuss latest technologies, product comparisons, industry trends, etc.  These meetings are planned and run by RGII senior technical professionals and are open to all RGII employees.  The primary purpose is to engage in constructive discussion and debate on the latest IT technologies and products.  A typical discussion would be the pros and cons of Novell vs. Windows NT or Netscape vs. Internet Explorer.  Regardless of the outcome, all that attend gain a new perspective and additional points to consider for future discussions or analyses.

· Monthly Program and Task Reviews - RGII holds both task level reviews by the Program Managers which feed into program level reviews by the CEO.  These meetings are held on a monthly basis and allow for upward flow of project information and downward flow of findings and feedback to the individual tasks.

6.0
CONCLUSION

RGII’s extensive experience and understanding of NMIMC’s mission, goals and organization make us the vendor of choice to provide NOC services.  Our proven superb past performance at NOAA, NAVSEA, USCG, NMIMC, BUMED, OSD Health Affairs, and every other agency we have partnered with, also resulted in RGII as the logical choice.  We build quality into our work plans - not insert it later - and we have a proven track record of recruiting and retaining qualified technical personnel. RGII Technologies, Inc. has Network Operations Center experience to provide the management and technical solutions to the NMIMC/BUMED Network Operations Center.  
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Figure 2: RGII Recruiting Process











Figure 1:  RGII Standard Help Desk Process
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