RGII Technologies, Inc.

Information Systems Security (ISS)

Executive Summary



The RGII Technologies team for the Information Systems Security  (ISS) Support solutions functional area for the Department of Commerce’s Information Technology Services (COMMITS) solicitation 52-SAAA-9-00010 has been formulated to focus on providing the best possible technical and cost effective solutions to the Departments information security projects.  The team, comprised of a mix of business concerns, has demonstrated the capability of providing complete security solutions to the Federal Government in both classified and unclassified arenas. The primary business goal of all members of this team is to provide appropriate security solutions for the automated information systems that process the data that funds, develops, and maintains our national programs.

RGII is a woman owned small business founded in 1990 and certified as a SBA 8(a) business in January of 1994. It is headquartered in Annapolis, Maryland, with local offices in Crystal City, Virginia, Falls Church, Virginia, St. Mary’s, Maryland and Silver Spring, Maryland. RGII currently employs over 120 personnel, and has had steadily increasing annual revenues.  The 1998 revenue was $10.4 million.

RGII has provided information systems security as a prime contractor to three (3) Government Agencies. At the National Oceanic and Atmospheric Administration (NOAA), RGII was contracted to supply security services to the Systems Acquisition Office, based on its strong level of programmatic support in the previous three years. NOAA required contract support in developing Computer Security Plans appropriate for their SAO network.  RGII, recognizing that the SAO network provides secure communications between NOAA and U.S. DOD organizations on weather and weather related issues, proposed that full and complete risk assessments and disaster recovery capabilities were of the first concern. The project start plan developed by RGII indicated the immediate need for completion of these tasking efforts. The SAO COR approved the technical management plan presented by RGII based on this concept. 

The eventual products of the RGII task efforts have included risk analysis and management programs, the creation, testing and implementation of full system disaster recovery and continuity of operations capabilities, and secure telecommunications between NOAA and its information partners.

RGII has provided security reviews and analysis of sensitive application software for the Naval Surface Warfare Center in Carderock, Maryland. Other security projects conducted for the NSWC include security audits and reviews for both standard and non-standard operational systems.  Additionally, RGII has developed and presented Computer Security Awareness training to all levels of employees at the Center. Further, RGII has successfully presented a security program for the Center, including computer security policies, procedures and guidelines that are drafted for the acceptance of the Operations Research and Development Department, which fills the role of technical advisor to a number of organizations, including the Chief of Naval Operations and the Chief of Naval Research.

RGII is providing complete security services to the Naval Medical Information Management Center (NMIMC) in Bethesda, Maryland, and its counterpart, the Bureau of Medicine and Surgery (BUMED) in Washington, DC. RGII is involved in the designing of a C2 compliant sensitive network capability for the Naval Medical community. RGII is conducting all system certification activities, including system security architecture design and documentation, security testing, countermeasure implementation, and vulnerability assessment and Intrusion Detection tasks. RGII is developing security templates for the Center to enable fielding of the approved system certification activities to its over 150 facilities world wide.

RGII provides full and complete management reporting to their clients, and ensures through open communication and monthly In Progress Reviews, that all components of the tasks are on track for successful completion.  Each client is allowed to assist in the development of a set of program metrics to be used by RGII for reporting. This provides the client assurance that his contracting officers have at hand all information to determine the satisfactory progress of the contracts, whether they are fixed price, cost plus, or deliverable item contracts. 

Each member of the RGII team has demonstrated, over time, its capability to manage complex, multiple level tasking for information security. RGII is pleased to be able to lead the management effort of this team with a similarly strong staff, headed as Program Manager by the Director of Information Systems Security and Assurance for RGII, Vernon Campbell.  Mr. Campbell has over twenty years experience in the information security field, and has managed numerous complex and multiple-contractor tasks over the last ten years. His last previous assignment was as a Program Manager for the development, certification, and fielding of a C2 compliant NT network for the Single Agency Manager, Pentagon, headed by the director of the Air Force Pentagon Communications Agency (AFPCA), Lt. Gen. William Donahue and the Director of SAM, Colonel Richard Hange.

RGII team partners include InfoPro, a small, woman owned, 8(a) Disadvantaged concern, and two small businesses, Collins Consulting Group and CMS Information Systems.  These three businesses all have impeccable credential in providing IT security services to the Government and commercial areas, including such organizations as the Federal Deposit Insurance Corp., the Department of State, and Fairfax County government.

Our other two partners are not small businesses, but were selected for the team based on their ability to provide a full range of services as demonstrated by their past accomplishments. Troy systems of Fairfax, Virginia, recently graduated from the 8(a) program, has performed security services for the Government under FEDSIM and ITOP contracts for the past ten years, and has a sterling reputation in the field.  EISI, Inc, a subsidiary of HADRON, has been providing top-level security engineering services to the Government, including many years of high-level security work for the National Security Agency.

Together this team is poised to provide all services currently identified under the COMMITS solicitation, and based on the individual reputations of its members, has demonstrated the capability to lead the information security efforts of the Commerce Department into the 21st century. Although the need for exclusivity is recognized among its team members, the team also is committed to providing the best services available to the Department. Therefore the addition of larger or more small businesses to this team will be addressed as situations warrant and the business demands on the RGII team members increase.
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