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As one of RGII’s strongest core competencies, LAN/WAN system administration for over 60,000 users is at the heart of many of our most successful contracts. 

1.1.1 Network Administration 

RGII manages and staffs administrators and engineers to support NOAA’s 15,000 node Trusted Network and Public Access Network. RGII supports NOAA’s LAN Infrastructure made up of Microsoft NT Servers, UNIX servers, web servers, remote access servers, Cisco, AVAYA, and Juniper switches and Routers, Cabletron Hubs, various bridges and gateways, a variety of printers, personal computers (PCs), and laptops. Our administration duties include building and maintaining servers, backup of file servers and systems, evaluation and management of disk space use, adding and/or deleting users, password management, modifying user access and permission to files on an as needed basis, managing and monitoring server synchronization, remote access, managing audit trails, and server performance. RGII uses packet analyzers to monitor Simple Network Management Protocol (SNMP) packets across NOAA Trusted Network backbone. RGII uses WIN2K Active Directory Service and Microsoft Server Management System (SMS) utility daily to manage all aspects of the user-id and password control for both data servers and Microsoft Exchange e-mail servers, file and directory permissions, application version and software license tracking, workstation configuration and management. We use NT Server administration tools to control and monitor access and audit trails, set file transfer limits, create address lists and group permission accounts, and monitor and record server statistics. Our system administrators at NOAA work closely with the RGII network engineers to support a reliable LAN backbone and end user access to the Internet. Section 2.3, Network Design, Section 2.4, Network Management, and Section 2.5, TCP/IP discuss in great detail the role and duties of our RGII NOAA network engineers:. 

Each RGII team technician, administrator, and engineer follows our configuration management discipline to effectively manage our Government partnered networks. We have proven over and over again in support of our NOAA, DISA’s Defense Enterprise Computing Center-Mechanicsburg (DECC-Mech), and the Tri-Service Infrastructure Management Project Office (TIMPO) contracts, that properly orchestrated, proactive actions reduce crisis situations.

RGII’s three configuration management practices include:

· Baseline Management - using policies, practices, and tools to establish the network components to be managed. These include network backbone devices, security devices, diagrams, cable plant, servers, PCs, and printers as well as operating systems (OS), security configurations, application software, and data. Policies, procedures, and practices are affected through proper coordination with senior staff and careful administration of these policies. RGII uses System Management Server (SMS), Tivoli, and HP OpenView to establish baseline configurations and ensure accurate documentation.

· Configuration Control – RGII manages Configuration Control Boards (CCB) internally and for our NOAA and TIMPO clients. In addition, RGII uses Microsoft NT Policy Editor, Microsoft NT privileges, and group domain administration to maintain configuration control. RGII also uses automated tools such as SMS and Tivoli to enforce Government policies such as the removal of unauthorized software, license counts, and operating system patches.

· Auditing – through independent verification and validation (IV&V), internal and external audits as well as use of automated tools, RGII maintains configuration management through auditing. RGII uses auditing as the third leg in the configuration management discipline once a baseline is established and controls are put in place. Auditing ensures that all configurations remain current and standard, and the entire enterprise environment remains compliant.
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RGII has used all three of these aspects of configuration management at NOAA, DECC-Mech Help Desk, and in the Global Enterprise Management for the MHS (GEMM) project. RGII patterned our configuration management discipline after the Software Engineering Institute’s (SEI) Capability Maturity Model (CMM) Level 2 and Level 3 Key Process Areas and the Electric Industry Alliances Standard 647, “National Consensus for CM,” to manage the change control process and report requirements. Change requests and problem reports for all configuration items are initiated, recorded, reviewed, approved, and tracked according to documented procedures in the RGII designed and government approved Configuration Management Plan.

After researching and testing different products, the RGII team assigned to support NOAA recommended that the management features of SMS would be the best fit for NOAA LAN configuration and performance management. RGII uses SMS for managing hardware and software inventory, software distribution and software de-installations, software license tracking, desktop remote control and diagnostics, and troubleshooting. RGII’s experience using SMS integrated features has proven to NOAA that SMS is the most scalable way to reduce the cost of change and configuration management for Windows based desktop and server systems. In addition, RGII uses Tivoli and Project Version Control System (PVCS) Professional, including PVCS Tracker, at TIMPO due in part to the Tivoli Open Application Platform Interface, which allows for software version management, distributed site management, build and release management, and automated software testing.

RGII migrated NOAA’s LAN servers from Novell NetWare to Microsoft NT and recently from NT to Microsoft 2000 using our Configuration Management Plan and SMS. This effort included migrating NOAA’s offices from 16MB Token Ring to 10/100/1000MB Ethernet backbone. The RGII support staff worked with the government to complete the feasibility study, cost/benefit analysis, and project schedule. The migration included purchase of equipment, installation and configuration of operating system software and LAN/WAN equipment and devices, complete testing, training, as well as on-going management, administration, and support. RGII trained each end-user in Windows 2000, using the Internet, and Windows 2000 Office Suite applications. 

The RGII team ensures that all network hardware, to include routers, hubs, bridges, gateways, and servers, are performing at optimal level. We use internal Windows management tools such as Windows 2000 Performance Monitor and Back Office Suite to assist in managing the servers and tools such as CiscoWorks, HP Open View, and Opalis Event Monitor to stay abreast of the health of other network devices. 

A carefully planned and implemented backup strategy is the best insurance for recovering lost or damaged data and maintaining continuity of operation. Using Back Office Suite, the RGII team follows a strict back-up policy for NOAA, TIMPO, and other contracts, which ensures routine back-ups, off-site storage, and a backup media rotation policy. RGII periodically runs test restorals to verify the validity and completeness of these backups. Additionally, we periodically review current backup routines in the pursuit of faster, more reliable, and less expensive methods. At TIMPO, RGII applies a formal risk analysis methodology to determine appropriate recovery measures for data. Our methodology is designed to ensure that the network is secure and fully auditable. The methodology also aims for an economic balance between the impact of catastrophic errors and the cost of protective measures. Specific disaster plans and procedures ensure that essential tasks continue and that the network encounters minimal disruptions if a disaster occurs. RGII customized a formal disaster plan that includes establishing disaster recovery teams, providing backup facilities, identifying critical systems, and training personnel in disaster-recovery procedures.

RGII designed the NOAA network to allow mobile workers to access e-mail, calendaring functions, but most importantly, data. RGII configures and troubleshoots the users’ Personal Digital Assistants (PDA), Palm Pilots, and Blackberrys, to allow mobile users to receive and respond to critical e-mail without delay. We apply encryption services to ensure sensitive information is secure over wireless devices. 
RGII monitors the U.S. Coast Guard’s (USCG) National Pollution Funds Center (NPFC) system and network performance using HP OpenView and Concord Health. We provide day-to-day assistance to users. We administer, operate, maintain, and technically control all hardware, system software, utilities, and specialized software packages required to fully support various system configurations. We initialize, install and update the network/system sign-on text, and create individual user files and directories with appropriate protection levels and passwords based on user requirements. We purge, set up, and update over 100 remote access, firewall, web proxy, file and print, Exchange, PDC, Arch Server IT, and DNS servers. RGII performs daily incremental and weekly volume backups of all storage devices. Once a month RGII performs a full deep backup of all systems. RGII plans and recommends USCG system and network configuration changes, as well as assist in setup of all desktop systems. 

RGII supports database, system, and network security, including maintaining the Internet link, monitoring request for access via any of the WAN, implementing password protection for software on the LAN, and limiting file access to authorized users.

RGII staff provides 24x7 network, desktop, and support equipment maintenance for the Defense Security Cooperation Agency (DSCA) headquarters’ Windows NT- and UNIX-based environment supporting 310 personal computers. The DSCA technical environment includes the following software/systems: GCSS, GDSS, GATES, GTN, DMS, GIMail, Comm-Gateway, Logbook, DSAMS, CHAIRS, Sarah Lite, Remedy, Tivoli TME, Exchange Server, Domino Mail Server, Domino Web Server, DCPS, CNS, LOR/LOA, FEDLOG, FORTIS, DIFS, SAN, and IMET (DIADS). The servers on the networks include Windows NT file servers, RISC 6000’s, a Windows NT Exchange mail server running Exchange with NES encrytion devices, and a Remote Access Server for dial-in. This server implements the remote internet access e-mail feature in the “secure” mode using VeriSign public key encryption to support remote users. Support includes hardware and software upgrades, new installation, and equipment change-out and relocation. RGII developed and now maintains a full set of configuration documents describing physical configuration (including wiring diagrams), software configurations, software and hardware settings, and system permissions. We perform backbone monitoring, bandwidth use, and network intrusion detection on classified and unclassified LANs. Each LAN uses a Cabletron switched Ethernet hub and is connected to the Pentagon by a separate circuit. The transmission for the circuit connecting the Secret LAN to the Pentagon is protected by a NSA-approved NES encryption device. We verify and test the currency of anti-virus software and download and distribute updates. RGII notifies all users via e-mail and the DSCA LAN of a virus attack and take prompt and appropriate steps to contain and eradicate the virus.

RGII staff provides software configuration management (CM) support for proprietary and Commercial-Off-The-Shelf (COTS) applications. In addition, RGII provides CM support for new installations, desktop applications, equipment relocations, and de-installs. This includes TCP/IP, domains, gateways, DNS, and WINS settings. RGII manages packaging, transport, re-installation, and reconfiguration as required.

The following list documents RGII’s comprehensive approach to LAN systems administration as evolved from 11 years of experience:

	· Proactively fix problems uncovered through administration and control functions

· Coordinate third-party support and manage warranty support 

· Maintain adequate spares

· Maintain server storage capacity

· Perform user moves, adds, changes and capacity planning

· Install and configure software, hardware, systems, and related ancillary equipment

· Maintain documentation

· Report system performance information

· Monitor and tune the LAN for efficiency, security and cost-effectiveness
	· Support community users and remote user secure dial-up connections

· Maintain optimal configuration

· Process change requests

· Secure and protect the information

· Protect the LAN against viruses

· Maintain naming conventions

· Size data lines

· Support tools and applications

· Resolve reported problems

· Establish user accounts and permissions, and managing User Profiles

· Install upgrades using latest updates to COTS applications and network operating systems


RGII provides each user with personalized services to enable them to access and use the network efficiently by:

	· Processing user access requests

· Assigning user identifications and passwords

· Assigning data access rights for each user

· Maintaining access lists and user profiles 

· Assisting users with network operations and applications 
	· Assisting remote users (off site and/or on travel) with dial-up connections

· Assisting users with network problems or failures
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RGII provides an off-site Technology Laboratory to act as our “test bed” and engineer “knowledge/skill improvement center” for LAN and Network Management operations. Our engineers mirror customer operations to fully test operating system migrations, patches, upgrades, new applications, and configurations before these changes are implemented at the customer site. RGII’s emergency Project Team is made up of our top systems and network engineers who are available on-call to assist clients and RGII staff with difficult technical problem resolution, and to supplement or surge existing technical staff. 

E-Mail Support

RGII administers NOAA’s e-mail and calendar applications including Microsoft Outlook, Microsoft Exchange, Lotus Domino/Notes Mail, Netscape Messaging, Netscape Mail/Directory Server, and UNIX SendMail. RGII designed, administers, and manages the e-mail post office backbone to include SMTP/POP3/IMAP4 Gateways, Remote Access Servers (Asynchronous, SLIP, ISDN, Analog, and IP) and web access servers. RGII manages daily directory syncs between the e-mail Post Offices with the NOAA X.500 directories using Mail*Hub gateways and Lightweight Directory Access Protocol (LDAP) to ensure users have access to the most up to date, accurate directory. RGII electronic mail administrators’ daily duties include post office and gateway management, backup of e-mail servers and systems, evaluation and management of e-mail server disk space utilization, adding and/or deleting user accounts, password management, modifying user access on an as needed basis, managing secure remote access dial-in servers, managing server performance, and responding to end user electronic mail issues. Our e-mail administrators also perform tape restores, electronic mail archiving functions, and post office and gateway configuration, installation, and administration. RGII also administers and maintains the E-Mail servers for the USCG NPFC.

Since 1999, RGII, in support of the Defense Security Cooperation Agency (DSCA) has provided support of the Defense Messaging System (DMS) via message handling distribution of information to the Warfighter. Our support includes:

· Segregating message processing by security classification to SIPNet and NIPRNet,

· Supporting browser messaging through interfacing Outlook, Netscape, Lotus Notes, and Exchange enterprise servers and the end users with workstations to ensure successful retrieval and sending of messages via web browser, LAN, or modem dial-up,

· Converting AUTODIN to DMS message formats such as SMTP, Dinah Mite, Sarah Lite, X.400, and ASCII text.

· Securing desktop workstations using TCP/IP selectable triple National Security Agency encryption and configuration of communication lines, routing indicators, automatic routing, and security tables, and

· Ensuring and validating message retrieval and storage for text, binary, and image transfers.
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