1.1 Network Operations and Maintenance
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RGII is proposing a network operations solution, Exhibit 2-1, that provides maximum security and performance with 99.5% network availability. Our team successfully established and currently operates network operations centers at National Oceanic Atmospheric Administration (NOAA), Federal Aviation Administration (FAA), U.S. Coast Guard, and Naval Sea Systems Command (NAVSEA). We have maintained a greater than 99.9% uptime for seven (7) years. RGII intends to leverage existing MARAD network software and hardware to exercise management and control over the entire LAN/MAN/WAN infrastructure, keeping the organization efficient while controlling cost, security, and disaster recovery objectives. 

RGII proposes to administer MARAD’s network using industry best practices. RGII supports NOAA’s 15, 000-node network. RGII has experience with Microsoft NT Servers, UNIX servers, web servers, remote access servers, Cisco (i.e. Cisco Works, Cisco Secure, and Cisco Pix), AVAYA, and Juniper Routers, Cabletron Hubs, various bridges and gateways, a variety of printers, personal computers (PCs), and laptops. RGII proposes to administer and manage MARAD’s network including building and maintaining files, databases, printers, and application servers; backup of servers and systems; evaluation and management of disk space use; adding and/or deleting users; password management and security; administer user accounts; modifying user access and permission to files on as needed basis; managing directory administration; managing and monitoring server synchronization; remote access; managing audit trails; and server performance.  RGII uses WIN2K Active Directory Service, Share Point, LAN Desk, and Microsoft Server Management System (SMS) utility daily to remotely manage all aspects of the user-ID and password control for both data servers and Microsoft Exchange e-mail servers, file and directory permissions, application version and software license tracking, workstation configuration and management. [image: image2.wmf]Problem
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We use NT Server administration tools to control and monitor access and audit trails, set file transfer limits, create address lists and group permission accounts, and monitor and record server statistics. Our system administrators publish and implement SOPs for network operational support functions and recommend and implement improvements in intrusion detection and access security capabilities. 
RGII proposes that MARAD establish a Configuration Control Board (CCB) to advise the Director of the DIRM and MARAD IT managers on technical, management, security, software, and hardware issues that impact the network enterprise. 

Each RGII team technician, administrator, and engineer follows our SEI CMM Level configuration management methodology discipline as shown in Exhibit 2-2 to effectively manage our Government partnered networks. Our personnel at MARAD will develop, document, and adhere to change control SOPs to manage the configuration of MARAD’s infrastructure by planning for, scheduling, installing, upgrading, tuning, maintaining, reconfiguring, and documenting network hardware, software, and communications components. RGII’s three configuration management “best practices” include:

· Baseline Management – using policies, practices, and tools to establish the network components to be managed. These include network backbone devices; security devices; diagrams; cable plant; file, database, printer, and application servers; PCs; and printers as well as operating systems (OS), security configurations, application software, and data. RGII uses System Management Server (SMS), Share Point, LAN Desk, and HP OpenView to establish baseline configurations and ensure accurate documentation.

· Configuration Control – RGII is experienced in working with and advising Configuration Control Boards. RGII uses several tools such as Microsoft NT Policy Editor, Microsoft NT privileges, and group domain administration to maintain configuration control. RGII also uses automated tools such as SMS and HP OpenView to enforce Government policies.

· Auditing – RGII will maintain the configuration management database through independent verification and validation (IV&V), using internal and external audits.  

RGII’s staff will provide software configuration management (CM) support for proprietary and Commercial-Off-The-Shelf (COTS) applications utilizing our SEI CMM Level II practices. In addition, we will provide installation, updates, tuning, and maintenance support for applications such as operating systems (Windows 3.1 and higher and Windows NT 3.5 and higher), Microsoft Office Suite, word processors (Word, Word Perfect, etc.), spreadsheets (Excel, Quatro Pro, etc.), PowerPoint, databases (Access, Oracle 8 and higher, SQL Server), virus software, various intrusion detection software (commercial and public domain), and client specific software.

The RGII team will ensure that all MARAD network hardware, to include routers, hubs, bridges, gateways, and servers, are performing at optimal level. We use internal Windows management tools such as Share Point, NT, and Windows 2000 Performance Monitor and Back Office Suite to assist in managing the servers and tools such as CiscoWorks, HP OpenView, and Opalis Event Monitor to stay abreast of the health of other network devices. 

RGII will provide a carefully planned and implemented backup strategy as the best insurance for recovering lost or damaged data and maintaining continuity of operation. Using Back Office Suite, the RGII team proposes a strict back-up policy for MARAD, which ensures routine back-ups during non-duty hours, off-site storage, and a backup media rotation policy. RGII tests restorals to verify the validity and completeness of these backups. Additionally, we periodically review current backup procedures in the pursuit of faster, more reliable, and less expensive methods.  As refined while supporting the Tri-Service Information Management Program Office (TIMPO), RGII proposes to apply a formal risk analysis methodology to determine appropriate recovery measures for data. Our methodology is designed to detect intrusions, take remedial action, and ensure that the network is secure and fully auditable. Our methodology also aims for an economic balance between the impact of catastrophic errors and the cost of protective measures. Specific disaster plans and procedures ensure that essential tasks continue and that the network encounters minimal disruptions if a disaster occurs. RGII customized a formal disaster plan including establishing disaster recovery teams, providing backup facilities, identifying critical systems, and training personnel in disaster-recovery procedures.

· RGII will develop a comprehensive approach to LAN system administration tailored for MARAD. This approach will use fault detections and problem determinations followed by proactively fixing problems uncovered. The support includes:

	· Monitor network deactivation/activation 

· Maintain adequate spares

· Maintain server storage capacity

· Perform user moves, adds, changes and capacity planning

· Install, upgrade, monitor, and configure software and service packs, hardware, systems, and related ancillary equipment; provide maintenance

· Maintain documentation

· Track and report performance metrics

· Monitor and tune the LAN for efficiency, security and cost-effectiveness
	· Perform network recovery/restart

· Maintain configuration integrity

· Process change requests

· Secure and protect the information

· Protect the LAN against viruses

· Maintain naming conventions

· Size data lines

· Support tools and applications

· Resolve reported problems

· Establish user accounts and permissions, and manage User Profiles

· Install upgrades using latest updates to COTS applications and network operating systems


RGII proposes to establish and support user resources on the network, including meeting the needs of user in New Orleans, Norfolk, and San Francisco remotely:

	· Workstations and laptop PCs

· Processing user access requests

· Assigning user identifications and passwords

· Assigning data access rights for each user

· Maintaining access lists and user profiles 

· Assisting users with network operations and applications 
	· Printers and scanners

· CD-ROM, DVD, and WORM devices

· Tape, cassette, other drives

· Documented connectivity procedures and configuration specifics in graphical format

· Responding to network related Help Desk requests


Exhibit 2-1: RGII Network Operations Center





Exhibit 2-2: Information Exchange is Key to Managing Change








