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RGII’s well-established design philosophy and methodologies assure reliable, scalable, manageable, and secure network infrastructures for our customers.

1.1.1 [image: image1.png]*Today brought home to me how
valuable the support of RGIl is to OSD,
how much | and my staff depend on
their support, and how reliable and
‘competent they really are.”
— M. Gary K. Davs, Director
Office of Systems Development




Network Security 

Recently, RGII was faced with designing and implementing a comprehensive security infrastructure to protect NOAA’s networks while maintaining access speed. The solution consists of Dual Cisco PIX535 Gigabit firewalls, Cisco IOS security feature set, Internet Security Systems (ISS) Intrusion Detection Systems, and ISS Internet Security Scanner. NOAA transfers more than 800 GB of data traffic via Internet daily. The dual firewall configuration is used for scalability and high availability. RGII’s solution uses a modular security approach where every NOAA line office behind the firewall has its own security level. Using the dual firewall approach provides both flexibility and high throughput, by distributing the workload on multiple firewalls. The common set of security filters (about 200 filters) is on the entry firewall, and the Local Area Specific filters (an average of 75 specific filters) is the second entry firewall. The second entry firewall is contained within the switch supporting that particular office. This approach eliminates the common single firewall drawback of slowness due to excess filtering at a single point. The common single firewall design has all of the specific filters for each office on the network at a single choke point with all traffic being required to pass all the rules. Another important benefit is that each network behind the entry firewall is treated as its own individual secure network. This approach surpasses the common single firewall design weakness of having a single point of defense, which allows unchallenged movement throughout the entire secure network. RGII developed a custom security policy that applies to all networks behind the NOAA Trusted Network. RGII implemented dual, redundant virtual private network servers for remote users to access network resources behind the Trusted Campus Network (TCN). RGII performs regular network security audits and implements ISS IDS engines on all NOAA external connections outside of the Cisco PIX firewalls. Also, for our effort at TIMPO in support of MHS, RGII personnel track all the Information Assurance Vulnerability (IAVA) reports and other disseminated security standards, and install new security patches as required.
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