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A.1.1 User ID and Password Administration (SOW C.4.36)

RGII’s approach to account administration and setup is to use standardized procedures for creating and administering user accounts. RGII’s approach to security includes intrusion detection, vulnerability assessments, and implementation of proactive counter measures. RGII is recognized for providing technical support, analysis and implementation expertise for security issues. RGII understands the complexity associated with providing information resources to user’s desktops, while maintaining adequate levels of security. Today’s enterprise networks are subject to security infiltration from many sources including virus’, cyber attacks, and unauthorized users.   

RGII’s proactive approach to systems administration, intrusion detection, firewall administration and system accreditation methods deter the potential infiltrator.

Technical assistance in enterprise management for the USPTO AIS Login IDs and passwords using the Enterprise-Wide Log-on (EWL) system include:

· Processing user access requests


· Assigning user identifications and passwords

· Assigning data access rights for each user


· Maintaining access lists and user profiles

· Assisting users with network operations and applications 


· Assisting remote users (off site and/or on travel) with dial-up connections

· Assisting users with network problems or failures


· Revoke PKI certificates and recover PKI keys

RGII will…

· Provide on-site login and password administration support 5:30 AM to 12 PM Monday through Friday, excluding holidays

· Provide technical assistance in the area of enterprise management for the USPTO AIS Login ids and passwords using the EWL system

· Respond to events and outages on EWL, contact designated individuals responsible for supporting those systems, escalate as necessary and report on the progress of restoration

· Conduct security audits as requested.

As originally detailed in the Network Operations section of the proposal, a number of our client projects identified include providing user ID and password administration, as well as PKI.

Metrics and Measurement Methods

RGII will provide user ID and password administration support at or above the metrics specified in section C.4.35.1, with the following exceptions (in which RGII will exceed the USPTO’s requirement):

· Create new PTONet Login ID and Password -- Within 1 day after receipt of approved request

· Create Mail@Home ID and have materials ready for user -- Within three (3) days after receipt of approved request

· Create new E-mail account -- Within one (1) day after receipt of approved request

· Create new firewall ID -- Within one (1) day after receipt of approved request

· After verifying the identity of a user, create a new PKI certificate or renew an existing certificate and provide user with an identification number and authorization code. -- Within one (1) day after receipt of approved request

· Move PTONet logon access to a different file server -- Within three (3) days after receipt of request

· Delete PTONet ID, firewall ID, E-mail ID, and Mail@Home ID -- Within one (1) day after receipt of request

· Revoke PKI certificates and recover PKI keys. -- Within three (3) days after receipt of request

The quality of service will be tracked by both a quantity and quality measurement.  For employees providing service directly to customer/users, an evaluation of the satisfaction provided by the user will be included. Additionally, these metric measurements will be used as input to the evaluation of employees supporting User ID and Password Administration.
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