1.1 Systems and Application Security

RGII has developed Information Systems Security plans for the NOAA, FAA, Naval Sea Systems Command (NAVSEA), Bureau of Medicine and Surgery (BUMED) and USCG. Their purpose was to provide an overview of the system and describe the controls in place for meeting security requirements.  RGII will develop/review the MARAD Information Systems Security plan for system accreditation and certification as well as develop/review security plans for critical applications. A risk assessment will be undertaken to identify the overall risks that could adversely affect a system or critical application.  Any threats or vulnerabilities that could adversely affect the system/application identified will be evaluated to determine if there is security safeguards in-place.  Recommendations for new or improved security safeguards will be made.

RGII understands that System and Application security is not a separate activity. It is an integral part of overall planning and day-to-day operations.  As new critical application systems are developed, before they are deployed, RGII will document MARAD’s Systems and Application in compliance with OMB Circular A-130 and Department of Transportation security guidelines in order that MARAD receives full accreditation and certification/recertification.

This approach to Information System Security will be applied to all systems/applications/ LANs, WANs and MANs.  All system/critical applications will be recertified on a rotating 3-year cycle or sooner if a significant change to a system/critical application occurs.

RGII has performed Local Registration Authority (LRA) functions for the Military Health System (MHS) of the Department of Defense (DoD). Our duties include verifying user identity, issuing and installing certificates, maintaining records and revoking certificates.  We have implemented DoD requirements for DoD server certificates on private web servers. In addition, RGII has implemented user education, assistance with identification, and verification of hardware and systems administrator, issuing, installing, maintaining records, and revoking certificates.  We have developed Registration Authority and LRA Certificate Practice Statements.

RGII has participated in DoD PKI Program Management Office (PMO) working groups, technical and business.  We have provided technical guidance, identified issues and provided recommendations and assisted in the design of the necessary security architecture to ensure MHS compliance with DoD PKI network implementation requirements.  RGII identified requirements for the implementation and integration of PKI within MHS and developed MHS PKI/PKE project and implementation plans.  We are highly experienced and successful in clarifying issues, proposing solutions, collaborating with a variety of stakeholders to ensure seamless integration of PKI.

RGII has hands-on experience with PKI technologies, Verisign and Entrust, hierarchical trust server authentication and SSL encryption software solutions.  We have participated in Federal PKI Bridge activities and we are familiar with PKI interoperability issues relating to varying levels of assurance.  RGII has experience with GSA ACES program and we have initiated requirements generation for network access control utilizing X.509 certificates and LAN/WAN environments.  RGII has provided technical analysis of requirements documents, operational documents, plans for FIPS certification for DoD Common Access Card (smart card) initiative. This experience includes familiarity with smart card, readers and middleware.  RGII identified middleware requirements for interoperability with the LAN and performed technical reviews of current card readers and related technologies.  Lessons learned were identified from the on-going effort to use one smart card for both physical id and PKI token platform.  RGII coordinated management of issuance and fielding of DoD Common Access Card (CAC) to MHS headquarters' personnel to meet the DoD mandated deadline.  We have performed requirements definition for integration into existing business process.

RGII has experience in security related Netscape Navigator and Microsoft Internet Explorer, browser SSL server certificates as it functions within SSH, VPN, TCP-IP, IPX/SPX, IPSec, firewalls. Our SSL experience includes modeling requirements definition server authentication and encryption, development, testing, integration, and implementation of digital certificates, web browsers, web servers, VPN technologies, and router filtering in support security and access control for applications within the Military Health Systems enterprise architecture. 

Lastly, we provide beta testing results to two of the premier server certificate authorities, such as Verisign, and Entrust. RGII’s security engineers test their products and provide results such as strengths and weaknesses of SSL to operate seamlessly between websites and visitors web browsers.









