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	CWBS Definition

	1.0
	NMIMC Information Assurance (IA), Help Desk, and Network Operations Center (NOC)
	

	1.1
	INFORMATION ASSURANCE
	

	1.1.1
	Network Security Accreditation   
	All activities relating to ATO certification and implementation of any configuration changes or new guidance required to ensure certification is maintained.  Supports the continued Authority To Operate (ATO) certification of the NMIMC and BUMED networks by ensuring they are operated in accordance with all DON and DOD information security and information assurance directives, as well as MHS guidelines 5280.2 and the Health Insurance Portability and Accountability Act (HIPAA) requirements as they pertain to network security.

	1.1.2
	Network Security Assessments
	Services to continually optimize the security architecture for the NMIMC/BUMED network enclave protection systems and document updates and changes.

Includes:

· Review and evaluation of the current network, firewall, and intrusion detection system configuration(s) and recommended configuration improvements (Deliverable 56).

· Coordination of the operation of NMIMC/BUMED network protection systems.

· Reconfiguration of the NMIMC/BUMED network protection systems to optimize performance , as well as to accommodate: (1) changes in NMIMC’s network, including topologies, access controls, firewalls, routing, protocols, and services; (2) updates in the changes in the sensor monitoring strategy, locations, and priorities; (3) changes in the locations of sensors, and (4) integration with other tools utilized by NMIMC.

Includes:

· Developing “incident reports” in response to significant security events at the direction of the Government Project Manager (Deliverable 57).

Includes:

· Developing technical reports (e.g., information/decision papers, briefings) to document and supplement the studies, investigations, assessments and recommendations made to the Government (Deliverable 58).

	1.1.3
	Security Metrics
	Analysis of firewall configuration, intrusion attempts, and statistics of other related security activities and metrics reporting of the results of the analysis. 

Includes:

· Working with the Government PM to develop performance metric specifications (Deliverable 59).

· Providing performance metrics relating to the firewall and IDS performance and other related security activities by the 5th day following the last day of each reporting period (Deliverable 60)

	1.1.4
	Network Security Administration and Management
	Administration and maintenance of the NMIMC/BUMED firewalls; IDS and related network security hardware/software components.

	1.1.5
	Network Security Modification
	Modification of the network protection systems in order to maintain their effectiveness, when directed by the Government Information Systems Security Officer (ISSO) and approved by the Program Manager/Information Systems Security Manager (ISSM).  May include hardware and software re-configuration or installation.

	1.1.6
	Network Security Monitoring
	Monitoring of NMIMC/BUMED's network protection systems to prevent and detect any failures in its operation.  Includes, at a minimum, investigating and diagnosing observed problems with these systems and related components, as well as recommending and performing corrective actions.

	1.1.7
	Network Security Maintenance
	Maintenance of NMIMC/BUMED's network protection systems, which includes the performance of hardware and software repairs, such as reinstallation of software or replacement of defective hardware components (upon authorization of the COR and/or Government Program Manager).

	1.1.8
	Network Security Troubleshooting
	Investigation and diagnosis of observed problems with the network protection systems and related components.  Includes the recommendation of corrective actions after the identification and analysis of observed problems.

	1.1.9
	Network Security Correction of Problems
	Repairing the network protection systems and related components to restore their operational functions, upon the authorization of the Government COR and/or Program Manager.  May include correction of software problems, replacement of defective hardware components, re-installation of system software components, among others.  Includes verification tests to ensure that the problems have been fixed correctly before components are placed back in to production.

	1.1.10
	Network Security Intrusion Analysis
	Investigation of all suspicious activity on NMIMC/BUMED's network, including activity that is proactively reported through the use of Government provided software and hardware.  This analysis (Deliverable 61) includes the interpretation of the detected activity, analysis of potential sources and objectives, assessment of operational impact, and recommended responses to include the performance of these recommended responses. Also includes the submission of an Incident Report (Deliverable 57) on all events deemed significant by the Government PM/COR.

	1.1.11
	Network Security Data Monitoring and Statistical Summaries/Analysis
	Designing and implementation of the transfer of security systems log data into an archive database (Deliverable 62), as well as designing of data reporting formats and methods (Deliverable 63).  These reports present selected statistical summaries of detected alarms and other unauthorized activity.  These reports also include summaries of evaluation results, impacts and recommended responses.

	1.1.12
	Network Security Configuration Documentation
	Documentation of the outer router configuration, the IDS configuration and the firewall configuration in relation to security (Deliverable 64).

	1.1.13
	Network Security Process Documentation
	Contingent on Government approval, this includes the development, documentation, and implementation of security processes (Deliverable 65) consistent with Department of the Navy (DoN) INFOSEC policy and industry best practices.

	1.1.14
	SafeWeb Operations Support
	The operation and management of SafeWeb.  This product provides a method to enable secure access to the NMIMC/BUMED intranet by users who are receiving their Internet connectivity through commercial Internet service providers.  Includes:

· Administration and operation of the SafeWeb servers, and creation, modification and deletion of SafeWeb accounts as necessary to support end users.

· Establishment and maintenance of controls on which resources can be accessed by SafeWeb users, and resolution of problems using the product.

· Development and maintenance of documentation for the SafeWeb configuration, including the system security parameters (Deliverable 66).

Note:  It is expected that SafeWeb will be replaced by a Cisco 3005 VPN appliance during the base POP for this SOW.  This will additionally require the following:

· Administration and operation of the VPN appliance, installation of the VPN client software on end user systems, and creation, modification and deletion of accounts as necessary to provide users with the required level of access.

· Establishment and maintenance of controls on which resources can be accessed by VPN users, and resolution of any problems encountered with the product.

	1.1.15
	Surf Control Operations Support
	The operation and management of SurfControl.  This product provides a method to restrict usage of Web-based e-mail as well as preventing access to selected Web sites.  Includes:

· Administering and operating the SurfControl servers, and creation, modification and deletion of SurfControl rules as directed by the Government Project Manager to restrict access to Internet resources.

· Working with users to resolve problems using the product.

· Developing and maintaining documentation for the Surf Control configuration, including the system security parameters and all access rules that are currently in effect (Deliverable 67).

	1.1.16
	Anti-Virus Software Support
	Ensuring that anti-virus software is installed on all servers and user workstations that are connected to the NMIMC and BUMED networks.  Includes:

· Ensuring that anti-virus software is current and the most current anti-virus signature files are installed on all systems.

· Providing a method to automatically update the anti-virus software and signature files on all systems.

· Providing the capability to perform emergency updates to all systems in the event that a new virus/worm has been identified that requires an immediate, non-scheduled update.

	1.1.17
	IA Standard Operating Policies and Standard Operating Procedures
	Development of draft and final versions of NMIMC/BUMED security policies and standard operating procedures (Deliverable 93) required to effectively achieve and maintain network security.  These documents are developed in close coordination with the Government Project Manager, NMIMC and BUMED staff, and site security personnel, and include security aspects such as:

· Naval Medicine business practices and AIS operations

· Operating environment and potential security threats

· System architectures and modes of operation

· Resource/security component (hardware and software) requirements

	1.1.17.1
	Review of Proposed Guidance and Policies
	Reviewing, at the Government's request, proposed information assurance and network operations guidance, directives, and policies for technical merit, capability, and compliance with all standards and requirements (Deliverable 96).  Includes providing the COR and the Government PM with a report that contains the comments on the document that was reviewed, including the full justification for all recommended changes.

	1.1.18
	Maintenance
	Providing maintenance and support services called for by the Government. Includes administration, configuration and access control, basic troubleshooting and maintenance of NMCL Annapolis/NMIMC/BUMED network servers and security systems.  Also includes applying software maintenance processes at, or equivalent to, the SEI CMM Level II, or higher.

	1.1.18.1
	Information Assurance Tasking and Monthly Security Updates
	Includes the following:

· Participating in network and systems design/development discussions to ensure that security issues are identified and security requirements are properly implemented.

· Facilitating the gathering, analysis, and preservation of evidence used in security incident reporting in accordance with DoN and DoD guidelines.

· Assessing security events to determine impact and implementing corrective actions to prevent or contain further damage or accessibility problems.

· Promoting awareness of security issues among management personnel and ensuring sound security principles are followed.

· Reviewing all Information Assurance Vulnerabilty Alerts and Bulletins, Computer Task Orders, and other information security warnings issued by DON and DOD and taking the necessary action to comply with the warnings for the systems and infrastructure components within the particular area of responsibility.

· Reporting compliance with these warnings to the NMIMC Information Systems Security Officer when implementation is complete (Deliverable 86).

· Ensuring that all systems and infrastructure components that are proposed for installation on the production network comply with all information security and information assurance configuration requirements.

· Performing penetration testing and other security tests on this equipment before it is allowed to be added to the network.

· Reporting any discrepancies identified in the testing to the system/equipment manager as well as the Government Project Manager.

· Repeating the testing to ensure the problems are fixed, following correction of the discrepancies.

· Maintaining documentation showing the new equipment has passed the security test requirements (Deliverable 87).

· Ensuring that all servers, user workstations, and infrastructure components have all security updates, hot fixes and service packs installed and checking for updates on a regular basis and scheduling distribution of these updates to systems that require them.

· Providing an automated method such as Microsoft System Management Server (SMS) for identifying needed patches, scheduling installation, and tracking installation progress.

· Developing and maintaining documentation on the current software versions and patch levels on all systems within the assigned area of responsibility (Deliverable 88). 

· Participating in network maintenance efforts on any equipment under management.  Note:  One Saturday each month is designated for network maintenance on the NMIMC and BUMED networks.  On this day, users are advised that regular network service is subject to interruption so that routine security patches, hot fixes, and software updates can be applied to network servers.   System administration and reconfiguration tasks that require system reboots or other downtime are also accomplished at this time.

	1.1.19
	Information Assurance Awareness Training
	Developing, maintaining, and implementing both initial and annual refresher information assurance awareness training for end users (Deliverable 52), as well as information assurance training for system administrators (Deliverable 53), that is consistent with the DoD and DoN requirements.  Includes initiating end user and system administrator refresher classes annually and semi-annually, respectively, on dates scheduled by the Government PM.

	
	
	

	1.2
	HELP DESK OPERATIONS
	

	1.2.1
	End User Hardware and Software Support
	Providing support to include:

· Diagnosing and troubleshooting any problems reported by end users with the personal computers and other hardware that has been provided for their use.  Includes:  coordinating with the equipment vendor as necessary to diagnose problems, perform troubleshooting, and installing replacement components for defective parts, and assisting the user with obtaining and configuring replacement equipment for temporary use while their permanently assigned equipment is being repaired.

· Diagnosing and troubleshooting any software-related problems affecting applications used by NMCL Annapolis, NMIMC and BUMED end users.  Includes:  coordinating with the software manufacturer as necessary to resolve these problems.

· Acquiring, testing and installing patches, service packs, bug fixes, and point releases as supplied and recommended by software manufacturers.

· Configuring and installing new hardware including upgrades acquired by the Government.   This process ensures that the equipment operates according to the manufacturer's specifications, that the required network and communication capability is established, and that the equipment functions satisfactorily within the NMCL Annapolis, NMIMC and BUMED environment.  

· Installing software on new hardware and transferring of user data files from old equipment to the new equipment.  Includes tests with the user after any installation to ensure full functionality exists with the new equipment. 

· Relocating computer hardware to new locations as directed by the Government.  Includes ensuring that the relocated equipment functions properly in the new location, and that all configuration and asset inventory documents are updated to reflect the new location. 

· Conducting pre-installation testing of new software or upgrades in the NMIMC laboratory using like platforms operating under similar operating conditions.

	1.2.2
	End User Connectivity Support
	Diagnosing, troubleshooting, and resolving problems with dialup, network or desktop-to-mainframe connections reported by end users.  Includes assisting customers with file transfers using FTP and other supported protocols.

	1.2.3
	Contingency Operations
	Supporting ad-hoc operations and tasks that require immediate response, typically of a short-term to mid-term duration.  These contingencies may result from power outages, viruses, security, password and/or access level changes, or mandated hardware/software changes that occur during or after duty hours.

	1.2.4
	Video Teleconferencing (VTC) Operations Support
	Providing operational support for VTC sessions at NMIMC in the absence of the primary Government VTC operator.  This support includes establishing and testing connections to the remote site, troubleshooting connectivity problems, and operating the VTC equipment as necessary during the conference.  Also includes maintaining on-site capability at NMIMC to support VTC operations during the PPS to address unscheduled VTC requirements.

	1.2.5
	Help Desk Standard Operating Procedures
	Developing a standard operating procedures manual to document the policies and procedures implemented by NMIMC and BUMED as they relate to Help Desk functions (Deliverable 95).  This manual will include a definition of the responsibilities of each position within the Help Desk.

	1.2.5.1
	Review of Proposed Guidance and Policies
	Reviewing, at the Government's request, proposed information assurance and network operations guidance, directives, and policies for technical merit, capability, and compliance with all standards and requirements (Deliverable 96).  Includes providing the COR and the Government PM with a report that contains the comments on the document that was reviewed, including the full justification for all recommended changes.

	1.2.6
	NMIMC Phone System Familiarization Training
	Providing training in the use of phone system features to new NMIMC staff as required.

	1.2.7
	Training Room Support
	Providing support for setup and maintenance of the NMIMC training classroom.

Includes:

· Ensuring that all computers and other hardware used in the classroom function properly and taking appropriate action to repair defective components.

· Coordinating with the NMIMC training coordinator and personnel who have scheduled training classes to load and configure software, establish user accounts, etc. on the classroom systems and conducting testing to ensure that everything is functioning properly when the class begins.

· Ensuring the training systems are restored to the default system configurations, following the conclusion of the class.

· Ensuring that all training systems are updated as necessary with new service packs, security updates, etc. to comply with DON and DOD security requirements.

	1.2.8
	OPPS Coverage
	Ensuring that support is available on a 24 hour per day, 7 day per week basis.

Includes:

· Providing OPPS coverage at NMIMC and BUMED for all time periods not covered under the PPS.  The support provider is not normally expected to provide on-site staffing coverage for OPPS support.  Routine coverage is accomplished by remote monitoring of a pager or other alerting device. The Government provides the support provider with pagers and/or cell phones for this purpose. 

· Developing and publishing standard operating procedures for after hour service requests (Deliverable 97).

· Answering the page/alert device within 10 minutes of an alert.

· Beginning active problem solving as specified by the standard operating procedures for response to incidents within 20 minutes.

· Responding on-site at either NMIMC or BUMED within 45 minutes of notification, if directed by the Government.  The Government will provide a list of contacts that are authorized to initiate this process. 

· Complying with all Navy or Campus security regulations for National Naval Medical Center, BUMED and NMIMC.  The Government will provide current security policies and any changes.

	1.2.9
	Emergency Support
	Providing on-site and/or remote staffing coverage during the OPPS coverage period in periods of high alert status for possible intrusion or other security incident activity, if so directed by the Government Project Manager.  Additionally, responding to any requests for emergency on-site support from the Government Project Manager during the Out-of-PPS coverage period. Arrival on-site at either NMIMC or BUMED within 45 minutes of a notification that emergency on-site support is required.

	1.2.10
	Maintenance
	Providing maintenance and support services called for by the Government. Includes administration, configuration and access control, basic troubleshooting and maintenance of NMCL Annapolis/NMIMC/BUMED network servers and security systems.  Also includes applying software maintenance processes at, or equivalent to, the SEI CMM Level II, or higher.

	1.2.10.1
	Call Center
	Providing the necessary support and resources to operate customer support functions to include, but not limited to, help-desk facilities, dial-up access to provide information, tools, techniques and procedures to assist information systems users at all levels, automated support for management of the customer service function, problem reporting and resolution of customer problems, and support to new and existing customer information and support centers.

	1.2.10.2
	Remedy Electronic Tracking and Reporting
	Recording all customer inquiries and trouble tickets in an electronic tracking and reporting system.  Including using Remedy (or Contractor proposed alternative system) and relevant web-enabled software technology to capture and integrate all levels of users' queries.

	1.2.10.3
	Problem Call Logs
	Maintaining a log of active and inactive calls, including all interactions between the customer, support engineers, other support agents and NMIMC management staff.

	1.2.10.4
	Problem Call Prioritization and Resolution
	Assigning a priority of High, Medium or Low to all trouble tickets based upon the criteria specified by the Government.  Expected time frames for resolution of each ticket priority are provided in the criteria.  Includes providing a weekly report of all unresolved trouble tickets by priority and current status of each ticket (Deliverable 78).

	1.2.10.5
	Problem Call Escalation
	Developing and implementing procedures to facilitate “real-time” trouble ticket tracking and escalation (Deliverable 79) to the next service tier in the event tickets are not expeditiously resolved.  These procedures include escalation to manufacturers and maintenance vendors for Tier 3 support.

	1.2.10.5
	Problem Call Tracking
	Providing users with the ability to track progress as well as resolution options employing a knowledge-based database (Deliverable 80).

	1.2.10.6
	Problem Call Analysis
	Providing a capability to support trend and problem analysis. Identifying trends which could affect the stability of the NMIMC and BUMED network and end user computing environments and developing/documenting/reporting appropriate corrective actions to the Government Project Manager and COR (Deliverable 81).

	1.2.10.7
	Problem Call Customer Feedback/Survey
	Collecting and assessing customer feedback and satisfaction with the services provided.  Includes developing a Customer Satisfaction Survey (Deliverable 82) to collect customer feedback on the Help Desk staff’s ability to provide knowledgeable, timely, and courteous service.  Additionally, this survey should capture information documenting customer notification of ticket closure with descriptions of the problem and its resolution.  Also includes analyzing the completed surveys and documenting the results in the Monthly Performance Metric Report (Deliverable 83).

	1.2.10.8
	Problem Call Ticket Disposition
	Ensuring that an open trouble ticket is not closed until problem resolution is completed, and notifying each customer regarding problem resolution prior to closing the ticket.  Note:  The Customer has 2 working days to verify that the problem has been successfully resolved.

	1.2.10.9
	Problem Call Monthly Performance Metrics
	Preparing and submitting a monthly performance metrics report (Deliverable 83) summarizing data for the monthly and cumulative period of the contract and including all critical performance data identified by the Government in the project PBSOW.   The target performance standards referenced in the table are as documented in Section 6.4, Quality Assurance of the project PBSOW.

	
	
	

	1.3
	NETWORK OPERATIONS CENTER
	

	1.3.1
	Scheduling
	Coordinating and interfacing with Government managers, technical and administrative staff, vendors, and other personnel to facilitate required network changes.

	1.3.2
	Certification
	Performing post implementation certification for products professed by industry to be possibly incompatible or in conflict with legacy systems, software, or devices, and identifying those products to the Government Project Manager).

Includes:

· Staging, in a test bed environment, of products requiring certification and endorsement.

· Developing a test plan for the certification testing and submitting it to the Government PM (Deliverable 68).

· Evaluating the product, following approval of the test plan, providing the results to the Government Project Manager. (Deliverable 69). 

	1.3.3
	Migration
	Migrating users from one platform to another when required as a result of new product implementation or product redistribution.

	1.3.4
	Network Design
	Performing network design and design reviews for new elements being introduced to the NMIMC/BUMED network environments (Deliverable 70).  Also includes analyzing proposed program initiatives and system deployment efforts and providing recommendations and cost effective alternatives (Deliverable 71).

	1.3.5
	Network Health Assessment
	Performing regular monitoring of individual server and overall network health, providing reports that identify any problems, and recommending corrective action to the Government Project Manager (Deliverable 72).

	1.3.6
	Network Management Server (NMS) Support
	Operating and administering the NMIMC HP OpenView NMS system.  Includes, but is not limited to, the following tasks:

· Providing centralized coordination of resources to monitor, control, and manage the NMIMC and BUMED computing environments. 

· Monitoring network infrastructure components, systems, databases, and applications such that problems can be resolved before end-user is affected.

· Resolving problems using automatic actions initiated by Intelligent Agents.

· Collecting, auditing, and analyzing information relevant to optimizing network performance (including support for capacity planning studies). 

· Providing solution engineering support to resolve problems, deficiencies, and on-going NMIMC and BUMED network management needs. 

· Developing and improving the NMIMC NMS as needed to enable the NOC to provide state of the art Tier 2 support capability to NMIMC and BUMED users.  

· Performing systems administration for the NMS and all software on the system. 

· Educating and training the Government's site personnel on the NMS.

	1.3.7
	“End-to-End” Network Performance Metrics
	Developing and maintaining "end-to-end" network performance metrics to analyze overall network performance (Deliverable 73).

Includes:

· Using the metrics to develop rules and responses to automatically rectify recurrent network administration or performance problems (Deliverable 74). 
· Facilitating the movement of existing LAN probes location to a new segment for analysis.

· Participating and providing expert consultation to NMIMC technical teams.

	1.3.8
	E-mail Server Support
	Administering the NMIMC, BUMED and NMCL Annapolis Exchange, Blackberry and Outlook Web Access e-mail servers, as well as the BUMED Post.Office list server, in accordance with the procedures and policies contained in the Navy Medical Windows NT/2000 and Exchange Architecture document.  Includes, but are not limited to, the following: 

· Creating and maintaining user accounts, distribution lists, and public folders and calendars.

· Backup schedule adherence and verification, conducting daily audits of server log activity, and maintaining and archiving the log files.

· Maintaining anti-virus e-mail gateway software, schedules, and virus name lists, and providing troubleshooting assistance to other Navy Medical activities in installing and updating anti-virus e-mail gateway products. 
· Installing software, such as patches and fixes.
· Examining queues and monitors and taking corrective action.
· Monitoring disk utilization and message aging policies 

· Working with the NMIMC Exchange Consulting Group to maintain operation of the Navy Medicine Global Address List and e-mail gateway and test and evaluate new products; as well as other Exchange administrators within the NAVMED-US site to discuss, set, and implement any new policies and/or procedures. 

· Assisting Exchange administrators at other Navy Medicine activities with problem resolution and development of new strategies.  These administrators may be responsible for supporting Exchange servers both within and external to the NAVMED-US Exchange site.

	1.3.9
	Cable Plant and Telephone System Support
	Managing the NMIMC cable plant and telephone system.  These responsibilities include, but are not limited to, the following: 

· Administration of the NMIMC Lucent telephone switch, including account creation, deletion and modification. 

· Installation, termination and testing of data and voice cables within the NMIMC workspaces as necessary to support user connectivity requirements. 

· Making necessary changes at the network and telephone patch panels to establish voice and data connectivity to needed locations within the NMIMC workspaces. 

· Maintaining an inventory of all voice, data and video teleconferencing lines and circuits at NMIMC (Deliverable 75).

· Ensuring that all circuit connections at the network and telephone patch panels is clearly labeled to facilitate any necessary reconfiguration and troubleshooting. 

· Issuing recommendations to the NMIMC Telecommunications Service Control Officer (TSCO) on underused lines and circuits that can be terminated (Deliverable 76).  

· Generating reports of long distance and local calls made through the Lucent telephone switch and providing these reports to the NMIMC TSCO (Deliverable 77). 

· Serving as technical consultant for evaluating and implementing new communications requirements. 

· Providing support for installing, maintaining and training users in the use of voice over IP and unified messaging capabilities as needed.

	1.3.10
	Develop and Maintain Site Topology
	Developing and maintaining detailed physical layer diagrams on the conduit and cabling throughout the NMIMC, BUMED and NMCL Annapolis network infrastructure.  Includes developing and maintaining high-level drawings that identify servers, routers, switches and other network components. Also includes providing detailed and high level Site Topology updates (Deliverable 91) on a quarterly basis.  

Note:  Project SOW Appendix G provides a current representation of the NMIMC, BUMED and NMCL Annapolis networks.

	1.3.11
	Hardware/Software Implementation Plan
	Developing appropriate implementation plans to install new hardware equipment or software applications, when directed by the Government Project Manager.  The Implementation Plan (Deliverable 92) includes participants (roles and responsibilities), schedule of tasks and activities, potential risks (with appropriate mitigation strategies), test/contingency plans, logistical requirements, and training methodologies.  Also includes submitting the implementation plan within ten working days following notification by the Government Task Manager.

	1.3.12
	NOC Standard Operating Procedures
	Developing and documenting network operation center standard operating procedures (Deliverable 94).  This includes:

· Listing of all hardware and software supported by the NOC (including model and version numbers)

· Identifying day-to-day monitoring and reporting requirements 
· Establishing performance metrics and data collection techniques for the communication infrastructure
· Developing disaster response and recovery procedures / processes, including a startup and shutdown protocol.

	1.3.12.1
	Review of Proposed Guidance and Policies
	Reviewing, at the Government's request, proposed information assurance and network operations guidance, directives, and policies for technical merit, capability, and compliance with all standards and requirements (Deliverable 96).  Includes providing the COR and the Government PM with a report that contains the comments on the document that was reviewed, including the full justification for all recommended changes.

	1.3.13
	Maintenance
	Providing maintenance and support services called for by the Government. Includes administration, configuration and access control, basic troubleshooting and maintenance of NMCL Annapolis/NMIMC/BUMED network servers and security systems.  Also includes applying software maintenance processes at, or equivalent to, the SEI CMM Level II, or higher.

	1.3.13.1
	Planned, Preventive, and Emergency Maintenance
	Providing support for the maintenance of software and/or hardware for the current systems and systems delivered during the period of performance to include, but not be limited to: analysis of problem or change request(s), preparation of resource estimates and schedules to effect necessary changes, conducting testing of all changes, completing and/or updating all documentation affected by the required change(s), and coordinating change implementation through appropriate approvals as required by the defined configuration management procedures.  Includes developing a Contingency and Continuity of Operations Plan (COOP) to specify planning for the remediation of specific systems, equipment, software, and/or operations in the event of critical impact resulting from natural, accidental, or intentional events (Deliverable 38).

	1.3.13.2
	Server Maintenance and Administration
	Maintenance to include:

· The Contractor shall providing day-to-day operations and maintenance for specified servers at NMIMC,  BUMED and NMCL Annapolis (e.g., differential daily backups, full weekly and monthly backups, and regular performance monitoring and diagnostic activities). 

· Providing system administrator services for specified servers on the NMIMC, BUMED and NMCL Annapolis networks, including adding/modifying/deleting users and accounts, installing new software and software upgrades, and implementing new directories and shared services. 

· Providing troubleshooting capabilities to resolve problems associated with legacy applications and newly acquired products, and coordinating activities with responsible vendor(s) to facilitate and manage problem resolution, as well as implementing new products. 

· Modifying the addresses, domains, and reverse-address mapping for both primary and secondary Domain Name Service (DNS) and Windows Internet Name Service (WINS) servers.  Updating these servers to support identification of sub-domains, servers and network address space located at other Navy Medicine activities, when directed.  

· Proactively acquiring and installing required software patches as supplied and recommended by the manufacturer of software products, and or, as required by the Department of the Navy or DoD.

· Installing, configuring, and operating Government-furnished servers, printers, and other network hardware as required. 

· Loading and writing scripts as needed to facilitate server access, system backups, and user logins.

	1.3.13.3
	Infrastructure Maintenance and Administration
	Maintenance to include:

· Providing day-to-day operations and maintenance for routers, switches, bridges, and hubs at NMCL Annapolis, NMIMC and BUMED, as well as maintaining support for connections to the NIPRNET and other activities on the Bethesda campus network.   

· Documenting the presence of new network and infrastructure components and developing a support process and checklist for each device and service function (Deliverable 84). 

· Providing monitoring, troubleshooting and regular diagnostic testing and maintenance services. 

· Providing configuration, upgrading, and alteration activities to all network infrastructure routers, switches, bridges, and hubs. 

· Assisting other Contractors and government personnel in the effective and efficient operations of all network and information technology infrastructure as well as maintaining support for connections to the NIPRNET and other activities on the Bethesda campus network.

· Recommending changes to computer room spaces to better utilize existing floor space, add new hardware, test and evaluate new equipment, etc.

· Providing statistical information to support recommendations regarding potential upgrades of existing NMIMC/BUMED servers, infrastructure component, or architectural platforms (Deliverable 85). 

· Using information provided by server/network monitoring software and other tools to proactively address potential network or infrastructure outages before incidents become catastrophic.

	1.3.13.4
	Hardware/Software Inventories
	Periodic updating of inventories of software and hardware support tools used by NMIMC Information Assurance, Help Desk and NOC staff (current list found in Appendices D, H and J of project SOW) (Deliverable 89). 

Also includes:

· Creating and maintaining a software inventory/library that ensures all software currently used at NMIMC and BUMED is properly licensed.

· Identifying and cataloguing software, ensuring at least one copy of each software product is available (Deliverable 90).  

· Submitting follow-on inventories at six month intervals starting 180 calendar days after the initial inventory is delivered.

	
	
	

	1.4
	TECHNICAL MANAGEMENT
	

	1.4.1
	Management Plan
	Developing a Management Plan for Government approval. (Deliverable 2).  Following Government approval of the plan, applying it to manage, track and evaluate the project or task performance.  This Management Plan consists of control policies and procedures in accordance with standard industry practices for project administration, execution and tracking.  This  Management Plan includes the following:

· Identification of milestones where Government information, activity, equipment, material, facilities, etc. is required and timeline dependencies for subsequent activities.

· An Integrated Master Management Plan (IMMP) describing the overall management approaches, policies and procedures including suggested project metrics.

· A detailed staffing plan with key personnel approved by the Government.

	1.4.2
	Policies and Standard Operating Procedures
	Developing policies and standard operating procedures in support of NMIMC and BUMED information assurance and information technology efforts.

	1.4.2.1
	Review of Proposed Guidance and Policies
	Reviewing, at the Government's request, proposed information assurance and network operations guidance, directives, and policies for technical merit, capability, and compliance with all standards and requirements (Deliverable 96).  Includes providing the COR and the Government PM with a report that contains the comments on the document that was reviewed, including the full justification for all recommended changes.

	1.4.3
	Progress Reporting
	Preparing and delivering a Monthly Progress Report (Deliverable 3).  This MPR outlines deliverables submitted, problems encountered, and schedule deviations.  In addition, this MPR includes:

· Price and schedule performance using the Contractor-extended Work Breakdown Structure (WBS), the current price and level of effort (i.e., hours worked by task), and projected monthly and cumulative costs (burn rates are calculated as a function of time and include projections and actual expenditures in both spreadsheet and line graph format).

· Anticipated activity for the next reporting period.

· Description of any travel or unique services provided.

· Identifying, discussing, and analyzing significant events (i.e., Network issues or potential problems affecting information security / system performance 

· Providing security recommendations in response to detected activity.

	1.4.4
	Status Reporting
	Providing a weekly e-mail, at noon on Fridays, to the GPM summarizing the week’s accomplishments and plans for the following week (Deliverable 49).  Additionally, maintaining a daily log of hours expended in support of the PBSOW (Deliverable 50) at NMIMC.  The log shall be updated to reflect hours expended while staff is physically away from NMIMC on contractual business as soon as the staff return to NMIMC.

	1.4.5
	Meeting Support
	Providing Meeting Support, as directed by the Government PM, to include coordinating of the meeting agendas, logistics (location, remote access options, read ahead materials, etc.), scheduling, and other support / facilitation services as deemed appropriate (Deliverable 51).

	1.4.6
	CWBS Development and Maintenance
	Extending the Government-provided WBS to the contract level.  This WBS represents how a Contractor plans to accomplish the entire work scope and be consistent with Government organizations and processes.  An extended WBS (Deliverable 4) serves as the framework for contract planning, budgeting, and reporting of cost/price and schedule status to the Government.

This includes:

· Identifying major elements of subcontracted work in the extended WBS.

· Producing definitions for any extended WBS elements in accordance with MIL-HDBK-881 and submitting to the Government for approval.

· Preparing and delivering a WBS Dictionary (Deliverable 5) describing the efforts under a contract associated with each WBS element.

· Ensuring that the MPRs are tied to the WBS.

	1.4.7
	Program Reviews
	Planning and conducting regular, routine meetings with the Government to review progress and status of activities under a contract.  Each review provides insight into expenditures, staffing, progress, risks, and status of Government furnished equipment (GFE), including Contractor purchased, Government owned items.  Includes providing project briefings addressing cost/price, schedule, performance, and status of each key element of this delivery order, noting any problems or risks and alternative and recommended solutions.  Additionally, ensuring that agendas (Deliverable 10) and meeting materials (Deliverable 11) are provided to Government participants prior to the meeting and that data presented at program reviews is current within not more than ten (10) days. 

	1.4.8
	Quality Control Plan
	Preparing and adhering to a Quality Control Plan (Deliverable 12) describing the management of the project or order to achieve the established standards set forth in the performance standards summary matrix in Section 6.4.2 of the project PBSOW.

	1.4.9
	Transition Support and Start-Up Plan
	Transition support and plans to include:

a.          Incoming Transition.

· 
Developing a start-up plan for incoming transition to a new provider.

· Coordinating with the Government in planning and implementing a complete transition to a Contractor's support model.

· Collaborating with the Government to develop and deliver the Start-up Plan (Deliverable 13). The Government designates an overlap period for the incoming vendor to coordinate and work with the incumbent vendor.

The Transition Plan includes, but is not limited to:

· Coordination with Government representatives,

· Review, evaluation and transition of current support services,

· Transition of historic data to new Contractor system, 

· Government approved training and certification process, 

· Orientation phase and program to introduce Government personnel, programs, and users to a Contractor's team, tools, methodologies, and business processes,

· Distribution of Contractor purchased Government owned assets,

· Transfer of Government Furnished Equipment (GFE) and Government Furnished Information (GFI) assets,

· GFE inventory management assistance,

· Distribution of existing staff, and 

· Draft Customer Satisfaction Survey.

b.
Outgoing Transition.

· Developing a draft plan (Deliverable 14) for transitioning work from an active contract or delivery order to a follow-on provider.  (Note that the transition may be to a Government entity, another Contractor or to an incumbent Contractor under a new contract vehicle).

· Assisting the Government in planning and implementing a complete transition from this contract to the follow-on provider, in accordance with the Government approved plan.  Coordinating with Government and follow-on provider staff and managing and delivering copies of existing policies and procedures, and delivering of required metrics and statistics.

	1.4.10
	Security Management Plan
	Identifying as security-critical those core items (hardware, software, or business processes) whose failure could lead to a breach of network or system security, in accordance with the Navy’s Information Assurance (IA) Program (OPNAVINST 5239.1B) and other security documents outlined in Section 8.2 of the project PBSOW.

Includes:

· Developing a security assurance strategy to ensure that the requirements, design, implementation, and operating procedures for the identified product minimize or eliminate the potential for breaches of network or system security, for each risk identified.  

· Recording the strategy in the Security Management Plan (Deliverable 15), implementing the strategy as directed by the Government PM, and producing evidence, as part of required software products, that the security assurance strategy has been carried out.

	1.4.11
	Information Assurance Background
	Providing documentation, data, and access as required to any components of federal information systems that it supports to assist the Government in attaining Certification and Accreditation in accordance with OMB Circular A-130, “Management of Federal Information Resources."

Includes:

· Completion of the ADP Security package and approval for working information systems, by all Contractor personnel working on government networks.

· Providing documents, data, and access as required for any systems supported that undergo major changes and require re-certification.

· Providing access to documents, data, and facilities as required for annual systems reviews.

	1.4.12
	Personnel Security Clearances
	Ensuring personnel security clearances to include:

· Requiring access to classified data at the Secret level to perform this contract.

· Providing verification of ongoing/completed investigations and interim/approved security clearances for employees assigned to the project to the NMIMC Security Manager prior to the commencement of work.

· Revalidating security clearance verification on an annual basis using the standard Visit Authorization Request (VAR) format.

· Ensuring personnel will have a minimum of an interim Secret Security Clearance granted by the Defense Industrial Security Clearance Office (DISCO) prior to starting work under this contract.

· Completing the local NMIMC IT access authorization requirements.

· Handling and safeguarding any unclassified but sensitive and classified information in accordance with appropriate Department of Defense security regulations.

· Reporting any security violation immediately to the Government Project Manager and NMIMC Security Manager.

Also includes:

· Designating all personnel as IT-I, IT-II, or IT-III as defined in DoD Regulation 5200.2-R, and ensuring that all Personnel Security and all contractor personnel receive the appropriate Security Clearance commensurate with their designation.

· Subjecting all personnel to  of a favorably adjudicated NAC prior to issuance of a DoD building pass, pursuant to DoD Directive 5210.46, each person determined by the designated authorities of the DoD Components concerned as having official need for access to DoD buildings in the National Capital Region 

· Ensuring that all sensitive or classified information received and/or generated under this contract is the property of the U.S. Government regardless of proprietary claims and contacting the COR-DO, upon completion or termination of the contract, for information destruction or disposition instructions.

· Adhering to NMIMC local security plans and Standard Operating Procedures (SOPs).

· Protecting personally assigned information system passwords, ensuring the passwords are not divulged to any other person.

· Appropriately displaying security identification badges while performing work within NMIMC and BUMED facilities, and returning the badges upon completion of the project or as otherwise required.

· Ensuring that NMIMC retains the right to request removal of Contractor personnel, if a clearance cannot be obtained, or whose actions, while assigned to this contract, clearly conflict with the interests of the Government, regardless of their prior clearance or adjudication status.  The reason(s) for removal will be fully documented by the Contracting Officer.

· Obtaining additional security related information may be from the NMIMC Information Systems Security Officer (ISSO).

Refer to DD Form 254 for all details.

	1.4.13
	Configuration Management
	Conducting CM on all software, systems, and documentation called for in accordance with NMIMC CM requirements.  Also includes developing a CM Compliance Plan (Deliverable 16), describing procedures and policies that will ensure that the Contractor, as well as all sub-Contractors performing under the contract, will perform in full compliance with NMIMC-approved CM policies.

	1.4.14
	Commercial Off The Shelf (COTS) Solutions
	Assisting the Government in identification and selection of COTS solutions for use in or with the NMIMC systems.  Specifically includes:

· Conducting Market Surveys to identify commercially available products to meet Government defined requirements, and applying a standard methodology (Deliverable 22) for ensuring that this activity appropriately surveys the entire market and gives fair opportunity to all businesses.

· Analyzing the results of the market survey performed encompassing each functional area identified by the Government and assisting the Government in compiling a list of vendors (Deliverable 23) in each functional area for further evaluation.

· Developing proposed, detailed criteria (Deliverable 24) to assist the Government in down-selecting and final selection of COTS products.

· Assisting the Government in developing a strategy for further down-selection from the potentially extensive list of vendor solutions against criteria.  Sample criteria include technical approach, market presence (share of market), functional fit-gap analysis, scalability to enterprise scope, and currency to HIPAA compliance, etc.

	1.4.15
	Training Planning
	Planning and conducting formal training for all levels of information system managers and users.  Includes developing a training plan for end users and system administrators to specify training approaches, methods, schedules, tools, and curricula (Deliverable 33).  Additionally, includes proposing class schedules to address customer needs identified using call analysis, customer surveys, and feedback reports.

	1.4.16
	Training Materials Development
	Developing training materials (Deliverable 54) to support class delivery as computer-based training in a PowerPoint format that is compatible with the Government's Navy Medicine Online portal facility, following Government approval of a training plan.  Reproduction of materials shall be performed in accordance with page and quantity limitations referenced in FAR Subpart 8.8.  Also includes updating and modifying the courses as necessary to maintain currency with new information assurance requirements.

	1.4.17
	Training Presentation
	Planning, scheduling, and conducting Government approved training programs (Deliverable 55).  Training may include train-the-trainer or training students using appropriate formats (over-the-shoulder, hands-on, or classroom setting). Also includes documenting lessons learned in the next monthly progress report and modifying the training plan and resources as appropriate, following completion of the training.

	1.4.18
	Service Level Agreements (SLAs)
	Agreements to include:

Note:  The NMIMC Directorate for Information Technology Services has entered into a number of Service Level Agreements (SLAs) with different customers for support of their servers (refer to Appendix E of the project PBSOW for a list of current SLAs).

· Providing support to these customers as required by the terms of the SLAs.  The majority of the current SLAs are limited to providing data backup and recovery services and installation of security patches and other operating system updates; however, some SLAs provide for more extensive support.  

· Reservation, by the Government, of the right to initiate Task Order clarifications to add new systems if programmatic/funding offsets cannot be identified from the applications, software, and hardware products that will no longer be supported.  (i.e., work load resulting from implementation of new system is not offset by the elimination of existing services, hardware, or software). 

· Providing a separate proposal or price quote addressing training, certification, and travel requirements prior to new application in the event the Government requires new systems software/hardware system implementation.

· Providing time and resource estimates for support that is requested in proposed SLAs due to the fact that it is expected that new SLAs will be implemented during the period of performance of the PBSOW.

· Providing the required support if the proposed SLA is implemented by the Government.

	1.4.19
	Review and Approval of Deliverables
	Review of Deliverables to verify standards of quality.
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