MILVETS has three network administrators supporting SRA on the MSC AFLOAT Contract.  All three of MILVETS’ staff work in the Alternate NOC in San Diego.  The Scope of work is:

SUBTASK 2.1 - NETWORK ADMINISTRATION
The contractor shall provide support to SRA in the performance of daily network management and support services at MSC’s ANOC.  Contractor support may include any or all of the following: 

· Provide twenty-four hour, seven days per week (24/7) operations and administration support for all of MSC ANOC's network servers.

· Monitor and implement all software programming, database updates, and user related profiling ensuring secure, complete, and accurate processing of message transfers.

· Provide 24/7 expert technical support for all MSC ANOC systems and software.

· Perform routine and preventive maintenance on all hardware and software in accordance with established MSC, Navy planned maintenance guidelines, and recognized good commercial practices.

· Provide network management of all ANOC-supported Local Area, Wide Area and Dial-in Networks (classified and unclassified).

· Conduct technical research and resolve problems associated with network operations as needed.

· Provide technical services support, as required, to collect and analyze test data, provide comprehensive technical reports including recommendations on procedures and equipment.

· Provide Quality Assurance for C4S equipment through participation in the performance verification and the Pre-Installation Technical Check Out (PITCO) process.

· Respond to afloat systems trouble calls referred by MSC’s Global Helpdesk. 

· Provide CLAN Password Management: ANOC contractors frequently reset “locked out” user passwords and or change the local account used by technicians update patches, create accounts and perform scheduled and unscheduled maintenance.

· Provide CLAN Account Creation: ANOC contractors may be required to create accounts via Cixtrix ICA connection as required when technical support is unavailable. (Ship’s schedule precludes direct access to the server by technical afloat personnel).

· Provide CLAN General Support: ANOC Contactors may be required to remotely update software applications, add printers and printer drivers, clear printer queues, create Outlook profiles and map user profiles to folders.
        

 SUBTASK 2.2 - IAVA IMPLEMENTATION AT ANOC
The contractor shall provide support to SRA in accomplishment the following:

· Review Information Assurance Vulnerability Alerts (IAVAs) as they are issued.  

· Ensure that any software patches released with an IAVA will not adversely impact the functionality of the application(s).  

· Inform the Government client of any system vulnerability and status of fixes (i.e., number completed, estimated time to completion, etc).  

· Incorporate the software patches and ensure compliance with all IAVAs.

· Update all system and configuration management documentation to reflect the software patches.  This includes updating the Vulnerability Compliance Tracking System (VCTS). 



SUBTASK 2.3 - NIPRNET ACCESS
The "NIPRNET," the Unclassified but Sensitive Internet Protocol Router Network (formerly called the Non-secure Internet Protocol Router Net), is a network of Internet protocol routers owned by the DoD. Created by the Defense Information Systems Agency (DISA), NIPRNET is used to exchange unclassified but sensitive information between "internal" users. It can thus be distinguished from the Secret Internet Protocol Router Network (SIPRNET), which is used by the DoD to exchange classified information in a totally secure environment. NIPRNET is also increasingly used by the DoD to allow its personnel to gain access to the Internet without leaving their own computers open to "reverse entry" by hackers, foreign militaries, terrorists, etc.

In support of SRA, the contractor shall troubleshoot NIPRNET related problems that can stem from web browsing and web site access related issues.   Troubleshooting often involves coordinating with the service provider (DISA), MSC designated connectivity group (other contractors), information assurance group (contractors and MSC personnel), and/or clients that access the Internet through the ANOC.   Contractors frequently have to coordinate with shipboard personnel that are unfamiliar with their own infrastructure. 

ANOC connectivity to MSCHQ is comprised of a frame relay virtual private network Permit Gate 2550 device.  This circuit is maintained 24/7 365 days per year.

The primary device that is used (to route Internet Protocol (IP) to and from BEST configured ships and to the ANOC's internal network) is a Cisco 7603 router.  Routes are based on assigned sub interfaces, subnets, network addresses and Data Link Connection Identifiers, which are also defined in the SDM 9385 Frame Relay Access Devices, which are part of the BEST infrastructure.   

The NIPRNET connection at the ANOC provides services for the ANOC, 60 plus ships and 20 plus remote clients with Hypertext Transfer Protocol (HTTP or web browsing), File Transfer Protocol (FTP) and email services to and from various commercial, educational and government offices or sites.

Connectivity to and from the NIPRNET cloud via the ANOC is comprised of two Symantec Raptor Firewalls, which provide security based on a series of rules, which permit or deny access based on protocol, network address and/or port.  Three (3) Cisco 3550 switches are used for interconnectivity to firewall web proxy, SMTP mail relay and Intrusion Detection Servers, which are monitored by the ANOC staff and maintained by MSCHQ's Enterprise Network Operations Center (ENOC) Connectivity and Information Assurance (IA) teams.

The contractor shall support SRA in execution of the following: monitor the NIPRNET connectivity and open trouble calls when necessary with the MSC Global Helpdesk.  If escalation is required, SRA will open a trouble call with DISA.



SUBTASK 2.4 - SIPRNET ACCESS
SIPRNET replaces the Defense Data Network (DDN) Defense Secure Network One (DSNET1) as the SECRET portion of DISN. Its complete architecture will be achieved by constructing a new worldwide backbone router system. The primary method for secret-level network connectivity is via Base secret-level networks, which in turn provide Base Router connectivity to SIPRNET. Various DoD router services and systems will migrate onto the SIPRNET backbone router network to serve the long-haul data transmission needs of the users. Transmission services will use smart multiplexer and 512 kilobits per second (kbps) channels. Other transmission services will be acquired or leased as needed. Future expansion will progress to the T1 circuit data rate of 1.544 Megabits (Mbps) and potentially to the T3 data rate of 45 Mbps.  High-speed packet switched service will be provided through the use of IP routers. This SECRET router layer of the DISN is intended to support national defense C3I requirements, to include the issuing of COMSEC keys used with the Secure Telephone Unit-III (STU-III) to make secure dial-up SIPRNET communications server connections. 

The SIPRNET has matured to be the core of the MSC warfighting command and control capability. Many expeditionary commanders ask for SIPRNET ahead of secure voice when deploying their forces. SIPRNET is fast becoming the defacto standard of preferred data services to NIPRNET. The SIPRNET is the new, worldwide router-based network replacing the older X.25-based packet switched network DSNET1 of the DDN. 

The initial SIPRNET backbone router network went online 3 March 1994. Subscribers within DoD and other Government Agencies are able to use the SIPRNET for passing data and email at the Secret-Not Releasable to Foreign Nationals (SECRET-NOFORN) classification level.

The SIPRNET connection at the ANOC provides services for the ANOC, 60 plus ships and 20 plus remote clients with Hypertext Transfer Protocol (HTTP or web browsing), FTP and email services to and from various commercial, educational and government offices or sites.

The SIPRNET connection at the ANOC provides services to the ANOC, 60 plus ships with HTTP or web browsing, FTP email services and MS and Lotus Same Time Chat to and from various government offices or sites.  Connectivity to and from the SIPRNET cloud, via the ANOC, is comprised of a CISCO router and Taclane, which is used to create a virtual private network (VPN) or tunnel BEST equipped ships over the BEST network to ANOC's internal SIPRNET network. A router and DNS server provides routes and names to IP resolution for SIPRNET web browsing. The ANOC's SIPRNET connection is a point-to-point encrypted T1 line to our Service provider. 

The contractor shall support SRA in troubleshooting SIPRNET related problems that generally stem from web browsing, web site access, Microsoft and Lotus Sametime Chat and or crypto equipment related issues.

Troubleshooting often involves coordination with the service provider (DISA), the local Area Control Center (ACC) for cryptographic related matters and MSC designated SIPRNET infrastructure personnel (contractors and MSC employee's) and or clients that access the Internet though the ANOC.  Contractors frequently coordinate with shipboard personnel that are unfamiliar with their own infrastructure.  

BEST equipped ships access the ANOC's SIPRNET network via Taclane VPN. Routing statements within the ANOC's Cisco 7603 and shipboard routers facilitate the path.

SRA with, contractor support, shall monitor the SIPRNET connectivity and open trouble calls when necessary with the MSC Global Helpdesk.  If escalation is required, the contractor will open a trouble call with DISA.



SUBTASK 2.6 - E-MAIL SERVICES
The contractor as part of the SRA Team shall provide the following "Postmaster" functions on the installed unclassified and classified e-mail systems.  


Monitor all connectors between email systems and network.


Conduct database maintenance on systems


Perform initial troubleshooting.


Maintain email accounts.


Perform remote diagnostics of shipboard Exchange servers.


Provide assistance to shipboard personnel in response to trouble calls assigned from the MSC Global helpdesk.


Backup e-mail databases and restore as needed.

The contractor as part of the SRA Team shall maintain the following services:


Unclassified Cc:Mail  - The cc:Mail infrastructure is comprised of a hub Post Office and three subordinate Post Offices, which support remote cc:Mail Post Offices on various ships within MSC. The Hub Post Office also functions as the gateway for Internet mail to and from the remote Post Offices via their home/subordinate though a dedicated connection to the designated Exchange Server at the ANOC.  Remote Cc:Mail Post Offices exchange mail with their home Post Office via dial-up analog modem and Transmission Control Protocol/Internet Protocol (TCP/IP) session for BEST enabled ships.  Three workstations at the ANOC are configured to support cc:Mail and facilitate the connection and mail transfer to/from remote post offices. 


Unclassified Lotus Notes - The Lotus Notes Server currently supports over 180 dial up clients who access the server to retrieve General Service (GENSER)  naval message traffic that has been parsed to their account based on the users message guard. Users can exchange mail with each other through the use of a common directory and send and receive mail to outside users based on Internet email addresses listed in the users personal address book.


Remote Access to Unclassified Systems (RAUS) - The RAUS is comprised of an Intel Shiva communications sever and RSA Remote Access token-based system that is used as a secondary set of authentication checks and balances for unclassified dial up users. The Shiva communications platform can support up to 23 simultaneous dial up connections and affords users access to email and or NIPRNET browsing. 


Classified and Unclassified MS Exchange - ANOC contractors manage and maintain MS Exchange Servers.  Support and troubleshooting includes assisting clients with Outlook configuration and the use of address directory search tools such as Lightweight Directory Address Protocol (LDAP).    The ANOC maintains six unclassified Exchange Bridgehead Servers, which hosts 60 remote/shipboard Exchange Servers.  Monitoring is accomplished by periodic checks of local Exchange connectors by the ANOC staff and an agent/host-based software-monitoring product called Net IQ App Manager.



SUBTASK 2.9 - DEFENSE MESSAGING SYSTEM (DMS) SERVICE
The contractor as part of the SRA Team shall be responsible for administration of MSC non-NMCI Exchange servers to include DMS Administration.  The contractor shall plan, coordinate, and implement Field Engineering Notices (FENs) approved by DISA.  

The contractor as part of the SRA Team shall interface with military and government messaging personnel in order to maintain 24x7 operational messaging functionality.  (This is one of MSC’s critical missions.)  The contractor shall assist in maintaining and updating MSC’s messaging servers’ enterprise-wide.    

The contractor as part of the SRA Team shall support the Enterprise Messaging Coordinator in coordinating, scheduling and assessing the impact of all modifications to the MSC’s Enterprise Messaging System.  The contractor as part of the SRA Team shall support MSC sites in their testing and maintenance of their respective message Systems.



SUBTASK 2.11 - INTRUSION DETECTION SYSTEM (IDS) OPERATION

MSC uses an IDS as part of their network approach.  There is an IDS currently in use at the ANOC.  It is managed remotely from MSCHQ.  The contractor’s responsibility is to report observed outage thru SRA to the MSC Global Helpdesk immediately.

