1. Help Desk service

a. General Help Desk Requirements

	a. General Help Desk Requirements
	Performing day-to-day problem resolution with respect to any software utilized by ORM employees in the performance of their official duties. See Table 2 for a list of all COTS and government developed applications used in ORM.

Supporting all hardware systems utilized by ORM employees at all ORM locations. This support covers, but is not limited to, Dell, Micron, and Hewlett-Packard Pentium III & IV desktops and laptops, BlackBerry personal digital assistants (PDA), scanners, monitors, printers, and presentation devices.

Manning an on-site Help Desk to support all users. The Help Desk must operate from 7:00 a.m. - 9:00 p.m. (EST), Monday-Friday (except Federal holidays).

Providing remote access support through Proxy to identify and resolve reported problems.

Dispatching a technician to any ORM location for the purpose of dealing with hardware and/or software problems that cannot be solved through Proxy software and that require the physical presence of a technician. Appendix A lists all the ORM locations and number of employees per site.

Interfacing with the appropriate ORM and VA IT staffs to resolve workstation or network problems, as necessary.

The Help Desk will receive and answer calls through a Government furnished Blackberry Personal Data Assistants during non-peak hours. On-call coverage is required during the weekend and evening hours and on Federal holidays. On-site evening, weekend, and/or holiday hours may be required during times of major upgrades or system problems.




b.
Help Desk Staffing Plan

	The contractor will staff the Help Desk as follows:


	Tier I Personnel:     The technicians who answer the telephones on the Help Desk and make first attempt to resolve problems.



	
	Tier II Personnel:   The senior level technicians.



	
	Tier III Personnel:   Program managers, and senior level technicians. They coordinate all activity for all Tiers and are responsible for escalating calls and quality assurance.


c.
Help Desk Responsibilities

	The contractor will staff the Help Desk as follows:


	Logging all calls, inquiries and problems within 30 minutes of receipt.

	
	To the maximum extent possible, analyzing and resolving problems that arise in the computing environment over the telephone, using remote control software (Proxy).

	
	Providing desk side support in Washington DC.

	
	Performing installation, configuration, maintenance, and troubleshooting on all ORM systems, printers, faxes, and scanners.

	
	Determining if the hardware is under warranty, placing the appropriate trouble desk call for the under-warranty systems, and coordinating the replacement of any defective parts under warranty.

	
	Thoroughly documenting all Help Desk tickets to reflect the actions taken on each trouble ticket and the final resolution. Maintaining logs and documenting ticket resolution into the Help Desk database.

	
	Recording and tracking change for moving, updating equipment and software, and provide reports; testing all changes and/or enhancements prior to implementation; and obtaining government approval for the modifications and enhancements prior to implementation.



	
	Analyzing problems that indicate systemic issues, recommending solutions, or escalating unresolved issues to Tier II or Tier III support or regional support personnel, as necessary, to document training requirements of user population.

Implementing Help Desk policy and procedures regarding problem logging, status updates, and corrections.



	
	Ensuring that all ORM desktops, laptops and take-home personal computers are on the latest version of McAfee Virus Scan anti-virus engine and have the latest dat files and associated patches installed.

	Handling move, add, and change (MAC) requests with a minimum disruption to the users.


	The contractor will monitor and document physical (e.g., equipment) and logical (e.g., IP address) MAC installations and re-installations. 

This service is defined as follows:

Moves: A move is defined as the de-installation and reinstallation of a

workstation and all the addressed on a case-by-case basis. Moves may include coordinating with Network Administrators and Exchange Mail

Team Leader.

Hardware Adds: Includes installing new hardware, such as computers, printers, faxes, and new external/ internal devices and device drivers to existing units.

Software Adds: Includes installing new software using server-based or CD

distribution.

Hardware Changes: Includes upgrading (adding functionality), downgrading (removing functionality), or changing an existing hardware unit and associated device drivers, and testing for network connectivity. 

Software Changes: Includes loading the standard software on a new user’s

system, putting network icons on a desktop or customizing an application,

and testing for network connectivity and functionality.

Removal: Includes disconnecting a unit and all external devices, and packaging and moving it to an on-site storage location identified by the ITSD. The Government is responsible for all disposal and excess activities of GFE.




d.
Help Desk Performance Metrics

	Applicable Service Delivery Points: All Workstations and End User Prime Time for service delivery: 7:00 a.m. – 9:00 p.m. Eastern Time, Monday-Friday

The contractor will provide the manpower necessary to staff a Help Desk that meets the service level performance measures established in Appendix B. Specific details concerning these SLAs will be mutually negotiated between the GPM and the contractor. These service level agreements are defined based on the various ORM user groups. Users are classified as Executive and Staff users. 


	The government will provide the contractor with the details of the users in each band. These performance metrics include:




	Technical Effectiveness
	Establishing User Accounts, Update/Reset Passwords, Technical Assistance etc. This measure applies to individual end user/client hardware/software.

Where: Help Desk

Frequency: Monthly

All users

How measured: Call closure reports

from Help Desk tool;

Prime Time 85%

Non-Prime Time: 85%



	Management Effectiveness
	Performance Measure Description: High achievement of management effectiveness is a key goal for this contract. During FY07, contractor recommendations and actions to achieve improvements will be evaluated by ORM-ITS

Frequency:  Measured monthly

Where:  All ORM users using service 

How measured: Validated complaints,

survey tools

All Users 85%

	Customer Satisfaction
	Performance Measure Description: Level of customer satisfaction.

Frequency: Measured every quarter

Where: All ORM users using service

How measured: Customer survey,

random sampling, validated complaints of ORM users.

All Users 90 % satisfactory rating


e.
Help Desk Reporting requirement

	The contractor shall supply written progress reports monthly. These reports shall include, as a minimum:


	· Summary of Help Desk problems by type (hardware, software, network, mission-critical application related, etc.)

· Trend analysis

· Status of ongoing Help Desk enhancements

· Status of ongoing activities associated with the Help Desk maintenance

    and operation.



2. ORM SERVER SERVICES
	The contractor shall operate, configure, and maintain all ORM servers. The services the contractor shall perform include (a) maintaining and upgrading the operating system and other utilities installed on these servers; (b) managing configuration changes; (c) insuring that the servers are constantly on-line and available and (d) backing up user data stored on the servers.

Security on the servers must comply with VA security standards. Group level access is established on the VA’s DVA Domain. Security incident reporting policies are in place. 


	Server Support Tasks

The primary service categories required for server support include:

· Loss Data Recovery

· Downtime Recovery

· User Administration

· Backup and Recovery

	Server Support Tasks

The primary service categories required for server support include:

· Loss Data Recovery

· Downtime Recovery

· User Administration

· Backup and Recovery 

The following server tasks shall be performed by the contractor:
	Initiating, monitoring and reporting the status of backups for all servers.

	
	Tracking, analyzing, and reporting on LAN and server availability.

	
	Ensuring that the backup processes are completed successfully.

	
	Performing day-to-day operations tasks such as server monitoring, server backup

scheduling, routine server recovery and restart; and documenting operational procedures

	
	Maintaining a backup library.

	
	Performing restorations of archived data.

	
	Following Government established backup routines and recommend updates and improvements to current policy and procedures

	
	Ensuring new servers are placed on the backup schedule and backed-up upon deployment.

	
	Providing offsite repository of backup media that can be restored and documented.

	
	Providing a disaster recovery plan and contingency operations plan. [NOTE: The plans are deliverables under the task order. The implementation of the plans will be negotiated after award and separately priced and funded.


b) Backup scheduling and verification
	The contractor shall schedule backups for off-hours execution. Differential backups will be scheduled for execution on weeknights, after 10:00PM. 

Full backups will be scheduled for execution on weekend nights (Saturday or Sunday) early evening to late morning, as appropriate.

The contractor will utilize a media rotation scheme that provides a high availability of version history. Tape media, which will be supplied by the government, will be controlled so as to

minimize the reuse of tapes through the daily, then weekly backup processes. 

Tapes will ultimately be retired after release from archive storage to mitigate the effects of media degradation through repeated use.
	The tape rotation scheme for on-site retained backups will be used as follows:

(Differential) 5 tapes, daily: M, T, W, T, F.

(Full) 4-5 tapes, weekly on early Saturday: 1st, 2nd, 3rd, 4th, and 5th (if needed).

(Archive) copy of last end-of-month full backup set, sent to off-site archive.

Server Backup Log

The Server Backup Log must be maintained to provide a standardized record of server backups accomplished in accordance with the Server Backup Policy. See Appendix C for a template of

the Server Backup Log.

Develop and maintain server system documentation.

Recommend actions to improve server productivity and strengthen configuration

control.


c) Server Configuration Control and Technical Support
	The contractor shall perform the following tasks in support of ORM’s server services:


	Analyze and resolve problems that arise in the server environment.

Solve problems expeditiously, establishing LAN and server backup and recovery processes, defining escalation and alert processes.

Update affected server components and test results.

Server Policy development

The contractor shall develop and follow policies and procedures regarding server

support and server problem logging, status updates, and corrections.


d) Server Problem Detection and Correction
	
	Implement all server modifications, enhancements, and problem corrections

Develop and maintain server system documentation.

Recommend actions to improve server productivity and strengthen configuration

control.


e) Server Maintenance

	ORM has a monthly maintenance schedule that is one Saturday of every month. The contractor shall perform the following tasks in support of server maintenance support specified in this task

order:
	Conduct maintenance and parts management and monitor in-warranty and out-of-warranty periods.

Maintain peripherals and any special purpose devices.

Follow established maintenance routines and recommend updates to current policy

and procedures.

	Repair parts will be provided by the Government. Any maintenance process outside the scheduled maintenance shall be performed with a minimum impact on the users.
	


f) Server Capacity Planning and Systems Utilization

	The contractor shall develop server capacity plans, monitor current server workloads, and project future workloads. The contractor shall provide assistance to the ITSD in capacity planning such that future technology enhancements may be smoothly rolled out.


3. DIRECTORY SERVICES

	The contractor shall perform the following tasks in support of Windows 2003 Active Directory:
	Maintain accuracy of directory objects.



	
	Create, update and delete computer, user, group, printer, and all other objects.


4. SECURITY MANAGEMENT SERVICES

	The contractor shall continually assess ORM’s IT security requirements, evaluate risks, and recommend comprehensive procedures to identify, log, alarm, and report security violations.


5. CONFIGURATION/ASSET MANAGEMENT


	The Contractor shall be responsible for property management of ORM’s IT assets. The Contractor may use its own asset management processes and software as long as the ORM property management regulations and reporting requirements are met.
	Monitor and report the status, location and ownership of assets including hardware and software products.

Ensure that adequate numbers of software licenses are in place.

Define and support the processes required to verify changes in configuration, status,

location, and ownership of assets.

Ensure software documentation for ORM developed applications and data bases is

maintained to reflect changes and updates.

Establish and follow a formal change control process, including the maintenance of accurate configuration files, listings and drawings.


6. CATS MAINTENANCE

	The CATS is a mission-critical application used by ORM to track work-place discrimination cases and to manage case file documents. The application is composed of Global 360 for document management, an SQL-based data repository, specially-designed interface and code logic for tracking cases, and Business Objects’ Enterprise Edition for reports.

The contractor shall perform the following tasks in the data base administration and operation of

the CATS:


	Perform administrative tasks including modifying and upgrading the CATS

database.

Developing new capabilities and improvements to CATS as requested by the government.

Provide Help Desk support and training to CATS end-users and support staff.

Identify, analyze, and resolve problems that arise in the CATS application; and work with ORM support staff in making recommendations to enhance CATS

performance.


7. SOFTWARE DEVELOPMENT

	The contractor is required to provide technical services in support of ORM’s application software and databases. This requirement includes, but is not limited to, the Complaints Automated Tracking System. Technical support will be in the areas of maintenance fixes, modifications, upgrades, development and integration.

Software modification tasks order requests will be issued by the Government Program Manager and performed as a firm fixed price task based on labor categories and rates included in this contract. The contractor will submit a task proposal defining work to be accomplished, deliverables, schedules and a firm fixed price for each task. Upon acceptance of the task proposal by the Government Program Manager, a Task Order will be issued. The contractor shall provide labor categories with labor categories and firm fixed labor rates for the duration of this contract.


8. TRAINING

	The contractor shall perform the following tasks:
	Provide training to users for new and existing technologies, such as PDA devices, network scanners, smart cards, and wireless communications devices.

Provide initial basic end-user training on new and current products and services,

including Microsoft Office application upgrades.

Provide one-on-one training to ORM VIPs and Executives, to be designated by the GPM.


9. WEB SUPPORT

	The contractor is required to provide web development technical services in support of ORM’s web site. 


	Technical support will be in the areas of maintenance fixes, modifications, development and integration.

Web software support tasks order requests will be issued by the Government Program Manager

and performed as a firm fixed price task based on labor categories and rates included in this contract.

The contractor will submit a task proposal defining work to be accomplished, deliverables, schedules and a firm fixed price for each task. Upon acceptance of the task proposal by the Government Program Manager, a Task Order will be issued. The contractor shall provide labor categories with labor categories and firm fixed labor rates for the duration of this contract.


10. VIDEO-TELECONFERENCING SUPPORT

	The contractor shall perform the following tasks:
	Troubleshoot and resolve minor system issues. This includes reporting and logging outages with ORM’s VTC vendors.

Configure and make layout adjustments to enable/disable special VTC features.

Schedule audio and video calls for ORM conferences.

Determine requirements for recording capabilities or equipment needs.

Monitor (1) call status and setup; (2) VTC equipment usage and outages; and (3)

system operation for proper use support.

Test required systems and features prior to scheduled call.

Produce monthly call detail records.


11. Technology Refresh
	The contractor shall perform the following tasks:
	Refresh: Provide new systems by removing existing units and their external devices and installing new systems, as identified by the ITSD. 

• Cascade: Move assets among users through either successive refreshes, or as individual new systems installation, as identified by the ITSD. 

• Asset Disposal: The ITSD is responsible for asset disposal. All assets that have been replaced / refreshed need to be returned to the GPM office. 




12. Surge/Contingency Requirements

	The Contractor shall be capable of “ramping-up” quickly to meet special operations and task forces that require immediate response, typically of a short term to mid-term duration. The Contractor shall support contingencies the ORM must respond to based on direction from sources inside and outside of the ORM. These contingencies may result from power outages, viruses, security level changes, mandated network hardware and software changes, etc, that occur either during or after duty hours. 




13. Conference Support
	ORM organizes conferences and training seminars approximately 8 times throughout the year. When tasked, the Contractor is responsible for setting-up desktops/laptops and providing audio-visual on-site support during such conferences. It involves working closely with the Government Program Office for setting up personal computers and communications support at conference locations. 




14. REPORTS / DOCUMENTS 
	Deliverable Reports / Documents 

	Deliverable Description 
	Delivery Date 

	Staffing Plan 
	3 Days after contract award 

	Help Desk Policy 
	5 Days after contract award 

	Disaster recovery / Contingency Operations Plans 
	30 days after contract award and updated as necessary. 

	Standard Operating Procedures 
	30 days after contract award and updated as necessary. 

	Concept of Operations 
	30 days after contract award and updated as necessary. 

	As Built Drawings and Configuration Management Documents 
	60 days after contract award and updated as necessary. 

	Status Reports 
	Within 5 working days of the 1st day of the month 

	Service Level Agreement Performance Reports 
	Monthly starting 60 days after contract award. 

	Trend Analysis Report 
	Monthly starting 60 days after contract award. 

	Asset Report - Software 
	Fiscal year (FY) / Quarterly* 

	Asset Report - Hardware 
	Fiscal year (FY) / Quarterly* 


