Performance Work Statement (PWS):  Senior Administrative Support for Defense Centers of Excellence (DCoE) for Psychological Health/Traumatic Brain Injury (PH/TBI)
Requiring Activity Name:  Defense Centers of Excellence (DCoE) for Psychological Health/Traumatic Brain Injury (PH/TBI)
1.0
Scope

This award provides for internal administrative, acquisition, financial management, cost estimating, and budget support to the DCoE Headquarters and Directors.  The Contractor shall provide high level administrative office support, financial management, program budget support, acquisition/procurement management as well as other internal support functions required to develop and cultivate an  internal management and support infrastructure for this new Congressionally mandated organization. 

1.0.1
Background 

The Defense Center of Excellence (DCoE) for Psychological Health/Traumatic Brain Injury (PH/TBI) officially began operations on November 30, 2007, as the Department of Defense (DoD) continued effort to improve the quality of care for wounded warriors. The DoD with support from the Department of Veterans Affairs (VA), is leading a national collaborative network to advance and spread PH/TBI knowledge, enhance clinical and management approaches and facilitate other vital services to best serve the urgent and enduring needs of warrior families with PH and/or TBI problems.  

DCoE is comprised of eight (8) Directorates.  DCoE Headquarters maintains oversight over all Directorates and Centers.  A brief synopsis of each Directorate is provided below:

· Strategy, Plans and Programs:  Develops and oversees execution of strategic plan establishes relationships with other centers of excellence, treatment and research centers and other federal , academic and civilian agencies on PH/TBI issues.

· Clearinghouse, Outreach & Advocacy:  Disseminates current information and services as a readily accessible resource to clinicians, researchers, patients, family members and unit/community leaders. 

· TeleHealth & Technology Operations:  Provides global access to telehealth care, follow-up, consultation and distance training/education services.

· Clinical Care & Standards (PH): Promulgates standards of excellence in clinical care; directs a short-term intensive outpatient program of advanced diagnostic assessment, recovery, education, referral and reintegration for patients and families.

· Clinical Care & Standards (TBI): Promulgates standards of excellence in clinical care; directs a short-term intensive outpatient program of advanced diagnostic assessment, recovery, education, referral and reintegration for patients and families.
· Training & Education:  Identifies, validates and develops programs to educate clinicians, patients and researchers regarding current treatment guidelines and protocols.

· Program Evaluation, Quality, Surveillance and Research:  Establishes a comprehensive program for tracking diagnoses, patient care and service delivery metrics, identifies best clinical practices, conducts program analysis, evaluations clinical treatment protocols and programs for implementation; facilitates applied and innovative research to address relevant military concerns.

· Resilience & Prevention Operations:  Manages unit, family and community –based prevention and risk reduction programs; establishes liaison relationships with a broad range of resilience/prevention.

1.0.2
Objectives

This requirement is to provide contractor support services for DCoE Headquarters, Directorates, and Centers to ensure effective internal office functions.  These support services are especially crucial as the DCoE PH/TBI Program Office evolves to better accomplish its mission objectives.  The internal support services shall be performed in accordance with the tasks outlined within this document and the requirements of the TRICARE Management Activity (TMA) Acquisition, Automation, Resource Management Support (T/AARMS) Multiple Award Contract Vehicle.

1.1
Non-Personal Services

This award identifies services that are strictly non-personal in nature.

1.2
Inherently Governmental Functions

This requirement has been reviewed and contains no services that are inherently governmental functions.

1.3
Acquisition Functions Closely Associated with Inherently Governmental Functions

This award identifies acquisition functions that are closely associated with inherently governmental functions as defined in Section 804 of the FY 2005 National Defense Authorizations Act.  Appropriate military or civilian personnel of the Department of Defense cannot reasonably be made available to perform these functions.  However, appropriate military or civilian personnel of the Department of Defense will: (1) oversee contractor performance of the contract; and (2) perform all inherently governmental functions associated with the functions to be performed under this contract.  

1.4
Organizational Conflict of Interest Category  

TRICARE Management Activity (TMA) has categorized all its non-purchased care requirements into three broad categories, as defined below, for purposes of identifying, avoiding or mitigating against Organizational Conflicts of Interest (OCIs) in accordance with FAR Subpart 9.5.  These categories are defined as follows:

· Category 1:  TMA Internal Support:  Services which, by their very nature, give the Contractor access to extensive data about the contracts of all other TMA contractors.  

· Category 2:  Program Management Support:  Services which assist TMA in planning and managing its activities and programs.  This includes, for example:  requirements analysis, acquisition support, budget planning and management, business process reengineering, program planning and execution support, and independent technical management support.

· Category 3:  Product Support.  Services or end items required to meet the mission requirements of TMA’s non-purchased care activities and programs.  This includes, for example:  concept exploration and development; system design; system development and integration; COTS procurement and integration; internal development testing; deployment; installation; operations; and maintenance.

Contractor participation in more than one of these areas may give rise to an unfair competitive advantage resulting from access to advance acquisition planning, source selection sensitive or proprietary information.  Furthermore, contractor participation in more than one area may give rise to a real or apparent loss of contractor impartiality and objectivity where its advisory or planning assistance in one area potentially affects its present or future participation in another area.

The purpose of this categorization is to accomplish the following three objectives: (1) to inform prospective Offerors that TMA presumes that award of a contract or order in the subject category will give rise to real or apparent OCIs with respect to requirements in the other two categories; (2) to assist current contractors and prospective Offerors in developing their own business strategies regarding participation in TMA requirements and in identifying and, where possible, avoiding or mitigating against OCIs; and (3) to ensure that all current contractors and prospective Offerors are afforded the maximum practicable opportunity to compete for all TMA requirements consistent with the restrictions required under FAR Subpart 9.5 and sound business practices.

For purposes of identifying, avoiding and / or mitigating against OCIs, TMA will examine all its non-purchased care requirements and acquisitions regardless of the cognizant contracting activity (e.g., USAMRAA, GSA, other agency Multiple Award Schedules, etc.) or the type of contract vehicle used (e.g., FSS order, Fair Opportunity competitive order under Multiple Award ID/IQ Contracts, competitively negotiated awards under FAR Part 15, etc.).

Each TMA non-purchased care solicitation will therefore be designated as falling within one of the three above defined categories.  The work called for under this contract / order has been determined by TMA to fall within the following non-purchased care OCI category: 

Category 1:  TMA Internal Support

2.0
Statement of Work (SOW)

2.1
Task Management
The Contractor shall provide sufficient management to ensure that this task is performed efficiently, accurately, on time, and in compliance with the requirements of this document.  Specifically, the Contractor shall designate a single manager to oversee this task and supervise staff assigned to this task.  The Contractor shall ensure that a Monthly Progress Report is submitted outlining the expenditures, billings, progress, status, and any problems/ issues encountered in the performance of this task. 

2.1.1    Monthly Progress Reports 

The Contractor shall ensure that a Monthly Progress Report (MPR) is submitted outlining the expenditures, billings, progress, status, and any problems/ issues encountered in the performance of this task (Deliverable 2), in accordance with the format located at:  http://www.tricare.mil/tps/TAARMSMonthlyProgressReport.doc
       Contractors shall be required to submit a copy of Section 4.0, cost reporting template, to TPS.  The   completed cost report templates shall be emailed to invoicedelivery@tma.osd.mil.
       The MPR shall include the labor hours expended, by labor category, for each task and sub-task.

       The Contractor shall require all subcontractors to provide input to the MPR where there are                     

       critical or significant tasks related to the prime contract.  Critical or significant tasks shall be                  

       defined by mutual agreement between the Government and Contractor. 

2.1.2
Subcontractor Expenditures Plan

The Contractor shall prepare and deliver a Subcontract Expenditures Report (Deliverable 3) that discloses actual subcontract expenditures by company name, business size standard (i.e. Woman Owned Business, Veteran Owned Business, etc.), and other socioeconomic programs (i.e. Indian Incentive Program, Historically Black Colleges and Universities and Minority Institutions, etc.).

2.1.3
Work Breakdown Structure (WBS)

Not applicable for this task.
2.1.4
Transition Support

a.
Incoming Transition

In accordance with this task order, the Contractor shall provide a draft plan for 30 days of incoming transition from contract to contract.  The Contractor shall coordinate with the Government in planning and implementing a complete transition to the Contractor's support model.  The Contractor shall collaborate with the Government to develop and deliver an Incoming Transition Plan (Deliverable 5).  The Government shall also designate a transition period for the incoming Contractor to coordinate and work with the incumbent Contractor. This transition plan shall include, but is not limited to:

· Coordination with Government representatives,

· Review, evaluation and transition of current support services,

· Transition of historic data to new contractor system, 

· Government-approved training and certification process, 

· Transfer of hardware warranties and software licenses (if applicable),

· Transfer of all necessary business and/or technical documentation,

· Transfer of compiled and uncompiled source code, to include all versions, maintenance updates and patches (if applicable),

· Orientation phase and program to introduce Government personnel, programs, and users to the Contractor's team, tools, methodologies, and business processes,

· Distribution of Contractor purchased Government owned assets, including facilities, equipment, furniture, phone lines, computer equipment, etc.,

· Transfer of Government Furnished Equipment (GFE) and Government Furnished Information (GFI), and GFE inventory management assistance,

· Applicable TMA briefing and personnel in-processing procedures,

· Issue and account for government keys, ID/access cards, and security codes.

b.
Option Item: Outgoing Transition

In accordance with this task order, the Contractor shall provide a plan (Deliverable 6) for 30 days outgoing transition for transitioning work from an active task order to a follow-on contract/order or Government entity.  This transition may be to a Government entity, another Contractor or to the incumbent contractor under a new contract/order.  In accordance with the Government-approved plan, the Contractor shall assist the Government in planning and implementing a complete transition from this Contract and/or orders issued under this Contract to a successful provider.  This shall include formal coordination with Government staff and successor staff and management.  It shall also include delivery of copies of existing policies and procedures, and delivery of required metrics and statistics.  This transition plan shall include, but is not limited to:

· Coordination with Government representatives,

· Review, evaluation and transition of current support services,

· Transition of historic data to new contractor system, 

· Government-approved training and certification process, 

· Transfer of hardware warranties and software licenses (if applicable),

· Transfer of all necessary business and/or technical documentation,

· Transfer of compiled and uncompiled source code, to include all versions, maintenance updates and patches (if applicable),

· Orientation phase and program to introduce Government personnel, programs, and users to the Contractor's team, tools, methodologies, and business processes, 

· Disposition of Contractor purchased Government owned assets, including facilities, equipment, furniture, phone lines, computer equipment, etc.,

· Transfer of Government Furnished Equipment (GFE) and Government Furnished Information (GFI), and GFE inventory management assistance.

· Applicable TMA debriefing and personnel out-processing procedures.

· Turn-in of all government keys, ID/access cards, and security codes.

2.1.5
Program Management Plan

The Contractor shall develop a Program Management Plan (Deliverable 7) that shall require Government approval.  It will be used to manage, track and evaluate the Contractor’s performance.  The Program Management Plan shall consist of control policies and procedures in accordance with standard industry practices for project administration, execution and tracking. 

The Program Management Plan shall include the following:

· Identification of milestones where Government information/activity is required and timeline dependencies for subsequent Contractor activities;

· An Integrated Master Management Plan (IMMP) describing the Contractor’s overall management approaches, policies and procedures including suggested project metrics; and,

· A detailed staffing plan that clearly identifies proposed key personnel.

The Program Management Plan shall be due five (5) calendar days after the award of the order.  

2.1.6       Quality Control Plan

The Contractor shall prepare and adhere to a Quality Control Plan (QCP).  The QCP will initially be submitted with the offeror’s proposal and will be updated upon award (Deliverable 8).   The QCP shall document how the Contractor will meet and comply with the quality standards established in this statement of work.  At a minimum, the QCP must include a self-inspection plan, an internal staffing plan, and an outline of the procedures that the Contractor will use to maintain quality, timeliness, responsiveness, customer satisfaction, and any other requirements set forth in this solicitation.

2.1.7       Contingency Operations Plan

The Contractor shall prepare and submit a Contingency Operations Plan to the Government.  The Contingency Operations Plan shall be due ten (10) calendar days after the award of the order, and will be updated on a quarterly basis (Deliverable 9).   The Contingency Operations Plan shall document Contractor plans and procedures to maintain TMA support during an emergency.  The Contingency Operations Plan shall include the following:

· A description of the Contractor’s emergency management procedures and policy

· A description of how the Contractor will account for their employees during an emergency

· Planned temporary work locations or alternate facilities

· How the Contractor will communicate with TMA during emergencies

· A list of primary and alternate Contractor points of contact, each with primary and alternate:

· Telephone numbers

· E-mail addresses

· Procedures for protecting Government furnished equipment (if any)

· Procedures for safeguarding sensitive and/or classified Government information (if applicable)

2.1.8       Operations During Emergency Situations

Individual contingency operation plans shall be activated immediately after determining that an emergency has occurred, shall be operational within twelve (12) hours of activation, and shall be sustainable until the emergency situation is resolved and normal conditions are restored or the contract is terminated, whichever comes first.  In case of a life threatening emergency, the COR shall immediately make contact with his contractor Task Managers to ascertain the status of any contractor personnel who were located in Government controlled space affected by the emergency.  When any disruption of normal, daily operations occur, contractor Task Managers and Contracting Officer Representatives (CORs) shall promptly open an effective means of communication and verify:

· Key points of contact (Government and contractor)

· Temporary work locations (alternate office spaces, telework, virtual offices, etc.)

· Means of communication available under the circumstances (e.g. email, webmail, telephone, FAX, courier, etc.)

· Essential work products expected to continue production by priority 

The Government and contractor Task Managers must make use of the resources and tools available to continue TMA contracted functions to the maximum extent possible under emergency circumstances.  Contractors must obtain approval from the COR and Contracting Officer prior to incurring costs over and above those allowed for under the terms of this contract.  Regardless of contract type, and of work location, contractors performing work in support of authorized tasks within the scope of their contract shall charge those hours accurately in accordance with the terms of this contract.

2.2
Specific Tasks

2.2.1  Senior Administrative Assistant Support 

The Contractor shall provide Senior Administrative support to DCoE Headquarters and their Directorates.  Duties include providing administrative support for all DCoE PH/TBI Headquarters and Directorate personnel.   The Contractor shall be responsible for staffing the reception areas and developing and maintaining a centralized office filing system.  The Contractor shall perform a variety of support services including but not limited to:

· Visitor access control, 

· Answering telephones, 

· Ordering and receiving office supplies and equipment, 

· Editing or maintaining technical budgets, 

· Care of programmatic and administrative documentation and references, 

· Coordinating and preparing travel documentation, 

· Operating  reproduction equipment to produce large volumes of documents, 

· Scheduling maintenance for equipment, 

· Managing  courier and mail service, 

· Ensuring approved security practices are applied relative to personnel and document control, scheduling, meeting or conference room facilities.  

The Contractor shall research and review data and documents, and provide objective assessments of options, issues, and positions for a variety of program planning, reporting, and execution activities. The Contractor shall coordinate the development of marketing materials (including information papers, brochures, newsletters, posters and guides) and assist in the coordination of conferences sponsored by the DCoE.  The Contractor shall monitor written, verbal, and electronic correspondence and inquiries directed to DCoE.  The Contractor shall draft responses and obtain Government concurrence to ensure timely closeout.  The Contractor shall prepare and edit technical or general documentation using various software packages such as Microsoft Word, PowerPoint, Excel, Live Links, Adobe Acrobat and Windows. The Contractor shall provide for the transcription of documents, data entry, and preparing and editing management support documentation such as PERT or GANTT charts in hard copy or using software such as Microsoft Project or Primavera.

2.2.2
Procurement Support Services

The Contractor shall provide procurement/contracting expertise sufficient to identify, understand, analyze, articulate and ensure compliance with acquisition/contracting regulations, guidelines, policies, processes, and procedures as defined by the Federal Government, DoD, MHS, and TMA.  Specifically the Contractor shall provide expertise with requirements of the Federal Acquisition Regulation (FAR) and Department of Defense Federal Acquisition Regulation Supplement (DFARS).  The Contractor will only provide procurement support on acquisitions that fall within OCI Category 2 and Category 3.  Contractor support includes, but is not limited to, the following:

a. Draft complex Statements of Work (SOWs) and Statements of Objectives (SOOs), including Performance Work Statements (PWS) and Performance-Based SOWs (PBSOWs), 

b. Prepare Purchase Requests and monitor their status throughout the TMA procurement process,

c. Assist in drafting special clauses and provisions to address TMA, DCoE PH/TBI, or unique program situations,

d. Assist in determining OCI category designation,

e. Write sole source justifications,

f. Support the development of acquisition strategies and plans for DCoE PH/TBI procurements,

g. Aid in drafting cost estimates,

h. Generate source selection plans and evaluation workbooks,

i. Facilitate Award Fee determination deliberations, and

j. Communicate and interact with the TMA Procurement Support Office (TPS) and TMA Acquisition Management & Support Office in tracking status on DCoE acquisition requirements. 
The  Contractor shall manage and maintain PH/TBI Program Office contract files for OCI Category 2 and Category 3 requirements in accordance with TMA and DoD policies and procedures and in compliance with the Federal Acquisition Regulations (FAR).  The Contractor shall maintain and update the program office contract files and ensure that the proper documents are distributed to and or received from TPS, AM&S, or the assigned preferred contracting activity.  Documentation includes, but is not limited to, contractual awards and modifications (subject to OCI restrictions), solicitations and amendments, acquisition plans, Source Selection Plans, SOWs, Justification & Approval documents, Determination and Findings, Purchase Request Worksheets, source selection evaluation documents, and post-award deliverables.  Separate, well-organized files shall be maintained for each distinct procurement/contract action and shall be accessible to the DCoE PH/TBI staff upon request.  The Contractor shall provide a Monthly Procurement Actions Report (Deliverable 10) summarizing procurement actions completed during the reporting monthly, identifying ongoing procurement actions and pending milestones, and documenting current or expected procurement issues.   The Contractor shall obtain the COR’s approval on the format to be used prior to submission of the first Monthly Procurement Actions Report.  
2.2.3
Systems and Database Management Services

Not applicable for this Task.

2.2.4
Budget, Financial, or Cost Estimation Services 

The Contractor shall provide research, analysis, document preparation, and fiscal support for  the DCoE PH/TBI Program Office as delineated in the following paragraphs.  

2.2.4.1   Budget Reports, Exhibits, and Document Development
The Contractor shall assist in the development of budget reports, exhibits, and documentation to comply with federal regulations and to respond to external inquiries and ad hoc budget drills.  The Contractor shall provide research, analysis, document preparation, and fiscal support for HA/TMA Privacy Office.  The Contractor shall assist DCOE PH/TBI in planning, justifying, and managing budgets.  This shall include coordinating with relevant TMA offices and leading the development of budget documentation including, but not limited to:

· OMB Exhibit 300s and other supporting documentation for the Budget Estimate Submission and President’s Budget,

· Program Objective Memorandums (POMs),

· Program Change Proposals (PCPs), and

· Budget Change Proposals.

The Contractor shall assist DCoE PH/TBI staff in the management and tracking of specific budgets and budget initiatives across various fiscal years.  This shall include management of budget plans and budget authority.  The Contractor shall also coordinate with DCoE PH/TBI staff to respond to changing budget  issues and priorities.  Where such issues arise, the Contractor shall conduct analyses to project impacts of proposed actions and to reflect actual or projected changes in program funding.  The Contractor shall assist in the preparation and support the PH/TBI Program Office fiscal year expenditures and prepare out year budget models based on TMA guidance.  The Contractor shall coordinate and interact with the TMA Office of the Chief Financial Officer (OCFO) and subordinate OCFO Divisions to ensure the PH/TBI budget submissions are completed in accordance with TMA policies.  
The Contractor shall stay current with all TMA Budget Execution/Resource Management budget changes and requirements.  The Contractor shall track all commitments, obligations, reprogrammings, Military Interdepartmental Purchase Requests (MIPRs), and monitor the status current funding.  The Contractor shall provide a Monthly Budget Status Report (Deliverable 11) summarizing the status of funds allocation and execution and documenting current or expected budget issues.  The Contractor shall obtain the COR’s approval on the format to be used prior to submission of the first Monthly Budget Status Report.  The Contractor shall be responsible for informing the task manager of any discrepancies or problems found.   The Contractor shall maintain tracking tools and logs necessary for funds utilization monitoring.  The Contractor shall prepare correspondence, information papers, graphics and briefings on expenditure status, program adjustments, and other factors that affect financial status.

The Contractor shall prepare and assist in Mid-Year and End of Year close outs as well supporting Contracted Advisory and Assistance Services (CAAS) and Non-CAAS activities (organizational policy development, decision making, management and administration, R&D, operating management systems, etc…).  
Access to PPBE documents and data is restricted by DoD Directive 7045.14, "The Planning, Programming and Budgeting System (PPBS)," May 22, 1984, Change 1, July 28, 1990, and Deputy Secretary of Defense Memorandum, "Control of Planning, Programming, Budgeting and Execution (PPBE) Documents and Information," 27 March 2004.

PPBE documents and data include, but are not limited to, Program Decision Memoranda (PDMs), Program Budget Decisions (PBDs), the Future Years Defense Program (FYDP), the Program Objective Memorandum (POM), and the Budget Estimate Submission (BES); essentially, all documents and data sources that contain budgetary and/or manpower data for years beyond the most recent President's Budget that has been submitted to Congress are restricted.

DoD contractors shall not have access to PPBE documents and information unless: 

· All contractor employees performing work under a contract for whom access privileges are requested have signed a nondisclosure agreement,

· Specific limited access is approved in advance in writing in accordance with the above references by the head of the OSD office responsible for the PPBE phase to which the document or data pertain (this is either the Director, Program Analysis and Evaluation for the programming phase or the Under Secretary of Defense Comptroller for the budgeting phase).

2.2.4.2
Financial Support Services

The Contractor shall track fund execution, to include commitments, obligations, unobligated balances, and expenditures to ensure that accounting records reflect correct information.  The Contractor shall conduct required tri-annual review of unliquidated obligations.  The Contractor shall prepare the necessary year-end financial statements for the TMA Chief Financial Officer’s approval.  The Contractor shall also coordinate with requiring activities and assist in the preparation of funding documents including, but not limited to:

· Procurement Request Worksheets (PRWs), 

· Status of Funds Reports, and

· Military Interdepartmental Purchase Requests (MIPRs).

The Contractor shall maintain financial tracking data for all programs, as required.  The Contractor shall coordinate and interact with the TMA Financial Operations Directorate (FOD) to monitor and ensure proper spending of the funds assigned to DCoE PH/TBI accounts.  The Contractor shall input and update, as appropriate, detailed financial forecasts of planning funding execution into the Interfaced Budget Execution Account Management System (I-BEAMS) or other Government designated financial management system.  The Contractor shall also assist in preparation of necessary spreadsheets and appropriate documentation to support direct financial data calls as required. 

2.2.4.3
Cost Estimation Services

The Contractor shall  assist in the generation of cost estimates for developing financial planning models and/or for acquisition planning purposes. Cost estimation support shall  work closely with procurement support to ensure the estimates developed are completed and submitted in accordance with TMA policies and procedures.   The Contractor shall develop cost estimates of various complexities, ranging from rough order of magnitude to detailed life-cycle costs for DCoE PH/TBI systems, to include research and development costs, investment costs, operating and support costs, and disposal costs, if applicable.  The Contractor shall identify the most appropriate data elements and recommended sources for executing the cost analysis, and will research and acquire data from approved sources.  The Contractor shall develop a cost element structure appropriate to the system or program being analyzed.  The Contractor shall maintain software and files necessary to perform cost and pricing analysis, consistent with standard accounting practices and DoD cost estimating procedures.
2.2.5
Information Technology Services, Facilities, and Support

Not applicable for this Task.

3.0
Inspection and Acceptance 

The Contracting Officer’s Representative (COR) for the Task Order is a Government official who has been delegated specific technical, functional and oversight responsibilities for this task order.  The COR is designated in the COR appointment letter, issued by the Contracting Officer, and is responsible for inspection and acceptance of all services, incoming shipments, documents, and services.

3.1
Acceptance Criteria

Certification by the Government of satisfactory services provided is contingent upon the Contractor performing in accordance with the terms and conditions of this order, and all amendments.

3.2
Contractor Payment Processing

The Contractor is responsible for properly preparing, and forwarding to the appropriate Government official, the invoice and receiving report for payment.  The Contractor shall invoice in accordance with Section B of the task order.  The Contractor shall attach back up information to receiving reports for direct labor and Other Direct Costs (ODCs).  Direct labor backup information shall reflect the person’s name, job title and quantity of hours worked for each pay period at a minimum.  Backup information for ODCs shall list all elements of costs, such as travel breakout backup, including itinerary, dates of travel, name of employees traveling plus per diem costs shall accompany the receiving report.  All ODCs exceeding $3000 requires that the Contractor conduct appropriate competition.   When the Wide Area Workflow – Receipt and Acceptance application is able to be used, it is the preferred method of submission.   (See paragraph 3.4 below.)

3.3
Invoice Review

The COR may reject or require correction of any deficiencies found in the invoice or receiving report.  In the event of a rejected invoice or receiving report, the Contractor must be notified in writing by the COR of the specific reasons for rejection. 

3.4
Wide Area Workflow – Receipt and Acceptance

Contractors shall utilize, to the extent possible, the Wide Area Workflow-Receiving and Acceptance (WAWF-RA) system to submit electronic payment requests and receiving reports in accordance with DFARS 232.7004.  Use of WAWF will allow for the submission of an invoice and receiving report as a combined form.  The WAWF 2 IN 1 format (for services) and the COMBO format (only for supplies or equipment) are the preferred methods of processing electronic invoices and receiving reports within TMA.  

Information regarding WAWF-RA is available on the Internet at:  https://wawf.eb.mil/.  Prior to submitting the first WAWF-RA electronic form for a given task order, Contractors should first coordinate with the assigned TMA COR.

When initiating documents within WAWF, vendors must use the appropriate two-part TMA location code to include BOTH the Government Acceptor DoDAAC / Extension (Ext) fields and the Local Processing Office (LPO) DoDAAC / Extension fields as displayed within the WAWF application and illustrated below: 

Service Acceptor  / Ext.             LPO DoDAAC    /    Ext.

-----------------|---------------           -----------------|---------------

HT0003         |   FTPCOE              HT0003        |  FTPCOE

-----------------|--------------            -----------------|---------------

4.0
Deliverables
4.1
Delivery Address

All deliverables shall be submitted to the COR designated in the COR appointment letter.

4.2
Method of Delivery

Electronic copies shall be delivered using Microsoft Office suite of tools (for example, MS WORD, MS EXCEL, MS POWERPOINT, MS PROJECT, or MS ACCESS format), unless otherwise specified by the COR.  Electronic submission shall be made via email, unless otherwise agreed to by the COR. 

4.3
Shipping 

The Contractor shall use the U.S. Postal Service standard delivery for delivery of materials, equipment, or required hardcopy documents.  The COR must approve all exceptions to this requirement.

4.4
Government Acceptance Period

The COR will have seven (7) workdays to review draft deliverables and make comments.  The Contractor shall have two (2) workdays to make corrections.  Upon receipt of the final deliverables, the COR will have two (2) workdays for final review prior to acceptance or providing documented reasons for non-acceptance.  Should the Government fail to complete the review within the review period the deliverable will become acceptable by default, unless prior to the expiration of the two (2) work days the Government notifies the Contractor in writing to the contrary.

The COR will have the right to reject or require correction of any deficiencies found in the deliverables that are contrary to the information contained in the Contractor’s accepted proposal.  In the event of a rejected deliverable, the Contractor will be notified in writing by the COR of the specific reasons for rejection.  The Contractor shall have five (5) workdays to correct the rejected deliverable and return it per delivery instructions.

4.5
Delivery Schedule Abbreviations

The following abbreviations are used in the delivery/deliverable schedule: 

	Abbreviation
	Definition

	AM
	Acquisition Manager

	COR
	Contracting Officer's Representative for the Task order

	DA
	Days after

	DACA
	Days after contract award (award of this order)

	Days
	Calendar Days unless otherwise specified

	E
	Electronic Copy

	H
	Hard Copy

	NLT
	No Later Than

	PWS Ref
	Performance Work Statement Reference (paragraph number)


4.6
Deliverable/Delivery Schedule

A summary of deliverables follows.  Copies are to be provided to the Government officials indicated in electronic file (E), and/or hard copy (H).

	Item
	PWS Ref
	Title
	Dist
	E
	H
	Initial
	Subsequent

	Deliverable 1
	Appendix A
	Non-Disclosure Agreement
	COR

AM
	
	1

1
	Signed statements are due, from each employee assigned, prior to performing ANY work on this task.

	Deliverable 2
	2.1.1
	Monthly Progress Reports
	COR

AM
	1

1
	1

1
	NLT 45 DACA
	NLT 15th of each month

	Deliverable 3
	2.1.2
	Subcontract Expenditures Report
	CO

AM

COR
	1

1

1
	1

1
	NLT 90 DACA
	Quarterly thereafter.  A final submission reflecting all expenditures on this order is due within 5 days of completion of the order.

	Deliverable 4
	2.1.3
	Work Breakdown Structure
	
	
	
	
	Not applicable

	Deliverable 5
	2.1.4.a
	Transition Plan – Incoming Transition
	COR

AM
	1

1
	1

0
	Draft provided with proposal
	Final provided NLT 10 DACA

	Deliverable 6
	2.1.4.b
	Transition Plan – Outgoing Transition
	COR

AM
	1

1
	1

0
	NLT 30 DACA
	Update as required

	Deliverable 7
	2.1.5
	Program Management Plan
	COR

AM
	1

1
	1

0
	Draft plan provided with proposal
	Final NLT 10 DACA

Update as required

	Deliverable 8
	2.1.6
	Quality Control Plan
	COR

AM
	1

1
	1

0
	Draft plan provided with proposal
	Final Plan NLT 10 DACA

Updated as required

	Deliverable 9
	2.1.7
	Contingency Operations Plan
	COR

AM
	1

0
	1

0
	Draft plan provided with proposal
	Final Plan NLT 10 DACA

Updated quarterly

	Deliverable 10
	2.2.2
	Monthly Procurement Actions Report
	COR

AM
	1

0
	1

0
	NLT 45 DACA
	NLT 15th of each month

	Deliverable 11
	2.2.4.1
	Monthly Budget Status Report
	COR

AM
	1

0
	1

0
	NLT 45 DACA
	NLT 15th of each month


5.0
Contract Administration Data
5.1
Place  of  Performance

The Contractor shall perform the majority of the task order effort at the DCoE Headquarters and Directorate Offices located in the metro Washington DC area.  The Task Manager will be located at his home office or corporate site.  DCoE Headquarters and Research, Quality Assurance, Program Evaluation and Surveillance Director are temporarily located  in Silver Springs, MD and Rosslyn, VA.  Government facilities will be provided (see section 6.8.1). 

5.2
Anticipated Level of Effort
The following is the estimated level of effort: 

30 Day Transition In:   

	Labor Category
	Estimated Hours

	Administrative Assistant, Senior (4 FTE’s)
	640

	Task Manager 
	160

	
	

	Total Estimated Hours
	800


Base Period (11 Months):   

	Labor Category
	Estimated Hours

	Administrative Assistant, Senior (8 FTE’s)
	14,080

	Senior Acquisition Analyst (2 FTE’s)
	3,520

	Cost Analyst   
	1,760

	Senior Financial Manager
	1,760

	Task Manager 
	1,760

	
	

	Total Estimated Hours
	22,880


Option Period 1:  12 Months         

	Labor Category
	Estimated Hours

	Administrative Assistant, Senior  (8 FTE’s)
	15,360

	Senior Acquisition Analyst (2 FTE’s)
	  3,840

	Cost Analyst   
	  1,920

	Senior Financial Manager
	  1,920 

	Task Manager 
	  1,920

	
	

	Total Estimated Hours
	24,960


 Option Period 2:  12 Months 

	Labor Category
	Estimated Hours

	Administrative Assistant, Senior  (8 FTE’s)
	15,360

	Senior Acquisition Analyst (2 FTE’s)
	  3,840

	Cost Analyst   
	  1,920

	Senior Financial Manager
	  1,920 

	Task Manager 
	  1,920

	
	

	Total Estimated Hours
	24,960


 Option Year 3:  11 Months 

	Labor Category
	Estimated Hours

	Administrative Assistant, Senior  (8 FTE’s)
	14,080

	Senior Acquisition Analyst (2 FTE’s)
	  3,520

	Cost Analyst   
	  1,760

	Senior Financial Manager
	  1,760 

	Task Manager 
	  1,760

	
	

	Total Estimated Hours
	22,880


Outgoing Transition Option:  30 Days

	Labor Category
	Estimated Hours

	Administrative Assistant, Senior (8 FTE’s)
	1, 280

	Senior Acquisition Analyst (2 FTE’s)
	  320

	Cost Analyst   
	  160

	Senior Financial Manager
	160

	Task Manager 
	160

	
	

	Total Estimated Hours
	2,080


Key Personnel:

1)  Task Manager

2) Senior Financial Manager

3)  Senior Acquisition Analyst

The Contractor shall ensure that key personnel are accessible to DCoE officials between 0730 A.M. and 1700 P.M. during Government business days.

5.3
Other Direct Costs (ODCs) 

Estimated ODCs are as follows:

	Description
	Yearly Cost

	Travel
	18,000.00 (NTE)

	Other Direct Costs
	10,000.00 (NTE)


Long distance travel shall be assigned a yearly Not-To-Exceed (NTE) amount of $18,000 equating to a total program value of $72,000.  Other direct costs have been  allocated a $10,000 per year NTE amount  ($40,000 total)  and shall be handled on a cost reimbursement basis.  
5.3.1
Travel

Arrangements for and costs of all travel, transportation, meals, lodging, and incidentals are the responsibility of the Contractor.  Travel costs shall be incurred and billed in accordance with FAR Part 31.  Costs for these expenses will be reviewed, certified and approved by the COR.  All travel and transportation shall utilize commercial sources and carriers provided the method used for the appropriate geographical area results in reasonable charges to the government.  The Government will not pay for business class or first-class travel.  Lodging and meals shall be reimbursed in accordance with regulations defined in FAR PART 31.  Estimated travel for each of the base and option periods is indicated below:

	From
	To
	Round Trip (Y/N)
	# of Trips
	# of People
	# of Days

	1) Local travel from DCoE offices to Conferences and Meetings within the Metro Washington area

2) Travel outside the DC Metro area to support DCoE Directorates at Conference and Meetings.
	To Be Determined

San Diego, CA

San Antonio, TX

Seattle, WA
	       Y

       Y

       Y

       Y


	To be 

Determined

        1

        1

        1
	To be Determined

        3

        3

        3
	To be Determined

        3

        3

        3


5.3.2
Travel Outside of the U.S.

Not applicable for this Task.

5.3.3
Other Direct Costs (ODCs)

ODCs shall be billed on a cost reimbursable basis. Costs are defined as the purchase price of materials or service plus General and Administrative charges (G&A) or material and handling charges (M&H).  

All ODCs shall be fully supported in compliance with all competition requirements of the FAR.  

All ODCs shall be reported as stated in the Monthly Progress Report Section 2.1.1.
6.0
Other Terms, Conditions, and Provisions
6.1
Non-Disclosure Agreement

The Contractor shall ensure that the Non-Disclosure Statement (Appendix A) (Deliverable 1) is signed by all staff assigned to or performing on this Task order before performing any work,  including all subcontractors and consultants.  The Contractor shall also ensure that all staff understand and adhere to the terms of the non-disclosure statement, protecting the procurement sensitive information of the Government and the proprietary information of other contractors.  Assignment of staff who have not executed this statement or failure to adhere to this statement shall constitute default on the part of the Contractor. 

6.2
Information Assurance 

New Development Standard Contract Language and Instructions for All Government Data Including Protected Health Information 

Information Assurance Standard Contract Language 

1. General Security Requirements. The Contractor shall establish appropriate administrative, technical, and physical safeguards to protect any and all Government data, to ensure the confidentiality, integrity, and availability of government data. As a minimum, this shall include provisions for personnel security, electronic security and physical security as listed in the sections that follow: 

2. Health Insurance Portability and Accountability Act (HIPAA). The contractor shall comply with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) (P.L. 104-191) requirements, specifically the administrative simplification provisions of the law and the associated rules and regulations published by the Secretary, Health and Human Services (HHS) and the published TRICARE Management Activity (TMA) implementation directions. This includes the Standards for Electronic Transactions, the Standards for Privacy of Individually Identifiable Health Information and the Security Standards. It is expected that the contractor shall comply with all HIPAA-related rules and regulations as they are published and as TMA requirements are defined (including identifiers for providers, employers, health plans, and individuals, and standards for claims attachment transactions). 

3. Personnel Security. 

3.1 The contractor shall comply with DoD Directive 8500.1, "Information Assurance (IA)," DoD Instruction 8500.2, "Information Assurance (IA) Implementation," DoD Directive 5400.11, "DoD Privacy Program," DoD 6025.18-R, "DoD Health Information Privacy Regulation," and DoD 5200.2-R, "Personnel Security Program Requirements." 

3.2 Contractor responsibilities for ensuring personnel security include, but are not limited to, meeting the following requirements: 

3.2.1 Follow the TMA Privacy Office guidelines for submittal of Automated Data Processor/Information Technology (ADP/IT) security clearances and ensure all contractor personnel are designated as ADP/IT-I, ADP/IT-II, or ADP/IT-III where their duties meet the criteria of the position sensitivity designations. Contact the TMA Privacy Office for guidance on the appropriate ADP/IT levels for personnel on the contract. The TMA Privacy Office procedures for personnel security are listed on the following website: http://www.tricare.osd.mil/tmaprivacy
/personnel-security.cfm 

3.2.2 Initiate, maintain, and document personnel security investigations appropriate to the individual's responsibilities and required access to Military Health System (MHS) Sensitive Information (SI). 

3.2.3 Immediately report to the TMA Privacy Office and deny access to any automated information system (AIS), network, or MHS SI information if a contractor employee filling a sensitive position receives an unfavorable adjudication, if information that would result in an unfavorable adjudication becomes available, or if directed to do so by the appropriate government representative for security reasons. 

3.2.4 Ensure that all contractor personnel receive information assurance (IA) training before being granted access to DoD AISs/networks, and/or MHS SI information. 

       4.  Electronic Security. 

4.1 Contractor Information Systems (IS)/networks that are involved in the operation of systems in support of the DoD Military Health System shall operate in accordance with controlling laws, regulations, and DoD policy. 

4.2 Certification & Accreditation (C&A) requirements apply to all DoD and contractor's IS/networks that receive, process, display, store or transmit DoD information. The contractor shall comply with the C&A process for safeguarding SI. Certification is the determination of the appropriate level of protection required for IS/networks. Certification also includes a comprehensive evaluation of the technical and non-technical security features and countermeasures required for each system/network. 

4.3 Accreditation is the formal approval by the government to operate the contractor's IS/networks in a particular security mode using a prescribed set of safeguards at an acceptable level of risk. In addition, accreditation allows IS/networks to operate within the given operational environment with stated interconnections; and with appropriate level of protection for the specified period. 

4.4 The contractor shall comply with C&A requirements, as specified by the government that meet appropriate DoD Information Assurance requirements. The C&A requirements shall be met before the contractor's system is authorized to access DoD data or interconnect with any DoD IS/network that receives, processes, stores, displays or transmits DoD data. The contractor shall initiate the C&A process by providing the Contracting Officer, within 60 days following contract award, the required documentation necessary to receive an Approval to Operate (ATO). The contractor shall make their IS/networks available for testing, and initiate the C&A testing four months (120 days) in advance of accessing DoD data or interconnecting with DoD IS/networks. The contractor shall ensure the proper contractor support staff is available to participate in all phases of the C&A process. They include, but are not limited to:

· Attending and supporting C&A meetings with the government 

· Supporting/conducting the vulnerability mitigation process 

· Supporting the C&A Team during system security testing 


4.5 Contractors must confirm that their IS/networks are locked down prior to initiating testing. 

· Conformation of system lock down shall be agreed upon during the definition of the C&A boundary and be signed and documented as part of the System Security Authorization Agreement (SSAA) 

· Locking down the system means that there shall be no changes made to the configuration of the system (within the C&A boundary) during the C&A process


4.6 Any re-configuration or change in the system during the C&A testing process will require a re-baselining of the system and documentation of system changes. 

4.7 Vulnerabilities that have been identified by the government as "must-fix" issues during C&A process must be mitigated according to the timeline identified by the Government Representative. C&A Checklists are provided for complying DoD C&A requirements. Reference material and C&A tools may be obtained at: http://www.tricare.osd.mil/tmis_new/ia.htm. 

4.7.1 A request for a waiver to the C&A requirements may be submitted for temporary testing and other usual circumstances. A waiver request must be submitted, in writing, to the Designated Approving Authority (DAA). The request must include mitigation strategies that ensure adequate protection measures and security controls are in place (for example: air gapping a testing network). 

4.8 Information Assurance Vulnerability Management (IAVM). The contractor shall implement an information assurance vulnerability management program. The DoD IAVM program provides electronic security protections against known threats and vulnerabilities. The IAVM program requires the registration of AIS system assets, which then allows for the timely dissemination of critical vulnerability information. It also assists in the documentation and tracking of compliance, providing increased electronic security to MHS systems. As part of the program, the contractor shall provide a primary and secondary point of contact in the Vulnerability Management System (VMS) and to the MHS Information Assurance Vulnerability Alert (IAVA) Monitor. The point of contact shall provide, upon receipt of a vulnerability message, an acknowledgment of receipt via the VMS. The contactor shall thoroughly test all mitigations for the vulnerability, and upon applying the mitigation to the system, report compliance in the VMS. Receipt and compliance messages to the government shall occur within the stipulated time window, as stated in the vulnerability message or in the VMS. 

4.8.1 The contractor shall ensure AIS assets that are under development are registered in the VMS and have all applicable electronic patches installed for the system (1) when the system is delivered to the Government, or (2) if the AIS assets are used to store or process Government data prior to delivery (such as when being used in testing and development). 

4.8.2 Guidance regarding the requirement for IAVM is contained in the DoD Information Assurance Vulnerability Alert (IAVA) December 30, 1999 memorandum and Chairman of the Joint Chiefs of Staff Manual (CJCSM) 6510.01 (Appendix A to Enclosure B) provides additional reference information. Implementation is addressed in the Defense Information Systems Agency (DISA) IAVA Process Handbook, Version 2.1, June 11, 2002. An asset is defined as any hardware device, such as a router, firewall, server, or an operating system image accessed by more than one user. Primary servers and the workstations that they support are assets that must be registered in the VMS. The DISA VMS web enabled application is used to disseminate IAVAs, Information Assurance Vulnerability Bulletins (IAVBs), and Information Assurance Technical Advisories down to the System Administrator (SA) and applicable personnel throughout the chain of command. 

4.8.3 The contractor shall maintain any development environments in accordance with TMA Information Assurance IA best practices and operational requirements. During product development for the government, the contractor shall ensure that all IA mitigation strategies have been applied to the development environment prior to any Government data being loaded onto any assets or software for testing or delivery. 

4.8.4 IA mitigation strategies include security updates, service packs, and changes to operating procedures as physical and cyber vulnerabilities are detected. Operating system, routers, servers, development platforms and the application being delivered to the government shall be in compliance with all known applicable Department of Defense Computer Emergency Response Team (DoD-CERT) Alert, Bulletin, and Technical Advisory Notices published during the past 36 months. 

4.8.5 Disposing of Electronic Media. Vendors shall follow the DoD standards, procedures, and use approved products to dispose of unclassified hard drives and other electronic media, as appropriate, in accordance with DoD Memorandum "Disposition of Unclassified Computer Hard Drives," June 4, 2001. Vendors are required to also follow DoD guidance on sanitization of other internal and external media components in DODI 8500.2 "Information Assurance (IA) Implementation," 6 Feb 2003 (see PECS-1 in enclosure 4 Attachment 5) and DoD 5220.22-M "Industrial Security Program Operating Manual (NISPOM)," (Chapter 8). 

4.9 Ports Protocols and Services. Vendors shall follow all current DoD and Defense Information Systems Agency (DISA) standards and requirements for acceptable Ports, Protocols, and Services. Any requests for exception to using the current DISA Ports, Protocols, and Services standards requires an request for exception sent through the Program Manager to the DAA. 

4.10 Public Key Infrastructure and Encryption. Vendors shall follow the DoD standards, policies, and procedures related to the use of Public Key Infrastructure (PKI) certificates and biometrics for positive authentication. Where interoperable PKI is required for the exchange of unclassified information between DoD and its vendors and contractors, industry partners shall obtain all necessary certificates. Vendors must turn over to the Government all encryption keys for deployed systems, backdoor algorithms, and procedures for their use in remote support. The Vendor must provide a written report detailing all of the above, prior to task order expiration, regardless of modifications or extensions. 

5.  Information Systems (IS)/Networks Physical Security. The contractor shall employ physical security safeguards for IS/Networks involved in processing or storage of Government Data to prevent the unauthorized access, disclosure, modification, destruction, use, etc., and to otherwise protect the confidentiality and ensure use conforms with DoD regulations. In addition, the contractor will support a Physical Security Audit performed by the Government of the contractor's internal information management infrastructure. The MHS Physical Security Audit Matrix is available at: http://www.tricare.osd.mil/tmis_new/Policy/PSA_Matrix_%20012304%200930%20clean%20version.xls. The contractor shall correct any deficiencies identified by the Government of the contractor's physical security posture. The contractor shall be required to follow all requirements in the MHS Information Assurance Policy. New MHS policies will be posted to the following website: http://www.tricare.osd.mil/tmis_new/IA.htm. 
6.  Special Requirements for Protected Health Information. Whenever a contract is awarded that requires the vendor to collect, use, copy, access or store Protected Health Information (PHI) in commercial office space, the contractors must: 

0. Notify the TMA Privacy Office. 

1. Sign a Data Use Agreement (DUA). If access and/or extraction of PHI is required from a DoD AIS for any reason, the contractor must request and receive an approval of the DUA prior to accessing, extracting, copying, or storing information to or from any DoD AIS. The DUA must be approved by the TMA Privacy Officer, TRICARE Management Activity, before PHI may be used by the contractor as stated above. The contractor shall only request access to the minimum amount of data required to achieve the objectives outlined and specified in the DUA. Once a DUA is approved, the contractor must fully comply with all terms and conditions stated therein. The DUA is a separate contract with its own terms and conditions. The contractor shall only retain the data for the minimum amount of time required to achieve the objectives outlined and specified in the DUA. DUAs are active at a maximum, for one year, and at the expiration of which the contractor must renew it or submit a Certificate of Data Destruction to the TMA Privacy Office. 

2. Comply with all HIPAA requirements. 

3. Follow all DUA and DoD requirements for secure disposal, destruction, and/or sanitization of all equipment that contained PHI. 

The contractor shall ensure that data which contains PHI is continuously protected from unauthorized access, use, modification, or disclosure. The contractor shall comply with all previously stated requirements for HIPAA, Personnel Security, Electronic Security, and Physical Security. 

6.3
Enterprise Architecture (EA)

Not applicable to this Task order.

6.4
Protection of Information

6.4.1
FAR 52.224-1 -- Privacy Act Notification (1984)

6.4.2
FAR 52.224-2 -- Privacy Act (1984)

6.4.3
Dissemination of Information/Publishing

There shall be no dissemination or publication, except within and between the Contractor and any subcontractors or specified Integrated Product/Process Team (IPT) members who have a need to know, of information developed under this order or contained in the reports to be furnished pursuant to this order without prior written approval of the TMA TM or the Contracting Officer.  TMA approval for publication will require provisions which protect the intellectual property and patent rights of both TMA and the Contractor.

6.4.4   Contractor Employees
Contractor Identification

The contractor shall ensure that contractor personnel identify themselves as contractors when attending meetings, answering Government telephones, providing any type of written correspondence, or working in situations where their actions could be construed as official Government acts.

Attendance at Meetings

Contractor personnel may be required to attend meetings or otherwise communicate with Government and/or other contract representatives to meet the requirements of this order.  Contractor personnel make their contractor status known during introductions.

Use of Military Rank by Contractor Personnel 

Contractor personnel, while performing in a contractor capacity, are prohibited from using their retired or reserve component military rank or title in all written or verbal communications associated with the contract under which they provide services.

6.4.5
Personally Identifiable Information (PII) and Protected Health Information (PHI) 

The TMA Privacy Office website at http://www.tricare.mil/tmaprivacy/contract.cfm contains guidance regarding Protected Health Information (PHI) and Personally Identifiable Information PII).  

Personally Identifiable Information (PII) and Protected Health Information (PHI). 

The Contractor shall establish appropriate administrative, technical, and physical safeguards to protect any and all Government data, to ensure the confidentiality, integrity, and availability of Government data.
Health Insurance Portability and Accountability Act (HIPAA) 

The contractor shall comply with the Health Insurance Portability and Accountability Act of 1996 (HIPAA) (P.L. 104-191) requirements, specifically the administrative simplification provisions of the law, as well as the Department of Defense (DoD) 6025.18-R, “DoD Health Information Privacy Regulation,” January, 2003. This includes the Standards for Electronic Transactions, the Standards for Privacy of Individually Identifiable Health Information and the Security Standards. It is expected that the contractor shall comply with all HIPAA-related rules and regulations as they are published and as TMA requirements are defined (including identifiers for providers, employers, health plans, and individuals, and standards for claims attachment transactions).

Systems of Record

 In order to meet the requirements of 5 U.S.C. 552a, the Privacy Act of 1974, contractors shall assist the TMA Privacy Office in completing a Privacy Act System of Records Notice for collections of records where information in identifiable form is retrieved.  The contractor will also comply with the requirements in Office of Management and Budget (OMB) Circular A-130, in the DoD Directive 5400.11, “DoD Privacy Program,” May 8, 2007, and in the DoD 5400.11-R, “Department of Defense Privacy Program,” May 14, 2007.  The contactor shall  work with the government point of contact to identify Privacy Act System of Records that are maintained or operated for TMA. Completed System of Records Notice formats for the applicable systems should be sent to the TRICARE Management Activity (TMA) Privacy Office at sormail@tma.osd.mil.
Privacy Impact Assessment

The contractor shall provide for the completion of a Privacy Impact Assessment (PIA) for any applicable system that maintains protected health information (PHI) or individually identifiable Information (III) on TRICARE beneficiaries and that retrieves such III through the use of personal identifiers.  The PIA will be prepared according to the DoD PIA format, which is specified in the “DoD Privacy Impact Assessment (PIA) Guidance,” dated 28 October 2005.  Completed PIAs will be sent to the TRICARE Management Activity (TMA) Privacy Office at piamail@tma.osd.mil
Data Use Agreement (DUA)

A Data Use Agreement (DUA) is a contractual agreement between outside entities and the DoD to ensure that PHI or III is used appropriately and is not disclosed to unauthorized individuals or organizations.  Any contractor, non-DoD-organization, or non-DoD Agency requesting a data extraction from systems belonging to the Military Health System (MHS) should formally request a DUA, which must be approved by the HA/TMA Privacy Officer, in accordance with the requirements of the HIPAA Privacy Rule and the DoD 6025.18-R C8.  To begin the DUA request process, contact duamail@tma.osd.mil. Additionally, the requestor or custodian must also complete an M2 Password Authorization form.  DUAs are active for one year, after which the contractor must submit a renewal request or provide a Certificate of Data Destruction (CDD) to the TMA Privacy Office.

6.4.6
Business Associates 

The TMA Privacy Office website at http://www.tricare.mil/tmaprivacy/contract.cfm contains standard contract clause language regarding Business Associates.  

Introduction

       In accordance with DoD 6025.18-R “Department of Defense Health Information Privacy Regulation,” January 24, 2003, the Contractor meets the definition of Business Associate. Therefore, a Business Associate Agreement is required to comply with both the Health Insurance Portability and Accountability Act (HIPAA) Privacy and Security regulations. This clause serves as that agreement whereby the Contractor agrees to abide by all applicable HIPAA Privacy and Security requirements regarding health information as defined in this clause, and in DoD 6025.18-R and DoD 8580.02-R, as amended. Additional requirements will be addressed when implemented.


(a) Definitions. As used in this clause generally refer to the Code of

Federal Regulations (CFR) definition unless a more specific provision exists in DoD 6025.18-R or DoD 8580.02-R.


Individual has the same meaning as the term “individual” in 45 CFR

160.103 and shall include a person who qualifies as a personal representative in accordance with 45 CFR 164.502(g).


Privacy Rule means the Standards for Privacy of Individually Identifiable Health Information at 45 CFR part 160 and part 164, subparts A and E.


Protected Health Information has the same meaning as the term

“protected health information” in 45 CFR 160.103, limited to the information created or received by the Contractor from or on behalf of the Government pursuant to the Contract. 


Electronic Protected Health Information has the same meaning as the term “electronic protected health information” in 45 CFR 160.103.


Required by Law has the same meaning as the term “required by law” in 45 CFR 164.103.


Secretary means the Secretary of the Department of Health and Human Services or his/her designee.


Security Rule means the Health Insurance Reform: Security Standards at

45 CFR part 160, 162 and part 164, subpart C.

       Terms used, but not otherwise defined, in this Clause shall have the same meaning as those terms in 45 CFR 160.103, 160.502, 164.103, 164.304, and 164.501. 


(b) The Contractor shall not use or further disclose Protected Health

Information other than as permitted or required by the Contract or as Required by Law.


(c) The Contractor shall use appropriate safeguards to prevent use or disclosure of the Protected Health Information other than as provided for by this Contract.


(d) The Contractor agrees to use administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits in the execution of this Contract. 

(e) The Contractor agrees to mitigate, to the extent practicable, any harmful effect that is known to the Contractor of a use or disclosure of Protected Health Information by the Contractor in violation of the requirements of this Clause. 


(f) The Contractor shall report to the Government any security incident involving protected health information of which it becomes aware.


(g) The Contractor shall report to the Government any use or disclosure of the Protected Health Information not provided for by this Contract of which the Contractor becomes aware.


(h) The Contractor shall ensure that any agent, including a subcontractor, to whom it provides Protected Health Information received from, or created or received by the Contractor, on behalf of the Government, agrees to the same restrictions and conditions that apply through this Contract to the Contractor with respect to such information.


(i) The Contractor shall ensure that any agent, including a subcontractor, to whom it provides electronic Protected Health Information, agrees to implement reasonable and appropriate safeguards to protect it.


(j) The Contractor shall provide access, at the request of the Government, and in the time and manner reasonablydesignated by the Government to Protected Health Information in a Designated Record Set, to the Government or, as directed by the Government, to an Individual in order to meet the requirements under 45 CFR 164.524.


(k) The Contractor shall make any amendment(s) to Protected Health Information in a Designated Record Set that the Government directs or agrees to pursuant to 45 CFR 164.526 at the request of the Government, and in the time and manner reasonably designated by the Government.


(l) The Contractor shall make internal practices, books, and records relating to the use and disclosure of Protected Health Information received from, or created or received by the Contractor, on behalf of the Government, available to the Government, or at the request of the Government to the Secretary, in a time and manner reasonably designated by the Government or the Secretary, for purposes of the Secretary determining the Government’s compliance with the Privacy Rule.


(m) The Contractor shall document such disclosures of Protected Health Information and information related to such disclosures as would be required for the Government to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528.


(n) The Contractor shall provide to the Government or an Individual, in time and manner reasonably designated by the Government, information collected in accordance with this Clause of the Contract, to permit the Government to respond to a request by an Individual for an accounting of disclosures of Protected Health Information in accordance with 45 CFR 164.528.

General Use and Disclosure Provisions

       Except as otherwise limited in this Clause, the Contractor may use or disclose Protected Health Information on behalf of, or to provide services to, the Government for treatment, payment, or healthcare operations purposes, in accordance with the specific use and disclosure provisions below, if such use or disclosure of Protected Health Information would not violate the HIPAA Privacy Rule, the HIPAA Security Rule, DoD 6025.18-R or DoD 8580.02-R if done by the Government.

Specific Use and Disclosure Provisions


(a) Except as otherwise limited in this Clause, the Contractor may use Protected Health Information for the proper management and administration of the Contractor or to carry out the legal responsibilities of the Contractor.


(b) Except as otherwise limited in this Clause, the Contractor may disclose Protected Health Information for the proper management and administration of the Contractor, provided that disclosures are required by law, or the Contractor obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential and used or further disclosed only as required by law or for the purpose for which it was disclosed to the person, and the person notifies the Contractor of any instances of which it is aware in which the confidentiality of the information has been breached.


(c) Except as otherwise limited in this Clause, the Contractor may use Protected Health Information to provide Data Aggregation services to the Government as permitted by 45 CFR 164.504(e)(2)(i)(B).


(d) Contractor may use Protected Health Information to report violations of law to appropriate Federal and State authorities, consistent with 45 CFR 164.502(j)(1).

Obligations of the Government

       Provisions for the Government to Inform the Contractor of Privacy Practices and Restrictions


(a) The Government shall provide the Contractor with the notice of privacy practices that the Government produces in accordance with 45 CFR 164.520. 

(b) The Government shall provide the Contractor with any changes in, or revocation of, permission by Individual to use or disclose Protected Health

Information, if such changes affect the Contractor’s permitted or required uses and disclosures.


(c) The Government shall notify the Contractor of any restriction to the use or disclosure of Protected Health Information that the Government has agreed to in accordance with 45 CFR 164.522.

Permissible Requests by the Government

       The Government shall not request the Contractor to use or disclose Protected Health Information in any manner that would not be permissible under the HIPAA Privacy Rule, the HIPAA Security Rule, or any applicable Government regulations (including without limitation, DoD 6025.18-R and DoD 8580.02-R) if done by the Government, except for providing Data Aggregation services to the Government and for management and administrative activities of the Contractor as otherwise permitted by this clause.

Termination


(a) Termination. A breach by the Contractor of this clause, may subject the Contractor to termination under any applicable default or termination provision of this Contract.


(b) Effect of Termination.



(1) If this contract has records management requirements, the records subject to the Clause should be handled in accordance with the records management requirements. If this contract does not have records management requirements, the records should be handled in accordance with paragraphs (2) and (3) below



(2) If this contract does not have records management requirements, except as provided in paragraph (3) of this section, upon termination of this Contract, for any reason, the Contractor shall return or destroy all Protected Health Information received from the Government, or created or received by the Contractor on behalf of the Government. This provision shall apply to Protected Health Information that is in the possession of subcontractors or agents of the Contractor. The Contractor shall retain no copies of the Protected Health Information.



(3) If this contract does not have records management provisions and the Contractor determines that returning or destroying the Protected Health

Information is infeasible, the Contractor shall provide to the Government notification of the conditions that make return or destruction infeasible. Upon

mutual agreement of the Government and the Contractor that return or destruction of Protected Health Information is infeasible, the Contractor shall extend the protections of this Contract to such Protected Health Information and limit further uses and disclosures of such Protected Health Information to those purposes that make the return or destruction infeasible, for so long as the Contractor maintains such Protected Health Information.

Miscellaneous


(a) Regulatory References. A reference in this Clause to a section in DoD 6025.18-R, DoD 8580.02-R, Privacy Rule or Security Rule means the section currently in effect or as amended, and for which compliance is required. 


(b) Survival. The respective rights and obligations of Business Associate under the “Effect of Termination” provision of this Clause shall survive the termination of this Contract.  


(c) Interpretation. Any ambiguity in this Clause shall be resolved in favor of a meaning that permits the Government to comply with DoD 6025.18-R, DoD 8580.02-R, the HIPAA Privacy Rule or the HIPAA Security Rule.
6.4.7
Public Key Infrastructure and Encryption.

Vendors shall follow the DoD standards, policies, and procedures related to the use of Public Key Infrastructure (PKI) certificates and biometrics for positive authentication.  Where interoperable PKI is required for the exchange of unclassified information between DoD and its vendors and contractors, industry partners shall obtain all necessary certificates.  Vendors must turn over to the Government all encryption keys for deployed systems, backdoor algorithms, and procedures for their use in remote support.  The Vendor must provide a written report detailing all of the above, prior to task order expiration, regardless of modifications or extensions.

6.5
Access Requirements

6.5.1
Contractor access to HA/TMA Network/DoD Systems

The TMA Privacy Office website at http://www.tricare.mil/tmaprivacy/contract.cfm contains guidance regarding contractor access to the HA/TMA Network/DoD Systems.  
Contractor access to HA/TMA Network/DoD Systems

Contracting companies shall contact the TMA Privacy Office after being awarded a TRICARE contract that requires access to a DoD system.  Each contracting company is responsible for submitting the SF85P and FD 258 for their respective contractor employees.  The Contractor employees may be required to gain access to the HA/TMA network/Program Office system for performance of this task.  As such, contractor personnel shall undergo appropriate background investigation (Trustworthiness Determination for Public Trust positions/ADP-IT) or have a security clearance and Information Assurance training.  The Contractor should be prepared for this process to take at least two (2) weeks.

Prior to the submission of the SF85P for new contractor employees, the contractor's Facility Security Officer (FSO) shall submit the TRICARE contract number, delivery order number, contract start date, contract end date, personnel names, and the ADP position designations, to the TMA Privacy Office for verification and approval with a list of personnel being submitted for an ADP/IT Trustworthiness Determination.  The Contractor’s FSO shall submit all appropriate forms as listed on the TMA Privacy website to request a background investigation to the Office of Personnel Management (OPM) and obtain receipt confirmation as a prerequisite for contractor personnel to access the HA/TMA network/TRICARE Program Office systems.  The Standard Form 85P is available at: http://www.tricare.osd.mil/tmapivacy/sf85p.pdf.

The Contracting company shall follow the TMA Privacy Office guidelines for submittal of ADP/IT security clearances and ensure all contractor personnel are designated as ADP/IT-I, ADP/IT-II, or ADP/IT-III where their duties meet the criteria of the position sensitivity designations.  The TMA Privacy Office procedures for personnel security are listed on the following website: http://www.tricare.osd.mil/tmaprivacy/personnel-security.cfm.

Contracting companies must notify the TMA Privacy Office when the security officer has submitted the SF85P user form to OPM for new employees. Upon termination of a contractor employee from the TRICARE Contract, the contractor’s FSO must notify the TMA Privacy Office and OPM of the action, including the termination date. At the end of the base period of performance, the contracting companies shall notify the TMA Privacy Office if the contract has been extended for the option years or terminated.

Non-U.S. Citizens 

Only United States citizens shall be granted a personnel security clearance, assigned to sensitive duties, or granted access to classified information unless approved by an authority designated in Appendix 6...etc. Exceptions to these requirements shall be permitted only for compelling national security reasons.  (DoD 5200.2-R. C2.1.1, AP6.6.1)  Non-U.S. citizens are not being adjudicated by any government agency for a trustworthiness determination at this time.  Non-U.S. Citizens are not allowed access to any DoD systems/networks

The contractor shall ensure that data which contains PHI is continuously protected from unauthorized access, use, modification, or disclosure. The contractor shall comply with all previously stated requirements for HIPAA, Personnel Security, Electronic Security, and Physical Security.

Termination of access

 Upon termination of a contractor employee, the Contractor Point of Contact shall ensure the "Delete from HA/TMA Network Form" has been completed and forwarded to the HA/TMA Help Desk with a copy to the TMA Privacy Office.

6.5.2
Contractor access to classified information

This is not applicable to this Task Order.

6.5.3
Contractor access to Planning Programming, Budgeting, and Execution (PPBE) Documents and Data

DoD Contractors shall not have access to PPBE material unless such access is approved by the head of the OSD office responsible for the PPBE phase to which the document or data pertains.  The approval must be requested and granted in accordance with:

· Deputy Secretary of Defense Memorandum, “Control of Planning, Programming, Budgeting, and Execution (PPBE) Documents and Information,” 27 March 2004.

· DoD Directive 7045.14, “The Planning, Programming, and Budgeting System (PPBS), May 22, 1984, Change 1, July 28, 1990.

6.6
Data Rights

Unless the Contracting Officer agrees in writing to different rights, the Government will be provided unlimited rights to all software and data produced in performing this task/effort. (FAR 52.227-14). 

DFARS 252.227-7013 Rights in Technical Data-Noncommercial items

DFARS 252.227-7014 Rights in Noncommercial Computer Software & Software Documentation

DFARS 252.227-7015 Technical Data – Commercial Items

DFARS 252.227-7016 Rights in Bid or Proposal Information

DFARS 252.227-7017  Identification and Assertion of Use or Restrictions

DFARS 252.227-7019 Validation of Asserted Restrictions

DFARS 252.227-7020 Rights in Special Works

DFARS 252.227-7027 Deferred Ordering of Technical Data or Software

DFARS 252.227-7030 Technical Data – Withholding of Payment

DFARS 252.227-7037 Validation of Restrictive Markings on Technical Data

6.7
Quality Assurance

The Government will review Monthly Progress Reports and will attend regular task performance review meetings with the Contractor to survey quality of products and services. 

6.7.1
Quality Assurance Surveillance Plan (QASP)
The Government intends to utilize a Quality Assurance Surveillance Plan (QASP) to monitor the quality of the Contractor’s performance.  The oversight provided for in the order and in the QASP will help to ensure that service levels reach and maintain the required levels throughout the contract term.  Further, the QASP provides the COR with a proactive way to avoid unacceptable or deficient performance, and provides verifiable input for the required Past Performance Information Assessments.  The QASP will be finalized immediately following award and a copy provided to the Contractor after award.   The QASP is a living document and may be updated by the Government as necessary.

6.7.2
Performance Requirements Summary Matrix

By monitoring the performance of the contract, the COR will determine whether the performance levels set forth in the order have been attained.  Performance standards are specified in the following Performance Requirements Summary Matrix in the Standard and Acceptable Quality Level columns.

	Task
	Indicator
	Standard
	Acceptable Quality Level
	Method of Surveillance
	Incentive

	Senior Administrative Support Services (Task 2.2.1.)
	Senior Administrative support in accordance with PWS.
	Provide continuous professional administrative support for DCoE Headquarters and Directorates.

Not more than 10% of work products (briefings, written documents) returned for grammatical corrections in any one (1) quarter. 
	90% of all written documents are error free.
	Direct Observation,  

Validated User/Customer Complaints.

(Directors’ documented feedback positive or negative).
	Positive or negative past performance evaluation. 

	Cost Estimation and Financial Support Services (Task 2.2.4)
	Provide financial, budget, and cost estimation support in accordance with PWS.
	Reports are provided on time and correct with an error rate within the document of no greater than 2%.
	Reports, financial models, and budgets are completed and without error 98% of the time.
	Direct Observation,  

Validated User/Customer Complaints.

(Directors’ documented feedback positive or negative).
	Positive or negative past performance evaluation.

	Procurement Support Services (Task 2.2.2)
	Assist DCoE in Acquisition Planning and processing acquisition packages for DCoE contract requirements
	Complete acquisition packages are developed and  forward to TMA AM for processing within 30 days or less of the request by the COR or an official delegated by the COR.
	Not more than 2 procurement packages per quarter exceed 30 days processing time.
	Direct Observation,  

Validated User/Customer Complaints

(Directors’ documented feedback positive or negative), Performance Reporting (Monthly Progress Reports).
	Positive or negative past performance evaluation.

	Program Management  

Task Manager

(Task 2.1)
	Perform Program and Task Management to include Supervision of contractor staff and Quality Control.
	Task Order managed in accordance with Contractor provided Program Management Plan (PMP).

  
	95% compliance with management and schedule metrics identified in PMP. 
	Direct Observation, 

Analysis of Contractor’s Performance Reporting (Monthly Progress Reports).  


	Positive or negative past performance evaluation.


6.7.3
Performance Evaluation Process

The Contractor Performance Assessment Reporting System (CPARS) has been adopted by TMA to electronically capture assessment data and manage the evaluation process.  CPARS is used to assesses a contractor’s performance and provide a record, both positive and negative, on a given contract during a specific period of time.  The CPARS process is designed with a series of checks and balances to facilitate the objective and consistent evaluation of contractor performance.  Both government and contractor program management perspectives are captured on the CPAR form and together make a complete CPAR.  Once the Assessing Official completes the proposed assessment for the period of performance, the CPARS is released to the appropriate Government Contractor Representative for their review and comments.  User ID and Password will be provided to the designated Government Contractor Representative upon issuance of a task order.  The contractor has 30 days after the Government's evaluation is completed to comment on the evaluation.  The Government Contractor Representative must either concur or nonconcur to each CPAR.  If the contractor concurs with the proposed assessment and the Reviewing Official does not wish to see the CPAR, the Assessing Official may close out the CPAR.  Otherwise, they must forward the CPAR to the Reviewing Official for them to review, enter comments if appropriate, and close out.  The Reviewing Official may at their option direct the Assessing Official to forward every CPAR to them for review.

6.7.4
Key Personnel Performance/Replacement 

The Government reserves the right to judge the technical skills, qualifications, competences and acceptability of all key personnel assigned to this effort and to request a replacement if such is deemed necessary by the Government.  The Government reserves the right to accept or reject any proposed individual with written notification.
For temporary and/or permanent replacement of key personnel, the contractor shall provide a resume for each individual to the COR.  Resumes shall be provided at least two weeks (or as mutually agreed upon) prior to making any key personnel changes.  The Government reserves the right to select the most qualified candidate based on resumes provided and/or interviews conducted.  The contractor will afford the Government the opportunity to interview the replacement candidate, if requested. Also, the contractor personnel must submit the necessary information to be issued a Position of Public Trust (See 6.5.1) clearance at such time when they report for task order performance.
6.8
Government Furnished Equipment (GFE)/ Information (GFI)/Facilities

6.8.1
Government Furnished Facilities 

The Government will provide office facilities, equipment, and materials for daily business use of staff called for under this order.  This shall include office space, desk, telephone, chair, computer, shared printer, and requisite consumable materials. 

The Contractor will be provided keys or codes for access to the Government facility.  These keys and codes shall be controlled, tracked, and protected.   Upon termination of the period of performance, all keys and/or access badges to the Government facility will be turned in to the COR.

6.9
Government Furnished Equipment/Information/Property
The Contractor shall maintain a detailed inventory accounting system for Government Furnished Equipment/Material or Contractor-Acquired-Government Owned Property (CAP).  The inventory accounting system must specify, as a minimum:  product description (make, model), Government tag number, date of receipt, name of recipient, location of receipt, current location, purchase cost (if CAP), and contract/order number under which the equipment is being used.  The Contractor shall either: a) attach an update inventory report to each Monthly Progress Report, or b) certify that the inventory has been updated and is available for Government review.  In either case the Contractor’s inventory listing must be available for Government review within one business day of COR request.

6.9.1 
Section 508 Requirement

Not applicable for this Task Order.

6.9.2
Government Furnished Equipment/Information/Property
The Government shall be providing the following equipment/information/property: 

	Description
	ID or Serial #
	Quantity

	None identified at this time other than equipment associated with providing Government facilities.
	
	

	
	
	


The Contractor shall maintain a detailed inventory accounting system for Government Furnished Equipment/Material or Contractor-Acquired-Government Owned Property (CAP).  The inventory accounting system must specify, as a minimum:  product description (make, model), Government tag number, date of receipt, name of recipient, location of receipt, current location, purchase cost (if CAP), and contract/order number under which the equipment is being used.  The Contractor shall either: a) attach an update inventory report to each Monthly Progress Report, or b) certify that the inventory has been updated and is available for Government review.  In either case the Contractor’s inventory listing must be available for Government review within one business day of COR request.

7.0
APPLICABLE DOCUMENTS AND DEFINITIONS 

· Federal Acquisition Regulation (FAR)

· Army Federal Acquisition Regulation Supplement (AFARS)

· Department of Defense Federal Acquisition Regulation Supplement (DFARS)

· TRICARE Management Activity Procurement Support Deskbook

· Department of Defense Financial Management Regulation (DoD 700.14-R)

7.1
Compliance Documents

The following documents provide specifications, standards, or guidelines that must be complied with in order to meet the requirements of this order: 

· Federal Acquisition Regulation (FAR)

· Army Federal Acquisition Regulation Supplement (AFARS)

· Department of Defense Federal Acquisition Regulation Supplement (DFARS)

· TRICARE Management Activity (TMA) Procurement Support Deskbook

· Department of Defense Financial Management Regulation (DoD 700.14-R)TRICARE Management Activity Interim Guidance on In-Sourcing New and Contracted Out Functions)

· Management of TRICARE Management Activity Non-Purchased Care Contracts 

· TMA Guidance Incorporating Performance Based Acquisition into Non-Purchased Care Acquisitions 

· Wide Area Workflow Receipt and Acceptance (WAWF-RA) 

· Policy for the Acquisition of Non-Purchased Care Support.  

· Procedures for Proposed Acquisitions of Services 
· Use of Appropriated Funds to Purchase Food 

· Procurement Actions for Severable Services 

· Contract Surveillance for Non-Purchased Care Service Contracts)

· Oversight for Receiving Reports 
· Interagency Acquisition Support - Policy Revision 
· Appropriate Management Oversight and Use of TMA Non-Personal Services Contracts 

· Unauthorized Purchases With Government Funds 

7.2
Reference Documents

The following documents may be helpful to the Contractor in performing the work described in this document:  

· TMA Non-Purchased Care Acquisition Desk Top Reference Guide 

· TRICARE Acquisition Manual (TAM)

· TMA Program Management and Integration (PMI) User’s Manual







