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NOAA Network Operations Center (NOC) Success Story

RGII’s NOAA NOC staff provides expert planning, design, deployment, operation, and optimization of data communication consulting services to NOAA’s more than 15,000 users. To provide them with high availability network connectivity in order to fulfill NOAA’s mission to the general public. Conduct routing reengineering of NOAA Washington DC MAN and US Eastern Region WAN consisting of 3 Class Bs and 200 Class Cs by replacing older routing protocols of RIP, IGRP and EIGRP with a hierarchically structured routing domain via OSPF and BGP.  

Designed and maintain a Gigabits Ethernet  (1000Mbits) for the Headquarters’ Open Campus Backbone (OCN) and a Gigabits Ethernet Trusted Campus Backbone (TCN). Designed and maintain a 10Mbits Bell Atlantic FNS and an ATM OC-3 MANs for NOAA Capital area’s 10 different sites. Provide connectivity for various NOAA sites around the Nation. 

Redesign NOAA Internet connections by implementing redundant high-speed links via Bell Atlantic FNS (10Mbits) to NASA Science Internet, Two full T3 (45Mbits) to UUNet MCIWorldCom and full T3 (45Mbits) to Department of Interior (DOI) for Internet-11 connectivity. One Gigabits connection to Internet-2.  Provide federal agencies and public the highest availability and reliability of NOAA’s high-speed scientific data network.  Currently, generate 750 Gigabytes traffic to Internet daily.  NOAA is one of the largest contents contributors to the Internet.

Evaluate NOAA IP address space requirement.  Develop plans to resolve the IP subnets shortage problem by implementing Variable-Length Subnet Mask with OSPF, collapse LAN backbones with high-end routers and switches, reclaim unused and under-used subnets and replacing point-to-point links with unnumbered or Private Network numbers.  Design Virtual LAN for NOAA Headquarter Campus of over 6000 users to satisfy increasing moves, adds and changes.  

Centralize network monitoring and management for economies of scale. Design network management models on backbone configuration, fault management, security access, performance management, and accounting maintenance for NOAA Headquarters’ Network Operations Center to assure high performance and reliable service levels.  Install and configure HP-Open View, Cisco Works, Cisco View, and Sybase on Network Management Servers. Define event filters and snmp-traps to alert operators via pop-up windows/sounds, pager, and email.  Manage device configuration via CiscoWorks on all Cisco routers.  Perform real-time and historical trend analysis on network performance by using HP-Open View, Concord NetworkHealth and Netscout Manager.  Document campus fiber and CAT-5 via Visio.

Implement SecurID SmartCard on Network Management Station (NMS), firewalls and backbone Cisco routers with TACACS+.  Design firewalls and DMZ networks to protect NOAA large Private Data Networks.  Install Network Time Protocol servers and clients on all one-time-password accessing clients with MD5 encryption.  Conduct NOAA Internet security research with DOE CERT Advisory Board and Lawrence Livermore National Laboratory.

RGII’s NOAA NOC staff has the ability to offer new and enhanced services to our NOAA clients.  The NOC can monitor and enforce its service level agreement with its five major line offices. The NOC is realizing reduced network costs through consolidated staffing, performance monitoring and more efficient operations. The NOC’s network monitoring capabilities can identify potential problems before they impact our NOAA clients performance, and provides better network troubleshooting, fault detection, isolation, repair and restoration, alarm management, problem diagnosis, and dispatch of service resources.

