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1.   Purpose

To establish an Investment Review Process (IRP) that will:

· Integrate capital planning and investment control (CPIC), budgeting, acquisition, and management of investments (both Information Technology (IT) and non-IT) to ensure scarce public resources are wisely invested and the requirements of the authorities listed below are achieved.

· Ensure that spending on investments directly supports and furthers DHS’s mission and provides optimal benefits and capabilities to stakeholders and customers.

· Identify poorly performing investments that are behind schedule, over budget, or lacking in capability so corrective actions can be taken.

· Identify duplicative efforts for consolidation and mission alignment when it makes good sense or when economies of scale can be achieved. 

· Improve investment management in support of the President’s Management Agenda (PMA).

2.   Scope

This Management Directive (MD) applies to all Departmental offices, directorates, agencies, and sub-elements within DHS (hereafter referred to as Organizational Elements), unless specifically exempted by statutory authority.  Additionally, this MD applies to the acquisition of all capital assets, including services.  Joint agency initiatives will follow the IRP of the designated lead agency (or managing partner). 

3.   Authorities

A. Office of Management and Budget (OMB) Circular A-11, Preparing, Submitting and Executing the Budget, June 2002.

B. Public Law 107-296, the Homeland Security Act of 2002.

C. Clinger-Cohen Act

D. OMB Circular A-130, Management of Federal Information Resources, Nov 2001.

E. OMB Circular A-94, Guidelines and Discount Rates for Benefit-Cost Analysis of Federal Programs, Jan 2002.

4.   Definitions

For detailed definitions and applicable terms, reference Enclosure (1).

  Policy and Procedures

The management of Departmental investments is a key strategic function of DHS.  Proper management also warrants a structured program management program, a systematic process for review and approval, visibility, and accountability to senior management.  

There are two distinct objectives of the IRP: 1) acquisition oversight of new investments throughout their life cycle, and 2) portfolio management to achieve budget goals and objectives.  The guiding principles for this process provided in Enclosure (2) should be used to further these objectives.

DHS investments are categorized in four levels based on defined criteria.  These levels determine the documentation required for review as well as the approval levels.  Threshold criteria will be reevaluated 6 months after the directive is issued and annually thereafter.

	Threshold
	Review/ Approval
	Document Required
	Criteria1
	Additional IT Criteria1

	Level 1


	Investment

Review

Board (IRB) /

Deputy Secretary
	Exhibit 300
	· Contract cost exceeds  $50M 

· Importance to DHS strategic and performance plans

· High development, operating, or maintenance cost

· High risk

· High return

· Significance in resource administration 
	· Life-cycle cost exceeds $200M



	Level 2
	Management

Review 

Council (MRC) /

Directorate Head or Under Secretary
	Non-IT:

Exhibit 300 Light

IT:  

Exhibit 300
	· Contract cost $5M - $50M 

· Impacts more than one DHS component 

· Significant program or policy implication

· High executive visibility 


	· Life-cycle cost $20M - $200M

· Financial system with operation cost exceeding $500K

· Was major in FY04 budget submission

· Meets following criteria: E-Gov related, FEA, DHS EA, Strategic Data/Information sharing, DHS utility services and infrastructure, new technology initiatives, and sensitive initiatives (for definitions see Enclosure (1))

	Level 3

(IT Only)
	Enterprise

Architecture

Board (EAB) / CIO
	Exhibit 300 Light
	
	· Annual costs $1M - $5M annually

· Life-cycle costs $5M - $20M

· Falls in one of the E-Gov transformation focus areas (e.g. financial management, data and statistics, human resources, monetary benefits, criminal investigations, public health monitoring, etc.)

	Level 4


	Directorates or

Organizational

Elements
	IT: Exhibit 53 Information


	· Total acquisition cost less than $5M
	· Does not meet Level 3 criteria

· IT service contract

· Total acquisition costs between $100,000 and $5M, and involves modifications / revisions to the existing IT infrastructure or security, with no new technology involved



	· General Notes:  Level 1, 2, and 3 IT investments require review by the DHS CIO and the EAB.  Exhibit 300 Light is a DHS designation, not an official OMB Exhibit.

· Note 1:  Threshold levels are determined based on one or more of listed criteria.


For Level 1 programs the Deputy Secretary is the acquisition executive who has final decision authority at a program’s Key Decision Point (KDP).  For Level 2 programs and below, the Under Secretary for the program’s sponsoring directorate, the Commandant of the Coast Guard, or the Director of the Secret Service is the acquisition executive and decision authority.  The Under Secretary for Management supports the acquisition executives by conducting formal, comprehensive investment reviews of acquisition programs through various boards and councils established by this directive. 

5. Roles and Responsibilities

A.  Investment Review Board (IRB)

The IRB is the executive review board that provides acquisition oversight of DHS Level 1 investments and conducts portfolio management.  As the chair of the IRB, the Deputy Secretary is the Department’s senior acquisition executive. The structure of the board follows:  

Chair:


Deputy Secretary

Vice Chair:

Under Secretary of Management

Membership:

Under Secretary, Border and Transportation Security




Under Secretary, Emergency Preparedness and Response




Under Secretary, Science and Technology




Under Secretary, Information Analysis and Infrastructure Protection




Deputy Chief of Staff for Policy
Chief Information Officer (CIO)




Chief Financial Officer (CFO)




Chief Procurement Officer (CPO)




Privacy Officer




General Counsel

The IRB is the forum that provides senior management the proper visibility, oversight, and accountability for Level 1 investments. The primary function of the IRB is to review Level 1 investments for formal entry into the annual budget process and at Key Decision Points (KDP).  The IRB conducts systematic reviews of investment preparations and approves key decisions.  It also serves as a forum for discussing investment issues and resolving problems requiring senior management attention.

B. Management Review Council (MRC)

The MRC is the review authority for DHS Level 2 investments and supports portfolio management.  The structure of the council follows:

Membership:
CIO



CFO



CPO 

The MRC reviews Level 2 investments for formal entry into the annual budget process using Enclosure (3), Exhibit 300 Light (non-IT).  Note that for acquisitions already in progress, reviews shall occur prior to award.  A one-page request for MRC review shall be submitted in these instances (see Enclosure (4) for sample).  If after the MRC meets, no issues are noted within the seven-day period, activities may presume the authority to proceed with the acquisition or award as planned.  If issues are identified as a result of this review, appropriate coordination and resolution will take place with the Under Secretary, the Commandant of the Coast Guard, or the Director of the Secret Service, or designee, responsible for the acquisition.  The Deputy Secretary will decide any issue that cannot be resolved.  For additional guidance on IT only investments, reference the IT Investment Review provided in Enclosure (5).

C. Joint Requirements Council (JRC)

The JRC is a senior requirements review board that conducts program reviews to oversee the requirements generation process, validate mission needs statement, review cross-functional needs and requirements, and make programmatic recommendations to the IRB on proposed new programs.  Note that the Enterprise Architecture Board (EAB) will provide this function for IT requirements.  The structure of the council follows:

Members: 
Chief Operating Officers (COO) of Directorates/Organizational Elements



Executive Secretary – Director, Program Analysis and Evaluation (PA&E)

Note:  COO representation may not be delegated.  Examples of COO include the Chief of Staff of the Coast Guard, Deputy Commissioner for Customs and Border Patrol, and Deputy Administrator, Transportation Security Agency.

The JRC reviews Level 1 investments annually and prior to KDPs and Level 2 investments at the time of submission to validate mission needs and review proposed programs for cross-functional applications, and/or to determine if existing capabilities can meet the need.  The JRC makes a recommendation to the IRB or MRC as appropriate for each program.

D. Enterprise Architecture Board (EAB)

The EAB reviews and approves Level 3 IT investments.  The EAB also reviews and makes recommendations to the IRB and the MRC regarding Level 1 and Level 2 IT investments.  On an annual and ongoing basis, the EAB approves business cases; participates in strategic planning and develops IT strategic guidance; and establishes standing and ad hoc committees as deemed appropriate.  The structure of the board follows:

 

Chair:


CIO

Members:

CFO Designee

CPO Designee

Business Unit and Program Representatives

Information Officers, Directorates/Organizational Elements

E. Director, Program Analysis and Evaluation (PA&E)

The Director, PA&E will develop a recommended prioritized list of investments based on portfolio management criteria and scoring criteria similar to the example found in Enclosure (6).  Decision support information will be provided to the IRB on Level 1 investments and to the MRC on Level 2 investments.  
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F.  Acquisition Phases 

Major investment programs are treated in a systematic manner progressing from pre-acquisition to sustainment.  The acquisition process is categorized into the following phases: 1) Program Initiation, 2) Concept and Technology Development, 3) Capability Development and Demonstration, 4) Production and Deployment, and 5) Operations and Support.

Complex developmental investments require a highly disciplined structure and rigorous acquisition process while less complex investments (e.g., off-the-shelf procurements or service contracts) warrant combining phases and less complex risk management. 

After validation by the JRC/EAB, the IRB reviews Level 1 investments at KDPs, which follow each acquisition phase, and are tailored to properly manage the inherent risk of a specific investment.  At each KDP review, the program must: (1) review and update, as needed, documents prepared during the previous acquisition phases, (2) demonstrate achievement of activities appropriate to that phase, and (3) satisfy exit criteria approved by the IRB for that phase.   IRB approval is mandatory at KDPs for programs to proceed to the next acquisition phase.  Exit Criteria are program specific accomplishments or performance parameters that must be satisfactorily demonstrated before a program can transition to the next acquisition phase, phase segment, or production block.  It should be noted that discretionary KDPs might be required at critical milestones within an acquisition phase when top management decision-making is deemed necessary.  
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Program Initiation Phase.  Programs are responsible for conducting ongoing operational analysis.  A capability gap is determined when current or future program/mission requirements exceed existing capability.  Program requirements are developed to define the new capability required to satisfy a mission.  The key to obtaining resources to proceed is to develop an effective Exhibit 300 Business Case that justifies the need and value of the new investment.   

In preparation for KDP1 the Program Manager is responsible for preparing: (1) a Mission Need Statement, (2) the Exhibit 300 Business Case, and (3) proposed Exit Criteria for the Concept & Technology Development Phase.  The Program Manager will submit an initial Exhibit 300 Business Case containing or based on items identified above.  This information and associated presentations are used to screen, score, and select initiatives.

With approval at KDP1, the initiative is: (1) designated as a Level 1 acquisition, (2) directed to charter a major acquisition Integrated Product Team (IPT), (3) authorized to commence the Concept & Technology Development Phase, and (4) entered into the budget process.  Typically the initiative will enter the Fiscal Year (FY)+2 budget to provide staff and funding to proceed.

Concept and Technology Development Phase (CTD).  The CTD Phase focuses on setting operational requirements and exploring alternative solutions for meeting mission needs. Typically, competitive, parallel short-term concept studies by the Government and/or industry will be conducted during this phase. The objective of CTD is to define and evaluate the feasibility of alternatives and to provide a basis for assessing the relative merits (e.g., advantages and disadvantages, degree of risk, life cycle cost, cost-benefit, etc.) of alternatives. Alternative solutions are solicited from across industry to achieve the optimal solution, with emphasis placed on innovation and competition. Promising alternative solutions are defined in terms of cost, schedule, and performance objectives; identification of interoperability, supportability, and infrastructure requirements; opportunities for tradeoffs; an overall acquisition strategy; and a test and evaluation strategy (including Development Test and Evaluation (DT&E), and Operational Test and Evaluation (OT&E)).

In preparation for KDP 2 the Program Manager will review and update documents prepared during the previous phase and develop: (1) a Program Plan, (2) a Risk Management Plan, (3) an Acquisition Plan, (4) Operational Requirements, (5) an Alternatives Analysis, including identification of life cycle costs, (6) an Acquisition Program Baseline, and (7) proposed Exit Criteria for the Capability Development and Demonstration Phase.  The Program Manager will submit an updated Exhibit 300 containing or based on items identified above.  This information and associated presentations are used to monitor initiatives, direct corrective actions, and determine when the investment is ready to proceed to the next phase.

In some cases, a discretionary KDP (KDP 1A) may be required prior to KDP 2.  This would typically occur for developmental programs with a range of conceptual solutions.  The KDP 1A decision results in the selection of a concept.  The format would be similar to KDP 2 less proposed Exit Criteria.  

With approval at KDP 2, a preferred acquisition alternative is selected, funds are identified for this phase, and the investment is authorized to commence the Capability Development and Demonstration Phase.

Capability Development and Demonstration Phase (CDD).  The CDD Phase is focused on demonstrating feasibility of the preferred alternative and refining the solution prior to a full production commitment.  CDD phase activities include developing the first article for the completion of DT&E.  OT&E is conducted on production representative units to confirm that the item meets mission needs and operational requirements. Any Low Rate Initial Production (LRIP) units required for OT&E are fabricated during this phase. 

In preparation for KDP 3 the Program Manager will review and update documents prepared during previous phases and develop: (1) proposed Exit Criteria for the Production and Deployment Phase.  The Program Manager will submit an updated Exhibit 300.  This information and associated presentations are used to monitor initiatives, direct corrective actions, and determine when the investment is ready to proceed to the next phase.

A discretionary KDP (KDP 2A) may be required prior to KDP 3.  This would typically occur for a LRIP decision for developmental or high integration programs, after Developmental Testing.  

With approval at KDP 3, the investment is authorized to commence the Production and Deployment Phase and the future years program plan must be fully funded.

Production and Deployment Phase (P&D).  The P&D Phase activities produce systems and equipment for deployment into operational use. The objective of the P&D Phase is to achieve the full operational capability that satisfies the mission need. Asset(s) are produced and deployed in lots or blocks, each of which is a programmatically and economically useful segment. The necessary logistics systems are in place to support the end-items. Each operating unit is readied for unrestricted operations and deployment.

In some cases, a discretionary KDP (KDP 3A) may be required for follow-on block production authorization to implement useful segments.

Operation and Support Phase.  The Operation and Support Phase activities include using the asset to perform required missions. Post Implementation Reviews (PIRs) are conducted to assure the asset(s) are meeting performance and cost goals. The operating program continues operational analysis to measure asset performance against department goals. 

In some cases, KDP 4 is scheduled to conduct a Post Implementation Review (PIR).  PIRs may be required annually to monitor effectiveness and continued value of an investment.  

Exit Criteria

As described in the example, the Exit Criteria must be directly related to and supplement the objectives, required accomplishments and documents to be produced for the phase, phase segment or useful segment.

	Sample Exit Criteria

	Discretionary KDPs
	Required KDPs

	Discretionary KDP 1A for entry into the Alternative Refinement Phase Segment
	KDP 2 for entry into the Development and Prototyping Phase Segment/CDD Phase

	· Establish IPT

· Establish preliminary operational requirements

· Completion of alternative analysis

· Determine acquisition strategy
	· Finalize operational requirements

· Demonstrate program affordability

· Establish program baseline

· Document feasibility and tradeoff analyses (if applicable)

	Discretionary KDP 2A for entry into the LRIP Phase Segment
	KDP 3 for entry into the Production and Deployment Phase and 1st useful segment or production block (if applicable)

	· Completion of Critical Design 
Review 
	· Successful completion of OT&E

· Validate production quantity

	Discretionary KDP(s) 3A, B, etc. to authorize production of the next useful segment or production block
	

	· Revalidate operational effectiveness and suitability

· Revalidate production quantity

· Demonstrate affordability of next production block
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Program Managers must understand the link between acquisition phase activities and the Exhibit 300 Business Case Evaluation Criteria/Elements.  The figures in Enclosure (7) depict the acquisition phase activities that correspond to the evaluation criteria and Exhibit 300 elements. 

G. Portfolio Management 

The Department must annually ‘make the business case’ for all Level 1 and 2 investments (IT and non-IT) through budget exhibits to OMB.   Exhibits prepared for inclusion in the President’s annual budget will go through a rigorous management process.  This process begins with Program Managers submitting budget requests based on the Department’s annual budget process.  

PA&E will adjust and publish programming and planning guidance based on executive level direction, legislation, and triggering events.  In turn, the programming and planning guidance will influence annual procedural guidance for submission of the Exhibit 300 Capital Asset Plan and Business Case.  The Exhibit 300 will be used for all Level 1 IT and non-IT programs, and for all Level 2 IT programs.  I-TIPS will be use to record information for new non-IT investments and all IT investments (see Enclosure (6)). 

PA&E will review all submitted Exhibit 300’s for structural integrity and compliance, and will distill cross-DHS issues for coordination and prioritization.  PA&E will develop the overall DHS investment portfolio, monitoring and tracking the impacts that investment decisions have on individual programs and cross-DHS program capability interdependencies. 

The IRB approves Level 1 investments (resolving associated cross-department issues), and approves and submits the DHS investment portfolio with required Exhibit 300 Business Cases to OMB.  The MRC approves Level 2 investments and provides investment information to PA&E.  Submission of the portfolio and accompanying exhibits are generally due to OMB in the early-September timeframe.

Acquisition.  The acquiring by contract with appropriated funds of supplies or services (including construction) by and for the use of the Federal Government through purchase or lease, whether the supplies or services are already in existence or must be created, developed, demonstrated, and evaluated. Acquisition begins at the point when agency needs are established and includes the description of requirements to satisfy agency needs, solicitation and selection of sources, award of contracts, contract financing, contract performance, contract administration, and those technical and management functions directly related to the process of fulfilling agency needs by contract [FAR Subpart 2.1.].

Acquisition Executive.  The DHS official responsible for acquisitions; the decision maker at KDPs or milestones in an acquisition program's development.
Acquisition Planning.  Preparing, developing or acquiring the information to be used to design a program; assess the benefits, risks, and risk-adjusted life-cycle cost of alternative solutions; and establish realistic cost, schedule, and performance goals for the selected alternative, before proceeding to full acquisition of the capital program or useful segment or terminating the program.  Planning must progress to the point of commitment to achieving specific goals for the completion of the acquisition.  Information-gathering activities may include market research of available solutions, architectural drawings, geological studies, engineering and design studies, and prototypes.  Planning is a useful segment of a capital program.  Depending on the nature of the program, one or more planning segments may be necessary [OMB Circular No. A-11].

Acquisition Program Baseline (APB).  The APB establishes the program’s performance requirements, schedule requirements, and estimate of total acquisition cost.  APB parameter values shall represent the program as it is expected to be produced or deployed.  In the case of an evolutionary acquisition strategy, the APB shall include parameters for the next phase and, if known, for follow-on phases.  The APB will contain parameters that, if not met, will require the IRB to reevaluate the program and consider alternative program concepts or design approaches. 

Business Reference Model (BRM).  The BRM is a function driven framework to describe the lines of business and internal functions performed by the Federal Government independent of the agencies that perform them.  Major IT investments are mapped to the BRM to identify major collaboration opportunities.

Capital Assets.  Land, structures, equipment, intellectual property (e.g., software), and information technology (including IT service contracts) that are used by the Federal government and have an estimated useful life of two years or more.  Capital assets do not include items acquired for resale in the ordinary course of operations or items that are acquired for physical consumption, such as operating materials and supplies. Capital assets may be acquired in different ways: through purchase, construction, or manufacture; through a lease‑purchase or other capital lease (regardless of whether title has passed to the Federal Government); through an operating lease for an asset with an estimated useful life of two years or more; or through exchange.  Capital assets may or may not be capitalized (i.e., recorded in an entity's balance sheet) under Federal accounting standards. Capital assets do not include grants to State and local governments or other entities for acquiring capital assets (such as National Science Foundation grants to universities or Department of Transportation grants to AMTRAK) or intangible assets, such as the knowledge resulting from research and development or the human capital resulting from education and training. 

Capital planning and investment control (CPIC).  A decision-making process for ensuring that information technology (IT) investments integrate strategic planning, budgeting, procurement, and the management of IT in support of agency missions and business needs.  The term comes from the Clinger-Cohen Act of 1996 and generally is used in relationship to IT management issues [OMB Circular No. A-11].

Contract Cost.  The total value of a contract, which includes options, award terms, and total potential contract ceilings.  This includes Military Interdepartmental Purchase Requests (MIPRs), Memorandum of Understandings (MOUs), or Interagency Agreements (IAs), which will result in the delivery of systems, products, or services to DHS.

DHS Enterprise Architecture (EA).  Criterion for Level 2 investments:  program is integral part of DHS modernization blueprint (EA).  All DHS EA efforts will be coordinated through a DHS-wide process and reported as a single DHS wide Exhibit 300 Business Case.   The DHS EA serves as a decision aid for the Enterprise Architecture Board (EAB) in determining if IT initiatives support the business lines of the Department.

DHS Utility Services and Infrastructure.  Criterion for Level 2 investments:  common administrative services such as electronic mail, word processing, general administrative systems, video conferencing, for which a single DHS-wide solution may be possible or for which a joint DHS team has been established or planned.

E-Government (E-Gov). E-Gov is the use by the government of web-based Internet applications and other information technologies, combined with processes that implement these technologies.  This term is also used to refer to the E-Gov agenda item in the President’s Management Agenda (PMA), Presidential Priority E-Gov initiatives, and the E-Gov focus areas referenced in the FY 2004 President’s Budget.
Enterprise Architecture Board (EAB).  The EAB reviews and approves Level 3 IT investments.  The EAB also reviews and makes recommendations to the IRB and the MRC regarding Level 1 and Level 2 IT investments.  On an annual and ongoing basis, the EAB approves business cases; participates in strategic planning and develops IT strategic guidance; and establishes standing and ad hoc committees as deemed appropriate.  (See Enclosure 6 for more information on the EAB).
Exit Criteria.  Program specific accomplishments that must be satisfactorily demonstrated before a program can progress further in the current acquisition phase, or transition to the next acquisition phase. Exit criteria are normally selected to track progress in important technical, schedule, or management risk areas. The exit criteria shall serve as gates that, when successfully passed or exited, demonstrate that the program is on track to achieve its final program goals and should be allowed to continue with additional activities within an acquisition phase or be considered for continuation into the next acquisition phase. Exit criteria are some level of demonstrated performance outcome (e.g., level of engine thrust), the accomplishment of some process at some level of efficiency (e.g., manufacturing yield), or successful accomplishment of some event (e.g., first flight), or some other criterion (e.g., establishment of a training program or inclusion of a particular clause in the follow-on contract) that indicates that aspect of the program is progressing satisfactorily.  

Exhibit 300 Business Case.  The Exhibit 300 Business Case is also referred to as the Capital Asset Plan.  It is required by OMB Circular A-11 and provides budget justification and reporting requirements for investments.  It provides agencies with the format to report on budgeting, acquisition and management of Federal capital assets.

Exhibit 53.  The Exhibit 53 is also referred to as the agency IT investment portfolio.  It is required by OMB Circular A-11 and provides summary budget information for all agency major and non-major IT investments.  The information displayed in Exhibit 53 represents the minimum for a Level 4 investment.

Federal Enterprise Architecture (FEA).  Criterion for Level 2 investment: program is directly tied to the top two layers of the FEA business reference model (services to citizens and mode of delivery).

Information Technology.  Any equipment, or interconnected system(s) or subsystem(s) of equipment used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by the agency.  For purposes of this definition, equipment is used by an agency if the equipment is used by the agency directly or is used by a contractor under a contract with the agency which: (1) Requires the use of such equipment; or (2) requires the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product.  The term information technology includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources.  The term information technology does not include: (1) Any equipment that is acquired by a contractor incidental to a contract; or (2) Any equipment that contains imbedded information technology that is used as an integral part of the product, but the principal function of which is not the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information. For example, heating, ventilation, and air conditioning equipment such as thermostats or temperature control devices, and medical equipment where information technology is integral to its operation, are not information technology. [FAR 2.101]

Information Technology Investment Portfolio System (I-TIPS).  The information system used by DHS to capture, record and report on the capital planning and investment control (CPIC) process.

Integrated Product Team (IPT).  Team composed of representatives from appropriate functional disciplines working together to build successful programs, identify and resolve issues, and make sound and timely recommendations to facilitate decision-making. There are three types of IPTs: overarching IPTs (Opts) that focus on strategic guidance, program assessment, and issue resolution; working level IPTs (WIPTs) that identify and resolve program issues, determine program status, and seek opportunities for acquisition reform; and program level IPTs that focus on program execution and may include representatives from both government and after contract award industry. 

Investment Review Board (IRB).   The DHS forum that provides senior management the proper visibility, oversight, and accountability for Level 1 investments. The primary function of the IRB is to review and approve Level 1 investments for formal entry into the annual budget process and at key decision points (KDP).  The IRB conducts systematic reviews of investment preparations and progress to support key decisions.

Joint Requirements Council (JRC). The JRC is a senior requirements review board that conducts program reviews to oversee the requirements generation process, validate mission needs statement, review cross-functional needs and requirements, and make programmatic recommendations to the IRB on proposed new programs.  The JRC reviews Level 1 investments prior to KDP 1 and Level 2 investments at the time of submission to validate mission needs and review proposed programs for cross functional applications, and/or to determine if existing capabilities can meet the need.  The JRC makes a recommendation to the IRB or MRC as appropriate for each program.

Key Decision Point (KDP).  The Chair, with the advice of the IRB, reviews Level 1 programs at critical milestones throughout the investment review process.  KDPs are either required or discretionary and typically follow the specific phases of the acquisition process

Life-Cycle Cost.  The total cost to the Federal Government of acquiring, operating, supporting, and (if applicable) disposing of the items being acquired. [FAR 7.101]  The sum of all costs over the useful life of a building, system or product. It includes the cost of design, construction, acquisition, operation, maintenance, and salvage (resale) value, if any. [FAR 52.248-2(b)]  The overall estimated cost for a particular program alternative over the time period corresponding to the life of the program, including direct and indirect initial costs plus any periodic or continuing costs of operation and maintenance. [OMB Circular A-94, App A]

Management Review Council  (MRC).  The MRC is comprised of the CFO, CIO, and CPO and will serve as reviewing officials for Level 2 investments.

New Technology Initiatives.  Criterion for Level 2 IT investment: technology that is new to DHS or sets new technological direction for the component or DHS.

Sensitive Initiatives.  Criterion for Level 2 IT investment: highly visible or sensitive systems, such as Presidential Priority E-Gov initiatives for which DHS is the managing partner, collaborative technology, changes to the DHS security architecture, web-enabled services that extend beyond a single component, etc.

Strategic Data/Information Sharing.  Criterion for Level 2 investment:  systems that impact more than one component through the sharing of data or facilities, and/or impact sharing of facilities, data and/or information with state and local governments.  Joint development initiatives with external partners.  

Program Manager:  The Program Manager is the single accountable individual provided sufficient authority and responsibility to accomplish program objectives for development, production, and sustainment.   The Program Manager (PM) manages the assigned program consistent with applicable statutes, regulations, directives, Component policies and procedures, DHS Program Management Directives, and the Program Manager Charter. Accountability is ensured through cost, schedule, and performance reporting. 

Risk. Risk is a measure of the inability to achieve program objectives within defined cost and schedule constraints.  It has two components: the probability of failing to achieve a particular outcome, and the consequences of failing to achieve that outcome.  Risk management is a process of developing an organized, comprehensive, and iterative approach to identifying, assessing, mitigating, and continuously tracking, controlling, and documenting risk, which are tailored for each program. 

Segment.  One of two or more divisions, product departments, plants, or other subdivisions of an organization reporting directly to a home office, usually identified with responsibility for profit and/or producing a product or service. The term includes Government-owned contractor-operated (LOCO) facilities, and joint ventures and subsidiaries (domestic and foreign) in which the organization has a majority ownership. The term also includes those joint ventures and subsidiaries. (domestic and foreign) in which the organization has less than a majority of ownership, but over which it exercises control. [FAR 31.001]

Sponsor:  The Sponsor represents the operational needs of the cognizant organizational element and ultimately the end-users of the required system.  The Sponsor conducts mission analysis, identifies capability gaps, conducts requirements analysis, and participates in long range planning process and the prioritization of needs.  Sponsor’s final requirements are formally documented in an Operational Requirements Document.  The Sponsor participates in all phases of the acquisition to ensure that the item or system being acquired meets operational requirements. 

Strategic Data/Information Sharing.  Systems that impact more than one component through the sharing of data or facilities, and/or impact the sharing of facilities, data and/or information with State and local governments (joint development initiatives with external partners).
Useful segment/module.  An economically and programmatically separate component of a capital program that provides a measurable performance outcome for which the benefits exceed the costs, even if no further funding is appropriated [OMB Circular No. A11].

Capability Maturity Model-Integrated.  DHS bases investment decisions, in part, on how much capability an investment offers in terms of support to the mission or business lines of the department.  Use of a standard scale Integrated Capability Maturity Model (CMM-I) will support budget decision-making taking into account the contributions of initiatives towards achieving desired levels of capability in performing DHS lines of business.   The following chart is a CMM-I designed to illustrate how DHS measures the level of maturity applied to a required capability.   
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Competition.  Competition provides major incentives to industry and Government organizations to innovate, reduce cost, and increase quality.  Program managers shall promote a competitive environment, including the consideration of alternative systems to meet stated mission needs; structure strategies to ensure the availability of competitive suppliers throughout a program’s life, and for future programs; ensure prime contractors foster effective competition for major and critical products and technologies; and ensure that qualified international sources are permitted to compete.  If competition is not available, PMs shall consider alternatives that will yield the benefits of competition.

Cost Affordability.  View cost as an independent variable. Plan programs based on realistic resource programs of dollars and manpower likely to be available in future years. Identify the total costs of ownership and the major drivers of total ownership costs. Treat cost as a requirement and state the amount the DHS should be willing to invest to obtain, operate, and support the needed capability over its expected life cycle.

Decentralized Responsibility.  Provide program managers sufficient authority to accomplish program objectives for development, production, and sustainment. Ensure accountability and maximize credibility through cost, schedule, and performance reporting.

Earned value management (EVM).  Earned Value Management (EVM) is a methodology for determining cost and schedule performance of a program by comparing “planned” work with “accomplished” work in terms of the dollar value assigned to the work.  Work is planned, budgeted and scheduled in time-phased increments utilizing Work Packages (WP) to define tasks and to assign costs to those tasks. As work is accomplished, value is “earned” and compared with the planned value. Comparison of this earned value with the planned value for a specific time period provides an indication of task progress or accomplishment. If more value is planned than is earned for a specified period, the program may be in danger of not meeting the required schedule, unless action is taken to recapture the unaccomplished work. Similarly, comparison of the earned value for a task with the “actual” costs required to accomplish the task provides an indication of cost performance. If actual costs are greater than planned costs for the accomplished task, the program is experiencing a cost overrun situation. This method provides insight into problem areas. Further guidance on EVM is provided in American National Standards Institute (ANSI)/Electronic Industries Alliance (EIA) Standard -748-1998, Earned Value Management Systems.

Evolutionary Acquisition.  Evolutionary acquisition is the preferred strategy for rapid acquisition of mature technology for the user.  An evolutionary approach delivers capability in increments, recognizing, up front, the need for future capability improvements.  The objective is to balance needs and available capability with resources, and to quickly put capability into the hands of the user.  The success of the strategy depends on the consistent and continuous definition of requirements, and the maturation of technologies that lead to disciplined development and production of systems that provide increasing capability toward a material concept.  The approaches to achieve evolutionary acquisition require collaboration between the user, tester, and developer.  They include:

· Incremental Development.  In this process, a desired capability is identified, an end-state requirement is known, and that requirement is met over time by developing several increments, each dependent on available mature technology.

· Spiral Development.  In this process, a desired capability is identified, but the end-state requirements are not known at program initiation.  Those requirements are refined through demonstration and risk management; there is continuous user feedback; and each increment provides the user the best possible capability.  The requirements for future increments depend on feedback from users and technology maturation.

Flexibility.  There is no one best way to structure an acquisition investment program to accomplish acquisition objectives.  PMs shall tailor program strategies and oversight, including documentation of program information, acquisition phases, the timing and scope of decision reviews, and decision levels, to fit the particular conditions of that program, consistent with applicable laws and regulations and the time-sensitivity of the requirement.

Full Funding:  Appropriations are enacted sufficient in total to complete a useful segment of a capital program before any obligations may be incurred.  Budget requests for full acquisition of capital asset must propose full funding.  [OMB guidance Section 300]

Innovation.  Throughout the Department of Homeland Security, acquisition professionals shall continuously develop and implement initiatives to streamline and improve the acquisition process.  PMs shall examine and, as appropriate, adopt innovative practices (including best commercial practices and electronic business solutions) that reduce cycle time and cost, and encourage teamwork.

Interoperability and Information Superiority.  Provide DHS components with systems and systems-of-systems that are secure, reliable, interoperable, and able to communicate across a universal information technology infrastructure, including National Security Systems, consisting of information, processes, organizational interactions, networks, and information exchange capabilities.

Knowledge-Based Acquisition.  PMs shall provide knowledge about key aspects of a system at key points in the acquisition process.  PMs shall reduce technology risk, demonstrate technologies in a relevant environment, and identify technology alternatives, prior to program initiation.  They shall reduce integration risk and demonstrate product design prior to the design readiness review.  They shall reduce manufacturing risk and demonstrate initial production capability prior to full-rate production.

Performance-Based Acquisition.  Use performance-based strategies for the acquisition and sustainment of products and services to maximize competition, innovation, and interoperability, and capitalize on commercial technologies to reduce costs. State contractual requirements in performance terms; and limit the use of military specifications and standards to unique requirements only.  Base configuration management decisions on performance-based strategies throughout the product life cycle.

Performance-Based Logistics.  Develop and implement performance-based logistics strategies that optimize total system availability and minimize cost. Make the best use of public and private sector capabilities including government/industry-partnering initiatives.

Professional Workforce Practicing Innovation, Continuous Improvement, and Lessons Learned.  Invest in human capital by providing training, resources, and opportunity to help them succeed and maximize their individual potential. Develop and implement initiatives to streamline and improve the acquisition system. Encourage the continuous examination and adoption of innovative practices – including best commercial practices and electronic business solutions - that reduce cycle time and cost, encourage teamwork, and provide meaningful incentives for innovation. Encourage and facilitate the documentation and institutionalization of lessons learned.

Program Performance Enhancement.  Investments must demonstrate resulting program performance enhancement, or that they are necessary to sustain desired levels of performance that would otherwise deteriorate.  Linkage must be shown to annual performance plan goals and measures.

Responsiveness.  Advanced technology shall be integrated into producible systems and deployed in the shortest time practicable.  Approved, time-phased requirements matched with available technology and resources enable evolutionary acquisition strategies.  

Risk Management.  Risk management must be central to the planning, budgeting and acquisition process for programs.  Failure to analyze and manage the inherent risk of acquisitions can contribute to cost over runs, schedule shortfalls and program failures.  Three key principles for managing acquisition risk are: (1) avoiding or limiting the amount of development work, (2) making effective use of competition and financial incentives, and (3) establishing a performance-based acquisition management systems. The PM will conduct an aggressive program of risk management by developing an organized, comprehensive, and iterative approach to identifying, assessing, mitigating, and continuously tracking, controlling, and documenting risk, which is tailored for each program. 

Safety.  Safety shall be addressed throughout the acquisition process.  Safety considerations include human (includes human/system interfaces), toxic/hazardous materials and substances, production/manufacturing, testing, facilities, logistical support, weapons, and munitions/explosives.

Software Intensive Systems.  Acquisition of software intensive systems shall use process improvement and performance measures.  Selection of sources shall include consideration of product maturity and past performance.

Streamlined Organizations.  Use a streamlined management structure in the investment system characterized by short, clearly defined lines of responsibility, authority, and accountability. 

Systems Engineering.  Manage investment programs with a systems engineering approach that optimizes total system performance and minimizes total ownership costs. Optimize total system performance (hardware, software, and human) through a human systems integration (HSI) approach.  A modular, open-systems approach shall be employed, where feasible.

Total Systems Approach.  The PM shall be the single point of accountability for accomplishing program objectives for total life-cycle systems management, including sustainment.  The PM shall apply human systems integration to optimize total system performance (hardware, software, and human), operational effectiveness, and suitability, survivability, safety, and affordability.  PMs shall consider supportability, life cycle costs, performance, and schedule comparable in making program decisions.  Planning for Operation and Support and the estimation of total ownership costs shall begin as early as possible.  Supportability, a key component of performance, shall be considered throughout the system life cycle.

1. NAICS Code (all) and/or Unique program identifier (IT only)

2. Product/Service Description 

3. Impact to Mission

4. Estimated Value*

5. Program Phase

6. Small Business Set Aside

7. Period of Performance*

8. Solicitation Release (Qtr/Yr)

9. Competitive Process (yes/no)

10. Organizational Element

11. Point of Contact

12. Email/Phone number

13. Provide at least two Major Milestones accomplishments of this program over the last year (IT only)

14. Provide at least two planned milestones for this program for this budget year (IT only)

15. Acquisition Total Cost:

PY-1
PY
CY
BY
+1
+2
+3
+4


20XX
20XX
20XX
20XX
20XX
20XX
20XX
(table)

*Include all options

*SAMPLE DECISION MEMORANDUM FOR IN-PROCESS LEVEL 2 INVESTMENTS

DATE:

TO:  

MRC

FROM:  
(Organizational Element)

POC:  (Name)


 Telephone#: 

ISSUE:  Describe the issue/situation that requires solution

DISCUSSION (address as appropriate):

· Description of requirement including relevant background

· Legislation, regulations or other supporting statutes

· Political / Strategic implication

· Stakeholders and related impacts for each

· Relevant time considerations and constraints

· Full cost implications

· Any additional information required to enable an informed decision

· Discussion of alternative courses of action, if appropriate

RECOMMENDATION:  Provide recommended course of action

CLEARANCE:  Identify reviewers and stakeholders that have provided clearance for the proposed approach

      Approved                                Not Approved

_________________________      __________________________________

Signature                                        Date

Comments:  ________________________________________________________________________________________________________________________________________________________________________________________________________________________

Given the critical role information technology (IT) investments play in the success or failure of strategic and operational initiatives, significant rigor in documentation and progress reviews is warranted beyond the process described in the Investment Review Process Management Directive.  This enclosure discusses requirements specific to IT only.  

Directorates/Organizational Elements are accountable for managing IT investments that fall within the Level 4 threshold area.  To ensure effective and consistent application of investment management methodologies, processes, and techniques, the Directorates/Organizational Elements are to develop a documented, formal investment management program that comports with the Department’s IRP and is consistent with the IT CPIC program.  Therefore, Directorates/Organizational Elements shall submit their investment management programs to the CIO for review and approval prior to implementation.  The CIO will randomly select initiatives across the Department, including those at Level 4, for periodic review to ensure program management compliance with Directorate/Organizational Element and Departmental IT investment review procedures. 

Exhibits 300 and I-TIPS are critical management tools and will be used to oversee, report on, and update IT investments throughout their life cycle.  Exhibits will be submitted to the Enterprise Architecture Board (EAB) for review and approval.  Business cases must be kept current in I-TIPS as analysis is refined and decisions are made about the investment itself.   The following highlights the type of documentation by IT investment threshold:

· Major IT investments reviewed by the IRB or MRC (Levels 1 or 2) require an Exhibit 300

· Mon-major IT investments reviewed by the EAB (Level 3) require an Exhibit 300 Light 

· Non-major IT investments reviewed by the Directorate/Organizational Element (Level 4) are to be included individually in an Exhibit 53 

IT investments incorporate a variety of specialized disciplines in addition to those discussed in this MD.  The IT Investment Management (ITIM) guide provides additional instructions related to IT  and can be found on http://www.dhs.gov.  

Alignment

IT investments must support the Department’s mission, goals, and objectives as identified in policies and plans, as well as Federal level strategies.  Initiatives must address alignment to:

· National Strategy for Homeland Security 

· Federal Enterprise Architecture (FEA) Business Reference Model (BRM), Performance Reference Model (PRM), Service Component Reference Model (SRM), and Technical Reference Model (TRM)

· President's Management Agenda

· OMB’s Federal E-Government Strategy

· Specific programmatic objective(s)

Use of I-TIPS

· All IT investments (major and non-major) will be submitted via I-TIPS.  The EAB will review Exhibits 300 and Exhibits 300 Light once they are in I-TIPS.  

· Program Managers (required for any program investment >$5M) will ensure investment documentation is uploaded into the I-TIPS Resource Library, including business case analysis documentation, life cycle documentation, and milestone reviews, as well as the results thereof.

· Integrated Program Teams (IPT) must include multi-disciplinary/cross-functional members (e.g. procurement, finance).  The IPT and the Program Manager will separately score the investment using an assessment form.  

· The Program Manager will validate the business case information, attest to the completeness of the documentation, and upload it to the I-TIPS Resource Library.  

Balanced Scorecards

The Balanced Scorecard has been selected as a strategic tool for managing IT investments, enabling the translation of mission and strategy into tangible objectives and measures using common, shared definitions, tools, and products.  While measures will be specific to each IT investment, the four perspectives of the balanced scorecard will be consistent:  

· Customer:  Focuses on identifying the customer and measures associated with value provided to the customer, customer satisfaction, etc.  

· Financial:  Focuses on readily measurable economic consequences of actions already taken.  

· Internal Business Process:  Focuses on the internal processes that will have the greatest impact on customer satisfaction and achievement of the business unit’s financial objectives.  

· Learning and Growth:  Focuses on the people, systems, and organizational procedures that are critical to building long-term organizational growth and improvement.  

Additionally, IT investments should include performance measures that can be aligned to the OMB FEA PRM.  

Review and Decision Making

· The EAB will review Exhibits 300 and Exhibits 300 Light, assess the programs and portfolios, and make decisions on Level 3 IT investments.  

· The EAB will present to the IRB/MRC a screened and scored IT portfolio for annual budget planning.  

· Funds will be released by the EAB as milestones are successfully completed to encourage modular approaches to development and contracting, and ensure revalidation of the program throughout the life cycle.  

· For both Exhibits 300 and Exhibits 300 Light, the investment management and systems development life cycle processes currently used to manage IT programs should be referenced in the IT program’s documentation.  Compliance with that life cycle will be part of the EAB review process (i.e., life cycle documents are made available in the I-TIPS Resource Library).  

· Independent EA reviews of business cases (that is, reviews from outside of an IT program’s existing program and program management structure) are encouraged because they offer a different perspective and augment existing staff.

DHS Capital Asset Plan and Business Case (OMB Exhibit 300) Scoring Template

	Component
	Program ID
	Program Name
	Date Reviewed

	
	
	
	

	Completeness Scoring Criteria  (If no information is provided for a factor, that factor is awarded a score of 0 points.)

	Score
	Factor
	5 Points
	4 Points
	3 Points
	2 Points
	1 Point

	
	I.A – Program Description (PD)
	The program description addresses 6 of 6 criteria.

(1) New or Ongoing program described and CPIC status; 

(2) Business need, benefits, assumptions, barriers 

(3) Value proposition, scope, describes what is being replaced, what happens if NOT funded

(4) Dependencies, planned or accomplished milestones

(5) Reviews discussed CIO/CFO/IRB levels

(6) Summary of spending complete; budget/outlays by FY for each phase.  
	The program description addresses 5-6 of 6 criteria.  
	The program description addresses 3-4 of 6 criteria.
	The program description addresses 1-2 of 6 criteria.
	The program description addresses none of 6 criteria.

	
	Comments for DHS Assessment Team:



	
	I.B – Justification (JU)
	The investment meets 7-8 of 8 justification criteria.

The investment: 

(1) Supports FEA & Lines of business, DHS mission, PMA & E-GOV strategic goals & objectives; 

(2) Provides greatest capabilities over like initiatives  

(3) Considered alternatives in public and private sector; 

(4) Explains why these alternatives were not selected; 

(5) Identifies customers, stakeholders; 

(6) Is a Joint or DHS-wide initiative & identifies organizations affected; 

(7) Reduces costs or improves efficiencies; and 

(8) Lists other assets that interface with this asset and have these assets have been reengineered.
	The investment meets 6-7 of 8 justification criteria.
	The investment meets 4-5 of 8 justification criteria.
	The investment meets 2-3 of 8 justification criteria.
	The investment meets  0-1 of 8 justification criteria.

	
	Comments for DHS Assessment Team:



	
	II.C – Government Paperwork Elimination Act (GPEA) 
	The program meets 4 of the 4 GPEA criteria. or GPEA is N/A.  

If the program is GPEA related, 

(1) Included in DHS/Component GPEA plan, and 

(2) Date of the Component GPEA plan is provided.  

(3) Applicable OMB PRA control numbers provided. 

(4) Program’s ranking among other GPEA alternatives discussed
	The program meets 3 of the 4 GPEA criteria.
	The program meets 2 of the 4 GPEA criteria.
	The program meets 1 of the 4 GPEA criteria.
	The program meets none of the 4 GPEA criteria.

	
	Comments for DHS Assessment Team:




	Business Case Scoring Criteria     (If no information is provided for a factor, that factor is awarded a score of 0 points.)

	Score
	A. Factor
	5 Points
	4 Points
	3 Points
	2 Points
	1 Point

	
	I.C – Performance Goals

(PG) *
	Performance goals are provided & are linked to the annual performance plan & FEA. The program supports specific DHS mission areas & strategic goals. Programs planned and actual improvements are described by phase & FY.  Programs planned & actual metrics are described. Characteristics of initiative that allows it to reach the intended level of capability are described (policies, technology, data). 
	Performance goals are provided for the agency, are linked to the annual performance plan, the program discusses the agency mission and strategic goals, and performance measures are provided yet work remains to strengthen the PG.
	Performance goals exist, but linkage to the agency mission and strategic goals is weak.
	Performance goals are in their initial stages and are not appropriate for the type of program.  Much work remains to strengthen the PG.
	There is no evidence of PG for this program.

	
	Comments for DHS Assessment Team:



	
	I.D – Program Management

(PM)
	Program is structured effectively to be successful. Team roles & responsibilities are identified. PM is certified. Team is trained. 
	Program has some weak points in the area of PM and agency is working to strengthen PM.
	Much work remains in order for PM to manage the risks for this program.
	There is some understanding of PM for this program but it is very rudimentary.
	There is no evidence of PM.

	
	Comments for DHS Assessment Team:



	
	I.E – Alternatives Analysis

(AA) *
	AA includes three risk-adjusted alternatives, alternatives were compared consistently. NPV & payback are listed for each Alt. Alternative chosen provides benefits & reasons for being chosen. Market research to identify solution described. Data used to make cost estimates identified. Costs match summary of spending for selected alternative. AOA plan is less than 5 yrs old.
	AA includes three viable alternatives; however work needs to continue in terms of alternatives chosen and the accompanying analysis.
	AA includes less than three alternatives and overall analysis needs strengthening.
	AA includes weak AA information overall, significant weaknesses exist.
	There is no evidence that an AA was performed.

	
	Comments for DHS Assessment Team:



	
	I.F – Risk Management

(RM) *
	Risk assessment was performed for all mandatory elements and risk is managed throughout the program life cycle for each program phase. Analysis and date of risk assessment included. 
	Risk assessment addresses some of the risks, but not all that should be addressed for this program.
	Risk management is very weak and does not seem to address or manage most of the risk associated with the program.
	Risk assessment was performed at the outset of the program, but does not seem to be part of the program management.
	There is no evidence of a risk assessment plan or strategy.

	
	Comments for DHS Assessment Team:



	
	I.G – Acquisition Strategy

(AS)
	Strong acquisition strategy (AS) that mitigates risk to the Federal Government, accommodates Section 508 as needed.  Implementation of the AS is clearly defined. Discusses no. of contracts, type of contracts, incentive fee/award fee if applicable, competition process & number of competitors, percentage of investments for hardware, software, services for each contract and phase. Date of acquisition strategy is current. Discuss contribution of contract to program cost, schedule and performance. Use performance-based SOWs tying contract payments to accomplishments and provides financial incentives.
	Contracts and SOWs are performance based with very few weak points that agency is strengthening and implementation of the AS is clearly defined.
	Much work remains to solidify and quantify the AS. 
	Some parts of the AS are present, but no clear implementation strategy.
	There is no evidence of an AS.

	
	Comments for DHS Assessment Team:   



	
	I.H – Performance Based Management System

(PB) *
	Component uses I-TIPS or Earned Value Management System (EVMS) that determines the cost, schedule and performance of a program by comparing planned work with accomplished work in terms of the dollar value assigned to the work. This program uses WBS.  
	Agency uses the required EVMS and is within the variance levels for two of the three criteria, and needs work on the third issue.
	Agency uses required EVMS but the process within the agency is very new and not fully implemented, or there are weaknesses for this individual program’s EVMS information.
	Agency seems to re-baseline rather than report variances.
	There is no evidence of a performance based management system.

	
	Comments for DHS Assessment Team:



	
	II.A – Enterprise Architecture

(EA) *
	This program is included in the EA and CPIC process.  BC demonstrates business, data, application, and technology layers of the EA in relationship to this program. This program supports the FEA top 2 layers.
	This program is included in the agency EA and CPIC process.  BC demonstrates weaknesses in the business, data, application, and technology layers of the EA in relationship to this program.
	This program is not included in the agency EA and CPIC process.  BC demonstrates a lack of understanding on the layers of the EA (business, data, application, and technology).
	While the agency has an EA Framework, it is not implemented in the agency and does not include this program.
	There is no evidence of a comprehensive EA in the agency.

	
	Comments for DHS Assessment Team:



	

	II.B – Security and Privacy

(SE) *
	Security and privacy issues for the program and all questions are answered, detail is provided about the individual program throughout the life cycle to include budgeting for security. Describes how security is provided and funded. Meets the requirements of FISMA. Program has under gone approved certification and accreditation process, users are trained, incident handling is incorporated into the program, and contractor security requirements are in place. Privacy impact assessment is completed, if applicable. THIS SECTION MUST BE COMPLETE. Security Plan is current.
	Security and privacy information for the program is provided but there are weaknesses in the information that needs to be corrected.
	Security and privacy information for the program is provided but fails to answer the minimum requirements.
	Security and privacy information points to an overall agency security process with little to no detail at this program level.
	There is no security or privacy information provided for this program.

	
	Comments for DHS Assessment Team:



	
	Life Cycle Cost Formulation

(LC)
	Life cycle (LC) costs seem to reflect formulation that includes all of the required resources and is risk-adjusted to accommodate items addressed in the risk management (RM) plan.  It appears that the program is planned well enough to come in on budget. WBS should match summary of spending.
	LC costs seem to reflect formulation of some of the resources and some of the issues as included in the risk-adjusted strategy, but work remains in order to ensure that LC costs are accurately portrayed.
	LC costs seem to reflect formulation of the resources, but are not risk-adjusted based upon the RM plan.
	LC costs seem to include some of the resource criteria and are not risk-adjusted. 
	LC costs do not seem to reflect a planned formulation process.

	
	Comments for DHS Assessment Team:



	
	Supports the President’s Management Agenda (PMA) Items

(AI)


	This is a collaborative program that includes multiple agencies, state, local, or tribal governments, uses e-business technologies and the program is governed by citizen needs.  Program also supports the Federal Enterprise Architecture (FEA) and Business reference Model (BRM) published by OMB.  If program is a steady state program, then an E-Gov strategy review is underway and includes all of the necessary elements.  If appropriate, this program is fully aligned with one or more of the President’s E-Gov initiatives.  
	This is a collaborative program that includes multiple agencies, state, local, or tribal governments, uses e-business technologies, though work remains to solidify these relationships.  Program also supports the FBA published by OMB, though work remains to solidify the linkage.  If program is a steady state program, then an E-Gov strategy review is underway, but needs work in order to strengthen the analysis. If appropriate, this program supports one or more of the President’s E-Gov initiatives, but is not yet fully aligned.
	This is not a collaborative program, though it could be and much work remains to strengthen the ties to the PMA.  If a steady state program and no E-Gov strategy is evident, this program will have a difficult time securing continued or new funding from OMB. If appropriate, this program supports one or more of the President’s E-Gov initiatives, but alignment is not demonstrated.
	This is not a collaborative program and it is difficult to ascertain support for the PMA items.  If a steady state program, no E-Gov strategy was performed or is planned.
	There does not seem to be any link to the PMA items and no E-Gov strategy.

	
	Comments for DHS Assessment Team:




	
	Total Completeness and Business Case (BC) Score (Maximum of 65)         

 53 – 65 = Level 5: Strong documented BC (including all sections as appropriate     

40 – 52 = Level 4: Very few weak points within the BC, but still needs strengthening

 27 – 39 = Level 3: Much work remains to solidify and quantify the BC.  BC has the opportunity to either improve or degrade very quickly           14 – 26 = Level 2: Significant gaps in the required categories of the BC.

 1 – 13 = Level 1: Inadequate in every category of the required BC.                                
	 * Note: The average score for the following factors (indicated   with an “*”above) must be 4 points in order for this Exhibit 300 to be recommended for referral to OMB: I.C Performance Goals and Measures, I.E Alternatives Analysis, I.F Risk Inventory and Assessment, I.H Program and Funding Plan, II.A Enterprise Architecture, and II.B Security and Privacy.

       

	Comments for feedback to bureaus:
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     I.B -

     I.C -

     I.D -

     I.E -

     I.F -

     I.G -

     I.H -

     II.A -

     II.B -

     II.C -

     LC -

     PMA -

     Programmatic Review:
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�





Capability Maturity Models Standard Scale
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2





Process or service has been initiated or piloted that satisfies specific goals, though not institutionalized.





Performed





Process or service is established in policy, with trained staff and adequate resources to produce controlled outputs, and is monitored, controlled, reviewed, and evaluated IAW process description.





Managed





3





Defined





Process or service is standardized and tailored, and contributes work products, measures, and other process-improvement information to the organizational process assets. 
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Quantifiably Managed





Process or service is tightly monitored, controlled and measured, using quantitative techniques to manage in accordance with  established quality and performance criteria, and is well coordinated with other DHS operations.  
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Optimized f(t)























Process or service is refined to level of best practice, with continuous improvement, benchmarking, and adaptation to changing requirements, totally integrated and coordinated with all DHS operations,  facilitating seamless infrastructure delivery and operations, and incorporating leading edge technologies and processes.





Increasing capability sophistication and customer service response











Increasing management  control, measurement, and cross-DHS coordination
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