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Executive Summary

This document presents a methodology for assessing the vulnerabilities and associated residual risks of cyber critical infrastructure assets for the Department of the Treasury. The approach described herein builds on the following mandates and guidance documents:

· Executive Order 13010, Critical Infrastructure Protection, July 1996.

· Presidential Decision Directive 63 (PDD-63), Critical Infrastructure Protection, 22 May 1998.

· Critical Infrastructure Assurance Office (CIAO), National Plan for Information Systems Protection Version 1.0: An Invitation to a Dialogue, January 2000.

· CIAO, Practices for Securing Critical Information Assets, January 2000.

· Carter, Theodore N., and James J. Flyzik, Department of the Treasury Critical Infrastructure Protection Plan (TCIPP), 18 November 1998.

The methodology herein incorporates the best automated tools practices, logical processes, and decision concepts to reduce overall Department of the Treasury vulnerabilities in support of the economic security of the United States. 

Figure ES-1 illustrates this methodology as a four-phase assessment process, entitled the Treasury Cyber Critical Infrastructure Protection (CIP) Vulnerability/Risk Assessment Model (CVRAM). The boxes in the figure cite the section in which each topic appears in this document. The four phases of the CVRAM assessment process are Security Policy, Data Gathering, Analysis, and the Decision. Completion of the CVRAM process will summarize the security posture of the Treasury infrastructure, for example their interdependence on commercial telecommunications, commercial power, and private sector information technologies as they relate to the banking and finance sector. The CVRAM process will also capture this information in a succinct, understandable form, thereby providing a basis for a methodical analysis and identification of appropriate countermeasures. Finally, it will describe an approach in which data should be collected and analyzed to support a risk management decision. 

Additionally, it must be understood that the Treasury cyber CIP vulnerability/risk assessment is not a one-time activity. The assessment must be continuously updated to reflect the changing threat and Treasury Critical Infrastructure (TCI) environment of the Department. As such, appropriate resources will continue to be required to ensure the protection of Treasury’s assets.

Upon completion of the phases shown in the CVRAM, the user should be able to make an accurate assessment of the overall TCI vulnerability, the residual risks associated with continued operation of that asset, and the procedural and technical approach toward remediation. This assessment will build on the initial phases of the National CIAO efforts to identify cross-dependencies among various Treasury assets and the banking and finance private sector organizations.

This methodology complies with the Office of Management and Budget Circular A130, Management of Federal Information Resources, by integrating automated tools for making a technical evaluation of the Treasury assets and allowing for continuous monitoring of those assets and potential threats to those assets. In this way, the Treasury can maintain a current picture of its critical infrastructure. 

Additionally, the CVRAM allows the user to incorporate Treasury interdependencies within its bureaus and offices and with the private banking and finance sector. Use of the CVRAM should allow the Treasury CIP input to go forward to the national level for facilitation overall planning and protection decisions.

Upon completion of this process, Treasury should submit an overall roadmap to the CIAO on their existing assessment and their plan to mitigate risks and develop a stronger overall security posture.
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Figure ES-1.  Treasury Cyber CIP Vulnerability/Risk Assessment Model (CVRAM)
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Introduction

1.1
Background

Executive Order (E.O.) 13010, Critical Infrastructure Protection, July 1996, indicates that certain national infrastructures are critical to the national and economic security of the United States (U.S.) and the well-being of its citizenry. Critical infrastructures (CIs) are those physical and cyber-based systems determined to be essential for the minimum operations of the economy and government. They include, but are not limited to, telecommunications, energy, banking and finance, transportation, water systems, and emergency services, both governmental and private. The focus of this document is the development of a guidance methodology for assessing the vulnerabilities and associated residual risks of cyber CI assets for the Department of the Treasury.

Presidential Decision Directive 63 (PDD-63), Critical Infrastructure Protection, 22 May 1998, was the result of a series of activities initiated by E.O. 13010. In addition to re-affirming the need to protect the national infrastructures, PDD-63 assigned responsibilities to tasks and set deadlines for completion of these tasks. Additional documents have since been released by the Critical Infrastructure Assurance Office (CIAO) to refine and expand the guidance given in PDD-63. The primary document in this series is the National Plan for Information Systems Protection Version 1.0: An Invitation to a Dialogue, January 2000. 

Based on advances in Information Technology (IT) and the necessity of improved efficiency, these critical infrastructures have become increasingly automated and interlinked. The same advances have created new vulnerabilities and risks to equipment failures, human error, weather and natural causes, and physical and cyber attacks. Addressing these vulnerabilities/risks will require flexible, evolutionary approaches for Critical Information Protection (CIP) that span both the public and private sectors, and protect domestic and international security. The infrastructures are also potentially vulnerable to disruption by acts of terrorism and information warfare, and they are considered to be likely targets of exploitation. 

1.2 Approach

The approach described in this document builds on the guidance cited in PDD-63, the National Plan, the CIAO document Practices for Securing Critical Information Assets, and the 18 November 1998 Department of the Treasury Critical Infrastructure Protection Plan (TCIPP). The methodology herein incorporates the best automated tools practices, logical processes, and decision concepts to reduce overall Department of the Treasury vulnerabilities/risks in support of the economic security of the United States.

This document focuses the assessment methodology on the use of automated tools, timely response to known vulnerabilities and threat alerts, interdependency analysis, and implementation of an ongoing process. Vulnerability/risk assessments are not one-time activities. These assessments must be continuously updated to reflect the changing vulnerability/threat and asset environments of the Treasury.

Figure 1-1 shows a bottom-up process for conducting a vulnerability/risk assessment as defined in PDD-63 and other Federal guidance. This process builds on characterization and notification of threats; development of advanced tools for risk management, performance assessment, security testing and metrics; and a fielding of enhanced vulnerability detection, assessment, and analysis tools. This process comprises a Critical Infrastructure Protection and Development Initiative (CIPRDI). The CIPRDI should be used to identify future efforts while the CVRAM is used to assess the current posture.
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Figure 1-1.  PDD-63 Overview

Agencies begin the CIPRDI process by conducting the assessments based on the specific network and system information that must be captured. Network information required to support a vulnerability/risk assessment includes employed protocols, network topology, network management capability, and connections to external networks. The network assessment needs to be used in conjunction with a broader assessment of the system security posture to develop a complete vulnerability/risk assessment.

This document presents a methodology for the Treasury to follow in complying with PDD-63. The Treasury Cyber CIP Vulnerability/Risk Assessment Model (CVRAM) summarizes the security posture of the Treasury infrastructure, for example their interdependence on commercial telecommunications, commercial power, and private sector information technologies as they relate to the banking and finance sector. The assessment includes brief descriptions of salient aspects of the networks and the functional requirements the networks need to meet current security protections, identify threat information, and counter significant vulnerabilities. The assessment captures the essence of the information in a succinct, understandable form, thereby providing a basis for a methodical analysis and identification of appropriate countermeasures. The methodology describes an approach in which data is collected and analyzed to support a risk management decision and then help identify an approach to achieve stronger cyber protection.

Figure 1-2 shows the four phases of the Treasury CVRAM: security policy, data gathering, analysis, and the resulting risk management decision. The activities represented in the model are presented in linear order. However, in practice these activities are interdependent and iterative. The results of one activity can cause a prior activity to be revisited in whole or in part. This model was chosen based on research of financial organizations, the Intelligence Community, Department of Defense organizations, and the National Airspace Systems Model for the Federal Aviation Administration.

1.3
Purpose and Scope

The purpose of this document is to provide guidance on conducting cyber CIP vulnerability/risk assessments for the information systems and networks for each bureau/office of the Treasury Critical Infrastructure (TCI). Guidance and methodology herein include suggested approach, process model, tools, and a report template. The objective of these assessments is to identify any weaknesses or aspects of the TCI, which, if exploited or compromised, could prevent the bureau/office from functioning as required to accomplish one or more of the Treasury’s national security, economic security, and continuity-of-government functions, or other essential government services.

The guidance and methodology are intended to enable Treasury bureaus/offices to assess cyber CIP risks in a rigorous, repeatable, cost-effective way. The guidance and methodology in this document are intended to be flexible, extensible, and tailorable to the functional needs, operational environment, system architecture, organizational processes, and available resources of each Treasury bureau/office. 

After using the methodology to produce these assessments, Treasury bureaus/offices should be able to supplement their assessments with available threat environment data to determine the risk of vulnerabilities being exploited or Treasury resources being compromised. This document applies and tailors recognized information systems security (INFOSEC) terms and CIP concepts to Treasury applications.
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Figure 1-2.  Treasury CVRAM

This document focuses on guidance for conducting vulnerability/risk assessments for Treasury cyber CIP components and controls, and thus does not constitute comprehensive CI risk management guidance. In particular, cyber CIP risk management must be coordinated with contingency planning and with life-cycle management. However, cyber CIP vulnerability/risk assessments are key components of conducting overall Cyber CI risk management (CI RM). The techniques, tools, and processes for conducting these assessments are distinctive and merit separate guidance, addressed herein. 

Users of this document should note that cyber controls must be complemented by personnel, procedural, and physical controls. While this document focuses primarily on the cyber portion of the TCI, the user should refer to Treasury Department Publication (TD P) 71-10, Department of the Treasury Security Manual Chapter 1 on Personnel Security, Chapter 2 on Personnel Security Investigations, and Chapter 3 on Information and Physical Security for non-cyber guidance. Thus, cyber CI RM includes consideration not only of the technical environment (network and system architecture, as well as specific products and configuration) to address cyber controls, but also of the operational environment. 

This guidance applies to all Treasury bureaus/offices, thereby facilitating standardization and consistency of responses in preparation for PDD-63 compliance reporting. The guidance builds on the concepts presented in TD P 71-10 and Office of Management and Budget (OMB) Circular A-130, Management of Federal Information Resources, 8 February 1996, by addressing issues that are more current due to connectivity and dependencies among Federal agencies and bureaus.

1.4
Key Terms and Concepts

This section defines key terms and concepts appearing in this document. The discussions also address their adaptations to CIP. The focus here is the identification of CIP-related terms versus common INFOSEC terms. 

1.4.1
Security Practices

The best security practices offer a balance between state-of-the-art security and state-of-the-practice security, taking into account technical viability, cost, performance, practicality, and environmental considerations. This document draws on a variety of examples and the results of best security practices studies, as cited in the Bibliography.

1.4.2
Threats

A threat is any circumstance, entity, or event with the potential to cause harm in the form of degradation or destruction of a particular TCI. Threat analysis includes the establishment of a taxonomy of threats, along with a taxonomy of threat sources; the determination of the relative potential of each threat; and the determination of a process for tracking and responding to identified threats. Threats cannot be assessed in a vacuum. They must be considered in association with the vulnerabilities of a TCI and countermeasures employed. Treasury’s Cyber CIP vulnerability/risk assessment process should take all of these factors into consideration. Treasury should establish channels for receiving threat information from the Director of Central Intelligence (DCI), the National Infrastructure Protection Center (NIPC), and other sources as available.

1.4.3
Vulnerabilities
Vulnerabilities are weaknesses that could be exploited by a threat. Vulnerabilities can be weaknesses in a system, component, or supporting infrastructure; the absence of a safeguard; or flaws and errors in applying safeguards. Current events highlight the fact that public sources of known vulnerabilities help "hackers" as well as IA professionals in their assessments of systems. Regardless of the definition used, vulnerabilities can clearly be associated with threats: the threat of fire is associated with the vulnerability of having inadequate fire protection, the threat of unauthorized access can be linked to the inadequacy of access controls, and the threat of losing critical data and processing support lies in ineffective contingency planning.

1.4.4
Interdependency Analysis
Interdependencies represent a primary focus of the cyber CIP vulnerability/risk assessment. An interdependency analysis defines the critical missions and systems assigned to various Treasury bureaus/offices. As the process moves forward, the identification of CI systems may change based on requirements derived from both the public and private sectors.

1.4.5
Countermeasures Assessment 

Countermeasures are security measures implemented with the intent of countering specific threats. (Best security practices can be viewed as countermeasures against threats common to similar organizations.) The Countermeasures Assessment involves determining cost-benefit ratios for potential countermeasures (taken individually or in synergistic groups) to mitigate vulnerabilities/risks.

1.4.6
Risk Management

A risk is a combination of an undesirable outcome and the likelihood that that outcome will occur. In cyber CIP risk assessment, that likelihood is a combination of factors associated with threats and vulnerabilities. Risk management is the process of assessing risks, taking actions to reduce risks to an acceptable level, and maintaining that level. Managers analyze risks for many aspects of their business; thus, risk management can be tailored for specific applications. 

Cyber CI RM addresses risks of relying on CI (e.g., power, financial sector, emergency services, telecommunications, and information technology). It also addresses risks associated with IT, particularly the information systems an organization owns, leases, or otherwise relies upon to accomplish its missions. These risks involve the threats of deliberate attack or misuse, failure of a supporting infrastructure (e.g., power), and disaster or disabling physical attack. A cyber CI RM process enables managers and their organizations to build in-depth knowledge of their systems and associated interrelationships. 

Cyber CI RM is a vital element of a comprehensive CIP program. Risk management is an iterative process; the relevance and effectiveness of risk management decisions need to be evaluated on a continuing basis.

Finally, cyber CI RM should be performed at multiple levels in a hierarchical organization. At the lower levels (e.g., office, facility, site), cyber CI RM would be closely related to INFOSEC risk management and contingency planning. Many of the same techniques, tools, and processes could support lower organizational levels. At higher organizational levels, cyber CI RM must also address interdependencies among suborganizations and their systems, and it is closely related to contingency planning at those levels.

1.4.7
Risk Analysis

Risk analysis is the cornerstone of risk management. It is a procedure used to estimate potential losses that may result from exploitation of vulnerabilities and the damage from the occurrence of certain threats. Risk analysis not only identifies critical assets that must be protected but also considers the environment in which an organization uses these assets. The purpose of a risk analysis is to aid in the selection of cost-effective safeguards that will reduce risks to an acceptable level. 

Most methods of risk analysis initially require the identification and valuation of assets. From this point, they proceed differently in supporting loss computations. Most risk analysis tools, however, can be categorized as either quantitative or qualitative. That is, some produce results expressed in monetary or economic terms (quantitative), while others use qualitative expressions or approximations. Based on the outcome of the risk analysis, various control measures or safeguards may be selected which are both cost-effective and provide the necessary level of protection. 

1.5
Assumptions and Constraints

The guidance and methodology presented in this document are based on the following assumptions and constraints:

· Cyber CIP vulnerability/risk assessment activities require specialized expertise and tools, and thus will benefit from a treatment separate from other, although closely related, activities.

· Cyber CIP vulnerability/risk assessment activities must be complemented by activities in other areas (e.g., personnel security) to complete a comprehensive cyber CI RM process. In addition, cyber CI RM must be folded into the overall CI RM process. 

· The cyber CIP vulnerability/risk assessment methodology must be flexible, extensible, and tailorable to the functional needs, operational environment, system architecture, organizational processes, and available resources of each Treasury bureau/office.

1.6
Document Organization 

This document consists of five sections and four appendices:

· Section 1 is the Introduction. This section describes the recommended approach for conducting cyber CIP vulnerability/risk assessments.

· Section 2 describes the first phase of the approach: Security Policy.

· Section 3 describes second phase of the approach: Data Gathering.

· Section 4 describes third phase of the approach: Analysis.

· Section 5 describes fourth phase of the approach: Decision.

· Appendix A contains example interview questionnaires that can be used to gather information on which to perform cyber CIP vulnerability/risk assessments. 

· Appendix B presents a matrix of suggested tools and guidance for supporting an automated analysis for completing the Analysis phase.

· Appendix C provides a taxonomy of cyber-related attacks.

· Appendix D provides a cyber CIP vulnerability/risk assessment report template.
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Security Policy

The purpose of the first phase of the CVRAM is to identify directives, policies, and procedures for the Department of the Treasury. Completion of this phase will form the foundation of the cyber CIP vulnerability/risk assessment. Guided by national-level laws, policies and best practices, the vulnerability/risk assessment will check for compliance with the implementation of security services that protect the confidentiality and integrity of data and the provide for the availability of the various CI elements.

The following list cites example questions for checking such compliance with confidentiality, integrity, availability, accountability, and security service guidance:

· Confidentiality – Are user accounts segregated into user groups and have these groups been given access to the restricted subset of information they need to accomplish their work? Have the default system passwords been replaced? Have the operating system controls been evaluated and locked down? Have passwords been stored in an encrypted file?

· Integrity – Have system file checksums been securely stored? Are these checksums being used to determine changes to these files? Is an audit system in place and operating so that security-related events can be tracked and analyzed? Is there a mechanism for scanning the existing configurations against a known set of vulnerabilities and exploits?

· Availability – Have known software patches been installed to deter denial-of-service attacks? Are border systems configured to allow only a limited subset of network services to enter and exit the CI element? Is a Continuity of Operations Plan (COOP) in place and has it been tested?

· Accountability – Are security-relevant events such as logon, file access or application use, or changes to user privilege audited? How long are audit logs retained? How is accountability for execution of business functions established?

2.1
Identify National Directives, Policies, and Procedures

Current Federal information security policies flow from the Computer Security Act of 1987, OMB Circular No. A-130, a variety of National Institute of Standards and Technology publications, and guidance contained in the implementation documentation of the Presidential Decision Directive on Critical Infrastructure Protection, the Treasury - and bureau/office - level documents.

2.2
Identify Treasury and Bureau/Office Security Policies

The current Treasury information security policy is contained in TD P 71-10, dated October 1, 1992. This manual has been updated by a series of Transmittal Notices.
 

TD P 71-10 and each Treasury bureau/office security policy must be reviewed, and metrics extracted, before completing this phase of the vulnerability/risk assessment process. These metrics will supplement the best practices guidance issued by a variety of vendors, government organizations, and Computer Emergency Response Centers.

2.3
Conduct Security Awareness, Education, and Training

The vulnerability/risk assessment process will serve a dual purpose of determining the security posture of the TCI and providing the opportunity to educate the users to a variety of security concerns. The integration of security awareness, education, and training with the vulnerability/risk assessment process facilitates elicitation of user knowledge about which assets are of greatest concern, how effectively security measures are implemented, and where vulnerabilities can be found. The process will provide a snapshot of the state of security of the system at a particular point in time. It provides the opportunity for immediate correction of discovered vulnerabilities/risks, and education of the users in practicing better security. 

Listed below are the general levels of security education identified in national INFOSEC guidance documents. Opportunities for users to develop stronger security habits should be an additional goal of the vulnerability/risk assessment process.

2.3.1
Promote Security Awareness

Security awareness is the prerequisite to security training. Awareness programs can be used to publicize the need for security and security improvements. An example of security awareness program would be the placement of posters identifying the need to protect a password. 

2.3.2
Conduct Security Training

Security training ensures understanding of the security aspects of a particular system or application. A security training program should be individually designed for each system, and it should be tailored to meet the needs of that system.

2.3.3
Promote Security Education

Security education differs from security awareness and security training in both breadth and depth of knowledge, and skills acquired. Security education is generally most appropriate for the Department of the Treasury’s designated security specialists.
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Data Gathering

The purpose of the second phase of the CVRAM is to plan for and collect all relevant information in preparation for conducting the third phase, Analysis. Prior to conducting the cyber CIP vulnerability/risk assessment portion of this phase, the following activities should take place:

· Identify the scope and objectives of the assessment. The manager responsible for cyber CI RM should identify the systems and consequences of concern, and determine which threats are in or out of scope. Based on interdependencies, objectives may be narrowly focused (e.g., manage risks at a specific bureau/office) or may address concerns at multiple organizational levels (e.g., manage local risks, but also provide input to a regional or higher level organization’s assessment process). Scope and objectives may be broadened to facilitate leveraging of cyber CI vulnerability/risk assessment activities for contingency planning, and/or certification and accreditation.

· Define data-gathering constraints. For example, the manager should determine whether data gathering could be constrained by privacy concerns; the overall level of effort could be constrained by organizational resources; and network mapping and probing activities that could be constrained to limit operational impacts.

· Define the form(s) of the assessment. The manager should define the assessment technique (e.g., quantitative assessment, stoplight chart, and relative ranking of risks) best suited to the risk management decisions to be made.

· Establish a schedule of data-gathering, analysis, follow-up data-gathering and analysis, and reporting activities. The assessment team should coordinate this schedule with affected organizations to minimize operational impacts and make the most effective use of resources.

· Perform security incident planning. The manager should ensure that all contingencies are addressed and identified during the Data-Gathering phase. The manager should perform this task as a direct extension of the contingency-planning process; the concept is to plan and prepare for handling a security incident before the worst happens. As identified in CIAO’s Practices for Securing Critical Information Assets, a Computer Security Incident Response Capability (CSIRC) should be developed to deal with virtually any computer security problem that may occur.

Data-gathering should also include identification of requirements or instructions related to the system, program, or technology area under analysis; a prioritization of items that the system deems critical to the business function, including estimates of how long it would take to replace each component; and an inventory of information assets and interdependencies. Appendix B identifies tools and guidance for data gathering, analysis, and reporting.

An information asset can take various forms: the information itself; the capability to create, process, communicate, and/or store, and retrieve the information; or the physical, procedural, and/or organizational infrastructure needed to provide that capability. Examples of information assets include information system assets, such as hardware, software, firmware; and information processed, such as storage capabilities or communications systems.

The most critical piece of the data-gathering phase is establishing and maintaining a TCI identification profile as defined in the Department of the Treasury Cyber CIP Implementation Plan, Version 1.2, 24 March 2000. Figure 3-1 outlines the information required for a profile.

[image: image5.wmf] 

Bureau

 

System

 

Facility

 

Core

 

Business

 

Area

 

Priority

 

(1,2, or 3)

 

Inter

-

 

dependencies

 

CIP POCs

 

Owner/

 

Operator

 

CIP 

POCs

 

Security

 

Posture

 

Facility

 

Location

 

System

 

Platform

 

(WinXX, NT, 

Unix, etc.)

 

Type

 

(Desktop, Server,

 

Router, Switch, etc.)

 

Non

-

 

Cyper

 

Asset

 

E.O.12656

 

Function

 

Supported

 

Ski

ll

 

Sets

 

Security

 

Posture

 

Vulnerability

 

Assessment

 

Completed

 

Inventoried

 

Outstanding

 

Issues

 


Figure 3-1.  TCI Identification Profile

3.1
Identify and Prioritize Bureau/Office National Essential Functions

This section describes the activities to be completed before beginning the vulnerability/risk assessment. Core business functions are best defined as the business processes that a bureau/office performs to deliver its service or product to the nation. An essential function or critical business process is one, which if it were obstructed for any period of time, could have an adverse effect on the service or product provided by that organization to the nation. 

The Department of the Treasury Critical Infrastructure Protection Plan suggests division of the TCI elements into three groups:

· Priority 1: Those TCIs that, if lost, would prevent the Treasury from accomplishing its national security, national economic security, or national public health and safety activities.

· Priority 2: Those TCIs that, if lost, would significantly debilitate the ability of Treasury to accomplish its national security, national economic security, or national public health and safety activities.

· Priority 3: Those TCIs that, if lost, would somewhat debilitate the ability of Treasury to accomplish its national security, national economic security, or national public health and safety activities. 

TCIs may be lost due to breaches in confidentiality, integrity, or availability. Each type of loss should be considered in the assessment of criticality and priority.

The initial step in identifying the TCIs is to determine the critical or essential business processes that must be continued in each bureau/office to support national security, national economic security, and national public health and safety activities. The initial identification of these functions should be taken from EO 12656, Assignment of emergency preparedness responsibilities, 18 November 1988, and existing Treasury and bureau/office business continuity and contingency plans (or mission and function statements). These plans typically identify the core business functions that are critical to the organization (though not necessarily to the nation). In parallel with this activity, key bureau/office representatives, the Chief Information Officer (CIO) or Critical Information Assurance Officer, functional experts, and network and information system personnel should be interviewed.

3.2
Identify TCI

The objective to this step is to distinguish those business functions that are critical, on a bureau/office level, from those critical on a national level. This activity is known as winnowing based on guidance from the National CIAO under Project Matrix. Engineers should determine those identified functions that support a national mission area. The critical business functions should be those that can be mapped to functions contained in E.O. 12656 and the Treasury strategic plans.

Bureau/office representatives should be asked to perform the following activities:

· Identify specific systems that support each business process.

· Identify external interfaces (outside the bureau/office).

· Determine the priority (per the TCIPP) of the various systems comprising the CI of the bureau/office.

Some Treasury bureaus/offices may not be able to identify all of their systems, priorities, and external interfaces. Those bureaus/offices should take actions to provide feedback prior to the next meeting of the Treasury CIO Council. The importance of providing complete and comprehensive input from the Treasury bureaus/offices cannot be over emphasized. 

Although specific Treasury bureaus/offices should be able to provide a prioritized listing of their CI, they may not be aware of specific information that would enable them to prioritize their systems in comparison with those of other Treasury bureaus/offices. Affected Treasury bureaus/offices would need to forward the listing to a collaborative body, such as the Treasury Infrastructure Protection Panel (TIPP), to make the final determination regarding the prioritization of all TCI systems. The TCI identification profile data such as that displayed in Figure 3-1 should be collected for each TCI system.

3.3
Identify and Assess Cyber Threats

As part of the overall process of identifying cyber CI vulnerabilities/risks and countermeasures, specific threats must be identified and analyzed with respect to the specific TCI. Threat analysis should include use of taxonomies of threat actions or attacks, targets and mechanisms, and threat sources to identify those threats relevant to the Treasury bureau/office; threat assessment, including the determination of the relative potential of each threat; and the development of a process for tracking and responding to those threats uniquely identified against an asset. Appendix C provides a taxonomy of cyber threat actions.

Threats cannot be assessed in a vacuum. They must be considered in conjunction with the TCI vulnerabilities/risks and countermeasures employed. The threat assessment portion of the process should cover threat information from intelligence sources, open sources, law enforcement agencies, and any other sources deemed appropriate. These threats should be assessed for their applicability to the TCI assets and disseminated at the appropriate classification level to the widest possible audience.

3.4
Identify and Assess Cyber Vulnerabilities

The Treasury should identify and assess cyber vulnerabilities for identified CI pieces as required by PDD-63. To conduct these assessments, specific network and system information must be captured. Network information required to support a cyber vulnerability assessment should include employed protocols, network topology, network management capabilities, and connections to external networks. 

This network and system information is key to identifying the dependencies that will help specify the critical pieces of the TCI according to the guidance contained in PDD-63. The network information needs to be used in conjunction with a broader assessment of the system security posture to obtain a complete cyber vulnerability assessment.

During the transition from identifying to assessing the cyber vulnerabilities, users must take into account the concept of risk. 

Section 4
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Analysis

The Treasury cyber CIP vulnerability/risk assessment approach is based on Section 4.4, "Vulnerability Assessment Approach for Systems," Department of the Treasury Critical Infrastructure Protection Plan, 18 November 1998. This approach, summarized in Figure   4-1, contains into four major steps, each of which should culminate in the development of a report documenting the results:

· Map the Network – define the network topology.

· Probe the Network – discover the network configuration vulnerabilities.

· Probe Individual Hosts – discover the host vulnerabilities.

· Conduct Vulnerability/Risk Assessment – assess the security posture. 

Figure 4-1. Treasury Cyber CIP Vulnerability/Risk Assessment Process
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The analysis phase in CVRAM consists of several activities: asset analysis, threat analysis, vulnerability assessment, interdependency analysis, risk assessment, and countermeasure assessment. The four steps illustrated in Figure 4-1 are part of the vulnerability assessment.

For each of these activities, this section identifies objectives, describes the recommended approach, identifies the best practices methodology, and describes the expected results. Appendix B identifies tools and guidance for data gathering, analysis, and reporting. Execution of the steps in this appendix must be preceded by the planning activities, as described above. Information gathered by conducting these steps will help identify vulnerabilities using automated means rather than paper assessments, which require assumptions rather than actual technical evaluation of the networks and hosts.

PDD-63 indicates that cyber vulnerabilities are not tied to the local computing environment. As users gain increased connectivity, the loss of an asset could create problems that may not even be locally noticed or identified. Users could be affected by exploits and attacks launched against systems remotely located and loosely associated with their missions. As users become more dependent on Internet connectivity, they must be aware of the potential risks associated with that access. 

The purpose of this third CVRAM phase is to analyze the data gathered in the second phase. This phase consists of six major activities, as described below.

4.1 Perform Asset Analysis

The asset analysis should take into account such factors as the actual replacement value of specific information assets, and determinations of criticality and sensitivity for each information asset. This activity should also include determining whether assets support only the system or functions to which the CVRAM is being applied, or whether they are also used in support of other missions. This activity should also include an analysis of redundancies, for example, multiple routers or uninterruptible power sources.

From an adversary's viewpoint, general goals (e.g., disabling systems, reducing system capabilities) translate into the designation of certain resources as targets. These targets include system functionality and capabilities, information on which correct system functioning depends, and information that reveals critical information. From the standpoint of the organization that seeks to protect them, the resources should be viewed as assets.
 

Assets can be real (e.g., a financial or case report), potential (e.g., an accounting plan to be developed when required), tangible (e.g., hardware), or intangible (e.g., the capability to communicate certain types of information). A variety of asset taxonomies could be defined. For example, information-related assets could be categorized as information processing capabilities, communications capabilities, and tangible assets that provide access to that information or support those capabilities. An alternative taxonomy could include hardware, software, data, and communications. 

The following steps should be taken to determine asset value:

· Identify assigned functions of each bureau/office.

· Identify critical systems of each bureau/office.

· Prioritize the systems according to level of importance (criticality).

Levels of criticality are normally uninterruptible, interruptible, and deferrable as follows:

· Uninterruptible: Functions that are vital to national economic security, immediate survival, and continuity of government, and must be performed during the immediate pre-attack, trans-attack, and immediate post-attack periods.

· Interruptible: Functions that are necessary for support of continuity of government institutions and for which reconstitution should begin as soon as conditions in the post-attack period permit, or during a state of national emergency, if no attack is made upon the United States.

· Deferrable: Functions that could be postponed until directed to be resumed, or the reconstitution of which need not begin sooner than 30 days after termination of the immediate post-attack period or a declared state of national emergency, if no attack is made upon the United States.

4.2 Perform Threat Analysis

The threat analysis should include the development of two threat taxonomies: threat targets and mechanisms, and threat sources. These taxonomies should be used to identify threats applicable to the Treasury office/bureau. The threat analysis should include a determination of the relative potential of each relevant threat; and the development of a process for tracking and responding to identified threats. As first steps toward developing these taxonomies, Treasury should develop a risk management process and define terms.

4.2.1
Develop a Risk Management Threat Identification and Assessment Process

As defined in Section 1, a threat is any circumstance, entity, or event with the potential to cause harm in the form of destruction, disclosure, adverse modification of data, and/or denial of function or service of a particular TCI element. Threats cannot be assessed in a vacuum. They must be considered with regards to the vulnerabilities of TCIs and countermeasures employed. Treasury should take all of these factors into consideration in performing cyber CIP vulnerability/risk assessments by using a risk management process. Treasury should establish channels for receiving and disseminating to security decision makers, threat information from the DCI, Treasury law enforcement, the NIPC, and other sources as available.

4.2.2 Identify Relevant Threat Types

The following definitions apply to this threat analysis process:

	· Threat
	Any circumstance, entity, or event with the potential to cause harm in the form of destruction, disclosure, adverse modification of data, and/or denial of function or service.

	· Threat Agent
	Any entity that is capable of generating or precipitating a threat. Threat agents can be under nominal Treasury authority (internal threats) or outside nominal Treasury authority (external threats). Threat agents can pose threats intentionally or inadvertently.

	· Cross Domain Threat
	A threat that is not limited to one domain (e.g., cyber, physical).


The following types of threats apply to this threat analysis process:

	Threats characterized by source

	· Unintentional  Threat
	A threat agent where there is no intent to do harm. 

	· Internal Threat
	A threat agent under nominal Treasury authority. 

	· External Threat
	A threat agent outside nominal Treasury authority.

	Threats characterized by impact

	· Cyber Threat
	A threat whose primary impact would affect the cyber-based elements of TCI.

	· Physical Threat
	A threat whose primary impact would not affect the cyber-based elements of a TCI, but rather the physical infrastructure. (The physical infrastructure includes the physical aspects supporting cyber-based systems, such as a local area network (LAN) cabling, telephone instruments, and others.)

	· Personnel Threat
	A threat targeted at Treasury personnel.


4.2.3
Identify Specific Threat Targets and Mechanisms

This subsection classifies possible threat targets and mechanisms. The cyber CI risk/vulnerability assessment team will identify threat targets and mechanisms relevant to the Treasury office/bureau.

4.2.3.1
Cyber Threats

Cyber threats are those directed primarily at the cyber elements of the TCI and include threats targeting the following areas:

· Confidentiality, integrity, and availability of information system assets, including hardware, software, firmware, and information processed, stored, or communicated

· Information assurance aspects of transmission, including traditional telecommunications systems, local and wide area networks, wireless networks, and wireless communications, including radio frequency and cellular.

Generally, threats against cyber systems are information system based. Thus, these threat agents generally employ techniques such as insertion of malicious code, system disruption (e.g., system flooding, jamming or overload), or sniffing attacks.

4.2.3.2
Physical Threats

Physical threats are those directed at the underlying physical supporting infrastructure. These threats are intended to gain unauthorized access to equipment, installations, material, and documentation for purposes of espionage, sabotage, damage, or theft. Examples of physical targets would include infrastructure resources, such as personnel, power supplies, telecommunications, and food and beverage supplies. Generally, threats against physical elements employ physical means and people. Thus, typical threat agents include fire, explosives, weapons of mass destruction (nuclear, chemical, and biological), and theft.

4.2.3.3
Personnel Threats

These threats are directed at Treasury personnel. The threats could be directed at the Treasury’s senior leadership, persons designated to carry out Treasury’s Continuity of Operations Plan (COOP), or the actual owners or operators of specific TCI. Harming these individuals could be part of a coordinated attack on Treasury’s mission. Such personnel threats could also have the goal of identifying and exploiting weaknesses in targeted humans to gain information allowing the attacker to undermine the confidentiality, integrity, or availability of the TCI. Against personnel, threat agents typically employ deception, psychological operations, blackmail, and subversion. Against personnel, threat agents typically employ deception, psychological operations, blackmail, and subversion.

4.2.3.4
Cross-Domain Threats

Threat agents can also target both cyber and non-cyber TCIs. Cross-domain threats include attacks against another domain. Thus, this might include attacks against the cyber-based systems by an attacker, using penetration software tools, who gained physical access to the premises through some form of personnel physical attack (e.g., blackmail). Generally, internal and unstructured external threat agents do not employ cross-domain threats.

4.2.4
Identify Specific Relevant Threat Sources

This section describes and classifies possible threat sources. Threat sources can be directed against any element of the TCI and employ a wide range of techniques. The cyber CI risk/vulnerability assessment team will identify threat sources relevant to the Treasury office/bureau. One source of threat information is the National Information Proliferation Center (NIPC) Cyber Notes available to all Federal agencies.

4.2.4.1
Unintentional Threats

Some threats have no intent to do harm. These would include carelessness in system design or operations, and natural disasters. Examples of this type of threat include the Y2K problem, inaccurate programming, fire, and flood.

4.2.4.2
Internal Threats

Internal threats exist under nominal Treasury authority. Examples of such threats, called threat agents as described above, are disgruntled employees or contractors. Internal threat agents could be acting on their own or under the direction of an external threat source. Internal threat sources might target cyber, physical, or personnel domains, and employ any or all of the techniques mentioned above. Internal threat agents currently account for the majority of intentional attacks against government and commercial enterprises.

4.2.4.3
External Threats

Some threat agents are external to nominal Treasury authority. The primary source of information on external threats is the NIPC, which receives timely information from the Intelligence Community and Federal Bureau of Investigation (FBI) field offices. The NIPC defines three primary classes of external threats: structured external, transnational external, and unstructured external, which are defined below: 

· Structured external threat. The structured external threat is generated by an organization represented as a state-sponsored entity, such as a foreign intelligence service. The resources behind the structured external threat are usually quite high and sophisticated. Structured external threats might target TCIs employing any or all of the techniques mentioned above.

· Transnational external threat. The transnational threat is generated by organized non-state entities, such as drug cartels, crime syndicates, and terrorist organizations. Such threats generally do not have as many resources as the structured threats (although some of the larger transnational threat organizations may have more resources than the smaller, structured threat organizations). The nature of the transnational external threat makes it more difficult to trace and provide a response. Transnational external threats can target TCIs employing any or all of the techniques mentioned above.

· Unstructured external threat. The unstructured external threat is usually generated by individuals such as hackers, but may include rogue individuals such as mail bombers. Threats from this source lack the resources of either structured or transnational external threats. The motivation of such attackers is generally, but not always, less hostile than that underlying the other two classes of external threat. Unstructured threat sources generally limit their attacks to cyber targets and employ cyber attack techniques. New forms of loosely organized virtual hacker organizations (“hacktivists - hackers and activists”) are emerging.

4.2.4.4
Cyber Attack Threats

Cyber attack threats are characterized in terms of information security, computer security, and communications security attack scenarios (see Figure 4-2). Information security attacks are those directed against the operational or application-defined data contained in an information system, as opposed to the system itself, its executable programs, or system 
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 Figure 4-2.  Cyber Attack Threats

configuration data. Computer security attacks are those directed against the confidentiality, integrity, and availability of information system assets, including hardware, software, firmware, and information being processed, stored, and communicated. Communications security attacks are attacks related to information assurance aspects of transmission security, including both traditional networks and wireless networks. (See Appendix C for Taxonomy of Cyber Attacks.)

Threats come from a variety of sources, with many skills and motivations. As shown in Figure 4-3, the list ranges from recreational hackers to those more organized groups, to include intelligence organizations. 

4.3
Perform Vulnerability Assessment of Critical Assets

The vulnerability assessment of critical assets should consist of a review in which (a) weaknesses should be identified and rated to determine, given their environment, how susceptible they are to exploitation; and (b) essential assets should be associated with these vulnerabilities to determine each asset’s exposure to potential threats. (In this context, a vulnerability is a weakness that is susceptible to exploitation and accessible to a threat, given the environment in which it exists.) 
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Figure 4-3.  Threat Analysis

The vulnerability assessment of critical assets should systematically review the significant vulnerabilities affecting the system as well as those that come from planned extensions, such as connection to the Internet. It should cover three main areas of concern: the network, the hosts, and external connections. 

The assessment also needs to address the interdependency of vulnerabilities. Many vulnerabilities can often be reduced simply by improving network management, such as ensuring that software configurations for server and client software are set up and maintained properly. In addition, improved administration of UNIX-based servers can eliminate many known vulnerabilities, some of which are likely to have been discovered during mapping or probing.

4.3.1
Identify Types of Security Vulnerabilities

The first step in performing a vulnerability assessment of critical assets is to identify the types of security vulnerabilities, according to the associated forms of compromise:

· Confidentiality Compromise. A confidentiality compromise occurs when sensitive information (privacy and protection of data) is prematurely disclosed or made available to unauthorized personnel. 

· Integrity Compromise. An Integrity Compromise occurs when information within a TCI element is subjected to unauthorized or inadvertent modification. Examples of integrity compromise could include altering taxpayer payment records or available government funds.

· Availability Compromise. Availability compromises are those that cause either a disruption of Treasury service (accessibility of an asset for its intended use), or make Treasury resources unavailable for some period of time.

· Accountability Compromise. An accountability compromise occurs when responsibility for actions taken on a Treasury system cannot be established with adequate confidence to take appropriate administrative or legal action. An accountability compromise impedes recovery from a confidentiality, integrity, or availability compromise.

4.3.2
Define Vulnerability Assessment Approach for Cyber Components 

To conduct a cyber vulnerability assessment, specific network and system information must be captured. Network information required to support a vulnerability assessment should include protocols employed, network topology, network management capability, and connections to external networks. The network assessment needs to be used in conjunction with a broader assessment of the system security posture to obtain a complete vulnerability assessment.

The vulnerability assessment approach, has four major steps:

· Map the Network – define the network topology.

· Probe the Network – discover the network configuration vulnerabilities. 

· Probe Individual Hosts – discover the host vulnerabilities.

· Conduct Cyber Vulnerability Assessment – assess the security posture of the system.

Appendix B contains a list of suggested tools for conducting these steps. They are categorized based on functionality. Treasury bureaus/offices should select one or a combination of several tools to accomplish their objectives.

4.3.3
Map the Network: Define the Network Topology

The architectures of both the network and the connected hosts must be understood before vulnerabilities can be addressed. Mapping identifies the needed information by discovering the topology of the network, the available network services, and the main characteristics of attached hosts.

Treasury bureaus/offices should consult administrators responsible for network configuration and operation for additional information on system usage and the network architecture. They should consider all layers of processing, including network protocols and data routing, as well as supported services and end-host configurations. They should install automated network-mapping tools, configured to the local network environment, to gather mapping information. This should include a task to analyze the mapping information and identify unusual changes or abnormalities.

4.3.3.1
Objective

The architectures of both the network and the connected hosts must be understood before vulnerabilities can be addressed. In this step, mapping identifies the needed information by discovering the topology of the network, the available network services, and the main characteristics of attached hosts.

4.3.3.2
Approach

This activity should use the following inputs:

· Current knowledge of project, IT, and facilities staffs - the knowledge of the staff concerning important assets, threats to the assets, network topology, and the physical infrastructure.

· Current network topology diagrams - existing diagrams and related documentation describing the layout of the computing infrastructure for each bureau/office.

4.3.3.3
Best Practices Methodology

The best practices methodology for mapping the network should use commercial or open source software-mapping applications. Several applications include tools that can discover a backdoor capability. For example, automated Simple Network Management Protocol (SNMP) browsing is used to query SNMP-enabled systems and gateways for additional network interfaces beyond a specified network range. System administrators should recognize connections to external networks identified; of critical importance are those connections that are inadvertent or unauthorized. These backdoors represent one of the greatest system vulnerabilities. These tools should be run quarterly, as a minimum, or upon an identified network incidents.

4.3.3.4
Expected Results

This activity should produce documentation to reflect the state of the present computing and physical infrastructures. It should also provide answers to the following questions:

· What is the network topology?

· What is the layout of the physical infrastructure?

· What type of data is transiting the network?

· What services are operating on the network?

· Is the network performing within specifications?

· Is the network connected to any external networks?

· What is the network security posture of the following items:

· Network configurations

· Vendor product implementations

· Vendor product conformance to standards

When completed, the process should reveal potential network topology vulnerabilities. This information should be used as part of the cyber CIP vulnerability/risk assessment methodology, described later in this section, to identify exposed assets, evaluate risks, select recommended countermeasures, and determine the impacts if assets have been compromised.

4.3.4
Probe the Network: Discover Network Configuration Vulnerabilities

Network probing paints a picture of the security vulnerabilities of the LAN and attached computers. The findings provide information Treasury bureaus/offices need for assessing the security posture of their systems. 

4.3.4.1
Objective

The objective is to identify specific security vulnerabilities of the targeted network.

4.3.4.2
Approach

Treasury bureaus/offices should develop a Network Probing Plan. They should examine all access paths through either computing or physical infrastructures. The plan should specify equipment that will be used during the probe, and include a schedule for and sequencing of probing events. 

4.3.4.3
Best Practices Methodology

The best practices methodology for probing the network should use commercial or open source software-mapping applications. An effective network map should produce the information needed to probe the network, including a network topology, Internet addresses, host attributes, gateways, and servers. The map should also include any special topological considerations, such as subnetworks that may be outside of the domain of the responsible organization and therefore off limits to network probing. There should be set probes of networks according to bureau/office policies, upon any known anomalies, or upon any major configuration change or upgrade.

4.3.4.4
Expected Results

This activity should provide answers to the following questions:

· Which assets can you access?

· What information is revealed in the audit logs?

· What are suggested corrective actions to correct or mitigate vulnerabilities?

· What vulnerabilities were found in the operating system, applications, or safeguards?

Examples of vulnerabilities follow:

· Trivial or non existent passwords

· Unexpected network connections

· Use of outdated applications or operating systems containing known vulnerabilities

· Unrestricted exportation of network services

· Misconfigured access restrictions to administrative files on host

When completed, the process should reveal potential network configuration vulnerabilities. This information should be used as part of the cyber CIP vulnerability/risk assessment methodology, described later in this section, to identify exposed assets, evaluate risks, select recommended countermeasures, and determine the impacts if assets have been compromised.

4.3.5
Probe Individual Hosts: Discover Host Vulnerabilities

Host-based system probing should provide further insight into known or potential vulnerabilities on systems (in this context, host refers to a computer server or workstation). It should also provide information on vulnerabilities that would be exploited only after gaining access to a particular host (vulnerabilities not seen from a network probe). Vulnerabilities that have been identified in many vendor operating systems and hardware platforms include design flaws, software bugs, and configuration errors. Computer Emergency Response Team (CERT) advisories and vendor information provide specific details. 

4.3.5.1
Objective

The host-based system probing step should provide further insight into known potential vulnerabilities of systems. It should also provide information on vulnerabilities that would be exploited only after gaining access to a particular host (vulnerabilities not seen from a network probe). Vulnerabilities have been identified in many vendor operating systems and hardware platforms, including design flaws, software bugs, and configuration errors. The CERT advisories and vendor information provide specific details. 

4.3.5.2
Approach

Treasury bureaus/offices should consult their system security policies as a starting point. As a minimum, this information should describe the password policy, usage restrictions, and available services. They should also consult their system administrators regarding the types of enforcement mechanisms in use. Also, they should install automated software tools, configured to the local network environment, to gather information for each host on the network.

4.3.5.3
Best Practices Methodology

The best practices methodology for probing host-based systems should use commercial or open source software-probing applications. A variety of commercial tools provide host-based probing or vulnerability testing. These tools generally look at password management, access privileges, exported file systems, exported host services, and network protocol suites. Other tools test for specific known software flaws and security patches. These probes should be run periodically based on bureau/office policies, identification of new host-based exploits, or major software configuration changes.

4.3.5.4
Expected Results

This activity should provide answers the following questions:

· What vulnerabilities were found in the operating system, applications, or safeguards? Examples of vulnerabilities include, but are not limited to:

· Trivial or non existent passwords

· Unexpected network connections

· Use of outdated applications or operating systems containing known vulnerabilities

· Unrestricted exportation of network services

· Misconfigured access restrictions to administrative files on host

· What services are running on remote hosts?

· What are suggested corrective actions to correct or mitigate vulnerabilities?

· Are any ports leaking data?

· What vulnerabilities have been detected which were not seen by network scanning?

When completed, the process should reveal potential host vulnerabilities. This information will be used as part of the cyber CIP vulnerability/risk assessment methodology, described later in this section, to identify exposed assets, evaluate risks, select recommended countermeasures, and determine the impacts if assets are compromised.

4.3.6
Conduct Cyber Vulnerability Assessment: Assess Critical Infrastructure Security Posture

The cyber vulnerability assessment should summarize the security posture of the networks, communications links, software applications, servers, and workstations. The assessment should include brief descriptions of salient aspects of the networks, the functional requirements that the networks need to meet to ensure current security protections, and significant vulnerabilities. The assessment should capture the essence of the information in a succinct, understandable form, thereby providing a basis for a methodical analysis and identification of appropriate countermeasures.

The assessment should systematically review the significant cyber vulnerabilities affecting the system as well as those that come from planned extensions, such as connection to the Internet. It should cover three main areas of concern: the network, the hosts, and external connections. The analysis needs to address the interdependency of vulnerabilities. Many vulnerabilities can often be reduced simply by improving network management, ensuring, for example, that software configurations for server and client software are set up and maintained properly. Improved administration of UNIX-based servers can eliminate many known vulnerabilities, some of which are likely to have been discovered during mapping or probing.

4.3.6.1
Conduct Periodic Cyber Vulnerability Assessments 

Treasury bureaus/offices should repeat their cyber vulnerability assessments on a periodic basis. Vulnerability assessment tools find only known vulnerabilities. Adversaries are continually discovering new vulnerabilities that can be exploited to cause damage to a system. As these new vulnerabilities become known, software tools can be upgraded to search for these vulnerabilities within existing systems. However, there inevitably exists a window of opportunity for adversaries between the time vulnerabilities are identified and appropriate defensive scanning tools and countermeasures are developed.

It is important, therefore, that all Treasury bureaus/offices not consider cyber vulnerability assessment a one-time requirement. With the rapid changes in technology (and the discovery of flaws in that technology), it is important that systems remain subject to testing on a regular, continuing basis. All systems should be subject to testing at lease once every three years; the most critical TCI elements should be tested at lease once a year. In addition, any of the following conditions should result in the performance of selectively targeted cyber vulnerability assessments:

· All new systems and processes should undergo thorough vulnerability assessments.

· When a new vulnerability is found in an operating system, application, or communications medium, all Treasury cyber components that may be subject to that vulnerability should be tested. These vulnerabilities should be mapped to all Treasury assets when identified and the results included in a snapshot assessment.

· Any Treasury systems that undergo major configuration changes should be subject to vulnerability assessments at the completion of the reconfiguration.

4.3.6.2
Conduct Penetration Testing 

Planning should be developed for the periodic penetration testing of identified components. Such testing should be used to verify any claims regarding the strength of the existing components and to identify undiscovered system weaknesses. Additionally, penetration test results could be used to determine the level of sophistication and resources required to exploit a given vulnerability. 

In general, penetration testing should only be done in moderation; its effectiveness will be limited by the expertise of the tester and the available tools. It is an indicator of areas that need to be addressed but cannot provide meaningful information on overall system security. Because penetration testing can seriously disrupt Treasury activities, testing must be well coordinated with the appropriate Treasury organizations. 

4.4
Perform Interdependency Analysis

During the Data Gathering phase, information should also be collected to identify the interdependencies among systems. Sufficient information might not be compiled during the Data Gathering phase to satisfy this determination. Thus, follow-up discussions with the Treasury bureaus/offices may need to take place to obtain additional information. Also during the Data Gathering phase, information should be collected to identify interdependencies among systems and services (e.g., public utilities and telecommunications). As illustrated in figure 4-4, the Treasury has many interdependencies with other Federal agencies and the private sector. The identification and characterization of these interdependencies can be augmented by use of modeling and simulation technologies against the TCI profile and associated business process.

Analyses should be performed to determine the criticality of systems upon which the TCI depends. The analyses may result in adding systems to the TCI baseline. As was the case with the identification of the TCI, results of the interdependency analysis should be submitted to the Cyber CIP Working Group for preliminary review. If necessary, the resulting analysis should be forwarded to the TIPP and CIO Council for final adjudication.

Although the Treasury bureaus/offices should be able to characterize their systems accurately, they might not have sufficient knowledge to do so. Information developed from the prioritization of a CI asset and its interdependencies should support a CIO capability to monitor the progress being made toward improving the security of the Treasury’s networks.
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Figure 4-4.  Interdependency Analysis Impact
4.5
Perform Cyber CIP Vulnerability/Risk Assessment

The cyber CIP vulnerability/risk assessment should combine the assessments of asset values (which may be in terms of criticality, sensitivity, replacement value, and/or other factors) and the threat identification and assessment developed by the Data Gathering phase activities with the results of the vulnerability assessment (a) to estimate expected or possible losses and (b) to identify a set of potential countermeasures (protection, detection, and response). The results of the cyber CIP vulnerability/risk assessment should indicate a single overall level of risk or a set of risk measures.

Figure 4-5 shows that the cyber CIP vulnerability/risk assessment process combines the profile information that identified the critical asset, the specific cyber attacks, the susceptibility to those attacks, and any mechanism to detect those attacks. Also factored in the final risk analysis decision must be the scope of the asset, the technology affected, and the criticality of the business function to the mission of the Treasury bureaus/offices.

4.5.1
Objective
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The objective of this step is to provide decision-makers with assessments of the severity of cyber vulnerabilities and of the associated levels of cyber CIP risks, thus producing informed risk management decisions. A risk management decision is to accept a given level of risk, to invest resources in additional safeguards or countermeasures to lower a level of risk, or to transfer risk elsewhere. (Risk transfer can take such forms as purchase of insurance and acceptance of a higher level of programmatic or operational risk to achieve a lower level of CI risk.)

Figure 4-5.  Vulnerability/Risk Assessment Overview

4.5.2
Approach

Cyber CIP vulnerability/risk assessment teams should tailor the CVRAM to their operational, organizational, and technical environments. They should structure their activities in accordance with the direction given during the planning activities during the Data Gathering phase.

4.5.3
Best Practices Methodology

The CVRAM was derived from best practices of the Intelligence Community, the financial sector, the Federal Aviation Administration, and the Department of Defense. 

4.5.4
Risk Management Process Model

A risk management process model identifies activities to be performed in analyzing, assessing, and managing risks; it can also identify relationships among those activities, and organizational responsibilities. Risk management process models are typically either very high-level or tied to a specific cyber CIP vulnerability/risk assessment tool or technique. 

4.5.5
Information Risk Value Definitions

The purpose of these value definitions is to define specific parameters from which each CIAO or CIO may identify and define the confidentiality, integrity, and availability attribute risk values of each of the TCI systems in the transmission/receive, processing, and storage states. The values for each attribute were defined as High, Medium, and Low.

4.5.6
Confidentiality Attribute Definitions

· High. Bureau/office Sensitive, Intellectual Property and controlled information. Compromise could result in major Government business loss. Compromise could have an adverse effect on bureau/office interests.

· Medium. Bureau/office Confidential and Proprietary. Personal and other information that is required to be protected by law. Compromise could result in some negative impact on the bureau/office interests and/or could violate company concerns or government service personnel’s right to privacy.

· Low. Bureau/office Restricted, information for official use of bureau/office employees only. Information not included in the bureau/office Sensitive, Confidential and Proprietary, Personal, and information authorized to be released to the general public. Unauthorized release could cause embarrassment to the Department or Bureau.

4.5.7
Integrity Attribute Definitions

· High. Absolute accuracy and detailed system monitoring required when transmitting, receiving, or processing bureau/office Sensitive, Intellectual Property, and controlled information. Inaccuracies could have an adverse effect on bureau/office interests.

· Medium. High degree of accuracy and adequate system monitoring required when transmitting/receiving or processing bureau/office Confidential and Proprietary, Personal, and any other information required to be protected by law. Inaccuracies could have an adverse effect on bureau/office interests.

· Low. Reasonable degree of accuracy and basic system monitoring required when transmitting/receiving or processing bureau/office restricted information for official use of bureau/office employees only or information authorized to be released to the general public. Also, any information not included in bureau/office Sensitive, Intellectual Property Controlled, Confidential and Proprietary, Personal, and other information required to be protected by law. Inaccuracies could cause embarrassment to a bureau/office.

4.5.8
Availability Attributes Definitions

· High. Systems should be readily available. Tolerance for delay no more than four hours when transmitting/receiving or processing bureau/office Sensitive, Intellectual Property, and Controlled Information. Delays beyond four hours could have an adverse effect on bureau/office interests.

· Medium. System should be available with only a minimum tolerance for delay. Tolerance for delay between 4 to 8 hours when transmitting/receiving or processing bureau/office Confidential, Proprietary, Personal, and any other information required to be protected by law. Delays beyond eight hours could have an adverse effect on bureau/office interests.

· Low. Systems should be available with a flexible tolerance for delay. Tolerance for delays between 8 and 24 hours when transmitting/receiving or processing bureau/office Restricted, information authorized to be released to the general public, and any other information not included in bureau/office Sensitive, Intellectual Property, Controlled, Confidential and Proprietary, Personal, or other information protected by law. Extended delays beyond 24 hours could endanger bureau/office operations.

4.5.9
Expected Results

This activity will produce documentation describing the level of risk associated with cyber vulnerabilities. It will provide answers to the following questions:

· What is the overall level of cyber CI risk?

· What is the level of cyber CI risk to a given system, organization, or mission?

· What is the severity of a given cyber vulnerability? What factors were considered in assessing this severity (e.g., specific assets exposed)?

· What is the degree of uncertainty for the assessment? What were the sources of uncertainty, how much could uncertainty be decreased, and would that decrease in uncertainty be cost-effective? (That is, if decision-makers had more certainty of the assessment, would it change their decisions?)

4.6
Perform Countermeasures Assessment

The Countermeasure Assessment involves assessing cost-benefit ratios for potential countermeasures (taken individually or in synergistic groups). Costs take multiple forms, including at a minimum (a) dollar costs of safeguard development, integration into TCI systems, and operation; (b) operational impacts; and (c) restrictions on interoperability, evolvability, and maintainability. Benefits are in terms of reduced risks; countermeasures reduce cyber risks by removing vulnerabilities or by making them less open to exploitation, by reducing the likelihood or frequency of threat occurrence, and/or by limiting the damage associated with a threat’s successful exploitation of a vulnerability, and by detecting and responding to attacks (e.g., containment) in a timely manner.
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Figure 4-6 shows that the countermeasures assessment maps the cost-benefit for specific countermeasures against the potential security and safety of the organization and/or critical asset.

Figure 4-6.  Countermeasures Assessment
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Decision

This phase completes the CVRAM process, culminating in a risk management decision. That decision will influence the Treasury’s investment, guidance, remediation, and technology decisions. Risk management must be performed at different organizational levels within the enterprise
. The scope, technologies and organizational functions, and timeframe for which risk management decisions can be made will differ, depending on the level. Four information risk management levels normally apply, recognizing that merging of levels may be appropriate for some enterprises:

· Enterprise-wide or global. At the global level, the enterprise defines its missions and allocates them to sub-organizations. It defines risk mitigation strategies and sets risk management policy. At the global level, the enterprise also provides an enterprise-wide information infrastructure.

· Regional. A region can be defined based on mission or location (e.g., a State or Region). It typically corresponds to an organizational structure with considerable autonomy, authority, and responsibility. A region can provide an information infrastructure to its facilities or units, or it can rely on the enterprise-wide II. (In the case of Department of the Treasury, each bureau has previously acquired their own telecommunications services. However, they are migrating toward a central management approach with communications services provided to all under one source, the Treasury Telecommunications System (TCS). 

· Facility or local. All information resources at a given facility share some risk factors, related to the facility’s location, its accessibility, and local CI elements (e.g., emergency services, power). A facility typically provides an information infrastructure to the units or departments housed there (e.g., a facility LAN). At this level, information risk management focuses on threat scenarios that involve shared risk factors, on risks to the facility-wide information, and on threat scenarios that involve dependencies among unit-level functions.

· Unit or departmental. This is the level of the business function unit, department, or office. The distinguishing characteristic is that the unit owns and manages the IT resources it uses to perform its function. The unit owns or is the custodian of information. Information risk management at this level focuses on ensuring adequate protection of owned and in-custody resources.

Three distinct information risk management processes are needed, as listed below. For each process, a corresponding organizational level at which most of the activities related to that process can be identified. However, as the next section describes, activities are needed at all levels for each process to be effective.

· A priori. The goal of an a priori process is to define information risk management policy (i.e., to set a maximum acceptable level of risk, and to define organizational processes and minimum requirements intended to achieve that level of risk.) An         a priori process is driven by enterprise-wide concerns.

· Proactive. The goal of a proactive process is to ensure that IT systems and information-dependent business functions are defined, implemented, and operated in such a way that an acceptable level of risk is achieved. It is applied at any organizational level that acquires and operates IT systems (or defines and implements information-dependent business functions). Security engineering and certification and accreditation (C&A) are examples of proactive information risk management processes. OMB Circular A-130 and TPD 71 define the Department of the Treasury’s C&A process, integrate this guidance to define a proactive process that covers the entire IT system life-cycle.

· Responsive. A responsive information risk management process enables the enterprise to respond to newly identified problems outside the a priori or proactive cycles. Its goal is to define and take actions in response to unexpected increases in the level of risk, so that it can be brought back to an acceptable level. In particular, a responsive process deals with intrusion detection and response (IDR). Other situations include contingency operations and temporary interoperability. In such situations, system configurations could otherwise include vulnerabilities not present during normal operations.

The results of the cyber CIP vulnerability/risk assessment and countermeasures assessment are analyzed to arrive at a risk management decision. The decision balances potential losses compared to benefits of potential countermeasures to produce the optimum result. One possible decision is risk acceptance, given that (a) the existing level of risk is acceptably low; (b) the cost of feasible countermeasures is unacceptable, in terms of operational impacts, life-cycle impacts, or dollar costs; or (c) no countermeasure can be identified to reduce the risk. 

Since changes in the environment can result in changes in the level of risk, countermeasures costs can drop, and new countermeasures can become available. Accepted risks should be tracked and used as inputs to the next iteration of the cyber CIP vulnerability/risk assessment process. Appendix D is a suggested format for the overall vulnerability/risk assessment report that should be documented for each TCI.

5.1
Perform Risk Management

The results of the cyber CIP vulnerability/risk assessment and countermeasure assessment should be analyzed to arrive at a risk management decision. The decision should balance potential losses compared to benefits of potential countermeasures, producing the optimum result. One possible decision is risk acceptance, given that (a) the existing level of risk is acceptably low, or (b) the cost of feasible countermeasures is unacceptable, in terms of operational impacts, life-cycle impacts, or dollar costs; or (c) no countermeasure can be identified to reduce the risk. Since changes in the environment can result in changes in the level of risk, countermeasure costs can drop, and new countermeasures can become available, accepted risks are tracked and used as input to the next iteration of the methodology process. 

Actions should be taken after the risk management decision has been reached. Possible actions depend on the context in which the decision will be made. At the highest level of generality, possible actions include repeating some portion of the CVRAM process based on different assumptions, for example on the scope of the analysis, cost limitations, or policy constraints (redirection): develop or implement countermeasures (investment); provide input to other decision points (guidance); or develop new technologies to deal with new threats that have not been addressed by existing technology. It is impossible to eliminate risk completely; thus, after the risk management actions have been taken, the decision-maker must accept some level of residual risk. 

These models are useful for framing discussions of risk management and for comparing more detailed processes. However, they are too high-level to reflect differences in risk management processes due to organizational level (e.g., enterprise-wide vice business unit) or to the resources being considered (e.g., IT system vice - vice information-dependent business function). In addition, the roles of policy and responsive risk mitigation are not explicitly represented. More specific models exist, but are tied to specific organizations or to cyber CIP vulnerability/risk assessment tools.

Risk management is the process and procedures used to identify and mitigate risks. It includes deciding how much risk is acceptable and implementing the controls to reduce the risk to that level. For those areas where the cyber CIP vulnerability/risk assessment process determines that the combination of risk and threat produces a viable risk, risk management must ensure that countermeasures are taken to reduce the vulnerabilities identified in the vulnerability assessment step of the Analysis phase. 

Different types of countermeasures will be required depending upon the nature of the vulnerability and the element of TCI being addressed (i.e., personnel, system, or facility). For example, if in the area of personnel security a vulnerability is discovered with regard to insufficient/inconsistent application of anti-virus procedures, the appropriate countermeasure may be to require increased or improved education/training of personnel with regard to viruses. In other cases, the security vulnerability might be organizational or procedural in nature. For example, a lack of communication between those responsible for information security and physical security may lead to a potential vulnerability. The solution there would be better communication, possibly including some organization changes. 

In the case of information technology security, if the discovered vulnerability is the use of an application with a known security flaw, the countermeasures may be:

· Updating the application with the appropriate new version.

· Ensuring procedures are in place for rapid updating of applications whenever security flaws are reported in TCI-critical applications.

5.1.1
Risk Management Cycle

Figure 5-1 shows the five risk management principles that should guide Treasury risk management activities. This approach will ensure that all Treasury organizations address current risks on a continuing basis with an effective management process. The approach was adopted from Executive Guide: Information Security Management: Learning From Leading Organizations, GAO/AIMD-98-68, May 1998; NIST’s September 1996 publication, Generally Accepted Principles and Practices for Securing Information Technology Systems; and OMB’s February 1996 revision of Circular A-130, Appendix III, “Security of Federal Automated Information Resources.” The five principles, addressed here, will be included in subsequent CIAO/CIO guidance to departmental bureaus/offices.

5.1.1.1
Establish a Central Management Focal Point

Managing the increased risks associated with a highly interconnected TCI environment demands increased central coordination to ensure that weaknesses in one organization’s TCI elements do not place the entire TCI at undue risk. Treasury will reorient existing groups in Treasury bureaus/offices to facilitate and oversee Treasury Infrastructure Protection activities. These groups will serve as the focal point for coordinating activities associated with the four segments of the risk management cycle.

The CIAO and CIO will establish a TIPP to execute their responsibilities and serve as the central focal point. 

5.1.1.2
Assess Risk and Determine Needs

Based on the weaknesses documented in the vulnerability assessments and in consideration of the threat environment, each Treasury bureau/office will develop a Risk Statement relative to the business practices and essential functions affected. The TIPP will articulate the Needs Statement for required policy and countermeasures necessary to reduce the residual risk to an acceptable level. There may be multiple possible countermeasures for any given identified risk. The TIPP will identify which countermeasure is most appropriate.
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Figure 5-1.  Risk Management Cycle

5.1.1.3
Implement Appropriate Policies and Related Controls

To ensure effective resource management, each Treasury bureau/office will prioritize policy and countermeasure efforts relative to the importance of the business practices and essential functions affected. Based on the true cost of implementing a given policy or countermeasure, the TIPP can allocate existing resources to the prioritized list to protect the most essential portions of the TCI. 

As part of this activity, the TIPP may make a determination that the necessary or optimum countermeasures to an identified vulnerability may not be practical for cost, timeliness or other reasons. For example, the vulnerability might be that internal LANs are subject to sniffing attacks because data is transmitted in the clear. However the optimum solution of encrypting the LAN might not be practical for cost or performance reasons. In such a situation, the TIPP might recommend alternative solutions (e.g., encrypt only authentication information). If Treasury bureaus/offices select an alternative solution, they must prepare an exception report noting why the full countermeasure will not be employed at that time.

5.1.1.4
Promote Awareness, Training and Education

Treasury bureaus/offices must make known the residual risk from unimplemented policies and controls to TCI managers and users. User awareness is essential to successfully implementing policies and ensuring that related controls are working properly. Users and others with access to infrastructure resources cannot be expected to comply with policies that they are not aware of or do not understand. Similarly, if they are not aware of the risks associated with their resources, they may not understand the need for and support compliance with policies designed to reduce risk. 

Also associated with awareness is the issue of training and education. The majority of security incidents are the result of inadvertent user misconduct that could have been prevented with training. The bulk of hacker attacks are directed against published vulnerabilities that system administrators were either unaware of or did not understand the importance of installing corrective patches. For these reasons, promoting awareness may be the most essential function of the risk management cycle. Treasury bureaus/offices should continually integrate security awareness into all aspects of Treasury operations.

5.1.1.5
Monitor and Evaluate Protection Measures

Treasury should use a variety of existing techniques and work to identify, evaluate, and implement new, more effective tools, as they become available. Such tools include software that can be used for automatically monitoring control effectiveness and information systems activity. In addition, Treasury should work to improve its ability to measure the precise costs and benefits of infrastructure protection activities so that Treasury organizations can better determine which controls and activities are the most cost-effective. 

5.1.1.5.1
Methodology

Treasury should perform risk management at various organizational levels. While a common approach and vision exist, the scope, technologies, organizational functions, and timeframe for risk management decisions differ, depending on the departmental level. 

5.1.1.5.2
Department-Wide

Treasury defines its Department’s missions and allocates them to the departmental bureaus/offices; it also provides several Treasury-wide infrastructure elements such as the Treasury Communications System. The TIPP offices will provide policy and guidance on risk mitigation strategies and risk management policy that includes an assessment of the maximum acceptable level of risk and recommends organizational processes to achieve that level of risk. Treasury bureaus/offices will determine which functions and which systems support those functions. The CIAO/CIO Offices will coordinate risk management for the Treasury-wide infrastructure elements and establish standards for minimum acceptable security practices for systems seeking to connect to the Treasury-wide infrastructure elements. 

5.1.1.5.3
Office/Bureau

Each office/bureau either provides an infrastructure to its facilities or units, or relies on the office/bureau infrastructure elements. Each will coordinate risk management activities throughout their organization and ensure uniform compliance with requirements. Treasury bureaus/offices will also apply the roles and responsibilities defined in Treasury the risk management policy to their respective organizational structures. They will verify compliance with office/bureau requirements for TCI elements they own or manage.

5.1.1.5.4
Facility 

TCI elements at a given facility share some risk factors, such as location, accessibility, and supporting infrastructure elements (e.g., emergency services, telecommunications, water, and power). A facility typically also provides an information infrastructure to the units housed there (e.g., a building LAN). 

Facility risk management focuses on threat scenarios that involve shared risk factors, risks to the facility-wide information infrastructure, and threat scenarios that involve dependencies. Each office/bureau should verify compliance for facility-wide systems, infrastructures, and functions, and assess local infrastructure dependencies.
5.2
Investment

TCI investment should be based on the overall business process and case studies for the next generation of assets. Upon completion of the final analysis, there should be a management decision made concerning the potential investment cost versus the level of residual risk and the potential harm to the TCI.

5.3
Guidance

Guidance should be provided for multiple phases of the CIP program. As the timeline progresses toward the final operational capability as identified in the CIAO National Plan document of January 2000, the Department of the Treasury should issue specific guidance for the strengthening of the infrastructure. This guidance should vary based on the current threat condition, the actual business process of the bureau/office, and the perceived reliance on public utilities and infrastructures. This process should be outlined more completely in the CIP Roadmap document.

5.4
Remediation

Remediation should be based on traditional and advanced physical, information, and personnel security measures as needed to provide for the protection of infrastructure systems against the entire threat spectrum. Other current and advanced survivability, reliability, or assurance enhancement measures (e.g., hardening, proliferation, redundancy, mobility, signature reduction, threat effect tolerance) similarly need to be explored and/or developed. Tools to assist in the identification and selection of remediation or protective measures (incorporating trade-off and cost-benefit analysis capabilities) need to be identified, tailored, or developed.

5.5
Technologies

Specific technologies that will provide additional protection for the infrastructure community must be constantly assessed to ensure the most technically advanced solutions are made available to protect the TCI. Identification and assessment must be made both for technologies that can potentially be used maliciously to disrupt, damage, or destroy infrastructure or key components, and, conversely, for technologies, that may have protective applications and can potentially be used to safeguard infrastructures and components of the TCI.
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� Note that increased risk to the accuracy of the cyber CIP vulnerability/risk assessment process could occur if Treasury and Treasury element policies have not been updated to reflect current national guidance and best practices.
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